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ABSTRACT

Modern user profiling approaches capture different forms of interac-
tions with the data, from user-item to user-user relationships. Graph
Neural Networks (GNNs) have become a natural way to model these
behaviours and build efficient and effective user profiles. However,
each GNN-based user profiling approach has its own way of process-
ing information, thus creating heterogeneity that does not favour
the benchmarking of these techniques. To overcome this issue, we
present FairUP, a framework that standardises the input needed
to run three state-of-the-art GNN-based models for user profiling
tasks. Moreover, given the importance that algorithmic fairness
is getting in the evaluation of machine learning systems, FairUP
includes two additional components to (1) analyse pre-processing
and post-processing fairness and (2) mitigate the potential presence
of unfairness in the original datasets through three pre-processing
debiasing techniques. The framework, while extensible in multiple
directions, in its first version, allows the user to conduct exper-
iments on four real-world datasets. The source code is available
at https://link.erasmopurif.com/FairUP-source-code, and the web
application is available at https://link.erasmopurif.com/FairUP.
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1 INTRODUCTION

Recent years have seen a huge increase in personal information be-
ing shared through daily interaction with artificial intelligence (AI)
systems, especially information retrieval (IR) systems and recom-
mender systems (RSs). In this context, user profiling has emerged
as an influential topic in various practical applications, notably in
social media [23], e-commerce [31] and personalised systems [11].
User profiling aims to deduce an individual’s preferences, charac-
teristics or actions from gathered data, enabling the development
of an effective user model. In particular, modern systems emphasise
implicit user profiling, which entails analysing end-users actions and
interactions to create user profiles. These techniques are also known
as behavioural user profiling [19]. Graphs depict a natural means to
model these behaviours by representing users as nodes and their in-
teractions as edges. Graph representation learning approaches [16],
principally Graph Neural Networks (GNNs) [15, 20, 29, 34, 35]
provide a significant advantage over traditional deep learning (DL)
methods to deal with such data. Although existing GNNs have been
proven to be successful in user profiling tasks, whose effective-
ness is generally assessed through the ability to correctly classify a
user’s attribute (e.g. salary, consumption level, age, etc.) [6], they
are susceptible to learning biases present in the data and reflect
them in their outputs, like any machine learning (ML) model that
is trained on historical data.
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Figure 1: Logical architecture of the FairUP framework.

In such a scenario, and due to the social impact automated
decision-making systems currently have on people’s everyday life,
algorithmic fairness [21, 24] has turned into a key research field
in AL Several works have been published in the last few years
about bias detection and mitigation for general ML models [1, 4, 30],
user-related scenarios [26], IR systems [12, 14, 27] and RSs [22, 28].
Instead, there are only a limited number of studies assessing the
fairness of GNNs [7-9, 25], and to the best of our knowledge, no tool
has yet been realised to allow a comprehensive and comparative
fairness analysis for these architectures.

Our contributions. In this paper, we propose FairUP, a novel
framework to assess algorithmic fairness on GNN-based models for
user profiling tasks. The presented framework is founded on our
previous and first-of-its-kind analysis of the fairness of state-of-the-
art GNN-based behavioural user profiling models [25], published
last year. FairUP empowers researchers and practitioners to simul-
taneously examine classification performance and fairness metrics
scores of the included models. Specifically, it is composed of several
components (described in detail in the continuation of the paper),
which allow end users to:

(1) compute the fairness of the input dataset by means of a
pre-processing metric, i.e. disparate impact [1];

(2) mitigate the unfairness of the dataset, if needed, by apply-
ing different well-established debiasing methods, i.e. sam-
pling [18], reweighting [18] and disparate impact remover [13];

(3) standardise the input (a graph in Neo47' or NetworkX? for-
mat) for each GNN model;

(4) train one or more GNNs, i.e. CatGCN [5], RHGN [32] and
FairGNN [7], by specifying the parameters for each of them;

(5) evaluate post-hoc fairness by exploiting four standard met-
rics, i.e. statistical parity [10, 13], equal opportunity [17],
overall accuracy equality [2] and treatment equality [2].

Our contributions can be summarised as follows:

e We designed an extensible and standardised framework ca-
pable of training state-of-the-art GNN-based user profiling

https://neodj.com/.
Zhttps://networkx.org/.

models on different graph datasets, detecting pre-processing
and post-processing bias, and mitigating potential unfairness
in the original dataset. The source code is made available®.

e We developed a user interface (UI) which enables users to
explore the framework and examine its functionalities.

e We implemented a prototype version of the framework op-
erating on pre-defined real-world datasets. The web applica-
tion and a demo video® are accessible online.

2 THE FAIRUP FRAMEWORK

In this section, we describe in detail the components of the proposed
framework, whose logical architecture is shown in Figure 1.

2.1 Pre-processing component

The goal of this component is to properly pre-process the input
data for the different models available in the framework. The pre-
processing component itself is divided into three modules: the
optional pre-processing fairness evaluation and debiasing followed
by the input standardisation.

Pre-processing fairness evaluation. As discussed in Section 1,
FairUP aims to support any input graph from the user, in either
Neo4] or NetworkX format. Once the input data is correctly de-
coded, the user has the opportunity to measure the overall dataset
fairness, and this is achieved by calculating the disparate impact
metric [1]. The concept of disparate impact can also be depicted
or used as a general fairness metric based on evaluating the pro-
portion of individuals who receive a positive outcome depending
on their sensitive attribute (e.g. age, country, gender, etc.). This
metric describes covert, frequently unintentional discrimination
when procedures or systems appear to treat people equally, and it
is defined as:

P(Y =1| D = unprivileged) D
P (Y =1| D = privileged) (

According to the literature and industry standards [3], a viola-

tion of disparate impact occurs when the positive outcome given

3Source code available at https://link.erasmopurif.com/FairUP-source-code.
“Web application available at https://link erasmopurif.com/FairUP.
>Demo video available at https://link.erasmopurif.com/FairUP-demo-video.
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to the unprivileged group is less than 80% of their proportional
representation compared to the privileged group.

Debiasing module. After evaluating the dataset fairness, if bi-
ases are uncovered, the user can decide to apply a pre-processing
debiasing approach. The framework supports three methods: sam-
pling, reweighting and disparate impact remover.

Sampling [18] is an approach which attempts to re-sample the
dataset in a way so that the discrimination is mitigated or removed.
After partitioning the dataset into four groups (deprived community
with positive class labels, deprived community with negative class
labels, favoured community with positive class labels and favoured
community with negative class labels), it calculates for each class
label and sensitive attribute the expected sizes if the given dataset
would have been non-discriminatory. Finally, a uniform or prefer-
ential sampling algorithm is applied.

Reweighting [18] tries to mitigate bias in the dataset by assign-
ing different weights to the dataset tuples. In particular, by giving
the unfavourable sensitive attribute higher weights than favourable
ones. To achieve this, it calculates the expected and observed prob-
ability for a given sensitive attribute label and class label. If the
expected probability is higher than the observed probability, there
is a bias towards the opposite class label. To overcome that, lower
weights are assigned to tuples that are favoured.

Disparate impact remover [13], as the name suggests, has
been specifically developed to remove disparate impact bias from
a dataset. This is done by editing the sensitive attribute features
so that the correlation between those features and the prediction
class is reduced and kept balanced for all prediction classes in the
dataset. Disparate impact remover also ensures that while editing
the sensitive attributes features the group ranking of the different
prediction classes is preserved.

Input standardisation. Since each GNN model requires the
input to be structured in a specific manner, this module transforms
the original dataset as expected by the selected models. Being the
framework extensible, when a new GNN is added, the related input
standardisation procedure must be implemented.

2.2 Core component

This part represents the core of the proposed framework. In its
first version, we included three state-of-the-art GNN-based models,
which demonstrated the most effective in user profiling: CatGCN,
RHGN and FairGNN.

CatGCN [5] is a graph convolutional network designed for
graph learning on categorical node features. It improves the initial
representation of nodes by incorporating two forms of explicit inter-
action modelling into its learning process, a local interaction based
on multiplying node feature pairs and a global interaction based on
adding features to an artificial graph. The results demonstrate the
efficacy of performing feature interaction modelling before graph
convolution.

RHGN ([32] is a Relation-aware Heterogeneous Graph Network
developed to model the various relationships present in a heteroge-
neous graph that encompasses different entities. At its core lies a
multi-relation attention mechanism that resembles a transformer,
used to evaluate the significance of nodes and meta-relations in the
graph. Furthermore, a heterogeneous graph propagation network is
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utilised to gather information from numerous sources. This method
has been proven to produce better results than several graph neural
network-based models in tasks related to user profiling.

FairGNN (7] is a GNN framework tailored for mitigating bias
in model predictions using an in-processing debiasing approach.
The framework is divided into three models: a classifier (which can
be either a Graph Convolutional Network (GCN) [33] or a Graph
Attention Network (GAT) [29]), a sensitive attribute estimator and
an adversary. This model uses a min-max game approach to mitigate
bias between the classifier and the adversary, where the adversary
tries to estimate sensitive attributes in the dataset from the predicted
node representation by the classifier, and the classifier aims to
learn node representations that fool the adversary to make wrong
predictions.

2.3 Post-processing fairness evaluation

After the chosen models are trained, the framework can compute
the fairness of their predictions, by exploiting four standard metrics:
statistical parity, equal opportunity, overall accuracy equality, and
treatment equality.

The specific formulas are defined considering y € {0, 1} as the
binary target label and § € {0, 1} as the prediction of the user
profiling model f : x — y, while the sensitive attribute is indicated
with s € {0,1}.

Statistical parity [10, 13], also known as demographic parity,
is a measure of fairness in which each group has an equal chance
of being designated as the positive class, meaning that predictions
independent with sensitive attributes.

SP=P(j=1ls=0)=P(j=1|s=1) @)

Equal opportunity [17] demands the probability of a member

of a positive class to be assigned to the positive class should be
equal for each group.

EOD=P(g=1y=1s=0)=P(y=1y=1s=1) (3)

Overall accuracy equality citeberk2021overallaccuracy char-
acterises fairness as the equal probability of a subject from either
positive or negative class to be assigned to its respective class, i.e.
each group should have the same prediction accuracy.

OAE=P(j=0ly=0,s=0)+P(g=1ly=15=0)

SP@=0ly=0s=1)+P@=1y=1s=1) D

Treatment equality [2] requires the error rate produced by the
classifier to be the same across different sensitive groups
P(I=1y=0s=0) P@H=1y=0s=1)
P(=0ly=15=0) P(@=0ly=1s=1)

To be able to integrate such metrics in our framework, we quanti-
tatively evaluate the fairness of our predictions using the presented
metrics according to our previous work [25]:

TED =

©)

Asp=|P(§=1]s=0) = P(§ = 1[s = 1)| (6)
Apop =I1P(I=1y=1s=0)-P(@=1y=1Ls=1)] (7)
Aoag =P(§=0ly=0,s=0)+P(J=1ly=15=0) ®)

—P(§=0ly=0,s=1)+P(G=1y=15s=1)|

P(i=1y=0,s=0) P()=1ly=0,s=1)
Arep = |=o—Y S e )

P(G=0ly=1s=0) P@=0y=1s=1)
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Which dataset do you want to evaluate?
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select prediction label
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Select sensitive attribute

age_level

Do you want to evaluate the dataset fairess?

More information

Do you want to apply debias approaches?

® No

Yes
Select the models you want totrain

RHGN X

Figure 2: Selection of the dataset, input parameters and pre-
processing fairness functionalities.

3 DEMONSTRATION

In this section, we guide our readers in the exploration of the func-
tionalities of the FairUP UI, developed to allow users to interact
with the framework. The Ul is developed using the Python library
named Streamlit®.

The initial page displays the description of the framework compo-
nents, as well as the architecture. Upon clicking on the “Framework”
button in the navigation sidebar, the user will be directed to the
main page (Figure 2), where it is possible to select the input dataset,
the related target class and sensitive attribute to adopt in the ex-
periment (from a dropdown menu which appears once a dataset is
selected) and decide whether or not to execute the pre-processing
fairness functionalities (illustrated in Section 2.1).

To allow quick use of FairUP, the users have the possibility to
select a preset configuration for each dataset instead of manually
choosing every attribute.

For our first prototype version of the framework, four pre-defined
datasets are made available: Alibaba, 7D, NBA and Pokec-z.

Alibaba’ is a public large-scale e-commerce user profiling dataset
that contains about 350 000 users with information about their pur-
chases and click rates. The dataset is based on the Chinese Alibaba
portal and was used in [32] and [5] for the original experiments.

JD8 is the second dataset originally adopted in [32] and [5] for
training and evaluation. The dataset consists of users and items
from the JD e-commerce platform and contains information about
click and purchase relationships between them.

NBA” is one of the dataset used in [7]. It contains information
about around 400 NBA players from the 2016-2017 season, such as
player height, player salary, player team and age. The dataset was
further extended by the paper authors to obtain graphs that link
NBA players together, leveraging data crawled from Twitter.

Shttps://streamlit.io/

"https://tianchi.aliyun.com/dataset/56
8https://github.com/guyulongcs/IJCAI2019HG
https://www.kaggle.com/datasets/noahgift/social-power-nba
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Enter the general paramaters

Enter the prefered seed number

11

Enter the RHGN parametrs

Enter the number of hidden layers

5

Enter the learning rate

0.10

Enter the number of epochs

100

Enter the clip value

2

Begin experiment

Figure 3: Selection of the training parameters for the chosen
GNN model(s). In this example, RHGN parameters are shown.

Pokec-z!° is the second dataset utilised in [7]. Pokec is a social
network dataset that contains millions of users. Its data is similar
to Facebook and Twitter content, with information about users’
gender, age, working field, etc. The dataset also includes user mutual
relationships, which makes it a good social network dataset for
GNN s training,.

As discussed, the user has the flexibility in the number of models
to be trained. After the choice has been taken, the framework re-
quires inserting the training parameters for each model (Figure 3).
At the end of this procedure, the user can start the experiment and
check a table reporting the classification and fairness results.

4 CONCLUSION

In this work, we presented FairUP, a novel framework for fairness
analysis and mitigation of GNN-based user profiling models. The
framework enables users to easily analyse the different GNN model
prediction results as well as the fairness metrics scores of these
predictions. Nonetheless, the framework also allows users to miti-
gate the bias in the predictions by applying different pre-processing
debiasing approaches before training. Finally, we presented a sim-
ple UI that facilitates the user to interact with such a complex
framework structure effortlessly. FairUP offers end-users the oppor-
tunity to understand and compare different GNN models and also
examine various bias detection and mitigation approaches using
a standardised tool. In the future, the framework can be extended
to support new models and fairness procedures, i.e. metrics for
multi-classification problems. Additionally, it will support differ-
ent debiasing approaches, which can include in-processing and
post-processing techniques.
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