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ABSTRACT

We present a provenance model for the generic workflow of numer-
ical Lattice Quantum Chromodynamics (QCD) calculations, which
constitute an important component of particle physics research.
These calculations are carried out on the largest supercomputers
worldwide with data in the multi-PetaByte range being generated
and analyzed. In the Lattice QCD community, a custom metadata
standard (QCDml) that includes certain provenance information
already exists for one part of the workflow, the so-called generation
of configurations.

In this paper, we follow the W3C PROV standard and formulate
a provenance model that includes both the generation part and
the so-called measurement part of the Lattice QCD workflow. We
demonstrate the applicability of this model and show how the model
can be used to answer some provenance-related research questions.
However, many important provenance questions in the Lattice
QCD community require extensions of this provenance model. To
this end, we propose a multi-layered provenance approach that
combines prospective and retrospective elements.
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1 INTRODUCTION

Provenance generally refers to “any information that describes the
production process of an end product, which can be anything from
a piece of data to a physical object” [17]. This is a challenge we
also face in our application, Lattice QCD workflows. Let us give a
brief introduction to this application. On the fundamental level, our
understanding of nature rests on the Standard Model of elementary
particles and their interactions. The Standard Model is formulated
in terms of quantum field theories, including Quantum Chromody-
namics (QCD). Currently many experimental and theoretical efforts
are underway to search for physics beyond the Standard Model.
These searches require supporting QCD calculations that must be
carried out to high precision. The preferred tool for such calcula-
tions is the numerical simulation of QCD on a space-time lattice
(Lattice QCD). Lattice QCD has evolved over more than four decades
and is now a mature field with many hundreds of researchers all
over the world. Similar to experiments, where one first collects data
and later analyzes them, the Lattice QCD programme factorizes into
three parts, generation, measurement, and analysis [4]. In the first
part, ensembles of so-called gauge-field configurations are generated
using the Markov chain Monte Carlo method and then stored to disk.
In the second part, so-called correlation functions that are relevant
for the specific physics programme are computed on these configu-
rations, and the resulting data are also stored to disk. In the third
part, the correlation functions are combined into the observables of
interest. The first two parts are very compute-intensive and use the
largest supercomputers worldwide. At present, typical data sizes
for a given collaboration are about one PetaByte of ensembles and
several PetaBytes of derived data [4].

Already twenty years ago the Lattice QCD community initi-
ated the International Lattice Data Grid (ILDG) [20, 22, 23, 27] for
the purpose of sharing ensembles of configurations (according to
what is nowadays known as the FAIR principles — FAIR stands for
Findable, Accessible, Interoperable, and Reusable, where Reusable
includes provenance aspects [14, 37, 42]). For the generation part of
the Lattice QCD programme, the ILDG metadata standard (QCDml
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[27, 41]) also includes tracking information, but a full provenance
concept has not been developed yet. In this paper we present a
provenance model for the generation part using the W3C PROV
standard (which did not exist when the ILDG metadata standard
was created). Furthermore, we extend our model to include the
measurement part of the Lattice QCD programme, for which no
community effort on provenance has been made so far. We view
this as an important step towards implementing the FAIR principles
in research data management.

To illustrate the importance of provenance in the Lattice QCD
context, let us discuss an example that occurred in practice. A set
of configurations was stored at an external research institute. Dur-
ing the storage period, silent data corruption took place due to a
file-system problem. Measurements based on the corrupted con-
figurations could have been performed before the data corruption
was noticed. In such a situation, provenance can trace incorrect
measurement results back (upstream) to the corrupted configura-
tions. Conversely, provenance can identify the (downstream) mea-
surement results that may have been affected by the corrupted
configurations.

Another important aspect is the reproducibility and replicability
(as defined in [1]) of results published in a scientific article. On the
one hand, we need provenance information to determine what part
of the data was actually relevant for the published results. On the
other hand, we also need provenance of the associated workflows.
This will allow us (or others) to reconstruct a published result in a
transparent way. For details we refer to [2, 3].

To integrate provenance into Lattice QCD workflows we need a
sustainable provenance model. After analyzing other physical prob-
lems such as [21, 40] we decided to use the W3C PROV model [15],
which defines “a data model, serializations, and definitions to sup-
port the interchange of provenance information on the Web.” In [21],
the authors “lay the foundation for making an automated prove-
nance generation tool for astronomical/data-processing pipelines”
but do not use the W3C PROV model, while [40] describes a W3C
PROV model to make the software BACARDI, which provides a
database with information about active and inactive objects orbit-
ing the Earth, provenance-aware. The model is implemented using
the Python library prov [9].

The provenance model towards which researchers naturally grav-
itate starts from a high-level conceptual workflow model and then
specializes or instantiates details to answer provenance questions.
Therefore, to generate our provenance model we first describe a
generic Lattice QCD workflow (see Figure 2 below). In a second
step, we analyze a concrete Lattice QCD workflow in more detail
and develop an initial W3C PROV model for it (Figure 3). Finally,
we propose a multi-layered model (Figure 4) that we envisage to be
realized as a W3C PROV extension.

The structure of this paper is as follows. We first provide back-
ground information on provenance and the W3C PROV standard
(Section 2). Next, we introduce our use case (Lattice QCD) and
establish our W3C PROV-based provenance model (Section 3). We
then discuss new ideas to extend our provenance model (Section 4).
Finally, we summarize and give an outlook (Section 5).

Contributions. Our main contributions are as follows.
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Figure 1: PROV core concepts and relations, based on [13].

e We demonstrate the applicability of provenance modeling
for the data-intensive science field of Lattice QCD.

e We show how the W3C PROV model for Lattice QCD work-
flows can be used to answer common provenance-related
research questions such as Q1 to Q5 (Section 3).

e We articulate the need for model extensions to support re-
searchers who wish to employ provenance to make their
research workflows more transparent and to collect and uti-
lize more detailed provenance information.

2 BACKGROUND AND RELATED WORK

Provenance information encompasses metadata on entities, activ-
ities, and agents involved in a production process. In scientific
workflows this provenance information is usually logged [24]. In
the case of Lattice QCD, we are dealing with a complex workflow
that generates and analyzes large amounts of data using supercom-
puters. For answering our provenance-related questions, which we
will present in detail in Section 3, we employ the W3C PROV model
to describe the corresponding provenance information. This model
was developed ten years ago and defines a “core data model for
provenance for building representations of the entities, people and
processes involved in producing a piece of data or thing, which
can be used to form assessments about its quality, reliability or
trustworthiness” [13]. The model distinguishes three core concepts:
entities, activities, and agents. Entities are data or artifacts and can
be derived from other entities. Activities can generate or use enti-
ties. Agents can perform or control activities or produce entities.
Workflow provenance can be described by graphs whose nodes
are entities, activities, or agents. Their relations are described by
different edge types of the graph (Figure 1).

At the core of the W3C PROV standard lies the PROV data model
(PROV-DM [32]). It defines concepts for expressing and exchang-
ing provenance information and is realized by a family of related
specifications, e.g., for provenance aimed at human consumption
(PROV-N), a PROV ontology (PROV-0O), and an XML schema (PROV-
XML), see [13] for details. A direct precursor of the W3C PROV
model was the Open Provenance Model (OPM [31]).

In the context of scientific workflows, provenance is a record of
the derivation of a set of results. There are two different forms of
provenance [44]: The W3C PROV model as well as OPM capture
retrospective provenance, i.e., information about past workflow ex-
ecutions and data derivations. In contrast, prospective provenance
captures the structure of a workflow and can be understood as a
recipe for future workflow executions. Workflow graphs can also
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serve as a high-level “summary” of what has happened in the past,
i.e., despite their prospective nature, such graphs can also be used
to describe past workflow executions at a higher, conceptual level.
Since the W3C PROV model (and similarly OPM) were meant to
provide a minimal model for retrospective provenance, questions
that involve prospective provenance or hybrid provenance elements
cannot be directly answered in this model [25, 38].

To address these limitations, several extensions to retrospec-
tive provenance standards have been developed over the years:
ProvONE [6] extends the W3C PROV model by adding a work-
flow (i.e., prospective provenance) layer that is then linked to the
retrospective layer to support hybrid queries combining both prove-
nance types in scientific workflow applications. ProvONE “aims to
provide the fundamental information needed to understand and
analyze scientific workflow-based computational experiments” [6].
Similarly, its precursor D-PROV [30], and the related Open Prove-
nance Model for Workflows OPMW [12], provide scientists with a
vocabulary and relational structure for answering hybrid prove-
nance questions. The Wf4Ever research object model includes a
vocabulary for workflow execution provenance [39]. Numerous
tools have been developed that capture computational provenance,
see, e.g., [36] for a survey on provenance tools for scripts, and [5]
for a tool for capturing workflow provenance. The idea of combin-
ing retrospective with prospective provenance to support hybrid
queries has also been employed before, see, e.g., [43] or [35]. The
latter reference combines the annotation-based prospective prove-
nance modeling tool YesWorkflow [28] with a tool for capturing
fine-grained retrospective provenance from Python scripts [34].

3 PROVENANCE FOR LATTICE QCD

In this section, we develop a provenance model for Lattice QCD
using the vocabulary known in that community. A W3C PROV
representation of our model is shown in Figure 3 below.

3.1 Workflow for Lattice QCD Calculations

As outlined in the introduction, a generic Lattice QCD workflow
consists of three main parts. In the first part (generation), so-called
gauge field configurations are generated by means of Monte Carlo
techniques, usually employing the HMC algorithm [10]. At the
end of this process a certain number of configurations becomes
available, where each configuration consists of a fixed number
of complex numbers. These configurations are stored on disk for
subsequent analysis. In the second part (measurement), correlation
functions and other derived data (collectively called measurement
data) are computed from the configurations. These correlation func-
tions contain information about physical observables. In the third
part (analysis), the observables are computed from the correlation
functions, which includes averaging over configurations, extrapo-
lating to certain limits, and other activities. The outcome of these
calculations can then be confronted with experimental results.

The first two parts of the workflow are illustrated in Figure 2
using gray frames. Here, we do not consider the third part for two
reasons: the first two parts are much more compute-intensive, and
the third part depends on the observable of interest and is thus
much less generic than the first two. We leave the construction of
a provenance model for the analysis part to future work.
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The input for the generation part is given by simulation parame-
ters which control both the HMC algorithm (algorithmic parameters)
and the details of the physics (physical parameters). Note that the
physical parameters also enter the measurement part. Typically,
they are available in the configuration metadata that are produced
during the generation part. Additional parameters (measurement
parameters) enter the measurement part.

simulation
parameters

!

configuration generator

'

configurations

!

data management
(verification, metadata extraction,
data protection, ...)

'

configurations (verified)
and configuration metadata

measurement
parameters

N

measurement engine

l

measurement data
and measurment metadata

Figure 2: Representation of the first two parts of a generic
Lattice QCD workflow.

Let us briefly discuss the activity labeled “data management” in
Figure 2. Typical Lattice QCD calculations generate a huge amount
of data [4], and thus data management has become of critical im-
portance [23]. Collecting and processing metadata is obviously a
mandatory task. Furthermore, to ensure correctness, data verifica-
tion is necessary, which utilizes the metadata. Also, since gener-
ating the configurations is computationally very expensive, it is
important to back up the data to prevent data loss. To comply with
scientific standards, often data need to be archived for a certain
period of time. Note that data management is equally important for
both configurations and measurement data, i.e., the measurement
part of Figure 2 also contains data management even though it is
not shown explicitly.

3.2 Including Provenance

To better support researchers in their computational science work,
questions like the following should be answerable by the data man-
agement system and cyberinfrastructure.

Q1 Which datasets are affected by an error or bug?

Q2 How are datasets affected by modifying a parameter?
Q3 Who was involved in generating the data?
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Q4 Which codes and experts are needed to repeat a workflow?
Q5 Which data/parameters are needed to (re-) produce a result?

These questions are just a few examples of provenance-related ques-
tions that computational scientists often need to answer and are
similar to those raised in [40]. They are always entity-, activity- or
agent-focused and are used, e.g., for defect detection, quality assur-
ance, process validation, monitoring, statistical analysis, developer
evaluation or information gathering.! Because of the broad range
of questions, different provenance elements are required to answer
the questions stated above. While questions Q1 and Q2 pertain
mainly to the data level, questions Q3 to Q5 relate more closely to
the underlying workflow that generated the data.

We follow the W3C PROV standard presented in [13] to define
a provenance model for the specific Lattice QCD workflow im-
plemented in our research group, see Figure 3. The four activities
shown in the blue code boxes read the two sets of input parameters,
manage the data, and generate the final HDFS5 files. The seven enti-
ties shown in the yellow boxes represent input parameters, data,
and metadata. The model is completed by three agents (orange
boxes) who execute the activities and are responsible for the input
parameters. In our case, the agents ALICE and BoB define the in-
put parameters and execute the first two activities openQCD and
metadata extraction and verification, respectively. In the workflow,
verified data and metadata are generated. Using these and the mea-
surement parameters, CHARLY then executes the activities in the
measurement part and generates the actual HDFS5 files.

There are two main differences between Figures 2 and 3. First,
the data management activity in Figure 2 also includes backup and
archiving, which we omitted in Figure 3 in the interest of simplicity.
Second, while the measurement sub-workflow in Figure 2 consists
of a single activity, the corresponding sub-workflow in Figure 3
includes a second activity. This is due to the fact that in the actual
implementation of the measurement engine, another intermediate
step is required, i.e., the generation of suitable XML input files.
In summary, the provenance graph in Figure 3 can be seen as a
refinement of the more abstract workflow version in Figure 2.

Upon closer inspection, we notice that the PROV graph does not

contain w-edges (wasDerivedFrom) of the form (Dl)«‘&(Dg), ie,a
data entity D, was derived from another entity D;. Instead, Figure 3
contains chains of u-edges (used) and g-edges (wasGeneratedBy) of
the form

(Dy) & [A] &~ (Dy)

i.e., a process (activity) A used data entity D; and generated data
entity Dy. In many applications, including ours, the used and was-
GeneratedBy relations are important to explicitly model the flow
of data entities in and out of processing steps (activities), thereby
supporting powerful provenance analysis queries. Although the
standard does not assume that a used-wasGeneratedBy chain always
implies a wasDerivedFrom relation, this is often the case in practice
and in our Lattice QCD provenance model as well. For visual clarity,
we omitted these wasDerivedFrom edges in Figure 3. An implemen-
tation of the model could construct these edges on demand using a

IFor other computational science provenance questions see, e.g., [29] and [35].
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Figure 3: Lattice QCD workflow as a W3C PROV model.

custom derivation rule; see [8] and [33] for further details on the
interplay of these different relationships.

The provenance graph in Figure 3 contains specific instance-
level information such as the names of the agents AricE, Bos,
and CHARLY and abstract identifiers on the schema level such as
XML file. In many cases adding such instance-level information
satisfies the needs of the Lattice QCD community. For example, the
calculations are usually carried out by the same people so that the
individuals/concrete agents can be viewed as “part of the system”

Figure 3 lists the names of the individuals who regularly act
as agents for a specific research group and time period. A more
generic setup would indicate an agent of type Person. Using the
names of individuals, question Q3 can be answered directly from the
provenance graph. In contrast, question Q4 refers to activities and
agents at the workflow level and requires prospective provenance.
Q5 is a similar question posed at the entity level.

Like Q3, question Q1 is a retrospective provenance question. For
example, we may realize that the output data are incorrect. In this
case, the data derivation chains must be traced from the results
back to the sources (upstream propagation). As another example,
we may find an error in an activity or entity, such as the silent
data corruption in the configurations mentioned above. Then the



Provenance for Lattice QCD workflows

erroneous activity or entity needs to be fixed, and subsequent enti-
ties need to be recomputed or corrected (downstream propagation).
In both examples we have to perform dependency tracing along
derivation chains in the provenance graph.

Question Q2 can be interpreted in different ways. If we are
solely interested in the dependency structure at the conceptual
level (Figure 3), question Q2 requires prospective provenance only.
Alternatively, if we are interested in the effect of a parameter change
on a dataset in a previous workflow run, we need retrospective
provenance.

To summarize, questions Q1 and Q3 require retrospective prove-
nance, questions Q4 and Q5 correspond to prospective provenance
queries, and question Q2 combines both kinds of provenance.

4 TOWARDS LAYERED PROVENANCE

Every execution of the workflow by ALICE, BoB, and CHARLY re-
sults in a provenance graph similar to the one shown in Figure 3.
Since the overall provenance model structure remains the same
in all cases, the provenance graph depicted in Figure 3 is really
a provenance template graph, i.e., each workflow run (execution)
generates its own provenance instance graph, in which schema-level
elements (e.g., data:HDF5 files) are replaced by references to con-
crete instance objects (e.g., X251r@00n1000_run3.hd5). In turn, the
provenance template in Figure 3 can be seen as a specialization of
the workflow graph in Figure 2 that describes the general form of
Lattice QCD workflows used by the community. For example, the
generic steps configuration generator and measurement engine in the
workflow are specialized to code: openQCD [26] and code: Chroma
[11], respectively, which are the specific tools used by the physicists
in our research group.

4.1 Provenance Templates vs Instances

To address the practical needs of our research scientists, while at
the same time employing a standard model to facilitate data ex-
change and transparency, we propose to extend the W3C PROV
model to include both instance-level provenance graphs and—linked
to these—a template-level provenance graph. The relationship be-
tween template and instance graphs is a very natural one, as the
latter can be viewed as isomorphic copies of the former, where
schema-level elements have been replaced by object identifiers. In
this way, the template graph can serve as an overview or a summary
of the many instance graphs.

We further propose to add a workflow layer to this extension. In
the resulting multi-layer provenance model (Figure 4), a community-
wide workflow graph can be specialized to a provenance template
(for individual research groups), which in turn will be instantiated
whenever workflow runs are executed. These instances then include
concrete values of all input parameters, the names and time stamps
of the data files containing the configurations, the version numbers
or git hashes of the codes, compiler versions and flags, the names
of persons who executed the compilation, details of the machines
running the calculations, etc.

As our initial analysis of the provenance-related queries Q1 to Q5
from Section 3.2 has shown, to answer all such questions requires
a combination of retrospective provenance elements (as provided
by the W3C PROV standard) and prospective elements (as given
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P N I
Instances 1..n

“ . .
Instantiation

Figure 4: Layers of the proposed hybrid provenance model:
Elements of a conceptual workflow (left) naturally map to
elements in a W3C PROV template model (middle). Each
workflow execution creates PROV-compatible retrospective
provenance graphs (right), i.e., instances 1,. .., n of the prove-
nance template in the middle.

by a workflow or a provenance template graph). After extending
our model in this way, it should satisfy the following desiderata:

(1) The community-level workflow structure should be linkable
to provenance template graphs (research group level).

(2) The instance-level provenance graphs of the hundreds or
thousands of runs (with varying parameter settings etc.)
should be automatically linked to a provenance template.

(3) A domain-aware provenance model should allow users to
distinguish different types of data, e.g., using namespaces.

The proposed multi-layer model (Figure 4) can be implemented in
different ways. We hope to bring together both communities, i.e.,
our colleagues from the Lattice QCD community and the prove-
nance research community, to co-develop suitable W3C PROV ex-
tensions. Our current plan is to explore and evaluate existing stan-
dards, in particular W3C PROV and RDF [7]. The latter would
also allow us to embed multi-layered provenance models into a
more general knowledge graph/LOD (Linked Open Data) frame-
work, leveraging again existing standards, tools, and namespaces.
Using these, the Lattice QCD community can determine how far
they want to go with modeling and formalizing the semantics for
the different types, e.g., to create controlled vocabularies and/or
formal ontologies in OWL, agreed upon by the community. We
reach out to the provenance community to get a head-start in our
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model-building efforts. Since we are not the first ones to identify
the need for hybrid provenance models (see, e.g., [5, 6, 12, 39, 44]
among many others), we hope to build on existing efforts rather
than reinventing the wheel.

4.2 Implementation & Evaluation Plan

In order to evaluate the efficacy and practicality of the proposed
model, we plan to implement a prototype for the Lattice QCD com-
munity. Since a considerable amount of provenance information
is already captured by existing QCD workflows in log files, we
will first develop a Python-based provenance harvesting tool. The
harvested information then needs to be mapped to a suitable prove-
nance store (e.g., a relational or graph database) that implements
our model. Additional provenance information can be found in
the attributes and dataspace objects of the HDF5 datasets and in
the file and folder names. As described in [29], this provenance
information will then be extracted based on the applicable con-
ventions. Finally, provenance information that is required in our
model, but not (yet) available through harvesting, will have to be
recorded through other means, e.g., using a light-weight prove-
nance recorder, through instrumentation of the code, or by writing
additional information to log files.

Our development efforts will be informed by a survey on col-
lecting and managing provenance from scripts [36] and practical
experience with tools that capture and integrate prospective and
retrospective provenance information [28, 34, 35, 43]. For exporting
interoperable provenance in W3C PROV-compliant form we will
use the Python prov library [18]. We will also explore the option to
cast our extended provenance model as a W3C standards-compliant
knowledge graph. This would allow us to leverage additional stan-
dards and tools based on popular triple stores and graph query
languages such as SPARQL [16] or Cypher [19].

5 SUMMARY AND FUTURE WORK

Lattice QCD is an important field of particle physics that generates
and analyzes huge amounts of data. We have proposed a provenance
model for Lattice QCD workflows based on the W3C PROV stan-
dard. Starting from a generic workflow (Figure 2) we have derived
a PROV template (Figure 3) that allows us to answer a number of
typical provenance-related questions. To address a more complete
set of provenance questions (see, e.g., Q1 to Q5) we have proposed
a layered model that provides the necessary information. It consists
of a workflow layer, a provenance template layer, and an instance
layer (Figure 4).

In future work, we plan to apply our provenance model to the
third part (analysis) of the overall Lattice QCD workflow. As in-
dicated earlier, this part is less generic and more tailored to the
specific physics programme of a particular collaboration.

We have argued in Section 3.1 that data management is important
in all parts of the Lattice QCD workflow. Therefore, it is desirable
to build upon the Lattice QCD community efforts in ILDG and
PUNCHA4NEFDI to define more comprehensive standards for data
management, which also need to include provenance metadata.

We plan to engage the Lattice QCD and provenance communities
to refine our initial model proposal and, subsequently, to implement
a prototype that will allow us to evaluate its efficacy and practicality.
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