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ABSTRACT
Smishing, also known as SMS phishing, is a type of fraudulent com-
munication in which an attacker disguises SMS communications
to deceive a target into providing their sensitive data. Smishing
attacks use a variety of tactics; however, they have a similar goal of
stealing money or personally identifying information (PII) from a
victim. In response to these attacks, a wide variety of anti-smishing
tools have been developed to block or filter these communications.
Despite this, the number of phishing attacks continue to rise. In
this paper, we developed a test bed for measuring the effectiveness
of popular anti-smishing tools against fresh smishing attacks. To
collect fresh smishing data, we introduce Smishtank.com, a collab-
orative online resource for reporting and collecting smishing data
sets. The SMS messages were validated by a security expert and
an in-depth qualitative analysis was performed on the collected
messages to provide further insights. To compare tool effectiveness,
we experimented with 20 smishing and benign messages across
3 key segments of the SMS messaging delivery ecosystem. Our
results revealed significant room for improvement in all 3 areas
against our smishing set. Most anti-phishing apps and bulk mes-
saging services didn’t filter smishing messages beyond the carrier
blocking. The 2 apps that blocked the most smish also blocked 85-
100% of benign messages. Finally, while carriers did not block any
benign messages, they were only able to reach a 25-35% blocking
rate for smishing messages. Our work provides insights into the
performance of anti-smishing tools and the roles they play in the
message blocking process. This paper would enable the research
community and industry to be better informed on the current state
of anti-smishing technology on the SMS platform.

CCS CONCEPTS
• Security and privacy → Usability in security and privacy;
Phishing; Social aspects of security and privacy.
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1 INTRODUCTION
In 2021, phishing was responsible for 90% of data breaches in

the US [11], and smishing attacks, in particular, have been reported
by 74% of organizations [37]. Due to the increase of fraudulent
communications [17], smishing is gaining a lot of attention by
cybersecurity experts. These attacks take advantage of several le-
gitimate services to perform and conceal their activities, thereby
making smishing difficult to combat. For example, URL shorteners
like bitly [6] can be used to hide the real destination that a link will
forward the user to. As with SMS advertising, an attacker can use or
purchase numerous cell phone numbers, known as cell phone leads,
and distribute smishing messages to them through a wide array
of bulk messaging services operating as External Short Message
Entities (ESME).

To counter the rise of phishingmessages, an array of anti-smishing
tools have been created to block and filter SMS. These anti-smishing
tools and built-in anti-smishing security provided by mobile car-
riers, constitute the technical means for preventing smishing on
mobile devices. Each tool can use a variety of techniques to detect
phishing messages, where some are publicly known and others
unknown. On the legal end of matters, laws have been passed to
regulate the sending of unsolicited messages [18]. However, this
has not stopped the recent growth of smishing campaigns [25].

There are several studies which compare the effectiveness of
phishing tools and techniques [1, 42, 50, 51]. These studies have
provided important insights for end-users, researchers and devel-
opers on the performance of commercial anti-phishing technology.
However, to the best of our knowledge, no study has been done on
the efficacy of commercial anti-smishing tools. With the increase
in smishing attacks, it is important to determine whether these
tools effectively serve their intended purpose of blocking smishing
attacks. The detection and prevention of smishing campaigns is
multifaceted. Messages pass through several filters on their path to
a target’s inbox. To determine the state of commercial anti-smishing
technology we can isolate the effect each filter plays on the messag-
ing process through experimental testing. This analysis is important
to tackling the growing trend of smishing messages as it will guide
us to where the gaps in smishing detection and prevention lie. With
these answers, we can derive information on where future smishing
research should be focused and make recommendations on how
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the tools could be improved. Fresh and unvalidated smishing com-
munications will be used to test these tools more accurately against
modern threats [51]. This is because, as time goes on, phishing
messages and mitigation approaches change. Furthermore, some
messages will find their way onto blacklists, but by then, damage
will have already been done. Accordingly, the objective for this
research is to study the effectiveness of tools against modern smish-
ing attacks. For this work, we treated the smishing techniques like
a black box. Instead of analyzing how this technology works, we
focus on how well they work.

A secondary task to this research is to provide a publicly available
source of fresh phishing messages for testing purposes. Researchers
rely on publicly available data sets for phishing research [39]; how-
ever, there is a lack of publicly accessible fresh smishing feeds.
In several recent studies, researchers have relied on older publicly
available data sets instead of collecting newer ones [43].While some
fresh smish feeds exist, they are maintained by private SMS com-
munication providers and anti-smishing tools for their blacklists.
These types of private feeds require permission to access. Addition-
ally, even if it is possible to gain access to the private blacklist feed,
by the time you can access the smishing data, they can no longer be
"considered fresh" after they reach their blacklists and have been
processed by their classification algorithms. Despite the best efforts
of these private smishing detection systems, end users still receive
phishing messages. Therefore, researchers will need access to fresh
messages that break through those detection systems to study and
develop new approaches. Some raw SMS communication feeds are
available online through public SMS gateways, which could be used
to gather smishing SMS corpus. However, abusive messages, such
as smishing communication, comprise only a small fraction of the
messages and lack filtering [41]. Alternatively, there are publicly
available phishing feeds for website URLs and email phishing, but
they have different phishing identifiers and composition from smish.
Furthermore, they cannot be used interchangeably for smishing
detection [4, 35]. Mobile solutions are needed which can provide
similar online phishing databases for user communities [5]. In this
project, we will use crowdsourcing to gather the smish through the
Smishtank 1 site and publicly display the submissions through a
feed.

Our Contributions:With this work we provide several novel
contributions towards the mitigation of smishing attacks. More
specifically, we produced the first comparative study of anti-smishing
technology across bulkmessaging services, carriers and anti-smishing
apps, regarding the accuracy of smishing detection and filtering.
This work made the following contributions:
(1) We deployed a community driven resource for collecting user

submitted phishing messages.
(2) We breakdown and analyze our collected messages across sev-

eral categories to provide insights into the smishing attacks.
(3) We explored the blocking rate of 5 carriers, 5 bulk messaging

services, and 10 anti-smishing apps against smishing attacks.
(4) We conducted a three-part experimental research design to

compare and analyze the performance of modern anti-smishing
tools against new attacks.

1 https://smishtank.com/

2 RELATEDWORKS
Gathering Datasets. A critical step to providing a detailed com-

parative analysis of anti-smishing tools is gathering SMS messages
for testing. To test these anti-smishing tools against the latest at-
tacks, the work by Zhang et al. suggests that we use the freshest
samples we can find [51]. We define the freshness of a smish as a
measure of how recently it has been sent to the device. In terms of
smish, this is a difficult prospect due to limited availability of public
data sets [2, 30]. Research by T. Almeida on SMS spam filtering also
encounters similar issues based on the lack of available public SMS
data sets. The research describes how lack of available data hinders
research on SMS filtering classification [2]. To gather smishing data
sets, researchers have relied on many novel approaches to collect
smishing data [9, 41]. One method for collecting these phishing
messages is through community submissions. S. Baadel presents the
importance of online user communities in the process of gathering
fresh data [5]. In terms of email and website phishing, phishing
feeds exist such such as Phishtank [35] and APWG [4]. They pro-
vide a community submission and validation system of phishing
URLs for researchers and the public through their open API. There
have also been archive efforts to store older phishing URLs from
these sources by using projects such as Phishmonger [14].

Smishing Detection and Filtering. There are several aspects to
detecting and filtering phishing messages in anti-smishing tools.
Previous work has simplified the taxonomy of phishing detection
methods [49], as well as described the process of phishing detec-
tion and filtering mechanisms [29]. The most commonly used ap-
proaches for smishing detection are list-based and content-based
filters. List-based filtering such as blacklists, whitelists and greylists
are used with lookup tables. Blacklists are the most common line-
based filtering mechanism which are used against phishing, but
they have many known drawbacks [26, 30, 49]. A. Oest’s work ana-
lyzes the effectiveness of blacklists against URLs used in phishing at-
tacks [32]. Notably, the use of URL shortening services are a problem
for blacklists, and are common in smishing attacks. Content-based
filtering, including heuristics and machine learning approaches are
also popular for phishing detection and classification. There are
numerous works utilizing machine learning models for phishing
detections [26, 28, 36]. A unique feature of content-based filtering
over list-based filtering is in their ability to detect zero-day smishing
attacks [26].

Bulk messaging, ESME and Gateways. In the past few years
much work has been done to address the security concerns of bulk
texting through SMS gateways. Laws, such as Telephone Consumer
Protection Act(TCPA) in the US, state that advertisers must gain
explicit consent before texting consumers. However, despite efforts
by legitimate bulk messaging services and legal remedies, gateways
are being used to deliver malicious SMS messages [41]. While le-
gitimate ESMEs adhere to legal guidelines and restrictions, there
has been news of illegitimate ESMEs and gateways which market
themselves as "crime-friendly" [27]. Therefore, it’s important to
define the role ESME have in curbing smishing attacks as they
can be used to distribute mass smishing campaigns through bulk
texting services. B. Reaves provides a detailed overview of the role
SMS gateways play in the security infrastructure [41]. Within the
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overview, it is mentioned that these ESMEs provide the interface
for the bulk texting services.

Phishing Tool Analysis. Several studies have been conducted
on the comparative detection rates of anti-phishing tools [42, 50, 51].
Anti-smishing tools are integrated into the applications that we
use for texting, as well as the browsers that we use to open links
from our SMS. Zhang et al. presents a comparative analysis of
anti-phishing toolbars [51]. The researchers present a structure
for evaluating phishing tools based on freshness and catch-rate.
Moreover, the study contains an analysis of how phishing attacks
bypass detection algorithms. The work by Zeydan et al. mentions
that the implemention of anti-phishing tools occurs at multiple
levels [50]. It is integrated into the software that we use as well
as server and client-side solutions. Work by Chorghe et al. on
anti-phishing techniques for mobile browsers observed that mobile
devices are more susceptible to zero-day phishing attacks and notes
the lack of research into anti-phishing tools on smartphones [10].

3 BACKGROUND
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Figure 1: The mobile messaging ecosystem separated into
different components.

We separate the messaging ecosystem into 3 broadly defined sec-
tions corresponding to the bulk messaging service, mobile carrier,
and 3rd party apps. Each of these defined sections can be found
in Figure 1. Previous work by B. Reaves analyzes the modern SMS
messaging ecosystem within cellular networks [39]. In their analy-
sis, the messaging process from ESME to target phone is described.
Initially, an ESME which provides Application-To-Person(A2P) web
services is used to send the message data. ESMEs then deliver this
messaging data to Short Message Service Centers(SMSC), which
reside within mobile networks. SMSC, in turn, store and forward
messaging data over the core network to base stations, which han-
dle communication with individual mobile devices. This message
delivery process is complex and the message traffic can involve
multiple SMSC and other entities [23, 40], each potentially im-
plementing their own SMS firewall [22]. The implementations of
carrier network security or their messaging data are not typically
public. Additionally, breaking down the contribution of each partic-
ular entity inside the carrier network space would provide valuable
insights, but it is outside the scope of this project. Instead, we bun-
dle filtering entities inside the carrier network space and analyze
them as they are delivered to the User Equipment that constitute
our tested mobile devices. In our research, we analyzed the routing
of bulk SMS messages sent through ESMSE to a target phone over
a carrier network.

4 METHODOLOGY
Since the purpose of this experiment is to compare the efficacy

of various popular anti-smishing tools, we isolated 3 sections of
the messaging process in which the smish would be filtered or
blocked. The message filtering techniques of anti-smishing tools
can potentially utilize awide array of text and non-text based factors
in their classification. In our experimentation, we aim to maintain
as realistic of a phishing scenario as possible. A visualization of the
entire message sending procedure, including the message sending
paths, is illustrated in Figure 3. Messages were sent in 2 sets of 20
messages, the first set benign and the second smishing, to each
target. These sets, when combined, contain all messages in our
message list. Similar to related works [1, 28], we used a balanced
set between smishing and benign.

Our Analysis plan consists of 3 different chi square tests. Ad-
ditionally, when at least one cell count is less than 5 we instead
use Fisher’s exact test. As a result, the comparative smish hit rate
and benign strike rate of messages sent through these sections are
covered. Here, the smish hit rate is the percentage of smish caught,
and the benign strike rate is the percentage of benign messages
blocked. First, we analyze how bulk messaging services respond to
smishing campaigns by blocking suspicious messages from being
sent. Next, we analyze how carriers respond to receiving smishing
messages. Carriers can use built-in message filtering or refuse to
deliver the message to their recipients through carrier owned net-
works. Likewise, a carrier can also report back to the bulk texting
service that the messages have been blocked and so has the fraudu-
lent scammer. Finally, we analyze how third-party anti-smishing
applications detect and block smishing messages. These apps work
on top of the carriers’ blocking capacity to filter received messages
and separate them into a spam folder. Such apps have a wide range
of features; however, for the purpose of this work we only look
at apps that state they filter SMS messages. A brief description of
each independent and dependent variable discussed in this work
can be found in Table 4. Among our carriers, we randomly selected
T-Mobile to serve as the target carrier service used in part 1 and 3
of our testing (Table 3).

This research involved a four-step workflow process. First, we
collected phishing messages from the community and selected the
50 most recent validated phishing messages for testing. Addition-
ally, we collected 50 ham SMS messages from the UCI machine
learning SMS spam collection [47]. Second, we processed the data
by compiling it into a list of fresh unvalidated phishing messages.
We then worked alongside a security expert to validate our message
set before sending it out. Third, we created a test bed by developing
an app to integrate with available API services. We also set up bulk
messaging service accounts for all tools and mobile devices used
in this testing. Finally, we performed three tests over the course of
three days from May 19, 2022, to May 21, 2022, to send over 1000
combined text messages. In each test, we isolated the effect of one
factor on the message blocking process.

4.1 SMS Collection
In this work we use community submissions to collect our

smishing SMS messages. While similar resources exist to obtain
large numbers of phishing URLs, few exist to obtain public phishing
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messages. Additionally, we cannot simply use URLs to create a
complete picture of smishing, as it is only one part of smishing
detection on mobile. Smishing poses unique detection challenges
that require a diverse data set. The sender ID, for instance, can be a
phone number, short code, email address or a brand name, and due
to the open nature of SMS API and gateways, these fields can be
spoofed. Therefore, we have developed our own community-based
smishing submission site to collect phishing messages through user
submissions located at https://smishtank.com. Visitors to the site
can submit phishing messages into our database.

All phishing messages used in this research were collected over
the course of 2 months. This ensures that the messages are as "fresh"
as possible to test our tools against newer threats. Messages which
have potentially already passed through a filtering system may
end up on the block list of one of the tools we use in testing. This
limits our data set to messages we collect ourselves. Additionally,
due to the nature of public access of community submissions, we
will not include messages that contain personally identifying in-
formation(PII) . As part of our ethical considerations, we remove
messages with PII from the public submission list.

Through our collection of phishing messages from smishtank,
we were able to gather 75 total message submissions. Submissions
which were identified as duplicates, jokes or memes were removed
from the collection and 10 additional smishingmessages were added
from recent social media posts on Redditt (@r/scams), and Twit-
ter. From the resulting data set we submitted 55 messages to a
security professional for proper smishing validation. The security
professional has more than 9 years of phishing-related research
experience. The validation of the smishing messages was based on
a combination of factors including the message contents, links, and
similarity to phishing scenarios. After validation, the resulting set
available for testing included all 55 messages. From this pool of
available smish, we randomly selected 20 smishing messages. A full
list of the messages obtained and used in this research can be found
on the smishtank website2. Next, we selected benign messages from
the UCI Machine Learning Repository’s SMS spam collection [47].
This data set contains both Ham and Spam classified SMS messages.
We randomly selected 20 Ham messages in this data set. The data
set contains various typical SMS messaging features, such as emoji
text. We utilize only smishing and ham messages to ensure that
blocking will be due to smishing and not spam.

4.2 Data Characterization
To understand the messages used in this work we performed

a qualitative analyses on our SMS collection. This allows us to
provide a broader depth of analysis by studying the characteristics
of the smishing messages. An additional factor that we considered
was the difference between spam and smishing. Foozy et al. clearly
distinguished between spam and smishing [31]. These smishing
messages are distinct from a spam collection in that they purposely
attempt to defraud their target. While spam is sometimes used as a
catchall for illegitimate communications, we define it as unwanted
marketing or advertising. In utilizing only smish, our messages
contain elements that are deceptive. Based on our original set of 55
validated smishing messages, we broke down each message into
2 https://smishtank.com/wisec23data

several categories based on their Named Entities, and Subcategories.
Similarly, we perform this analysis on the 20 smish selected for the
experiment. Of the 55 messages collected, 46 contained URLs (18
for the selected set), which we further analyze for URL types and
squatting techniques. The resulting table can be found in Table 5.
When possible, we reference examples from ourmessage list located
on smishtank2.

Squatting Techniques. The purpose of squatting is to trick un-
suspected users into misidentifying a malicious domain for a well-
known one. These Squatting techniques have been broken down
into 5 categories by Quinkert et al. [38] which we used to identify
Squatting techniques of our smishing set. Surprisingly, more than
half of our domains 60.87% did not employ any squatting tech-
niques at all. Instead, they utilized links made up of random or
semi-relevant words to the message subject matter. Alternatively,
we observed that some messages contained multiple squatting tech-
niques. The most common squatting technique in our messages was
Combosquatting. Combosquatting adds additional terms to a real
domain to form authentic looking urls (e.g., verifywellsfargo.ga).
Wrong TLD use different top-level domains from the authentic site
(e.g., jf245-fedex.me). Typosquatting domains contain spelling er-
rors that differentiate it from the real domain (e.g., uvusps.com). Sub-
domain Usage refer to domains that contain additional subdomain
labels (e.g., usps.informol.com). Finally, Homograph squatting use
look-alike characters to trick users visually (e.g., cit1us3rinf0.com).

URL Types. Work by Oest et al. [33] presents a classification
scheme for phishing URLs using 5 separate types of phishing URL
classifications. We apply these classifications to each final URL des-
tination in our message set. In addition to the URL types, we also
observed different URL obfuscation tactics using URL shorteners
(6/46) and redirects (14/46) and resolved them to their destination
for this analysis. More than half of the final message URLs (71.74%)
contained deceptive top-level domains. These messages contained
brand names or deceptive keywords in the domain which were
tailored to the phishing scenario. A random domains with decep-
tive path content (e.g., stopsoriasis.co.il/-/verify?fifthird) contains a
deceptive terms after the top-level domain. Deceptive Subdomains
(e.g., www.secre.citi.us.accesauth.online) contains deceptive subdo-
main keywords. The unintelligible URLs (e.g., f2gpy.info/RzNKEwsZve)
contain no keywords in either the path or domain related to the
phishing topic. Finally, None of the messages we received contained
IP addresses as the hostname.

Named Entities. Phishing messages often include recognizable
names or entities. The purpose of including these names is to imper-
sonate entities that a potential target may trust, in order to get them
to perform an action. Of the 55 messages, we found that 41.82% did
not mention any well known entities. The most common named
entities were banks (e.g., Citizens Bank). Postal service entities (e.g.,
Fedex), are shipping services. Individual entities use personal greet-
ings from random numbers, typically with selfies. Social Media
entities (e.g., Snapchat), are often used to invite users to private
chats. Some entity types which only appeared once in our message
set(e.g., Costco), were labeled Other.

https://smishtank.com
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Subcategories. Profiling smishing messages can help us to iden-
tify patterns and to measure the types of strategies used by mali-
cious individuals. We labeled our smishing messages into 10 sub-
categories using categories similar to previous work [39, 44]. We
found that Account Alert messages comprised of the plurality of
the messages received. These messages notify targets that their
account has been compromised (e.g., M9). The Prize/Contest cat-
egory correspond to messages that offer free prizes, or state that
you have won a contest (e.g., M1). Delivery type scams (e.g., M6)
use a notification of an undelivered package and typically request
PII to claim the package. Payday Loan/Credit scams (e.g., M14)
entice their target with claims of easy access to loans or credit.
Wrong Number/Romance Scams, pretend to mistake the target for
someone they know and often use flirtation or contain pictures of
attractive women. Job advertisements (e.g., M13) invite the target
to apply for a job. Link only messages (e.g., M5) contain links and
no additional content. Finance/Crypto related scams (e.g., M3) offer
financial or crypto trading, often with promises of easy money.
Lawsuits/Settlement scams (e.g., M11) discuss either a potential
lawsuit or claim that there is an available cash settlement. Lastly,
advertisement contained offers to sell or buy a product.

Type #N VT>1 VT>5 VT>10 VT-M VT-MW VT-P

URLS(ALL) 46 43.48% 15.22% 8.70% 28.26% 19.57% 26.09%
Domains(ALL) 44 25.00% 11.36% 9.09% 20.45% 6.82% 20.45%

URLS(Selected) 18 72.22% 11.11% 11.11% 50.00% 22.22% 38.89%
Domains(Selected) 17 29.41% 5.88% 5.88% 23.53% 11.76% 23.53%

Table 1: Virus Total reports for all smishing messages and
the messages randomly selected for the experiment.

VirusTotal and Domain History. In order to better understand
what kind of threat thesemessages posed, we analyzed them through
VirusTotal [48]. The analysis was performed 7 months after the
initial experiment, giving time for messages to be reported and find
their way onto vendor blacklists. VirusTotal collaborates with over
70 vendors to provide detailed results from scanning files, URLs and
domains. Using this service, we looked at the status and domain
update timeline for the messages set. In table 1 we note the status
of the URLs and their domains, as well as the subsequent number
of vendors that rated the URLs as malicious. Interestingly, even
after 7 months, only a fraction of messages that were identified
as malicious were labeled by more than 5 vendors. We also ob-
served that the status of messages changed through redirects and
shorteners. By analyzing the final URL instead of original URL, the
status of 6 of our redirected URLs changed from malicious to clean.
Potentially, the malicious sender could reuse many of their vendor
blacklisted URLs by just applying a new URL shortener or redirec-
tion path. Additionally, among the messages marked as clean by
vendors, we were able to find examples [34] of online communities
that discussed those messages as scams.

Next, we look at the Domain history of the websites referenced
in our smishing messages. In terms of creation time, we can pos-
itively confirm that (30/46) of the domains were created within
1-3 months of us receiving the messages. When considering last
update time, that number jumps to (36/46). The domain timeline of
(3/46) messages could not be confirmed due to their unavailability.
Another (5/46) messages utilized authentic domains to deliver their
smishing messages, so their older creation date is unsurprising.

These messages used either private groups on social media sites, or
web API to begin phone calls. Next, we witnessed 2 older domains
(20+ years old) that were being used to host malicious sites. Sur-
prisingly, when we investigated the domain owner we found that
they had been involved in civil suits before for hosting malicious
content [21]. Finally, out of the 46 collected URLs, only one has
been updated since our experiment.

4.3 Participants
In order to create more realistic testing conditions we recruited

participants to test our message set against their mobile devices.
We understand that including participants introduces risk, but we
took mitigation steps to minimize this harm and consider that the
benefits outweigh the risks. This research was done with approval
from our university’s Institutional Review Board (IRB). Participants
were recruited primarily throughword-of-mouth and our university
email. We recruited participants based on their phones’ carrier and
platform to match our testing requirements. More precisely, the
requirements consisted of 10 T-Mobile devices, 5 Android, 5 iOS,
and one device for each carrier service. In total, 14 participants
were recruited for this experiment. One T-Mobile phone served as
the recipient to test the carrier service and anti-smishing app.

To uphold testing ethics and mitigate harm, we accompanied
our participants in a zoom call to instruct them throughout the full
testing process. First, we verified with the participants if they have
any messaging applications or message filtering software installed
before the testing begins. We guided participants on how to set
the built in messaging app to the default messaging service for
the duration of the test, and instructed them on how to set it back
afterwards. In part 3 of our experiment, we instead requested that
participant install an anti-smishing app, and set that app as the
default messaging service. This process allows the messaging app to
take control of message intents sent to the device and is a necessary
step to the filtering process. A limitation in this setup is that for
ethical reasons we do not have physical access to the participant’s
phone. Prior to sending, we inform participants of the number and
sender of messages.

Once the participants are ready, we deliver messages to their
device through the test bed. After messages are sent we instruct
participants on how to safely screenshot the conversation with our
bulk messenger and deliver those screenshots back to us through
email or text. Afterwards, for safety reasons we request that they
delete the conversation from their device. In this aspect, we limit
the number of messages each participant receives to 40 to reduce
burden and room for error when sending and taking screenshots
of the messages. Subsequently, we used these screenshots provided
by the participants to verify the messaging tests. The screenshots
contain the text of the messages, when we sent them as well as
the phone number used to deliver the message. No PII or partici-
pant phone numbers are included in the screenshots. This testing
process took between 5 to 10 minutes per person. Finally, we antic-
ipated privacy concerns with participants providing their contact
information for this study. Participant’s consent and information
was submitted through our Qualtrics form and was stored securely
on a cloud drive. Similarly, message screenshots were stored se-
curely with the participant data. This data is encrypted to prevent
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unauthorized access. Only the investigators have access to this data.
This information will be stored for no longer than 6 months.

4.4 Tool Testing Process
The first step in our tool testing process was to build our test bed.

While these bulk messaging services allow you to send individual
messages through through their websites, API access is required to
automate the process for a large number of messages and targets.
We set up a local server with an app front-end which connected,
through our local server, to the API endpoints hosted by the bulk
messaging services. Our app allowed us to select one of the bulk
texting services and then read a list of numbers and messages
from a file to send out a group of messages at once. After sending,
we observed all the JSON callbacks and individually verified the
messages that were received on the intended target device. Due to
testing requirements, we recruited participants to allow us to send
messages to their phones and then relay the messaging list with
screenshots back to us for manual verification. To send themessages
required for this research, we also purchased subscription or top-up
option from each messaging service and a toll-free number if one
is not provided by the service for testing. Testing was done from
toll-free numbers to target phones with local numbers. Typically,
a texting service strictly scrutinize message sending for trial or
free accounts. Additionally, while a high volume A2P local number
would have a higher message delivery rate, we primarily used toll-
free numbers to maintain consistent results [16].

The tools used for this research include third-party anti-smishing
apps and the built-in anti-smishing services provided by mobile
carriers. We were able to test all apps, carriers, and bulk messaging
services on the same set of messages to identify specific blocking
tendencies. All tests were performed within a 3-day period.

This study only considers successful filtering of phishing mes-
sages as positive identification. To this end, messages filtered into
a spam folder, identified as phishing or removed from the inbox
are considered positive identifications. Warnings are excluded from
the analysis because they can introduce bias into the algorithms.
The SMS messages are not edited to preserve their original form.
To avoid interruptions by bulk messaging services, target phones
are changed between submissions and if messaging is interrupted,
messages are resent with a new account and target phone.

4.5 Overview of the Bulk Messaging Services
We have selected 5 ESME which constitutes our bulk messag-

ing services to test our phishing messages. These ESME services
can provide access to phone numbers for their texting services,
which can send out the messages untethered to any SMS carrier.
It’s observed that these bulk messaging services can offer either
local or toll-free numbers, often accompanied by a monthly fee.
While each tool may have a different policy for handling its service,
they all state that they follow CTIA [13] and TCPA [18] guidelines
regarding to unsolicited messaging.

Popular bulk texting applications, such as Twilio, serve as ESME
which implement these considerations into their services by requir-
ing consent before you are able to send out messages. CTIA best
practices state that, "Message Senders should use reasonable efforts
to prevent and combat unwanted or unlawful messaging traffic,

including spam and unlawful spoofing" [13], which includes the
handling of smish. Although CTIA is not a legal document, TCPA
is a set of legal rules that restrict sending unsolicited text messages.
While legal efforts have outlawed smishing campaigns and these
services follow such laws, smishing attacks are still sent out in bulk.
During the process of selecting bulk messaging services for this
research, we were notified by several companies that fraudulent
users were a problem for their services. Clicksend [12] mentioned
in an email that, "Unfortunately, we get about 20 fraudulent users
per day attempting to sign up to our service, so sometimes we
have to flag new accounts for review" during the account creation
process. Additionally, while creating an account, services may re-
quire a trial or approval process before they give access to their
API. On one service, EZTexting [15], our initial messages were
placed under review before we could send out bulk campaign mes-
sages. When API access was restricted, we applied for access and
explained our research in the application; however, none of the
selected bulk messengers required an approval process. Requiring
users to build up trust before allowing them to access the API is
one way to mitigate fraudulent messaging. Furthermore, we also
noticed that while adoption of CTIA and TCPA was universal, addi-
tional limitations to block unwanted messages were implemented
on most services. For example, Trumpia [46] required an opt-out
tag at the end of each message, or that campaign targets receive
an opt-in for the first message of the campaign, before regular
messaging could begin. In most circumstances, these restrictions
could be removed by purchasing account upgrades. Additionally,
several messaging services limit account access to only business
clientele, which could make it very difficult for smishing attackers
to bypass. Due to these circumstances, we selected bulk messaging
services which were available for all users. 20 messaging services
from top rated text marketing service lists [19, 20] were explored.
We chose our final 5 bulk messenger services based on price, access
to an API, messaging restrictions, market share and user ratings.
We believe that smishing campaigns will gravitate towards services
with fewer messaging restrictions, allowing easier account creation
and fewer blocked phishing messages from the services. Moving
forward, we did not face difficulty in finding services which allowed
non-business customers and could remove the opt-out messages.
However, since each bulk messaging application uses different algo-
rithms and heuristics, it is important to determine the steps taken
by popular services to curb the sending of phishing messages. A
list of the bulk messaging services considered in this research can
be found in Table 2.

To deliver the messages, we either accessed the developer API
provided by each service or the built-in messaging services through
their site. We then process our bulk smishing campaign through
these services to send the 40 messages to each testing phone.

4.6 Overview of the Mobile Devices and Carriers
A list of carriers and their filtering systems considered in this

work can be found in Table 3. We note that the market share for
MintMobile is not publicly available. While AT&T, Verizon and T-
Mobile consist of the majority share of subscription plans in the US,
the inclusion of MetroPCS and MintMobile allows us to test some
assumptions about the mobile carriers. Additionally, MetroPCS is
owned by T-Mobile and its SMS protection application, while named
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slightly differently, is presented by T-Mobile as well. MintMobile
on the other hand only shares the same network as T-Mobile and is
owned separately. If there is a difference in blocking rates between
MintMobile and T-Mobile, it will likely be based on the applications
on the device as opposed to the carrier network blocking the mes-
sage. Although MetroPCS is part of T-Mobile, they carry messages
on the same network, and are owned by the same company, we treat
them separately in this paper. This allows us to determine if there
were any underlying services specific to T-Mobile and the systems
that share its’ network, as well as features that may differentiate
their blocking capabilities. For this research, we only focus on the
default protection provided by each carrier. Therefore, we ask our
participants to set their protection to the default settings before
sending messages to their device.

Device factors considered:We chose an equal share of Android
and iOS devices, each corresponding to a mobile carrier with their
default SMS protection settings. The filtering systems for each
device are assigned randomly to avoid bias of one platform over
the other. These filtering systems consist of built-in SMS security
that comes pre-packed on the mobile devices by each carrier, and
are matched by a corresponding anti-smishing app. As we send
40 messages to each device, we also consider the implications that
the carrier may consider our activity on the devices as suspicious.
Carrier violations when handling bulk texting may hinder our
ability to obtain accurate results. Therefore, part of this research
includes monitoring phone carriers, so that they do not flag our
activity and prevent delivery of all messages, regardless of whether
they are smishing or not. Similarly, we monitor the bulk messaging
services, to not classify restrictions or bans on our account for a
successful smish identification. Tomitigate this possibility, we check
the bulk messaging service in between each messaging campaign
to ensure that services are still available.

4.7 Overview of the 3rd Party Apps
For this research, we selected 10 popular text filtering applica-

tions, split between Android and iOS. While few tools explicitly
state they are anti-smishing apps, they do state that they filter SMS
messages. The anti-smishing apps that we analyzed lack a specific
filtering identification between spam and smishing in their text fil-
tering. In other words, the apps bundle smishing and spam blocking
under the same label and filter the messages without distinction.
Work has been done to separate the distinction between spam and
smishing in the security community, and many of the same features
used to detect spam apply to smishing [31]. However, in this work
we do not consider them the same. To avoid misidentification, our
message set is limited to only smish or ham examples. We test these
apps using their basic SMS protection features. The features of each
app are analyzed on their ability to filter messages. The approach
to setting up these 3rd party apps primarily involves download-
ing them and then setting the 3rd party app as the default SMS
app on the phone. For our analysis phase of the phishing message
protection by the anti-smishing app, we isolate the effects of the
carrier and the sender in the previous tests, and then determine the
additional messages blocked. Additionally, in this paper we study
the impact of false positives, as they negatively impact the end user
and may contribute to their adoption of an anti-smishing tool. The
3rd party apps used in this study are listed in Table 4.

4.8 Experiment Design and Criteria
To accurately isolate the effects of bulk senders, carriers, and

the 3rd party apps, we will need to perform three experiments. Only
the third experiment is conducted with third-party apps installed
on the devices. We send our messages through each bulk messaging
service to the same carrier. As bulk messaging services and carriers
block SMS at different transmission ends, we must perform a sec-
ond test using an experimental design to isolate the carrier impact
on message blocking. When a carrier fails to receive a message,
identification alone is not sufficient to determine why the message
was blocked. However, by observing the effects of isolating the
carrier and the sender, we can find differences in the block rates
and attribute those to either one group or the other. If the carrier
detects an illegitimate message, it returns a notification to the bulk
texting service that the message was not delivered, along with noti-
fying them that the message was blocked for containing malicious
messages. For security purposes, these messaging services do not
identify whether it was the carrier or the sender that filtered the
message. When receiving a high volume of these responses from
a carrier, it is likely that the bulk messaging service will limit or
suspend our accounts. Therefore, we verify the submission status of
messages through the service’s provided logs or screenshots of the
messages arriving at the intended target phone. After determining
what messages a carrier and bulk messaging service will block,
we apply the 3rd party apps and study how they filter the remain-
ing messages. The third experiment will use a single carrier and
anti-smishing app combination as the target for our messages. By
doing so, we can track performance of each 3rd party app. While
our experiment aims to mimic real-world smishing attacks, we
acknowledge that we cannot thoroughly test all aspects of the anti-
smishing technology of these systems. Smishing detection is not
limited to the messages themselves but can include many factors
such as the context of the sender and the messaging behavior. We
attempt to minimize these effects by using fresh accounts from
each messenger, thereby limiting the amount of sender history that
could affect the sending rates. Similarly, we diversify the targets of
our messaging to utilize unique phone targets for message delivery.

5 RESULTS
We evaluate our study using the smish hit rate and benign strike

rate. In our study, the higher the smish hit rate and the lower the
benign strike rate, the better.

5.1 Smish Hit Rate of Bulk Messaging Services
In this testing step, we separate the blocking rates of our bulk

messaging services from our carriers. A graph of the smish hit rate
and benign strike rate formessages sent by each service is illustrated
in Figure 2. We found that some bulk messaging services performed
significantly different from others at handling our messages. Of
the services tested, SimpleTexting delivered the fewest phishing
messages with a smish hit rate of 53.8%. 60% of the tools performed
the same against our messaging set. We checked the logs on these
services and found that all messages have been marked as sent.
Based on this, we identify that the messages were blocked by the
carrier and not the bulk messaging service. Similarly, 35% of the
smish hit rate blocked the same messages across all bulk messaging
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Figure 2: The smish hit rate and benign strike rate of Mes-
sengers, Carriers and Apps. The right-hand upper corner of
the figure indicates the best performance.

services, which we attribute to the T-Mobile carrier. We found
that 25% of the phishing messages were able to be delivered by
all services to target phones. The results of a chi-square of the
test show that SimpleTexting (𝜒2 (1, 𝑁 = 26) = 9.579, p = .002) and
text-em-all (𝜒2 (1, 𝑁 = 26) = 7.800, p = .005) performed significantly
better at catching phishing messages than Twilio, SlickText and
TextSpot. However, we did not find a significant difference between
SimpleTexting and text-em-all.

When we considered correctly identifying all messages, we did
not find any significant difference between SimpleTexting or text-
em-all and other messaging services. On the other hand, the highest
benign strike rate of the bulk messaging services was 10% for text-
em-all. Fisher’s exact test was used to compare SimpleTexting to
Twilio,TextSpot or SlickText and found that there was no statisti-
cally significant difference between them(one-tailed p = .244). While
a couple benign messages were blocked by two of the senders, we
do not anticipate that this is a major issue among bulk messaging
services. The purpose of these services is typically for marketing
messages instead of allowing conversational benign SMS dialogue
messages through their service. This shows room for improvement
among bulk messaging services in blocking SMS phishing messages.
It is important to note that several messaging service responded
quickly to our smishing campaigns. Twilio, Slicktext and Simple-
Texting suspended our accounts within 48 hours of starting the
smishing campaigns. We were notified of the suspensions through
our email addresses tied to the accounts. However, we had sent all
of our messages at the point whern our account had been banned.
As previously stated, bulk messaging services can be notified when
a carrier blocks an SMS. Even if a bulk messaging service missed
our smishing attacks themselves, a carrier could flag our smishing
campaign and relay that information back to the bulk messaging
service to close our account. Additionally, once we identified which
smish had been blocked by which carrier, we could have tailored
a campaign to send smishing messages that would not have been
flagged by either carrier network or bulk messaging service.

5.2 Smish Hit Rate of Mobile Carriers
Evaluation of the smish hit rate and benign strike rate of car-

riers was done by isolating them as a testing variable and relying

on the default message blocking applications that are installed on
each phone. We selected Twilio as our bulk messaging service and
sent the same selection of 40 messages to each carrier. The goal
of this experimental design was to separate the effects the bulk
messenger service and carrier had on messages blocked at the re-
ceiving phone. The blocking rate of our carriers can be viewed in
Figure 2. The list of messages referenced here is also available in
the Appendix. Based on our results, we identified that MintMobile,
MetroPCS, and T-Mobile, which share the T-Mobile network, did
not block the same messages. While similar messages are blocked,
we noticed that the T-Mobile service was blocking one additional
phishing message. This was verified by an additional test on the
carrier service. Moreover, this additional blocked message may be
attributed to carrier specific services. The highest smish hit rate of
carriers tested is 35% by T-Mobile. Alternatively, Verizon network
delivered all messages sent from Twilio during our testing, includ-
ing both smishing and benign messages, to the target device. By
verifying all messages were delivered to Verizon, we can confirm
that none of our messages are being detected as spam by the Twilio
service itself, and that any message blocked in this stage is due
to the carrier. As expected, the benign strike rate of carriers is 0%.
Using Fisher’s exact test to compare any two carriers on the basis
of benign strike rate shows that no carrier performs significantly
different in striking benign messages(one-tailed p = 1.00); how-
ever, the large number of phishing messages that can be sent to
our carriers is an interesting finding. Based on a chi-square test of
phishing messages we determine that T-Mobile (𝜒2 (1, 𝑁 = 40) =
8.485, p = .004), MetroPCS, MintMobile (𝜒2 (1, 𝑁 = 40) = 7.059, p =
.008) and AT&T (𝜒2 (1, 𝑁 = 40) = 5.714, p = .017) performed signifi-
cantly better than Verizon. However, we did not find a significant
difference between T-Mobile and AT&T, MintMobile or MetroPCS.
While T-Mobile performed best in this experimental stage, it still
allows 65% of our smsishing messages to be delivered to their car-
rier devices. Additionally, when we considered both benign and
phishing messages, T-Mobile did not perform significantly different
than Verizon. Based on our results, we can confidently determine
which messages are being blocked by third party apps.

5.3 Smish Hit Rate of Anti-Smishing Apps
The blocking rate of each anti-smishing app is determined by

sending messages to our apps through the T-Mobile network. By
sending through T-Mobile we exclude messages from consideration
that are already blocked by the carrier, as we are comparing the
differences that apps make on detection. Although T-Mobile and
MetroPCS did not block the same messages, we are confident that
including MetroPCS in this phase as a target carrier will not bias the
messages. This is because themessages removed from consideration
include all the messages blocked by MetroPCS. Thus all messages
analyzed in this section will be messages that are not blocked by
MetroPCS. All smishing apps are tested using the message blocking
option with their default settings. Figure 2 shows the block rate
for the apps, both in terms of the benign strike rate and smish hit
rate. While the messages identified in the previous carrier test were
not considered in these results, we note that the same messages
were blocked by all apps, showing their blocking was consistent.
Regarding additional catch rates of phishing messages, we found
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that Textkiller, Robotkiller and NomoRobo had the highest blocking
rates. Of the three, we disocvered that Robokiller blocked the most
phishing messages with a smish strike rate of 61.6% for the mes-
sage set. However, it still leaves 38.4% of phishing messages sent
to the target phone. Additionally, 60% of anti-smishing apps had a
smishing hit rate of 0 on top of messages that were blocked by the
carrier service. The next best service, TextKiller had a smish hit rate
of 53.9% for the message set. Through a chi-square test we found
that Robokiller (𝜒2 (1, 𝑁 = 26) = 11.556, p < .001) and TextKiller
(𝜒2 (1, 𝑁 = 26) = 9.579, p = .002) perform significantly better than
Call Control, Calls Blacklist, MalwareBytes, TrueCaller, and Anti-
Nuisance at blocking phishing messages. Additionally, Robokiller
(𝜒2 (1, 𝑁 = 26) = 5.850, p = .016) and TextKiller (𝜒2 (1, 𝑁 = 26) =
4.248, p = .039) performed significantly better than Spamhound
against our phishing messages. However, we did not find a sta-
tistically significant difference between Textkiller, Robokiller and
NomoRobo in blocking phishing messages.

When considering the legitimate messages along with the phish-
ing messages, we found that the anti-smishing tools, which were
able to filter a large portion of the remaining phishing messages,
also filtered some legitimate messages. In particular, Robokiller,
which performed the best at filtering phishing messages, had a
benign strike rate of 100%. Interestingly, for Robokiller, we had
a higher rate of phishing messages delivered to the target device
than legitimate ones. A chi-square test revealed that both TextKiller
(𝜒2 (1, 𝑁 = 66) = 13.687, p < .001) and Robokiller (𝜒2 (1, 𝑁 = 66) =
17.515, p < .001) performed significantly worse than NomoRobo
against the entire message set. Separately, we found that Robokiller
blocked many messages when the sender number was unknown.
However, when the sender number was added as a contact, the
messages shifted from the spam filter to the inbox. This implies a
catch-all approach to message detection instead of independently
checking each message for smishing characteristics. When compar-
ing smishing and benign, the best performing anti-smishing app
was NomoRobo which accurately filtered 75.8% of our messages.

5.4 Responsibility Disclosure.
We reached out to all Bulk Messaging Services, Carriers and Anti-
Smishing Apps used in this experiment to share our research find-
ings. Currently, we have received responses from Textspot, Twilio,
NomorRobo and Truecaller who thanked us for contacting them
with this information. We further spoke to the Nomorobo CEO who
explained, "It’s great to get more eyes on fighting SMS fraud. As the
researchers have shown, and from the trenches, we know, this is a
really hard problem to solve.".

6 DISCUSSION
Discussion of Messages Blocked. Previously, we identified the

catch rate of smishing smishing attacks by our tools. Among bulk
messaging services, we found that most did not block any additional
messages over the target carrier services. However, from those bulk
messaging services that did block additional messages, 62.5% of the
new blocked messages were blocked on SimpleTexting and Text-
em-all. In our testing, we identified 1 spear phishing SMS; however,
it was also the most consistently blocked message across all bulk
messaging services, carriers and anti-smishing apps.

None of the messages were found to be commonly blocked across
all carriers. However, 30% of our phishing messages were blocked
by all the carriers that used the same T-Mobile network. Addition-
ally, we found that amongst our carriers there were some common
factors in the messages being blocked across tools. For instance, two
of the most commonly blocked messages are variations on a very
common phishing message scam [7, 8]. Lastly, we noticed some
anti-smishing apps were incorrectly filtering many of our benign
messages. Particularly, Robokiller blocked all of our benign mes-
sages while leaving 38.4% of the phishing messages in the target’s
inbox. Only NomoRobo was able to make a large impact of an addi-
tional 38.5% of phishing messages blocked without simultaneously
blocking legitimate texts. A further investigation into the phishing
messages that were allowed through Robokiller shows that they
all contain links to websites that were no longer active during the
testing phase. This may provide insight into why they were not
filtered. Across the apps that specifically report using a blacklist
in their smishing detection [3, 24], we did not find commonality
among the messages blocked.

Discussion of Tool performances. We found that the tested tools
performed poorly against our smishing attacks. This highlights
the need for improvement among anti-smishing tools, especially
against newer attacks. We identified commonalities amongst mes-
sages blocked by carriers; however, apps and messaging services
did not show significant overlap in the messages they blocked. The
commonality among messages blocked by MintMobile, MetroPCS
and T-Mobile implies a similar filtering performance over shared
carrier networks. Separately, the differences in messages blocked
between apps and messaging services show that they are likely
using different techniques to block messages. An aspect of the
bulk messaging services is their compliance with CTIA [13] and
TCPA [18]. We found that this compliance did not effectively deter
us from sending unsolicited phishing messages through the bulk
messaging services. In our testing, we were able to send our texts to
each target phone without initially providing any proof of consent.
In all tested bulk messaging services, besides text-em-all, we were
also able to remove the opt-out message from all texts through
purchasing subscriptions or top-up payments. Even among services
that require opt-out, phishing messages exist which incorporate
this opt-out message in their scam. Comparatively, the carrier that
performed the best against our phishing messages was T-Mobile,
while Verizon failed to catch any of our smishing attacks. The re-
sulting catch rates for carrier services show that our smishing set
has a high delivery rate against modern anti-smishing protections.
We see room for improvement among these services in their abil-
ity to catch new smishing attacks while also not filtering benign
messages. Finally, among the anti-smishing apps, we found that
most of the tools provided no additional message blocking over
the built-in carrier blocking. Of the tools that provided additional
protection, we found many benign messages being blocked.

6.1 Recommendations
Based on our testing of bulk messaging services, we found that

we were able to remove or avoid the opt-out text from our messages
from all services, besides text-em-all. Many of these services require
this to be included initially, but with a purchase of credits or a
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subscription these could be removed. Additionally, before sending
our campaigns, we did not need to gather or show proof of any
opt-in permissions for all services. All bulk messaging services in
this study state that they follow the CTIA [13], in sections 5.1.1
and 5.1.2 of their guidelines they describe policies for opt-in and
opt-out communications. Based on current US legal precedence,
there is ambiguity over whether bulk messaging services, such
as Twilio, are liable for the TCPA violations of its users [45]. We
recommend bulk messaging services require their customers to
receive an opt-in response before campaigns and a clear opt-out
with future messaging campaigns.

To deliver our smishing campaign, we first explored the option
to send messages through an API. We found that access to this
API was rarely restricted and, in most cases, we could sign up
and begin using it immediately. Alternatively, we found messaging
services that restricted their API typically use an approval process.
This approval process came in many forms, but we found the most
common one to be a verification that we represent a legitimate
business. To send the smishing campaign on a large scale with the
method that we used in this study, it would require API access, and
this could be a significant hurdle for an attacker. We recommend for
this to become a requirement among all bulk messaging services.
This can be done by verifying that a user is operating an authentic
website, and that they have a valid business before granting access
to web services.

Apps should clarify to the senderwhymessages are being blocked,
and filtering should remove messages from the inbox. When test-
ing anti-smishing apps, we noticed that some apps classified our
messages as sales, or unverified, while still leaving them in the
inbox with other messages. These seemed to be catch-all terms for
suspicious messages. Our methodology does not count those as
successfully filtered phishing messages. We recommend that app
filtering make clear distinctions between all types of messages and
separate them from regular messages.

6.2 Limitations
While this work provides insight into the blocking and detec-

tion rates of popular anti-smishing tools, it has several limitations.
While we were able to test several tools in this study, we recognize
that a full permutation of every message to every combination of
bulk texting service, mobile carrier app, and the anti-smishing app
would be infeasible for the scope of this study. Instead, we opted to
perform three separate tests to identify the contributions of each
tool. This method identifies the generalized blocking rate of each
tool; however, it may fail to identify edge cases. Additionally, while
the specific techniques used by each tool would be interesting to
explore, this information is not publicly available and is outside the
premise of this work.

Our research aimed to use fresh smishing messages. While we
were able to collect recent smish, we were limited in how quickly
we could deliver them. Due to the potential for disruptions in the
delivery as a result of message reviews, we opted to send our data
set collectively instead of as received. This led to our smishing set
containing messages of varying degrees of freshness. As delivery of
themessages took 3 days, there is a potential for filtering or network

paths to change. However, with the consistency ofmessages blocked
between tests, we believe this did not affect our results.

Our study design uses phishing messages collected from the
public through the smishtank website. This method requires a user
to first recognize that a message may be a smishing attack, and
then post it onto our website for validation. While this approach is
robust in its ability to collect a large number of phishing messages,
some types of messages are more difficult to detect than others. We
recognize that this may imbalance our message collection towards
phishing messages which are easier to spot.

6.3 Future work
Through our study, we recognized the lack of recognition of ML

smishing detection approaches. While related works have discov-
ered many machine learning approaches to tackle zero-day smish-
ing attacks, few references were made to ML in modern commercial
anti-smishing tools. Zero-day smishing attacks continue to remain
the largest struggle for anti-smishing tools. Consequently, future
work should be done to investigate the involvement of machine
learning not just in the research community, but in the general
commercial products.

We studied 3 different variables in the smish blocking process.
However, there are more places that could serve to block mes-
sages. All SMS messages pass through SMSC, and analyzing the
techniques employed at the service center level could provide im-
portant insights into smishing prevention. This study revealed that
carriers on the same network blocked similar messages. This could
be further broken down between the services on carrier networks.

In this study, we focused solely on SMS messages. However,
there are other forms of text messaging services that employ anti-
smishing technology. Work on messaging services like Over The
Top, which have similar properties or SMS, could provide important
information on mobile communications. Additionally, we wish to
explore the difference in delivery rates when sending from local,
toll-free numbers, and email to text.

7 CONCLUSION
Smishing attacks are on the rise, and anti-smishing tools have

been created to combat these threats. We attempted to provide a
source for public smishing data sets through our contribution of
smishtank.com. We then analyzed our collected messages through
VirusTotal and characterized them based on squatting techniques,
URL types, named entities and subcategories. In this paper, we
compared the effectiveness of anti-smishing technology of 5 bulk
messaging services, 5 carriers and 10 anti-smishing apps across
three separate tests. There are a variety of techniques provided
by popular anti-smishing tools, some disclosed by the services
while others remain hidden. We not only investigated whether
messages were being blocked, but also at what point in the chain of
communication that messages were being detected and filtered. Our
comparative analysis of these tools found room for improvement
against new smishing attacks, and our results provide an overview
of areas of improvement.
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APPENDIX
A BULK MESSAGING SERVICES, MOBILE CARRIERS & APPS

Bulk Messaging Services

Twilio SlickText SimpleTexting text-em-all TextSpot

Carrier[# of Subscribers]

T-Mobile[108.7M]3 Verizon[142.8M]4 AT&T[>100M]5 Mint Mobile[N/A] MetroPCS[N/A*]

Android iOS
Name #Ratings(Downloads) Name #Ratings(Downloads)

Key Messages 73.5K(1M+)6 SpamHound 0.7k (*)7
Anti Nuisance 79.2K(1M+)8 Robokiller 350.1K (*)9
Call Control 109.4K(5M+)10 Malwarebytes 30.8K (*)11
Trucaller 17.35M(500M+)12 Textkiller 9.7K (*)13
Calls Blacklist 747.5K(10M+)14 NomoRobo 15.0K (*)15

Table 4: 3rd Party Apps used in this study. * downloads
data is not publicly available.

B MESSAGE PROCEDURE & RESEARCH VARIABLES

Twilio
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Figure 3: A visualization of messaging procedure.

No. Variable Description

Independent Variables

1 Bulk Messaging Services The services we use to deliver our messages
2 Carrier Telecommunication service providers that facilitate SMS messaging
3 Anti-smishing Apps Apps which provide anti-smishing message filtering services

Dependent Variables

4 Smish Hit Rate The true positive rate(TPR) of smishing messages correctly identified
5 Benign Strike Rate The false positive rate(FPR) of benign messages incorrectly identified

Figure 4: The variables and their descriptions used in this research.

C DATA CHARACTERIZATION
Carrier Networks Bulk Messaging Services Anti-Smishing Apps

Data
Characterization

Messages
(All)

Messages
(Selected) T-Mobile AT&T Verizon MetroPCS Mint

Mobile Twilio SlickText SimpleTexting text-em-all TextSpot Textkiller Spamhound Keymessages Anti-Nuisance Truecaller MalwareBytes Robokiller NomoRobo Calls
Blacklist

Call
Control

Squatting Techniques (N=46) (N=18) (N=18) (N=18) (N=18) (N=18) (N=18) N=12 N=12 N=12 N=12 N=12 N=12 N=12 N=12 N=12 N=12 N=12 N=12 N=12 N=12 N=12
Typosquatting 6[13.04%] 3[16.67%] 1[33.33%] 0[0.00%] 0[0.00%] 1[33.33%] 1[33.33%] 0[0.00%] 0[0.00%] 2[100%] 1[50.00%] 0[0.00%] 1[50.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 2[100%] 1[50.00%] 0[0.00%] 0[0.00%]
ComboSquatting 9[19.57%] 6[33.33%] 2[33.33%] 3[50.00%] 0[0.00%] 2[33.33%] 2[33.33%] 0[0.00%] 0[0.00%] 3[75.00%] 3[75.00%] 0[0.00%] 2[50.00%] 1[25.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 2[50.00%] 2[50.00%] 0[0.00%] 0[0.00%]
Subdomain Usage 5[10.87%] 4[22.22%] 3[75.00%] 1[25.00%] 0[0.00%] 2[50.00%] 2[50.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 1[100%] 1[100%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 1[100%] 0[0.00%] 0[0.00%] 0[0.00%]
Wrong Top-level
Domain 9[19.57%] 8[44.44%] 4[50.00%] 3[37.50%] 0[0.00%] 3[37.50%] 3[37.50%] 0[0.00%] 0[0.00%] 3[75.00%] 2[50.00%] 0[0.00%] 3[75.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 3[75.00%] 2[50.00%] 0[0.00%] 0[0.00%]

Homograph 1[2.17%] 1[5.56%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 1[100%] 1[100%] 0[0.00%] 0[0.00%] 1[100%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 1[100%] 0[0.00%] 0[0.00%]
None 28[60.87%] 7[38.89%] 2[28.57%] 2[28.57%] 0[0.00%] 2[28.57%] 2[28.57%] 0[0.00%] 0[0.00%] 1[20%] 1[20%] 0[0.00%] 3[60.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 3[60.00%] 2[40.00%] 0[0.00%] 0[0.00%]

URL Types (N=46) (N=18) (N=18) (N=18) (N=18) (N=18) (N=18) N=12 N=12 N=12 N=12 N=12 N=12 N=12 N=12 N=12 N=12 N=12 N=12 N=12 N=12 N=12
Deceptive top-level
Domain 33[71.74%] 10[55.56%] 1[10.00%] 2[20.00%] 0[0.00%] 1[10.00%] 1[10.00%] 0[0.00%] 0[0.00%] 6[66.67%] 4[44.44%] 0[0.00%] 5[55.56%] 2[22.22%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 6[66.67%] 4[44.44%] 0[0.00%] 0[0.00%]

Unintelligable URL 9[19.57%] 5[27.78%] 2[40.00%] 2[40.00%] 0[0.00%] 2[40.00%] 2[40.00%] 0[0.00%] 0[0.00%] 0[0.00%] 1[33.33%] 0[0.00%] 2[66.67%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 2[66.67%] 1[33.33%] 0[0.00%] 0[0.00%]
Long, Deceptive
Subdomains 3[6.52%] 2[11.11%] 2[100%] 0[0.00%] 0[0.00%] 1[50.00%] 1[50.00%] - - - - - - - - - - - - - - -

Random domain,
deceptive path content 1[2.17%] 1[5.56%] 1[100%] 1[100%] 0[0.00%] 1[100%] 1[100%] - - - - - - - - - - - - - - -

IP address as hostname,
deceptive path contents 0[0.00%] 0[0.00%] - - - - - - - - - - - - - - - - - - - -

Named Entities (N=55) (N=20) N=20 N=20 N=20 N=20 N=20 N=13 N=13 N=13 N=13 N=13 N=13 N=13 N=13 N=13 N=13 N=13 N=13 N=13 N=13 N=13
No Entity 23[41.82%] 5[25.00%] 2[40.00%] 1[20.00%] 0[0.00%] 2[40.00%] 2[40.00%] 0[0.00%] 0[0.00%] 1[33.33%] 1[33.33%] 0[0.00%] 2[66.67%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 2[66.67%] 1[33.33%] 0[0.00%] 0[0.00%]
Banks 14[25.45%] 7[35.00%] 4[57.14%] 3[42.86%] 0[0.00%] 3[42.86%] 3[42.86%] 0[0.00%] 0[0.00%] 3[100%] 3[100%] 0[0.00%] 0[0.00%] 1[33.33%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 1[33.33%] 1[33.33%] 0[0.00%] 0[0.00%]
Postal 6[10.91%] 4[20.00%] 1[25.00%] 1[25.00%] 0[0.00%] 1[25.00%] 1[25.00%] 0[0.00%] 0[0.00%] 1[33.33%] 0[0.00%] 0[0.00%] 3[100%] 1[33.33%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 3[100%] 1[33.33%] 0[0.00%] 0[0.00%]
Individual 4[7.27%] 0[0.00%] - - - - - - - - - - - - - - - - - - - -
Social Media 4[7.27%] 2[10.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 1[50.00%] 0[0.00%] 0[0.00%] 1[50.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 1[50.00%] 1[50.00%] 0[0.00%] 0[0.00%]
Other 4[7.27%] 2[10.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 1[50.00%] 2[100%] 0[0.00%] 1[50.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 1[50.00%] 1[50.00%] 0[0.00%] 0[0.00%]

Subcategories (N=55) (N=20) N=20 N=20 N=20 N=20 N=20 N=13 N=13 N=13 N=13 N=13 N=13 N=13 N=13 N=13 N=13 N=13 N=13 N=13 N=13 N=13
Account Alert 14[25.45%] 7[35.00%] 3[42.86%] 3[42.86%] 0[0.00%] 2[28.57%] 2[28.57%] 0[0.00%] 0[0.00%] 3[75.00%] 3[75.00%] 0[0.00%] 0[0.00%] 1[25.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 1[25.00%] 2[50.00%] 0[0.00%] 0[0.00%]
Delivery 9[16.36%] 4[20.00%] 1[25.00%] 1[25.00%] 0[0.00%] 1[25.00%] 1[25.00%] 0[0.00%] 0[0.00%] 1[33.33%] 0[0.00%] 0[0.00%] 3[100%] 1[33.33%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 3[100%] 1[33.33%] 0[0.00%] 0[0.00%]
Payday Loan/Credit 4[7.27%] 2[10.00%] 2[100.00%] 1[50.00%] 0[0.00%] 2[100.00%] 2[100.00%] - - - - - - - - - - - - - - -
Finance/Crypto 2[3.64%] 1[5.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 1[100%] 0[0.00%] 0[0.00%] 1[100%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 1[100%] 0[0.00%] 0[0.00%] 0[0.00%]
Lawsuit/Settlement 2[3.64%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%]
Job Advertisement 4[7.27%] 2[10.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 1[50.00%] 1[50.00%] 0[0.00%] 2[100%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 2[100%] 1[50.00%] 0[0.00%] 0[0.00%]
Prize/Contest 12[21.82%] 3[15.00%] 1[33.33%] 0[0.00%] 0[0.00%] 1[33.33%] 1[33.33%] 0[0.00%] 0[0.00%] 1[50.00%] 2[100%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%]
Wrong Number/
Romance Scam 4[7.27%] 0[0.00%] - - - - - - - - - - - - - - - - - - - -

Link Only 3[5.45%] 1[5.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 1[100%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 0[0.00%] 1[100%] 1[100%] 0[0.00%] 0[0.00%]
Advertisement 1[1.82%] 0[0.00%] - - - - - - - - - - - - - - - - - - - -

Table 5: The breakdown of the data characterization for all smishing messages selected for the experiment. Highlighted are the
Bulk Messenger and Carrier Network used for Test 3. Listed are the number and percentage out of the total possible messages
that can be blocked for each Characterization type at the stage in the testing. A ’-’ means there are no messages left to consider.

3 https://s29.q4cdn.com/310188824/files/doc_financials/2021/q4/TMUS-12_31_2021-EX-99.1-vFinal.pdf 4 https://www.verizon.com/about/file/60483/download?token=aC4JqAk6
5 https://about.att.com/story/2022/q4-2021-results.html 6 https://play.google.com/store/apps/details?id=com.smsBlocker 7 https://apps.apple.com/app/id1263185195
8 https://play.google.com/store/apps/details?id=org.whiteglow.antinuisance 9 https://apps.apple.com/us/app/robokiller-block-spam-calls/id1022831885
10 https://play.google.com/store/apps/details?id=com.flexaspect.android.everycallcontrol 11 https://apps.apple.com/US/app/id1327105431?mt=8
12 https://play.google.com/store/apps/details?id=com.truecaller 13 https://apps.apple.com/us/app/textkiller-spam-text-blocker/id1514005355
14 https://play.google.com/store/apps/details?id=com.vladlee.easyblacklist 15 https://apps.apple.com/us/app/nomorobo-robocall-blocking/id1134727588
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