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ABSTRACT
Older adults are gradually increasing their online activities and
usage of online services, including social media applications, online
shopping, and online banking. These online services provide many
benefits to older adults, but also introduce challenges and risks
related to privacy and data security. These challenges must be
understood and addressed for older adults to accept and safely use
these services. This paper focuses on older adults’ understanding
of and experience with privacy and data security in their daily
use of online services. Using a qualitative approach, we conducted
in-depth interviews with 23 older adults. The thematic analysis
showed that although the participants are generally active users of
online services, they still have challenges in understanding their
rights and applying effective strategies to protect their privacy and
data. This study contributes to better understanding of older adults’
experiences and challenges in different context and calls for better
online service design and government support for older adults to
use online services.

CCS CONCEPTS
• Security and privacy; • Human and societal aspects of secu-
rity and privacy; • Social aspects of security and privacy;

KEYWORDS
Older adults, online services, GDPR, password, cookies
ACM Reference Format:
Jonas Ellefsen andWeiqin Chen. 2022. Privacy andData Security in Everyday
Online Services for Older Adults. In 10th International Conference on Software
Development and Technologies for Enhancing Accessibility and Fighting Info-
exclusion (DSAI 2022), August 31–September 02, 2022, Lisbon, Portugal. ACM,
New York, NY, USA, 5 pages. https://doi.org/10.1145/3563137.3563149

1 INTRODUCTION
Online services are playing an increasingly important role in the
daily lives of older adults, particularly during the COVID-19 pan-
demic, for maintaining social ties, participating in social activities,
shopping, managing health and economic affairs, etc. However, re-
searchers have shown that older adults have less knowledge about
internet security hazards [1–3], are more vulnerable to attacks [4],
and have more concerns about privacy and data security [5, 6] than
younger populations, which further increases older adults’ anxiety

This work is licensed under a Creative Commons
Attribution-NonCommercial-NoDerivs International 4.0 License.

DSAI 2022, August 31–September 02, 2022, Lisbon, Portugal
© 2022 Copyright held by the owner/author(s).
ACM ISBN 978-1-4503-9807-7/22/08.
https://doi.org/10.1145/3563137.3563149

[7] regarding online services, and digital technology in general.
Privacy and data security concerns have been found to negatively
affect older adults’ acceptance of online services [8, 9] and con-
tribute to a generational digital divide. A recent online survey [10]
reveals that 34 % of people aged 50 and older cited privacy concerns
as a top barrier for adopting new technology and about two in five
are not confident that what they do online remains private.

The European Union’s General Data Protection Regulation
(GDPR) went into effect in May 2018, and most websites now dis-
play cookie consent notices [11] which inform users about a site’s
cookie use and user-tracking practices. How do older adults handle
these cookie consent notices? Do older adults understand what it
means to consent or opt out? Furthermore, many applications ask
users to define a password that contains upper- and lower-case
letters, a numeral, and a special character. Although this can help
protect users against intruders, it also makes such passwords diffi-
cult, if not impossible, to remember, particularly for older adults
with decreased cognitive abilities [12].

Although studies have been conducted concerning privacy and
data security for older adults in applications such as social media
[13–15], smart home solutions [3, 16, 17], and specific technology
for authentication, such as graphical passwords [12, 18], most stud-
ies focused on older adults’ privacy and data security attitudes,
perception, and protection behaviors and strategies used a quan-
titative method [19, 20] and collected survey data. Frik et al. [16]
argued that efforts to address privacy and date security concerns
and challenges must build on an in-depth understanding of older
adults’ perceptions and experiences of managing privacy and data
security. Qualitative approaches such as in-depth interviews pro-
vide such deeper understanding and complement the findings from
quantitative studies [19].

In the study presented in this paper we have carried out semi-
structured interviews with 23 older adults and adopted a thematic
analysis approach to analyze the interview data to understand their
perceptions and experience with privacy and data security in their
daily use of online services.

2 RELATED RESEARCH
Studies have shown that privacy and data security concerns can
hider older adults’ adoption of technology [21–24]. Such concerns
have been further investigated regarding different types of applica-
tions.

Regarding social media application, privacy and data security
concerns are found to be negatively associated with the adoption of
social media [25]. Lüders and Brandtzæg [25] summarizes the con-
cerns into two forms: sharing private information with commercial
providers of social media and losing control over who can access
information shared in one’s own network of friends and contracts.
Gibson et al. [26] and Xie et al. [27] reported that older users are
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more aware of the need for privacy and the ability to control it.
Quan-Haase and colleagues [14, 28] conducted in-depth interviews
with 40 older adults in East York, Toronto, Canada, to understand
to what extent privacy concerns could be a barrier to social me-
dia adoption. They found that social media users and non-users
shared similar privacy concerns, including unauthorized access to
personal information and information misuse. Their participants
were mostly concerned about security privacy concerns followed
by institutional privacy concerns and only minimally concerned
about social privacy. Protection strategies older adults used include
avoiding social media (non-users) and limiting the information they
shared (users).

Regarding online banking services, Knowles and Hanson [29]
found that older adults were resistant to online banking due to mis-
trust which was partly due to security concerns (e.g., hacking) and
partly due to a lack of confidence in one’s ability as a user. These
findings were confirmed in a study that identifies factors that influ-
ence each generation’s acceptance and use of online banking [30]
where trust was found to matter more to older adults than younger
generations in determining their intentions to use online banking.
In a study compared the perception of risks across generations [30],
older adult populations were more suspicious of online security,
highly aware of threats such as spam, e-mail scams and etc. and
less confident in their abilities to effectively protect themselves.

3 METHODS
We adopted a qualitative approach using semi-structured inter-
views to collect data on the experiences of older adults in managing
privacy and data security when using online services. Before we
recruited participants, we submitted study-related documents, in-
cluding the interview guide, information sheet, consent form, and
data management methods and plan (e.g. how and where data are
stored and processed, who has access to the data, and how long
are the data stored) to the national ethical committee. The national
ethical committee examined the study according to GDPR and na-
tional ethical requirements concerning scientific data privacy and
security. After the study was approved, we distributed an invitation
to participate via an organization for older adults with members
all over the country. The invitation included information sheet and
contact persons for the project. Interested members contacted the
researchers, and we answered questions about the study via email
or telephone call.

Twenty-three volunteers (P1-P23) were recruited for this study
using a convenience sampling method. We conducted interviews
during February and early March 2021 with a semi-structured for-
mat focusing on collecting data about participants’ awareness, ex-
perience, knowledge, concerns, and strategies in relation to privacy
and data security when using online services. We were particularly
interested in their everyday privacy and data security management,
such as password and cookies when using social media, visiting
websites, doing online shopping, and using online banking services.

Each interview lasted from 26 to 88 minutes. We collected a total
of 17 hours of audio interview data. Written field notes were also
taken during and after each interview. The audio data were used to
assist researchers to fill in blank spaces in the field notes and clarify
the intended meaning from the original source in case of ambiguity

Figure 1: Final themes

and inconsistencies. The thematic analysis was conducted by two
researchers, and any disagreements concerning coding and themes
were resolved by discussion. At the analysis stage, we also contacted
some of the participants to clarify some answers they provided
during the interviews.

4 RESULTS
4.1 Participants
The 23 participants included 14 males and 9 females. Their age
range was 69–83 years (mean = 75). The participants had at least
15 years of internet use experience. All except one participant use
social media applications, including Facebook, Instagram, Twitter,
WhatsApp, and LinkedIn; 20 reported that they use Facebook, and
15 considered themselves passive users of social media (i.e., they
only watch and do not post). Seventeen participants read online
newspapers and do online shopping; six do not shop online. All
participants use online banking services. They also reported using
mobile devices, including smart phones, tablets, and laptop and
desktop computers.

4.2 Themes
The analysis presented in this paper focuses on what older adults
know in relation to privacy and data security when using online
services, with particular emphasis on their everyday experiences.
Four main themes emerged from the thematic analysis: Authenti-
cation, Regulation, Risk mitigation, and Suggestion (Figure 1). The
first main theme Authentication has three subthemes: Password,
Two-factor authentication, and Logoff. The second main theme
Regulation has two subthemes: GDPR and cookies. The third main
theme Risk mitigation has two subthemes: Concerns and Strategies.
The fourth main theme Suggestion has two subthemes: Information
and Support.

4.2.1 Authentication.

Password. Passwords were found to be challenging for all par-
ticipants. The main challenges included remembering passwords
(12 participants), creating unique passwords (5 participants), and
changing passwords (5 participants). One participant directly linked
passwords to identify theft. When asked how they remembered
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Table 1: Numbers of participants who actively logged out of their accounts after use

Frequency Social media account Online banking account
Always 2 11
Often 1 9
Sometimes 3 1
Never 14 0
Did not specify 3 2

passwords, 15 reported that they wrote their passwords down some-
where although they were aware of the risks. One preferred to use
biometric authentication methods such as a fingerprint. Five partici-
pants reported that they used a password manager, such as LastPass
and Norton Password Manager. Two participants reported using
the built-in password managers in the Chrome and Firefox web
browsers. Eight participants did not use a password manager, but
four of themwere interested in using one. Three had tried password
managers but found them too complicated to learn and use. Only
two reported that because they could remember their passwords
they neither wrote them down nor used a password manager. Par-
ticipants reported difficulties in coming up with unique passwords
that fulfill the password composition requirements which also made
the passwords more difficult to remember.

Finding good, secure passwords is hard. (P22)
You need to have multiple passwords, and they need to
be different all the time. (P10)

Participants also found the experience of changing passwords
cumbersome and frustrating. They had to create a new unique
password, which was already a challenge. When they had managed
to create new passwords, they also had to remember to update
where they had written down their previous passwords. P2 reported
that he had forgotten where he wrote down his passwords.

Two-factor authentication. All participants used two-factor au-
thentication, although they found it tedious in the beginning and
could cause a “delay” in the log-in process because it added an extra
step. Nevertheless, they felt safer and more reassured and saw more
pros than cons. They used the authentication method for different
purposes such as online shopping, mobile applications, and online
banking.

Logoff. When participants were asked whether they actively
logged off from their accounts after use, their responses showed
that they handled their social media accounts and their online
banking accounts differently (Table 1). Participants stated that they
did not care about social media accounts, but they considered their
personal finances (e.g., banking) and health information especially
important to protect.

4.2.2 Regulation.

GDPR. Eleven participants reported that they had heard about
the GDPR and knew what it meant, but did not know the details.
Only one could explain the GDPR, because s/he had learned about
it at work. Another participant reported that s/he knew her/his
right concerning online data and had used an information removal
service to remove her/his online data.

Cookies. 11 responded that they accepted all cookies. The partici-
pants reported different reasons for accepting cookies when visiting
websites. Some felt that they had to accept them, the cookie infor-
mation provided by websites was too difficult to read, or changing
preferences took too much time. For example,

I feel like I have to accept in order to proceed. (P4)
I accept everything. The information is hard to read.
(P11)

Others accepted cookies simply because they did not understand
them.

I do not know much about it, so I accept. (P3)
Seven participants reported that they mainly accepted cookies

but sometimes changed preferences. They accepted cookies on
familiar websites and websites they trusted and changed their pref-
erences for unfamiliar ones. Some also accepted cookies when they
were in a hurry. For example,

I accept cookies on familiar websites, otherwise change
preference. (P1)
I tend to change preference. If I don’t have time, I accept.
(P20)

However, the participants also found that checking and changing
preferences were complicated (P17) and time-consuming (P20, P21
and P22). The other five participants responded that they mainly
rejected cookies or changed preferences.

I tend to turn off most data they want to collect, and
later turn them on in options as I see fit. . . . I do not
want third parties to have my information. (P1)

P13 also reported that he consistently changed his preferences
for all websites and understood full access and limited access.

4.2.3 Risk Mitigation.

Concerns. Out of the 23 participants, 10 responded that they felt
safe online, but were aware of the possible risks, such as leaking of
personal information, phishing, online surveillance, identity theft,
and online fraud. Only one reported that s/he had no concerns
because s/he does not have anything to hide (P10). Others were more
worried about the risks and did not feel completely comfortable
using online services.

I do not feel safe. Too much online fraud, and I have to
register everywhere. (P9)

Strategies. The participants also reported using various protec-
tion strategies. Being generally cautious when interacting with
online services was one of the basic strategies, including being
selective about where to shop online, using familiar and trusted
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websites, not sharing personal, financial, and health information,
and checking before clicking on links. In addition, strategies such as
checking and changing privacy settings (8 participants), checking
HTTP or HTTPS in the URL (4 participants), and using protective
tools and online resources such as an URL scanner and information
from consumer and data protection authorities (12 participants)
were identified from the interview data.

4.2.4 Suggestion.

Information. Participants reflected on their knowledge and ex-
pressed wishes and suggestions for learning and better protecting
their privacy and data security. They highlighted information and
instructions from the government and authorities for older adults.
For example,

The authorities, as well as organizations, should give
more attention towards passwords and access control,
especially for seniors. . .We need aids, like instructional
videos. I would like if the authorities gave us some tips
on what applications we should use regularly, to help
us with technology and cybersecurity. (P2)

Support. Participants also commented that online services should
provide better support for privacy and data security protection. For
example,

When you sign up for something like Facebook, you
should be guided through their settings to set your
preferences. . .This would help so there is as little in-
formation as possible about the individual, to protect
their privacy and identity. (P22)

5 DISCUSSION
Compared with previous studies such as [14, 28] which focused on
privacy and data security in social media applications, our study
showed that older adults act differently when they use social media
and when they use what they consider privacy- and security-critical
online services, such as online banking and health applications. This
was demonstrated by the high number of participants who actively
log out of their accounts in online banking services comparing
with those who do not log out of their accounts in social media
applications.

Frik et al. [16] found that older adults often experience usabil-
ity issues or technical uncertainties when mitigating security and
privacy risks. Participants in our study also reported such issues,
including password managers being very complicated to set up and
use. These challenges have also been identified in the study inves-
tigating older adults’ motivation in using (or not using) password
managers [31]. Concerning authentication methods, only one par-
ticipant in our study reported that s/he prefer biometric methods,
which is different from [32] where 61.11% of older adults reported
that they preferred biometric options. Very few studies have fo-
cused on the use (or not use) biometric authentication methods by
older adults, which calls for further research on this topic.

Our study also showed that participants found understanding,
checking, and changing privacy and data protection preferences
in cookies complicated and time-consuming. Without a good un-
derstanding of the cookies, they are not able to give informed con-
sent. Neumann and Davies [33] in their policy brief recommended

that the GDPR should be reviewed in detail to determine what
extensions are needed to meet the requirements of older adults
and guidelines should be established to help developers that are
tackling data protection issues of older adults.

The participants in our study further expressed their wishes for
better information and training from authorities and online service
providers [14, 28]. Such support can help increase self-efficacy that
empowers older adults to make informed decisions. In terms of
protection strategies, findings indicate that the participants use
more active strategies than those identified by Frik et al. [16]. This
is demonstrated by the number of participants who check change
privacy settings and those who check HTTP or HTTPS in the URL
in order to protect privacy and data security.

This study has several limitations. In addition to the convenience
sampling and the small number of participants, we recruited par-
ticipants only from one national organization for older adults. The
organization offers training courses to its members. Therefore, the
participants may be better equipped with knowledge and skills than
older population in general in managing privacy and data security.
This was demonstrated by the high number of participants who
use online banking, password manager, and who were aware of
the GDPR. However, there are still many older adults who have
low digital literacy. For example, according to 2020 statistics, 2.84
million people age 65 and older in the United Kingdom (UK) have
never used the internet [34]. Future research, therefore, should
recruit more participants with different levels of experience and
knowledge to reflect the diversity of the older population.

6 CONCLUSION AND FUTUREWORK
This paper presents a study on older adults’ experience with privacy
and data security in their everyday online activities. The results
show that although our participants are in general active users of
online services such as social media and online banking, they still
have challenges in creating and remembering passwords, under-
standing and managing cookies and using effective strategies to
protect their privacy and data security when using online services.
They hope for better information and training from authorities and
better designed services and easy to understand cookie information
in order to make better informed decisions. There are many factors
that affect older adults’ awareness and knowledge in privacy and
data security, as demonstrated in previous studies [19, 20]. Future re-
search should investigate the impact of these factors by combining
qualitative and quantitative approaches and collecting data from a
more representative sample of older population. The findings in this
study also indicate that adequate training and suitable technology
design that address the needs and preferences of this user group are
important for their acceptance and adoption of digital technology,
as pointed out in previous studies [14, 16]. The study contributes
to a better understanding of older adults’ experience, concerns, and
needs in terms of privacy and data security in their everyday use
of digital services.

The overall objective of the study is to increase older adults’
awareness and knowledge of how to protect their security and
privacy in their digital everyday life, provide input to the online
services so that their designs include the necessary and adequate
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support for this user group, and inform policy and strategies con-
cerning training programs for the older population.
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