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ABSTRACT
Data breaches in healthcare have become common in recent times
due to the weakness of the human element. As a result, intrinsic
and extrinsic motivations were identified, analyzed, and assessed
through a literature survey. After a critical gap analysis of the
related studies, a framework was designed. This can be used to
practically assess the effectiveness of various motivational methods
for incentivizing healthcare staff toward strengthening the human
aspect of security practice.

CCS CONCEPTS
• Security and privacy→ Social aspects of security and pri-
vacy.
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1 INTRODUCTION
Like any organization, addressing healthcare information security
issues involve people, process, and technology [14, 15]. However,
technological measures are often used to automate various security
measures including patch management, antivirus update, intrusion
detection and prevention, and other security policy configurations,
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aimed to reduce the knowledge and time burden on end-users [15].
However, over-reliance on technological measures cannot succeed
in addressing all the emerging threats as some are dependent on
human behaviour. For instance, behaviours such as appropriate
password habits, appropriate use of networks, and other conscious
care behaviour are more dependent on the users [15, 35, 37].

Security issues relating to the human element have become
a major concern in recent times because millions of dollars and
even human lives are being lost to security issues in healthcare.
As humans are classified as the weakest link in the security chain
[18, 30, 32], adversaries tend to manipulate them to complete their
attack intentions in healthcare systems. Data breaches in healthcare
spiked to 55% in 2020 in the US and counted up to 600 breaches with
a relative increase in the cost of data breaches by 10% in comparison
with that of 2019 [33]. Recently, various health providers includ-
ing Ireland HSE and New Zealand hospitals went into Electronic
Health Records downtime due to ransomware attacks. The HSE
consists of over 100,000 workers who run the public health service
in Ireland, focusing on patients and clients [17]. The root course
of the attack was being investigated however, most ransomware
attacks are caused by human susceptibilities. The attackers tend
to lure the users to click on malicious links thereby enabling the
cybercriminals to gain unauthorized access to healthcare systems.

To mitigate the trend of data breaches, various psychological,
social and cultural theories [1, 2, 23, 29] have been adopted in field
of information security (IS) towards motivating users to skew to
good security practice. For instance, perceived severity (PS) is a
construct within the theories of protection motivation theory, and
the health believe model [21]. The motivation in PS in relation to
health is that the tendency for people to change their health risk
behaviour to avoid contracting a disease depends on how serious
they perceive the severity of the impact of the disease. So in the
context of IS, the probability for a user to violate security rules
could depend on how serious they perceive the consequence of the
data breaches within healthcare.

The general objective of this study is to therefore develop a
framework that can be used to comprehensively and practically as-
sess various motivational methods for improving security practices
among healthcare staff. The specific objective and the contribution
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in this paper therefore aimed towards addressing the following
research questions;

• What are the state-of-the-art motivational methods for in-
centivising security practices?

• How can these methods be assessed towards improving
healthcare staff’s security practice?

2 BACKGROUND
In the quest for incentive methods, for reducing susceptibility in
the context of human behaviour, various theories, concepts, and
constructs have been imported into the space of information secu-
rity research. These include Health Belief Model (HBM), Protection
Motivation Theory (PMT), Cognitive dissonance (CD), General
deterrence theory (GDT), Social control (SC), and many more.

PMT deals with the ability to incentivize the individual them-
selves based on various perceptions such as a threatening event, per-
ceiving the probability of the occurrence, or vulnerability, perceived
impact of the recommended action, and perceived self-efficacy [29].
PMT relies on fear appeals and uses self-efficacy (SE), response effi-
cacy, maladaptive response, and past behaviour factors. But PMT
does not account for the influence of personal and demographic
variables and it has been considered to have inflexible cues to action
[23]. TPB/TRA adopts attitude, subjective norms, and perceived
behavioural control to influence individual and organizational se-
curity culture [1, 2]. In addition, TPB accounts for social factors
but it does not consider psychological effects such as mood as well
as environmental factors, economic effects, and prior experience.
GDT discourages information security malpractices of individuals
through disciplinary actions of the offenders [27]. The debate as
to whether to use intrinsic or extrinsic motivations to enhance
security practice requires a variety of reflections.

These theories, concepts, and constructs are usually classified
into intrinsic and extrinsic motivation. Intrinsic motivation tends
to induce self-motivation and it is based on self-rewarding with
inherent satisfaction. This type of motivation is independent of
external reward [6, 18] and provides the freedom for employees to
take their own internal decisions including their aspirations [18, 31].
Intrinsic motivations include but not limited to PS, SE, perceived
vulnerability PV, and cognitive dissonance (CD). Extrinsic motiva-
tion is influenced by external rewards such as financial rewards
or punishment towards inducing individuals to be conscious and
careful of their security behaviour.

The term cognitive dissonance is used to describe the mental
discomfort that results from holding two conflicting beliefs or val-
ues [16]. This theory was developed by Festinger, in the late 1950s
within the field of social psychology [11]. The dissonance process
begins at the moment that an individual realised a contradiction
between two or more cognitions. Cognitions are seen to be in
contradiction or in discrepancy if an individual observe that one
cognition opposes the other. The are broad range of scenarios that
cause this psychological discomfort. For instance, knowing that
sharing a password violates security practices when one is con-
fronted with the act to share a password. The negative effect of
the dissonance motivates the individual, who is involved in the
dissonance to change the cognition experience in order to main-
tain cognition consistency. This dissonance is often altered in two

broad ways. For instance, in the case of a user who is caught up
in sharing a password, having known that password sharing is
not a good security practice, this individual can decline to share
the passwords to reduce the dissonance effect. Alternatively, this
individual can rationalized to share the password by reducing the
negative effect of sharing the passwords. In such context, statement
often use includes "Nothing will happen", "No one will know", "it is
just once", and many more. In this study, a framework has therefore
been developed to provide guidance for investigating the effect of
CD in incentivizing security practice.

3 STUDY APPROACH
This study mainly assessed and developed a framework for mod-
elling and analyzing various motivational methods for incentivizing
security practices. As a result, steps in literature review process
were followed as described in [7]. In addition, related studies were
selected in GOOGLE Scholar, PUBMED, and SCOPUS with the
search string of “Incentives OR motivation AND employee AND
information security practice AND Healthcare”. Literature such as
peer-reviewed articles and published academic journals, relating to
theoretical literature or research data-driven were included in the
study. We considered this approach to meet the research objective.
Related studies that followed similar approach includes [35–37].

4 RELATED STUDIES OF MOTIVATIONAL
METHODS FOR ENHANCING
INFORMATION SECURITY PRACTICE

Following the surge in data breaches, emanating from human be-
haviour, various research works have been conducted for motiva-
tional methods to incentivize security practices. For instance, Goel
et al recently conducted research to assess the influence of financial
motivation in incentivizing security practices across various orga-
nizations including healthcare staff. Participants were grouped into
negative and positive frames [13]. The negative frame lost financial
rewards if security policy violations were seen while participants in
the positive frame were to gain financial incentives if they followed
the security policy. Phishing attack with email use was adopted
in this study as a security practice. Additionally, Goel et al. con-
ducted an earlier study with smaller participants [12] where the
participants gained 50 dollars per week for full compliance with
the company’s policies. 40 dollars were given if one violation was
detected, and if 2 violations occurred, 30 dollars was offered and fol-
lowed by 20 dollars offer on the count of three violations. However,
no amount was given if more than three violations were detected
in a week. Phishing email and password strength were used as
security practices. The researchers also provided security training.
Following that, the number of participants who set weak passwords
was found to be greatly reduced.

Furthermore, Chen et al assessed punishment and reward to
determine better incentive security practices. Three factors such
as punishment, financial reward, and certainty of control were
considered and these factors were administered to the participants
at two levels thus severe andmild punishment, high and low reward,
and high and low certainty. Security practices on password use,
e-mail use, and Internet use were initially used. Oral praising was
given to thosewho followed these policies while thosewho deviated,
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were orally reprimanded and had some points reduced per the
severity of the violations. These merit points were linked to their
annual bonus which was added to their salary. General Deterrence
Theory (GDT) combined with financial reward was hence used in
this study [8]. Other extrinsic motivational methods which were
assessed include penalties and pressures [15]. However, the severity
of the penalty was assessed to have a negative effect on security
compliance. The finding was realized in a questionnaire survey
relating to subjective norms, peer behaviours influence, penalties
with a certainty of detection, and severity of punishment in relation
to IS violations.

Besides, protection motivation theory (PMT) [25, 34] is one of
the intrinsic methods which has been widely assessed to incentivize
human behaviour. In the context of information security compli-
ance, Posey et al used PMT to survey the impact of organizational
motivation on individual behaviour. The study realized that the
influence of PMT is much reliant on the employee’s organizational
commitment level. Similarly, PMT and habit were used to assess the
influence of past behaviours concerning security practices. The sur-
vey employed sharing passwords, workstation locking, and logging
behaviour and copying sensitive information to a USB stick without
encryption, were assessed. Perceived severity (PS) was claimed to
have a positive influence on security practice [25]. However, John
et al claimed that cognitive effect (thus individual feeling state or
how one feels at a point in time) such as the individual mood has a
significant impact on security behaviour which is independent of
their past habits. In this study, the theory of recent action (TRA)
and the theory of planned behaviour (TPB) were used with daily
information security compliance [10].

Moreover, Safa et al conducted a study and found out that in-
creasing the effort, increasing the risk, and removing excuses and
rewards towards information security misbehaviour improves in-
formation security practice [28]. Their study was conducted by
observing security practices that have increased the difficulty of
violating information security policy such as strengthening access
control, preventing unauthorized data exfiltration, and strong en-
forcement of passwords, among others. A similar issue emerged
when Renaud et al had an intensive interview with the national
health service (NHS) workers in the UK to find out what motivates
or demotivates them in terms of information security practice in
healthcare [26]. What came to light was that operational require-
ments for security conflicted with intrinsic motivational needs for
staff, thereby causing stress and non-compliance. Staff also felt sub-
dued to following security requirements, and that following security
policy was challenging, citing concerns for patients and their desire
to work efficiently and effectively. In addition, studies by Lebek et
al. opined that the motivation for security practice also depends on
the leadership style [18]. Therefore, they conducted research into
the transformational type of leadership. Transformational leaders
believe in societal values and influence their followers as such. A
survey was therefore conducted by using transformational lead-
ership attributes from the multifactor leadership questionnaire to
assess the security policy compliance of staff. The findings showed a
positive correlation between security practice and transformational
leadership.

Additionally, cognitive dissonance theory was also assessed in
a related study [24] for mitigating insider threat neutralization. A

Honey port and a honey token were used to bait insiders to attack
the honey port in this experiment, rather than attacking real data.
Factors such as the removal of excuses were used to decrease ra-
tionalizations. In the same vein, Barlow et al., analyzed denial of
injury, the metaphor of the ledger, and the defence of necessity as-
pects of rationalization for non-compliance with password security
measures [5]. The findings showed that focusing on neutralization
techniques is as effective as those of deterrence sanctions.

In the exploration of effective incentive methods, Ng et al also
investigated into computer behaviour of users, using the health
belief model (HBM) [22]. Their study found perceived susceptibil-
ity, benefits, and self-efficacy to be determinants of email-related
security behaviour. Anwar et al. also showed that gender has an
effect on security self-efficacy [3]. In summary, the motivational
theories and concepts which were identified are shown in Table1.

5 MOTIVATIONAL METHODS, GAP ANALYSIS
AND DISCUSSION

In efforts to strengthen human efforts in security requirement com-
pliance, various motivational methods for incentivizing security
practices were explored. The identified theories include but are not
limited to HBM, PMT/TRA, CD, and GDT as shown in Table 1. The
related theories and constructs were classified into intrinsic and
extrinsic incentives. The intrinsic motivations include PMT, Percep-
tion of IS governance [26], individual mood, habits, the perceived
intention of users’ behaviour, and cognitive dissonance.

TPB, GDT, pressure, the increasing complexity of security be-
haviour [28] and financial rewards are some of the extrinsic mo-
tivations. Extrinsic motivations include the use of resources such
as financial rewards. While considering the adoption of extrinsic
motivation, it is vital to recognize that the healthcare environment
is characterized by varying stresses that is usually originated from
workload and work emergencies. For instance, during an emer-
gency, the healthcare provider is time-bound. Therefore, incentive
measures need to be carefully assessed while taking into considera-
tion, the healthcare work-related factors. Reflecting on Goel et al
study “Understanding the role of incentives in security behaviour”,
the study [12, 13] provided preliminary knowledge on financial in-
centives to enhance security however, the introduction of financial
incentives for security compliance can raise the financial burden
of the healthcare facility. Already, the healthcare sector has been
observed to be chronically underfunded, and that has created huge
burdens such as understaffing, inadequate patient care, and lack
of medical equipment and consumables. As a result, the financial
incentive, even if effective, may not be sustainable. Besides, bear-
ing in mind that resources are limited, especially in organizations
with many users, the adoption of financial motivation can have a
huge burden on the organization such that if financial promises
are not paid for for good security practices, the staff me tend to
misbehave. Moreover, when thinking about assessing, punishment
in GDT as an extrinsic measure, there is the need to be aware that
maladaptive behaviour can set in such that the healthcare staff can
also tend to not follow security practices. Healthcare staff may also
feel subjugated by authorities to comply with security practices.
Aside, punishment may be the last option for an organization to
strictly adopt to induce sound security practices. The reason is that
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Table 1: Motivational Concepts or Theories

No Concept/Theories Category Count #
1 Financial Incentive [8, 12, 13] Extrinsic 3
2 GDT [8] Extrinsic 1
3 PMT [25, 34] Intrinsic 2
4 Habit Intrinsic 1
5 Perception of IS governance [26] Intrinsic 1
6 Theory of Planned Behavior (TPB) or theory of recent action (TRA) [10] Extrinsic 1
7 Individual mood [10] Intrinsic 1
8 Penalties [15] Extrinsic 1
9 Pressures [15] Extrinsic 1
10 Perceived effect of user’s action [15] Intrinsic 1
11 Transformational leadership [18] Intrinsic 1
12 The increasing complexity of security behaviour [28] Extrinsic 1
13 HBM [3, 22] Intrinsic 2
14 CD [5, 24] Intrinsic 2

healthcare staff can be faced with stress from patients’ conditions,
emergency cases, and high workloads that can be contributing
factors affecting security practice. Therefore, healthcare workers
may feel unappreciated if they are punished due to unintentional
security violations.

In the case of intrinsic motivations, studies have pinpointed lead-
ership style and the lack of consideration of healthcare operational
requirements to have a negative correlation with conscious care
security practice [18, 26]. For example, Renaud et al found that
security policy requirements interfered with the staff’ intrinsic mo-
tivational needs, which led to their stress and non-compliance. Due
to the leadership style, staff often felt suppressed with policies, with
no support. Additionally, the motivations of IT security officers to
ensure security was often in conflict with that of the operational
staff who were more concerned about their patients and the need
to complete their tasks.

To this end, various studies called for the adoption of both in-
trinsic and extrinsic motivation in the incentivization scheme for
conscious care behaviour [18, 26] Safa et al., also advised man-
agement to consider the environmental factors that encourage
employees to engage in information security misbehaviour and
dealing with these environmental factors by putting in appropriate
measures to decrease their negative effects on employees’ security
behaviour to mitigate the risk of insider threats. Virtual reality
(VR) technology can also be assessed in this context [19, 20] where
for instance, intrinsic factors are simulated with these devices to
induce other psychological effects on healthcare staff such as fear
appeals, perceived severity, perceived vulnerability, and low-risk
rationalization of cognitive dissonance. The framework in Figure
?? can be followed to assess and incorporate both intrinsic and
extrinsic incentives toward enhancing security practice.

From the existing studies, a control experiment method [8, 13]
and field observations [3, 5, 18, 22, 24, 28] were the identified meth-
ods often use to assess the effect of the motivation factors to in-
centivize security practice. With regards to a control experiment,
the participants are usually assigned into groups followed by ad-
ministering a treatment or an intervention to one of the groups,
while the other groups (controlled group) are not provided with

any intervention [9]. Even if an intervention is provided in the
controlled group, that intervention is varied across the groups. In
that the observational study, participants are surveyed with the
aim to observe some factors without varying interventions among
the participants. The controlled experiment has been considered to
be useful in determining the cause-and-effect relationship between
variables [4]. Hence, we adopted a control experiment in determin-
ing the influence of motivational factors on incentivising security
practice.

6 A CONTROL EXPERIMENT FRAMEWORK
FOR ASSESSING MOTIVATIONS IN
SECURITY PRACTICE

The healthcare staff, including the doctors and nurses, are usually
required to follow security practices including password manage-
ment, incident reporting, and email use as shown in Figure 1. Ad-
ditionally, the knowledge, attitude, and behaviour (KAB) of users
with these security practices in TPB are usually essential in their
actual security practice. The security practices combined with the
KAB of the healthcare staff can be related to the various constructs
such as PV, PS, SE, and RE to form a study scope.

A control experiment can then be conducted to assess the effec-
tiveness of these constructs. For instance, the control experiment
could have two levels, thus, a control group and an experiment
group. The experiment group will then be treated with various
theories, constructs, or concepts such as cognitive dissonance. The
effect of the treatment can then be measured with the study scope.
The assessment can be done with survey instruments, practical
assessment with attack and defence simulation or directly observ-
ing the two groups to determine the effect of the treatment on the
security practice of the participants. The treatment can be done
by exposing participants in the experiment group to the indepen-
dent variable through training, gamification, and the use of virtual
augmented or mixed reality.
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Figure 1: A framework for assessing motivational methods toward incentivizing security practice.

7 CONCLUSION
In search of ways to enhance security practices in healthcare, a
survey was conducted to identify and assess various motivational
methods. Extrinsic motivational methods such as financial incen-
tives and deterrence methods were found. Also, other intrinsic
methods were identified to include fear appeals from protection
motivation theory, cognitive dissonance, leadership style, and pre-
venting conflict between healthcare operational goals and required
security practice of healthcare staff. To this end, a framework was
proposed for assessing the efficacy of the various motivational
constructs for enhancing healthcare security practice.
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