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ABSTRACT

There is a need for creating new educational paths for beginners as
well as experienced students for cyber security. Recently, ethical
hacking gamification platforms like Capture the Flag (CTF) have
grown in popularity, providing newcomers with entertaining and
engaging material that encourages the development of offensive and
defensive cyber security skills. However, augmented reality (AR)
applications for the development of cyber security skills remain
mostly an untapped resource. The purpose of this work-in-progress
study is to investigate whether CTF games in AR might improve
learning in information security and increase security situational
awareness (SA). In particular, we investigate how AR gamification
influences training and overall experience in the context of ethical
hacking tasks. To do this, we developed a Unity-based ethical hack-
ing game in which participants complete CTF-style objectives. The
game requires the player to execute basic Linux terminal commands,
such as listing files in folders and reading data stored on virtual
machines. Each gameplay session lasts up to twenty minutes and
consists of three objectives. The game may be altered or made more
challenging by modifying the virtual machines. In a pilot, our game
was tested with six individuals separated into two groups: an expert
group (N=3) and a novice group (N=3). The questionnaire given to
the expert group examined their SA during the game, whereas the
questionnaire administered to the novice group measured learning
and remembering certain things they did in the game. In this paper
we discuss our observations from the pilot.
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1 INTRODUCTION AND RELATED WORK

Knowledge about cyber threats is crucial at the government and
institutional levels. However, there is also an increasing need for
improving general public’s understanding of this topic to reinforce
institutional measures, and to satisfy the interest the public may
have on cyber security. Novel methods for increasing public aware-
ness of cyber threats are needed as many traditional methods are
failing [6]. Education is the most common context for serious games
and gamification. This is due to the benefits these approaches have
on learning outcomes, motivation, and engagement. [17, 28, 30].

In this paper, we introduce a design, implementation, and explo-
rative evaluation of an augmented reality (AR) game called Hack
the Room. The goal of the game is to teach individuals with little
or no expertise in cyber security about the fundamentals of ethical
hacking.

Educational games and gamification can provide a more ex-
tended, engaging, and motivating environment for learning than
the traditional contexts for learning [12, 15]. Digital games can
create a fun experience and improve knowledge acquisition. Games
allow the creation of more attractive or exciting learning environ-
ments, which can be fully or partly digital, as an alternative for
or an enhancement of the traditional classroom [5, 8]. AR as a
technology fits both purposes. It can be an alternative as it allows
remote learning and provides enhancement as it can be used to
blend digital, even abstract, data with the physical environment.
While AR is still a fairly novel technology for many consumers,
it has been noticed to increase user retention and motivation in
games and learning applications [1, 3].

Several games and platforms where the purpose is to simulate
hacking exist: Hack The Box [7], TryHackMe [34], OverTheWire
[10], and SANS Cyber Ranges [21] all offer gamified cyber security
training. These and others vary in what aspect of hacking they sim-
ulate or aim to teach. Often the purpose is not to teach skills but to
raise awareness. HACKING Game [18] is a serious game where the
purpose is to aid in security resource allocation. OverTheWire [10]
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offers so-called wargames for learning and practicing cyber security.
Wargames in the context of cyber security refers to challenges for
finding and targeting vulnerabilities. Living Security [32], the Mys-
teeri, [26], Thales [16], and Infosequre [20] combine cyber security
training with escape rooms’ game logic. CybAR [2], an AR game,
focuses on cyber security threats relevant to its platform: smart
phones. These include the usage of public WiFi, weak passwords
and susceptibility to social engineering. The game’s design is based
on technology threat avoidance theory (TTAT) [27]. A survey study
with the game showed that people found it useful for learning about
cyber security. Chiou et al. [9] developed a mobile AR application
to teach children about phishing. The purpose of their application
was to teach security related abstract concepts to children early
on. Garae et al. [14] took advantage of AR’s capability of making
invisible visible by creating a mobile AR application to efficiently
capture the attention of the user.

While expert tutors might be the best option for advanced learn-
ing, digital games are tireless tutors, without restrictions posed
by time of the day or location. Therefore they are ideal for early
knowledge acquisition and/or for targeting previously unreached
learners [25, 31]. This is the potential we aimed at tapping into with
our game: Hack the Room.

2 HACK THE ROOM
2.1 Design

A constructionist game design method [22, 23] was used in Hack
the Room to promote learning new concepts through grounded
and practical approach. The designs were inspired by the games
reviewed for the related work (Table 1), such as the ones found
from the Hack the Box [7] platform. Our target group were people
who are not familiar with cyber security topics. In addition to
accessibility and playfulness, the goal was to facilitate knowledge
transfer without the presence of a tutor or a teacher, in other words,
to create an educational game that takes advantage of the potential
of digital learning tools. While using AR was not necessary for
our approach, we wanted to leverage the technology’s ability to
comprehensively visualize data with spatial qualities. The possibility
to extend the game into a location-based experience also gave
more relevant context for using the Situational Awareness Rating
Technique (SART) questionnaire [33], which is not suitable for too
restricted task based controlled experiments.

The guiding principles for designing the gameplay and game
mechanics were adopted from Kiili’s [23] model for educational
digital games. The model aims for optimal flow and consequent op-
timal learning and relies heavily on Csikszentmihalyi’s [11] theory
on flow. According to Kiili’s model the optimal flow is achieved
by balancing players’ skill levels to immediate feedback and clear
goals and challenges. Meaningful challenges in Hack the Room are
provided by following the stages of ethical hacking [29]: reconnais-
sance, scanning, gaining access, maintaining access, and analysis
[13].

2.2 Gameplay

The game is played using an AR capable mobile phone. Once the
game is started, the instructions are shown to the player (Figure 1).
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Table 1: The games that influenced the design of Hack the
Room according to their platforms.

Game Web VR AR g‘];?llltw 2/1[1(:: " Ref.
Mysteeri 24/7 X - - - - [26]
Hack The Box X - - X - [7]
TryHackMe X - - X - [34]
OverTheWire X - - X - [10]
SANS Cyber Ranges X - - be - [21]
TLSCERs#* - - - - X [32]
CybAR - - X X X (2]
Hack the Room - - X x x [4]

# If the users need special or custom equipment to play the game
+ The Living Security Cyber Escape Room

Figure 1: The initial selection screen once the game is started
(left) and instructions on how to scan the surrounding space
(right).

After this, the objective of the game is presented to the player in a
text overlay. The player then proceeds by moving the phone around
and viewing the play area, looking for targets to scan (Figure 2).

m

Figure 2: View after the game recognizes a scannable area
where to add a terminal (left) and the view after a scan is
completed (right).

After a target is found and scanned, a computer terminal will
appear into the view. Using these terminals (Figure 3), the player
needs to complete certain tasks, including listing files, reading files
etc. in order to obtain a pass code to the next level.

Figure 3: The terminal window (left) and the hovering key-
board the user can use to write commands (right). The users
were able to peek around the virtual keyboard to see the con-
sole.
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After the player retrieves the pass code, they need to make their
way to an AR numpad (Figure 4). After entering the correct pass
code, the game moves on to the next level. Some questions/tasks
are also overlaid into the environment.

Figure 4: The AR numpad used to enter the obtained pass
codes (left) and an introduction to a second terminal in the
game after entering the correct pass code (right).

Completing these tasks will again provide the player with a new
pass code so they can proceed to the next level. The game ends
when the player answers the last question correctly or when the
timer (20 minutes) runs out. The time limit was used to avoid player
fatigue and limit the whole study procedure to be more manageable.

2.3 Technical Implementation and Architecture

We used the Unity game engine [35] for implementing the game
on a mobile phone, OnePlus Nord. The physical environment was
scanned using an iPhone 13 Pro and its LIDAR sensor. Vuforia Area
Target Creator [19] was then used to create a three-dimensional
(3D) play area from the scanned data. Virtual elements such as
computer terminals, numpads etc. were then added into this vir-
tual environment using Unity. This allowed tracking for the digital
holographic content in AR without added markers, such as QR
codes, and introduced elements of exploration and surprise for the
players. A secure shell (SSH) connection was used to access virtual
machines (VM) via the computer terminals found in the virtual
environment. We decided to implement the rapid application devel-
opment (RAD) method in our development. This decision was made
after we noticed how different the gaming experience was between
Unity and the actual mobile phone. This approach enabled us to
quickly develop a working prototype of the application for the end
device. A more detailed description of the technical implementation
can be found in [4].

3 PILOT STUDY

This user study was conducted in April of 2022 at the University
of Oulu, Finland. The game would start off in an office room and
then continue in the hallway for the majority of the gameplay time.
The only equipment used in the experiment was a mobile phone
(OnePlus Nord), to display the AR content and to interact with the
computer terminals, the virtual keyboard and other game contents
(Figures 1-4).

There were six participants in this pilot. Three participants were
cyber security experts who also had some prior experience with AR
applications. The other three were novices with no real experience
on cyber security nor AR applications. Five of the six participants
were male. The single female participant was part of the expert
group. The average ages for the groups were 22 years of age for the
novices and 29 for the experts.
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The experiment procedure was initiated with the consent form
being signed and some basic questions, such as age and gender, and
experience about certain applications and knowledge about ethical
hacking, answered by the participant. The game would start in an
office room after the user was handed the mobile phone. Only the
player and the observing researcher would be in the room and the
researcher would not communicate with the player unless there was
an issue with the phone or if the player asked a specific question
about the research procedure. Otherwise, the researcher would only
monitor the experiment and take observational notes. Additionally,
only if the researcher noticed that the participant had problems
figuring out what to do or where to go next, the researcher would
give out subtle hints about how to proceed. The office room would
serve as a “no distractions” starting point for the experiment and
the game would mostly continue on the hallway of the laboratory,
although the participants would return to the office room later on
for another task.

After completing the game or running out of time, the players
would fill in questionnaires. These questionnaires measured gaming
experience, SA [33], overall learning experience, and ethical hacking
skill and knowledge acquisition [24]. The experts only answered
questions about their performance and SA, while the novice group
answered all the other questionnaires but not the one regarding
SA. We intentionally did not ask the experts the questions about
knowledge acquisition and hacking skills because these concepts
and methods used in the game are simple and all the experts already
know them. So rather, we used the experts as a control group and
to evaluate if the game provided a good environment for learning
these concepts by administering the SART questionnaire, that can
measure the instability, complexity, and variability of the gaming
situation. We also recorded completion times for levels and tasks
in the game.

4 RESULTS AND DISCUSSION

In this study we wanted to see if our game provides an adequate
environment for learning, more specifically if the participants are
able to learn about cyber security concepts while playing. In the
following, we discuss our findings, however, due to this being a
pilot study these findings are inconclusive.

The SART scores suggest that in the expert group, they reported
being alert (Table 2, Q4) and concentrated (Table 2, Q5) during the
game. For the game situation, they reported only slightly above
average complexity (Table 2, Q2). The experts also reported high
information quantity (Table 2, Q8) and familiarity of the situation
(Table 2, Q9). This suggests they thought the game presented famil-
iar concepts and that they were able to understand the situation
well and/or gain information from it. In this group, the participants
were aged 28, 30, and one didn’t disclose their age. Based on self
reporting the group consisted of two males and one female.
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Table 2: Expert group SART scores. The SART questionnaire
uses a 7-point scale, 1 being very low and 7 very high. Ques-
tionnaire items’ numbering corresponds to the original [33].

# 1 2 3 4 5 6 7 8 9 SA
1 2 1 3 6 6 2 5 5 7 25
2 5 7 6 7 7 6 6 7 7 22
3 5 4 5 6 6 4 4 4 3 13
avg 4 4 467 633 633 4 5 533 567 20

For the novice group we were interested in learning outcome.
In other words, would the participants remember what kinds of
commands they used in the Linux terminals or what did a certain
command do. There were five questions that measured if they could
remember certain aspects of the game: Q1 On what port was the SSH
service running?, Q2 What commands were used in the terminal?, Q3
What part of the game was related to the virtual machine?, Q4 What
was nmap used for?, Q5 What does the cd command do?. In addition,
there were general questions: Q6 How would you generalize what
you learned during the experiment?, Q7 On a scale of 1 to 10, how
would you rate the performance of the game?, Q8 Did you run into
any issues when playing the experiment?

From Table 3 we can see that two out of the three participants
answered all the learning related questions correctly while the third
one got 2/5 questions right. So according to these results, it would
seem that the participants were learning or at least remembering
something from playing the game. The novice group was homogenic
consisting of only males aged 21, 22, and 23, which introduces
another limitation along with the small sample size.

Table 3: Novice group questions (1 = correct, 0 = false)

ratio 3/3 3/3 2/3 2/3 2/3

From Figure 5 we can see that for levels 1 and 2 the expert group
was faster on average. For the last level it was the novice group
that completed it slightly quicker. Although the expert group was
quicker in completing the game, the differences were not statisti-
cally significant nor were they big. The difference seen in level 2
completion times can be attributed to the novice group members
visibly being unsure of what to do next.

5 LIMITATIONS AND FUTURE WORK

This study is clearly a work-in-progress. The sample size was very
small and we issued slightly different questionnaires for the groups.
The ongoing pandemic still influences the possibility to ethically
and safely conduct large scale user studies, so in preparation for
the future we will evaluate the study setup.

Our sample size was small, so we cannot present conclusive
findings. We also missed an opportunity to interview the partici-
pants and gather other more rich qualitative data which would have
been more valuable. In addition to recruiting more participants,
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Figure 5: Mean task completion times for both novice and
expert groups.

the future work will aim at ironing out the technical issues we en-
countered, such as the phone losing tracking or scanning of items
temporarily not working. These issues could be because the phone
we used (OnePlus Nord) is not very powerful and the fact that, in
hindsight, the play area could have been scanned more thoroughly.
The subpar scan was a result of the play area not containing enough
3D surfaces that the Vuforia engine uses as tracking points. The
area also had automated doors that created invisible walls to the
scan. To fix this issue, we need to perform a more careful scan of
the environment or use a different location. The game could also be
ported to an AR headset like the HoloLens 2. This would certainly
open up new possibilities in terms of immersiveness and usability
via gesture and voice controls. The tasks could also be improved to
better scale with the level of knowledge the participants have with
different difficulty levels for more experienced users.

6 CONCLUSION

In this paper we describe the motivation, design process and im-
plementation of a mobile augmented reality game called Hack the
Room. We conducted a pilot evaluation of the game with six partic-
ipants who were divided into two groups: those with experience
with cyber security and novices. The other metrics used for evalua-
tion produced inconclusive findings; Our main finding comes from
the simple observation of how the novices caught up with the ex-
perts during gameplay. We consider this an interesting observation
considering future work and hope to continue extending the scope
of technologies or platforms used for Hack the Room in addition to
conducting more research on the topic of using augmented reality
games for teaching cyber security.
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