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ABSTRACT

The design of a cybersecurity program for an Information Technol-
ogy (“IT”) group is well documented by a variety of international
standards, such as those provided by the U.S. National Institute
of Standards and Technology (“NIST”) 800-series Special Publica-
tions (“SP 800”). However, for those wishing to apply standard
information security practices in an Operational Technology (“OT”)
environment that supports industrial control and support systems,
guidance is seemingly sparse. This project expands on the abstract
concepts described in textbooks by documenting the implemen-
tation of an industrial cybersecurity program for a local manu-
facturing firm. The project started with hardware and software
asset inventories, followed by a risk assessment and gap analysis,
and then implemented mitigating controls using a combination
of manual and automated procedures. Security posture of the OT
group was constantly evaluated against corporate security goals,
the project-generated risk assessment, and NIST SP 800-171 re-
quirements. Improvements in security posture and compliance to
corporate requirements were achieved in part through alignment
with existing policies and procedures developed by the organiza-
tion’s IT group, with the balance implemented and documented by
the author of this project. The materials generated by this project
may be used to assist other organizations starting their journey
towards securing their industrial control assets.
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1 INTRODUCTION
1.1 Problem Definition

For those manufacturing enterprises developing or expanding an in-
formation security program, the need to secure network-connected
Industrial Control Systems (ICS) presents unique and challeng-
ing problems. A combination of legacy protocols, insecure design
practices, and expensive equipment with long lifetimes and slow
replacement schedules all conspire to complicate the creation of
security policies and procedures [12, 18]. Frequently, special con-
siderations must be made in the selection of products and tools
when securing industrial control systems [1], resulting in increased
costs from the purchase, training, and deployment of specialized
applications, hardware, and network configurations.

Frequently, manufacturing enterprises delegate the task of sup-
porting different computing environments into two major groups:
information technology (IT) and operations technology (OT) [1].
While the traditional IT group manages equipment and tools uti-
lized in the office environment, the OT group focuses on equipment
used in the manufacturing environment. Both groups are tasked
with the challenge of securing their assets, although the focus of
information security efforts between the two are slightly different.
With respect to the cybersecurity “triad” (confidentiality, integrity,
and availability), IT groups are generally focused more on the con-
fidentiality aspect, while OT groups will usually focus more on
availability aspects of information security [7].

Guidance for establishing an information security program that
supports OT assets seemingly is focused on “top-down” approaches,
where the IT organization can leverage existing tools, personnel,
and support from vendors to extend into the industrial control do-
main [7]. Planning and deployment guides are helpfully provided
by ICS product vendors such as Cisco Systems and Rockwell Au-
tomation to aid engineers and security personnel in the herculean
task of architecting secure control networks [8].

For those OT groups developing an information security pro-
gram from the “bottom-up”, guidance on the subject is much sparser.
The deployment of policies and tools must be performed in such a
manner as to not interfere with existing operations or negatively af-
fect legacy equipment and applications. The option to replace older
equipment for the purposes of removing insecure communication
protocols is typically not available in the bottom-up approach [16].
Additionally, legacy software applications and execution platforms
must also be included in the information security program, as they
must interact with existing equipment and processes [14].
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1.2 Goals

This project aimed to develop a “bottom-up” information security
program for an operations technology group supporting a large
electronics manufacturing organization. This approach was selected
after consultation with operations management since the bottom-
up approach appeared to provide the lowest risk of disruption
to production systems while the project was being implemented.
While assistance was made available from the corporate informa-
tion security group, the author’s OT group (“Factory Information
Systems”, or FIS) was ultimately responsible for improving the
security posture of assets under its control.

The primary goal of the project was to improve the security pos-
ture of the operations technology group by developing policies that
complemented and extended the existing IT-oriented information
security program. Progress was measured by the mitigation of vul-
nerabilities found early in the project through the performance of a
security risk assessment and gap analysis. Additional metrics relat-
ing to compliance with regulations and vulnerability scoring were
measured and evaluated as well. Where practical, software automa-
tion tools were employed to ease the burden of applying baseline
controls, security patches, and compliance auditing. A training pro-
gram was developed to ensure that personnel employed by the
operations technology group were able to maintain the security
controls developed during this project.

A secondary goal of this project was to develop a process by
which other operational technology groups within the company can
develop their own information security program, utilizing policies,
procedures, and automation tools developed during this project to
reduce their development time.

1.3 Scope

Within any information security program, there are many aspects
that must be examined and considered. This includes the human
factor and how organizations educate, train, and bring awareness
to cybersecurity issues. The human factor of cybersecurity may be
incorporated into an overall risk management program through
awareness posters, gamification, computer-based training (CBT)
[10], the use of fear or shame to engender policy compliance [19, 20],
among other approaches. While all of these aspects are important
to organizational risk management, they were not a focus of the
current project.

2 RELATED WORK

2.1 Asset Inventory

The National Institute of Standards and Technology (“NIST”) re-
cently published the details of a reference implementation (SP 1800-
5, September 2018) for managing information technology assets,
both hardware and software-based [2]. Although this implemen-
tation was geared towards large financial institutions, it embodies
best practices documented in other NIST Special Publication (“SP”)
800-series [3] publications, such as those that specifically cover
manufacturing operations [7].

NIST SP 1800-5 effectively describes the complete asset lifecy-
cle from determining which assets to procure, through use and
maintenance, and finally to decommissioning and secure disposal.
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While this reference implementation provides a useful roadmap
for managing a large population of assets, organizations that have
smaller numbers in their inventory may find the proposed frame-
work itself difficult to deploy and manage. Some individual aspects
of the framework, such as the use of “Splunk” [6] for analyzing log
messages and sensor data, may be used independently or as part of
other asset management tools more suited for the organization.

2.2 Risk Assessment

In “Critical Infrastructure Risk Assessment”, a comprehensive strat-
egy for finding and documenting vulnerabilities in manufacturing
facilities is outlined [11]. The author takes the reader through an ex-
ample consultation with a critical infrastructure facility and points
out the numerous areas in which such a facility may be vulner-
able to bad actors. Through a methodical process of conducting
interviews, reviewing documentation, and making observations,
the book describes how to analyze findings and assess risks found
in the facility. Finally, Hayden provides an example of a completed
risk assessment report that would be provided to responsible per-
sonnel at the facility. The framework and methodologies presented
in this book were used in the preparation of the risk assessment
report for this project.

2.3 Gap Analysis

Another major aspect of this project is to drive compliance with
NIST SP 800-171, which aims to make United States Government
contractors more resilient to cybersecurity attacks. To help deter-
mine which aspects of cybersecurity this project will focus upon
requires an examination of current state against this standard; a
gap analysis was prepared that compared existing policies and
procedures against the requirements of NIST SP 800-171. To assist
organizations in complying with SP 800-171, NIST provides a check-
list [23] consisting of numerous questions; answers to the questions
provide a clear picture as to the state of compliance. Completion of
the questionnaire formed a significant portion of the gap analysis
conducted for this project.

2.4 Policies and Procedures

In “Industrial Cybersecurity — Efficiently Secure Critical Infrastruc-
ture Systems”, a multi-layer model (“defense in depth”) for securing
industrial control systems is proposed [7]. The practice of employ-
ing defense in depth measures is recommended by many in both
academic and industrial environments [8, 14]. The defense in depth
model relies on multiple layers of security measures, often over-
lapping, that make it substantially more difficult for bad actors to
penetrate through to critical systems. Recommendations presented
by this textbook for the securing of industrial control systems de-
vices, such as the use of network segmentation and demilitarized
zones (“DMZ”), were adopted by this project.

2.5 Automation

“Ansible” is a popular software tool used by network and system
administrators to automate tasks such as system configuration, op-
erating system hardening, and application of security controls [4].
Using tools such as Ansible, baseline configurations can be imple-
mented, and auditing of security controls can be performed. In fact,
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some service providers provide subscription-based tools built using
Ansible to implement consistent baseline configuration levels for a
variety of operating systems and software service platforms. This
project implements many security controls using Ansible to ensure
consistency across the population of assets. The use of Ansible by
this project is limited by comparison; for example, a commercial
offering of Ansible provides an automation controller (“Ansible
Controller”), which claims to provide a simplified interface for man-
aging large-scale deployments within an enterprise environment
[5]. While Ansible was adopted for use by this project, Ansible
Controller, however, was not implemented.

2.6 Top-Down vs. Bottom-Up Approaches

In many organizations, it is quite common for direction to always
be provided top-down. And while this may make sense in many
respects, it is not without its drawbacks [9]. In particular, there are
processes and experiences that those in non-management positions
may be intimately more familiar with than upper management. If
these are not taken into account, then it is possible both inefficien-
cies and security issues will persist. Part of what is needed in any
organization is a culture that not only allows feedback from those
not in upper management, but actively encourages it. It is from
this bottom-up approach that often provides a more robust risk
management perspective. Additionally, it provides for a more col-
laborative environment from multiple levels of employees, which
may encourage greater buy-in when there are specific mandates
developed that must be followed.

2.7 Systems Thinking Approaches

Finally, one critical aspect of security is that it is rare for a single
entity to operate in isolation from the whole. More commonly,
security is often best understood when the context in which it
exists is fully understood and delineated from other aspects of the
environment. Systems thinking approaches are important in general
given the explanatory power it provides [15], but also instrumental
in helping security researchers and practitioners better understand
the implications a change in one aspect of a larger system may
have on other aspects of the same system. Beyond that, it also helps
make systems more usable and effective [17]. Thus, while a full
systems thinking approach was not the goal of this project, it was
nonetheless something that we kept at the forefront of our efforts.

3 METHODS

3.1 Introduction

The primary goal of improving the security posture of this group
(FIS) through the establishment of an information security program
was itself broken down into primary and secondary tasks. The pri-
mary task was to mitigate high risk vulnerabilities after performing
arisk assessment for the assets owned and maintained by this group.
The secondary task was to establish policies and procedures for this
employer to achieve compliance with NIST SP 800-171 (“Protecting
Controlled Unclassified Information in Nonfederal Systems and
Organizations”) [21].

The process this project followed was iterative in nature, and fol-
lowed recommendations given by Ackerman [7] and Hayden [11].
First, hardware and software assets managed by this group were
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cataloged into two separate inventories, which included details
such as links to source code repositories, defect trackers, vulner-
ability database queries, and network addresses. Secondly, a Risk
Assessment was performed that documented risks to the informa-
tion systems and components identified in the inventories, with
emphasis placed on risks unique to the nature of industrial control
systems and equipment. Next, a Gap Analysis was performed that
highlighted nonconformances and provided basic guidance on how
to achieve compliance.

For each item listed in the Risk Assessment and Gap Analy-
sis, one or more policies were developed to provide guidance on
achieving compliance in that area and associated security family.
Existing corporate policies, NIST recommendations [3], and freely
available security policy templates [2] were used as references for
the creation of policies for this project. Ansible playbooks were
developed to implement policies as baseline system configurations
and to audit compliance by checking software package installation
status, configuration parameters, and service execution status (such
as firewalls).

3.2 Requirements

NIST SP 800-171 is a series of guidelines published by the United
States National Institute of Standards and Technologies [3]. NIST
is one of the primary agencies tasked by the United States Federal
Government to establish standards for the implementation of infor-
mation security (“cybersecurity”) policies, programs, and methods
by government agencies and contractors. As part of a company that
is a U.S. Government contractor, this group (FIS) is responsible for
implementing the requirements of SP 800-171.

The company and its parent organization have established poli-
cies for information security, and this group is also responsible for
compliance to those policies in addition to those specified in SP 800-
171. This project included requirements from both SP 800-171 and
corporate policies in in addition to vulnerabilities identified as part
of the Risk Assessment. This implementation phase of this project
consisted of the development of a series of policies, procedures,
and IT automation scripts. These three components were then used
to mitigate vulnerabilities identified in the risk assessment and to
work towards compliance with NIST SP 800-171.

3.3 Asset Inventories

After establishment of requirements, the next major task was to
identify which “assets” were to be covered by the new informa-
tion security program. Assets in this project comprised physical
hardware devices and software applications owned and managed
by this group; hardware and software assets already covered by
corporate information security and managed by our information
technologies group were not considered along with any devices
without a network connection.

A hardware inventory was taken that included network-connected
traditional compute devices (such as servers and workstations), vir-
tual machines, and industrial control devices.

For the software inventory, applications covered by this project
were cataloged and categorized as follows:

e Custom applications developed by FIS personnel (“Custom”)
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e Custom applications not developed by FIS personnel, but
transferred to FIS for ongoing maintenance and support
(“Assigned”)

o Acquired software applications, commercial and open source
(“COTS”)

3.4 Risk Assessment

Upon completing the inventories of assets covered by the new in-
formation security program, it was then possible to determine risk
exposure for each asset. It was necessary to inspect each asset’s
physical and network presence and its operational environment.
Guidance from Ernie Hayden’s book, “Critical Infrastructure Risk
Assessment” [11], was invaluable for performing this phase of the
project in part for its detailed methodology for performing a risk
assessment and for providing guidance related specifically to in-
dustrial control systems.
For each asset, observations were made considering the following

topics:

e Applicable policies and procedures

o Credential management

e Environmental conditions

e Hardware interfaces

e Immediate and surrounding physical environment

o Network interfaces and traffic flows

e Physical security

e Power sources
e Previously reported alerts and vulnerability notices for in-

stalled software

e Support available from the vendor
o User management, including identity and access controls

When asset observations were being made, considerations of the
following methods, tools, and information sources helped to build
a complete picture of the environment the asset operates within:

e Documentation review

e Examinations of applicable policies and procedures

o Inspection of vulnerability scanner reports, port scans, and
other networking tools

Interviews with key support personnel

On-site observations

Source code and configuration file inspections

While asset observations were being made, threats to the asset
from many sources were considered. The risk assessment for this
project considered the following threat sources:

e Cyber attacks o Denial of Service (DoS) attacks o Man-in-
the-middle (MITM) attacks or eavesdroppers o Privilege es-
calation o Packet replay and modifications

e Human-caused events o Insider (malicious and non-malicious
intent) o Trusted insider (malicious and non-malicious in-
tent) o Outsider (malicious intent)

o Natural hazards o Fire, flood o Power disruption

o Organizational o Internal, local o Internal, remote o External,
business competitor

Once the list of vulnerabilities was compiled, it was necessary
to determine the actual risk posed to the organization should the
vulnerability be exploited. There are several methods available to
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calculate severity; this project adopted a “qualitative” approach,
where each vulnerability was assigned a “likeliness of occurrence”
and “impact” [13]. As an operational technology group, with avail-
ability being the next highly valued criteria after safety, it was
determined to measure risk in terms of the impact on production
should a vulnerability be exploited.

Vulnerabilities were also assigned a likeliness of occurrence,
which represents a “best guess” of the probability that the vulnera-
bility might be exploited. Consistent with the use of a qualitative
rather than quantitative approach, a rating system was devised
based on an assumption of a vulnerability being exploited by a
disgruntled employee or accident (the most likely scenarios).

Once an impact rating and likeliness of occurrence ratings were
assigned, the vulnerabilities were assigned a final “risk rating” based
upon a risk matrix. To obtain the final risk rating, the convergence
of likeliness of occurrence (rows) and impact (columns) determined
the rating. This risk rating represented the priority for application
of mitigations.

3.5 NIST SP 800-171 Gap Analysis

As a secondary goal, this project attempted to meet requirements
of the NIST SP 800-171 (“Protecting Controlled Unclassified Infor-
mation in Nonfederal Systems and Organizations”) standard [21],
which is applicable to the author’s particular manufacturing orga-
nization. To begin the effort to comply with the standard, a gap
analysis report was prepared immediately after completion of the
risk assessment. The gap analysis report highlighted several areas
of non-compliance that were not identified in the risk assessment;
these items were addressed during the mitigation phase of the
project.

3.6 Vulnerability Scanner

Shortly after the hardware inventory was compiled, an arrange-
ment was made with the corporate information security group to
include these assets in a weekly network-based vulnerability scan.
This network-based vulnerability scanner, “Nexpose”, had been
performing weekly scans of all corporate devices but this group
was not receiving reports until after this list was submitted.

The Nexpose vulnerability scanner works by executing a series
of scripts or procedures against a network host and recording the
response to various probing attempts [39]. Responses are checked
to see if the host responds in a manner that indicates it is vulner-
able to a particular attack. Nexpose contains a large database of
vulnerabilities and is updated frequently to include signatures for
newly discovered attack patterns.

Once Nexpose detects a vulnerability, it assigns a score based
on metrics defined by our corporate information security group.
The corporate target for assets is a score less than 5,000, although
naturally it is desirable to achieve a score as close to zero as possible;
this indicates a very low level of risk to the organization by the
host. The goal is to have as low of a score as possible, both total
score for all assets combined and the average score per host.

3.7 Policies and Procedures

As part of this project, policies and procedures were developed to
help mitigate vulnerabilities exposed by the risk assessment, gap
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analysis, and observations from Nexpose. Policies were developed
to operate in conjunction with already established policies provided
by corporate information security; policies developed during this
project cover security aspects unique to industrial control systems
and manufacturing operations in general.

Policy documents established guidelines that help achieve com-
pliance by standardizing the practices this group uses to configure
servers, develops applications, integrate software components, and
performs many other similar tasks that involve network-connected
devices and applications. Policies are organized by “security fam-
ilies”, which are defined by NIST SP 800-53a [22] and SP 800-171
[21].

Procedures were written as necessary to implement these poli-
cies. For example, one policy (“FISSEC-SC-001”) required specific
encryption algorithms and key lengths to be used for certificate gen-
eration; a procedure was written that described the steps necessary
to create certificates using an approved algorithm and key length.
Procedures that were not practical to implement using automation
scripts were developed as documents and checklists that system
administrators followed to implement security controls.

3.8 Task Creation and Progress Tracking

With the risk analysis, gap analysis, and policy creation tasks com-
plete, remaining work was primarily focused on implementing
mitigations for the vulnerabilities discovered. To keep track of the
work required, “issues” were created in a tracking system used by
this group for task management. These issues were assigned to
projects and personnel that would be responsible for implementing
the mitigation.

3.9 Automation

“Ansible” is a software tool commonly used by network and sys-
tem administrators to perform configuration and auditing tasks
against network-connected devices and software [4]. Ansible exe-
cutes scripts, known as “playbooks”, to perform tasks in a consistent
manner across a population of devices. As part of this project, An-
sible playbooks were created to implement policies and to perform
audits against security controls to verify compliance. In addition,
Ansible playbooks were also created to assist with the deployment
of mitigating controls (such as configuration changes and firewall
rules), which greatly reduced the time required to implement con-
trols among the population of hardware assets.

3.10 Metrics

During this project, the following metrics were established and
continuously monitored to gauge progress towards compliance
goals:

o Risk Assessment Mitigation Progress: The primary measure
of success for this project was the number of vulnerabilities
fully mitigated or in-progress towards completion.

e NIST SP 800-171 Gap Analysis Mitigation Progress: A sec-
ondary measure of project success was the number of rec-
ommendations implemented or deficiencies mitigated as de-
termined by the Gap Analysis Report.

e Network-Based Vulnerability Scans: Weekly reports from
the Nexpose vulnerability scanner were monitored during
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this project, with total risk and average risk per host scores
plotted on a chart to observe progress made in implementing
mitigations.

4 CONCLUSION AND FUTURE WORK
4.1 Conclusion

In this project, we have implemented an operational technology
information security program from the “bottom-up” for the pur-
poses of securing, without disruption, the critical infrastructure of a
manufacturing operations group. This program, acting as an exten-
sion of an existing business-oriented information security program,
focused on the personnel, systems, equipment, and data unique to
the manufacturing organization and aimed to complement existing
corporate security controls. By focusing on high priority vulnera-
bilities identified by the risk assessment conducted as part of this
project, this team was able to focus on mitigating vulnerabilities
even as the program was in development.

The primary goal of this project was to improve the security
posture of this group, which was primarily accomplished by iden-
tifying, prioritizing, and mitigating vulnerabilities exposed by the
risk assessment. The secondary goal of the project was to develop
a “roadmap” that other similar organizations could use to start
their own information security program, which was accomplished
through the development of policies, procedures, and Ansible play-
books.

Work performed during this project has increased the security
posture of this group. Through the application of policies, proce-
dures, and Ansible playbooks, we have been able to fully mitigate
all critical risks, 9% of high-level risks, 14% of medium level risks,
and 26% of low-level risks. A remaining 16% of risks (all levels) have
in-progress mitigation work ongoing.

Significant progress with respect to NIST SP 800-171 compliance
was made during this project. Initially, performing the gap analysis
indicated that only 9% of 363 checklist items were fully in compli-
ance with requirements while 29% were partially compliant. At the
time this report was created, however, 27% of checklist items were
fully compliant and 40% partially compliant.

While developing this information security program, a corporate
network-based vulnerability scanner gave measures of progress
in the form of “scores”, with lower scores representing fewer host
vulnerabilities. At the beginning of this project the average score
(risk) was 3,597 per host, and upon conclusion was 2,753. This rep-
resents a decrease of 24%, and always remained below the corporate
benchmark average score of 5,000 per host. Total risk exposure of
all FIS assets, as measured by Nexpose, dropped from 150,351 to
66,076, representing a decrease in risk to the organization by 56%.

4.2 Reflection

Considering the number of vulnerabilities found during the risk
assessment phase of the project, it probably would have been suf-
ficient to focus on those issues first and then perform the NIST
SP 800-171 gap analysis after critical, high, and medium-level vul-
nerabilities were mitigated. Delaying work on mitigating known
vulnerabilities exposed the organization to risks that could have
been mitigated sooner. Going forwards, the gap analysis phase will
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be conducted after vulnerabilities identified in the risk assessment
have been significantly mitigated.

Another challenge was coordinating the different groups that
would need to provide resources to mitigate vulnerabilities discov-
ered during the risk assessment. In the future, it will be necessary
to involve affected groups earlier in the project for the purposes of
application of security controls, insights into technical solutions,
and for general coordination of activities to minimize disruptions
to operations.

A valuable insight was in the management and prioritization of
vulnerabilities; prior to starting this project, many risks that this
group felt were of high priority to mitigate were overshadowed
by other risks that were found to be more critical after using a
consistent formula for calculating risk exposure.

Through a deeper investigation of the risks posed by our use
of legacy industrial control systems and devices, this group has
come to appreciate the necessity for adding layers of additional
controls to protect sensitive and critical operational technology
equipment. Although this project did not have the opportunity to
deploy security controls such as network segmentation or industrial
control DMZs, the resulting discussions with our networking group
has triggered the beginnings of a formal project to create these
layers. It is recommended that any operational technology groups
following the template outlined by this project should begin such
work immediately after performing the hardware inventory and
identifying affected ICS devices.

Finally, it became clear that it is not always necessary to use
sophisticated or expensive tools to fully mitigate risks; for example,
after evaluating the risk posed by remote administration facilities
on obsolete servers, it was determined that it would be far more
effective to simply replace the old servers rather than spend time
and money on new security tools, additional network segments,
and more detailed monitoring strategies.

4.3 Future Work

Moving forward, this program will expand to cover other groups
within manufacturing operations and the policies, procedures, and
playbooks developed by this project will serve as a model for expan-
sion to other geographic regions. Yearly assessments will uncover
new risks, and existing policies and procedures will be augmented
as necessary to mitigate these vulnerabilities. Work to mitigate
the remaining vulnerabilities is already in progress, and the group
expects to have a majority of risks mitigated before the next risk
assessment is performed in 2023.
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