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ABSTRACT
Digital twins (DTs) in industrial cyber-physical systems (ICPSs) are
an essential concept for Industry 4.0. In recent years, DT architec-
tures and frameworks for industry have been the focus of several
research initiatives regarding analytics, predictive maintenance,
virtual evaluation & verification, and fault detection & diagnosis.
However, the resource constraint and battery-driven devices in an
ICPS environment are facing challenges such as short life spans
due to high energy consumption, lower availability of the services,
and low security capabilities. To meet these challenges, this paper
identifies some critical properties for DTs, including energy effi-
ciency, high availability & state persistence, remote & contention
control, and security. To provide services in ICPSs, we define the
concept of a DT as a proxy (DTaaP) and a four-layer architectural
model for the DTaaP that enables meeting the identified properties.
We present a generic proof of concept (PoC) implementation by us-
ing Eclipse Ditto, which is an open-source digital twin framework.
We evaluate our artifact against the listed properties through an
experimental scenario. We show that the DTaaP improves energy
efficiency, that the DT can serve as an anchor point for security,
and that the DTaaP provides availability and persistence for duty
cycling devices. We also identify some limitations of Eclipse Ditto
for PoC DTaaP implementation, which can be a focus for future
research.
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1 INTRODUCTION
The Digital twins (DTs) refer to digital representations of physical
assets, called physical twins (PTs), including systems, processes, and
devices [21]. Michael Grieves developed the idea for the DT concept
in 2003 and introduced it at the University of Michigan [10]. Since
then, the DT paradigm has sparked much attention in academics
and industry. Initially, the manufacturing environment adopted the
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concept of DTs and later adopted by the environment of the Indus-
trial Internet of Things (IIoT) and cyber-physical systems (CPSs).
CPSs [17] have been proposed as a fundamental concept of Indus-
try 4.0 [15] architectures. CPSs incorporate sensing, computing,
control, and networking into physical devices and infrastructure,
allowing them to connect to cyberspace. A DT can be seen as a
logical hub that emphasizes the Industry 4.0 characteristics of a
product, device, or system. A DT may monitor and communicate
with a physical entity [27]. A DT is linked to a CPS and appears
to be conceptually comparable [31]. DTs can be implemented for
monitoring, diagnostics, prediction, and control in industrial cyber-
physical systems (ICPSs) [21]. A significant aspect of ICPSs is the
ability to integrate information technologies, operational technolo-
gies such as embedded systems and control systems, and physical
systems to generate new or enhanced functions.

1.1 Challenges
Although CPSs provide an increasing level of automation and inte-
gration across industrial environments, there are some challenges.
With CPSs, most of the embedded systems are resource constrained
devices, such as battery-driven sensors unable to provide services
around the clock. Hence, the availability of such devices is chal-
lenging. The remote control of devices deployed in risky industrial
sites is also an important challenge. Moreover, the governance of
the devices and services is also challenging, e.g., who can access de-
vices under what rules and who can manage these devices and their
services. Security & authorization are other key challenges to ad-
dress when monitoring and controlling devices remotely. Different
devices provide various services; hence, sensitive services should
have specific access rights. Unfortunately, CPS design and imple-
mentation is often ad hoc, which results in complex message-based
solutions.

1.2 Scope
The scope of this article is to address these challenges by identi-
fying some critical properties for digital twins and proposing an
architectural model of digital twins as a proxy (DTaaP) for resource
constrained devices in ICPSs. A generic implementation is outlined
and evaluated in a particular use case. With DTaaP, a digital repre-
sentation can be separated from its physical counterpart and act as
a service proxy for communicating with consumers.

1.3 Contributions
The contribution of this article includes the definition of some
critical properties for DTaaP, the proposal of a DTaaP four-layer ar-
chitectural model enabling those properties, and a proof-of-concept
(PoC) implementation. The four layers of the architecture are the de-
vice layer, communication layer, proxy layer, and application layer.
Our proof-of-concept (PoC) of DTaaP implementation is based on
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open source technologies and tools. In the PoC, we use the Eclipse
Ditto digital twin framework (DTF) for our proxy layer since it
is well suited for our DTaaP properties. Moreover, we design and
implement an experimental scenario to show DTaaP in action. We
evaluated our artifact by implementing an experimental scenario
against the listed properties. Finally, we discuss the limitations in
the current PoC implementation to be compliant with the proper-
ties.

1.4 Outline
The remainder of this paper is structured as follows. Section 2 ex-
plains the related work, which includes the literature on DT for
exposing services. Section 3 defines some critical properties for
digital twins. Section 4 proposes an architectural model for DT
as a proxy. Section 5 provides a proof-of-concept implementation,
and Section 6 provides an experimental demonstration. Section
7 describes the evaluation of the experiment against the critical
properties. Section 8 describes the limitations in the current imple-
mentation with future research areas. Finally, Section 9 concludes
the paper.

2 RELATEDWORK
In recent years, DT architectures and frameworks have been the
focus of many research initiatives [1, 11, 14, 29, 30, 32]. A five-
dimensional digital twin (5D-DT), where “physical entity", “virtual
entity", “connection", “data" and “services" are defined as the five
dimensions, is presented in [32]. The generic digital twin architec-
ture (GDTA) using the concept of 5D-DT was proposed in [29]. The
GDTA model is parallel with the six information technology (IT)
layers of the Reference Architecture Model for Industry 4.0 (RAMI
4.0) [2].

DT can be seen in different life cycle phases in industrial appli-
cations [19]. Common DT applications are iterative optimization
[22, 35], virtual evaluation & verification [12, 24], real-time moni-
toring [18, 28, 33, 39], production control [38], asset management
[6, 16], predictive maintenance [3, 23, 26], fault detection & diagno-
sis [34, 37], state monitoring [20, 36], and performance prediction
[5, 8, 13].

Those works primarily use DTs for evaluation, prediction, and
monitoring. However, a DT can also act as a proxy or middleware
service provider to cater to resource constraints and battery-driven
devices and devices that require secure and controlled sharing.
Therefore, our focus in this article is to introduce and propose a
concept of DTaaP with a PoC implementation.

3 CRITICAL PROPERTIES FOR DIGITAL
TWINS

We identify the following properties of the DTaaP model needed to
address previously mentioned challenges:

• Energy efficiency: Many service requests can be processed
by a proxy, which does not consume power from the physical
device and allows the physical device to duty cycle while the
digital representations ensure service continuity. The latter is
common for sensors that only perform periodic readings and
wake up to deliver the latest measurement while sleeping in
between.

• High Availability & State Persistence: Caching persistently
stores the latest reported state of a device when the device
is not connected. The persisting information can continue
providing data to consumers, which can request the latest
state information of the device anytime. Availability in the
context of an ICPS refers to the ability of a consumer to
access information or consume service even when a CPS is
duty cycling, nonfunctioning, or facing failure. The DT of
a CPS can not only provide availability at a specific time
of failure but can also provide high availability by one-to-
many or many-to-many mapping between DTs and PTs. In
this way, when failures occur, a DT can continue to serve
consumers by moving the operations from the failed CPS to
another.

• Remote & Contention Control: Devices deployed in risky
sites can be controlled (actuated) remotely by providing ser-
vice functions from their digital replicas. An operator can
remotely control a device by sending control commands
through its digital replica from anywhere over the internet.
Atomic access for controlling a device is important to con-
trol contention such that if an operator is performing some
action on the device, no other user should have access to
interrupt the action at that time.

• Security: It is error-prone and costly to make physical de-
vices addressable across the internet. Instead, a digital coun-
terpart can be used to face the world. Strong, generic, and
computationally expensive security can be provided by a
digital counterpart while the physical part can support se-
curity with only one digital counterpart (or a few), which
reduces vulnerabilities and saves resources (e.g., by using
only symmetric keys) for encryption.

4 DIGITAL TWIN AS A PROXY (DTAAP) : AN
ARCHITECTURAL MODEL

teaserfigure
In this section, we present our proposed DTaaP architectural

model as depicted in Figure 1. This architecture allows us to create a
DT of a physical device based on its attributes and features, connect
DTs and PTs, and enable interested authorized parties to consume
the services of a PT through its DT proxy. The architectural model
is composed of four main layers. Figure 1 shows the sequence of
layers, from left to right.

4.1 Device Layer
All physical industrial resources, such as products, workers, equip-
ment, technology, processes, environments, and facilities, are in-
cluded in this layer. This layer of the proposed architectural model
is a main industrial environment that a company wants to con-
trol. This layer encompasses all observable devices that must be
monitored and sensed, as well as those that can be actuated and
controlled.

4.2 Communication Layer
This layer is responsible for connecting a physical device to its
virtual replica and establishes communication for their synchro-
nization. This represents a communication channel for the exchange
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Figure 1: DTaaP Architectural Model

of messages between PTs and DTs. The communication layer can
utilize a suitable communication architecture such as an event-
driven architecture (EDA) or a service-oriented architecture (SOA)
according to the needs. This layer can provide one-way and two-
way communication models for monitoring the sensed data and
controlling the actuator with commands/responses, respectively.

4.3 Proxy Layer
The proxy layer is in charge of abstracting a real-world device,
including all of its capabilities and features, as well as its digital
representation. The digital twin framework (DTF) that stores digital
twins according to device models, provides connectivity & message
translation to communicate with digital twins, and ensures that
digital twins can only be accessed by authorized parties, is deployed
in this layer. Authorized access is achieved by policies that can
manage the access rights for every single feature of a PT. The DTF
is comprised of four main components:

4.3.1 Device Model. A device model is an object that describes
the physical device and is primarily used as a hook for multiple
features and attributes to this device. The device model contains
the attributes that describe the device in more detail. The device
model may contain an arbitrary number of features. A feature is
used to manage all data and functionality of a device.

4.3.2 Connectivity & Message Translation. This DTF module is
responsible for establishing connections with the communication
layer and applications. An application from the application layer
can consume services provided by a physical device through its
digital twin. Similarly, a device in the device layer can synchronize
its updated state or data with its digital twin through the com-
munication layer. Moreover, message translation from a source to
a destination can sometimes also be needed, which can also be
handled by this DTF module.

4.3.3 Security & Authentication. This module is in charge of pro-
tecting the data and functionality of a digital twin. Each digital
twin should have a policy that describes the authentication and
authorization rights of interested parties. This module ensures that
the requester has the right to see, use, or change the information
he wants to access.

4.3.4 Service APIs. This module allows a digital twin of a device
to act as a proxy by providing the service APIs. By using these DTF
APIs, authorized users with valid access rights can manage a device
and its features. APIs can also allow integration with the external
world application for monitoring, controlling, analytics, and many
other functions according to needs.

4.4 Application Layer
Different applications that can allow communication with a digital
twin via the API services provided by the DTF can be deployed in
the application layer. The applications in this layer cannot directly
communicate with the devices in the device layer. Instead, the DT of
a device is responsible for providing all the services to all authorized
applications.

5 PROOF OF CONCEPT (POC): DTAAP
IMPLEMENTATION

This section describes our generic proof of concept implementation
of the DTaaP architecture using open source technologies. Section
5.1 provides a set of open source technologies for each layer of the
architectural model, Section 5.2 describes the complete process of
DT instantiation, and Section 5.3 describes major DTaaP service
APIs.

5.1 Toolkit for DTaaP Implementation
In this subsection, we list the open source technologies and tools
for each layer of the architecture model to implement the PoC.

5.1.1 Device Layer. For the device layer of the architectural model,
variousmicrocontrollers or development boards, such as “Raspberry
Pi" and “Arduino", can be used. A device can have both sensing and
actuating features. These features can be added by using various
sensors and actuators.

5.1.2 Communication Layer. The communication layer has various
protocols, such as the message queue telemetry transfer (MQTT)
protocol , advanced message queuing protocol (AMQP), constrained
application protocol (CoAP), hypertext transfer protocol (HTTP),
and open platform communications united architecture (OPC-UA),
that can be used based on the use case scenario and needs. For an
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event-driven communication protocol, the broker can be deployed
in a gateway.

5.1.3 Proxy Layer. The proxy layer is responsible for creating and
managing the DT of a PT and providing services to all authorized
interested parties. Hence, the digital twin framework (DTF) is de-
ployed in this layer that provides all the functionalities for connec-
tivity, security, and services. There are various available digital twin
frameworks provided by different vendors, such as Microsoft Azure
Digital Twin [25]), the CPS Twinning framework [7], Eclipse Ditto
[9], and Amazon Device Shadow [4]. We selected Eclipse Ditto as
the DTF in the proxy layer to propose our DTaaP architectural
model.

5.1.4 Application Layer. This layer offers various ways to develop
applications to interact with the DTF by consuming the services
provided by the DTF. Mobile, web or other control and monitoring
applications can be developed in this layer. To interact with a DT
through the application layer, a user must be authorized and have
access rights to desired features of a DT.

5.2 DTaaP: Digital Twin Instantiation
This section illustrates the steps for DT instantiation in the Ditto
DTF. The instantiation of a DT in Ditto requires the creation of poli-
cies for the access control, device model, and connection between
a DT and PT.

5.2.1 Create Policy. A device can have various sensing and control
features. The purpose of the policy is to define which users can
access a DT and whether a requesting user has the access rights
to perform read or write operations on the specific DT feature.
Therefore, a DT should have a policy for each feature to control
the access rights to that feature. Initially, we define the policy in
a JSON object and store it in a file “policy.json". Later, to create a
policy, an authorized admin user needs to make a PUT request to
Ditto with a payload of “policy.json", as shown in Figure 2.

Ditto Service: /policies/policyIDAdmin

responseCode(201)

'PUT' Param["file=@policy.json"]

Figure 2: Sequence diagram for creating a policy by consum-
ing the Ditto service endpoint.

5.2.2 Create DT. The DT of a device can be created in the Ditto
DTF by defining the device model in the JSON file “deviceModel.json".
The device model contains information about the device, such as the
device ID, attributes, and features. The device model also contains
the policy ID of the created policy for access control of the attributes
and features of this DT. To create a DT of a device, an authorized
admin user needs to make a PUT request to Ditto with the payload
of file “deviceModel.json", as shown in Figure 3.

Ditto Service: /things/thingIDAdmin

responseCode(201)

'PUT' Param["file=@deviceModel.json"]

Figure 3: Sequence diagram for creating a DT by consuming
the Ditto service endpoint.

5.2.3 Create a Connection. Once a DT is created in the Ditto DTF, a
connection needs to be created to establish communication between
a DT and PT. A connection represents a communication channel
for the one-way or two-way exchange of messages between a PT
and DT. Ditto uses the Ditto protocol for communication between
physical devices. This protocol is not a human-friendly protocol. To
ensure proper communication between PT and a DT, sometimes it is
necessary to map the incomingmessage from the device to the Ditto
protocol. Based on the use case scenario and communication needs,
a communication protocol and connection details need to be defined
to establish a successful connection. The connection details should
be defined in a JSON object that contains information about the
connectionType, connectionStatus, URI of a gateway or broker, source
and target information, and the mapping context. The connection
details can be defined in the “connectionDetails.json" file; and to
create the connection, an authorized admin user needs to make a
POST request to Ditto with a payload of file “connectionDetails.json",
as shown in Figure 4.

Ditto Service: /devops/piggyback/connectivity?timeout=10Admin

responseCode(201)

'POST' Param["file=@connectionDetails.json"]

Figure 4: Sequence diagram for creating connections by con-
suming the Ditto service endpoint.

A DT will be successfully instantiated after establishing a com-
munication channel between the DT and PT.

5.3 DTaaP: Service APIs
To allow applications to interact with a DT, DTF provides services
such as REST-APIs. An application can consume these services to
access a DT and its features. A user can monitor a specific feature
of a device through its DT by consuming the GET REST-API of that
feature. An application can also transmit control commands to a
specific feature of a device through aDT by consuming services. The
DTF also provides administrative services for managing policies,
DTs, and their features. Only administrative services have the right
to create, update, and delete the policies, DTs, and features of a DT.
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6 EXPERIMENT: DTAAP IN ACTION
In this section, we design an experimental scenario to demonstrate
how a DT can act as a proxy based on the proposed DTaaP archi-
tectural model and generic implementation described in Sections
4 and ??. For the purpose of prototyping and demonstrating the
DTaaP model in action, we design an experiment with a one-to-one
mapping between DTs and PTs. First, in Section 6, we describe the
experimental scenario and setup. Later, in Section 6.3, we describe
the DTaaP in action.

6.1 Experimental Scenario & Setup
In order to demonstrate the DTaaP in action, we design an experi-
mental scenario of a device with both sensing and actuating abilities.
The device has a temperature & humidity sensor as sensing fea-
tures and a two-coloured LED for the control actuator. The idea
here is that the device transmits the sensed data to its DT, and all
the consumers can read the data from the DT. Moreover, for the
LED actuator, an authorized user can transmit control messages
to the device through its DT to allow secure remote control. The
experimental setup with the tools and technologies for each layer
is shown in Figure 5. For the device layer, we used a Raspberry Pi 4
model B with a DHT11 temperature & humidity sensor to measure
the temperature and humidity from the atmosphere. Similarly, for
actuation, we used a two-coloured green and red LED. We devel-
oped this device using the Raspbian OS and coded both the sensing
and actuating features in the NodeJs environment. We used and
deployed an MQTT broker in the communication layer to establish
an event-driven communication medium between a PT and DT. As
our DTaaP PoC is based on the Eclipse Ditto DTF, we deployed
Ditto in the proxy layer. Ditto allows abstracting a device in its
DT and provides services both for consumer applications and for
administration. For the application layer, we developed a web-based
application that communicates with the Ditto DTF using AJAX calls.
Different users can log into the DTF with the correct credentials
through this web application. Users can monitor the state and latest
information of a PT through its DT created in Ditto. Similarly, users
can send control commands to actuators from the web application
to its DT, which then transmits the command to the actual device.

6.2 Digital Twin Creation
Once all the layers of the architecture are developed and deployed
successfully, as shown in Figure 5, we need to create a DT of the
device in the Ditto DTF. We consume the administrative services
of Ditto to complete the creation of a DT after defining the policy
and then establishing a connection between the DT and its PT.

6.2.1 Policy Creation. First, we need to create a policy in the Ditto
DTF. For our experimental scenario, we have defined a policy for
two users: an “admin" and an “observer". We grant all the permis-
sions and access rights to the “admin" user, and we only allow read
access rights to the “observer" user so the “observer" can only ob-
tain the latest state from the DT features. We created the policy in
Ditto by making the request to Ditto, as shown in Figure 2.

6.2.2 Create DT. In this experimental device, we have two main
features of our device: temperature and humidity. We used the same
policy ID we created in the previous step to define the device model

with temperature and humidity features. We created a DT in Ditto
by making the request to Ditto, as shown in Figure 3.

6.2.3 Create Connection. Finally, to establish communication be-
tween a PT and DT, we created a two-way connection for mon-
itoring the sensor state and for sending control commands to a
two-coloured LED actuator based on MQTT topics. For the map-
ping function, we used JavaScript as a mapping method to translate
the payload in the Ditto protocol. We created a connection between
a DT in Ditto and its PT by making a POST request to Ditto with a
payload of connection details, as shown in Figure 4.

6.3 DTaaP in Action
The DTaaP is active after implementing all the layers, creating a
DT in the DTF, and establishing a connection between a PT and DT.
Ditto exposes services as REST APIs for each DT to access using
consumer applications and verifies access rights using the policy
being used by a DT. As our PT is connected with its DT inside
the DTF and all consumer applications only have access to the DT
instead of being directly connected with the PT, the DT acts as a
proxy, as shown in the architectural model.

The sensor module of our PT now only needs to send data to
its DT instead of serving hundreds of consumers directly. The DT
is responsible for maintaining the latest state and information of
the PT. Even though the sensor module is in a sleep state, the DT
can provide the latest sensor readings to all authorized interested
parties. Whenever a sensor module wakes up, it reads the latest
information and publishes it to its DT, which can then be read by
authorized applications.

Similar to the sensor module of the PT, the actuator module
only receives control commands from its DT. Whenever a user
wants to turn the light to or from a specific colour, it sends the
control command to the DT; the DT performs all the security and
authorization checks; and if everything is fine, the DT transmits the
command to the actual PT. In this way, a user can achieve remote
control of the device.

7 EVALUATION: DTAAP PROPERTIES
In this section, we evaluated our DTaaP experimental scenario
based on the properties defined in Section 1. We have listed four
properties to achieve by implementing the DTaaP model, and the
evaluation and demonstration of these properties are explained as
follows:

7.1 Energy efficiency
We can evaluate the efficiency of this model by considering a sce-
nario of our sensing module, which is a temperature & humidity
sensor. Assume that a new battery allows this module to provide
services 2000 times in its life. If 20 consumers consume this service
3 times per day (morning, afternoon, and evening), the module
needs to provide service 20x3 = 60 times per day; hence, the battery
will be dead in approximately 2000/60 = 33.34 days.

However, if the device only needs to write the sensed data to
its DT three times per day, then all 20 consumers can obtain the
sensed data from their DT without consuming the device energy. In
this way, the device will provide service 3 times per day; hence, the
battery will live for approximately 2000/3 = 666.67 days, which is
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approximately twenty timesmore energy efficient than the previous
scenario.

7.2 High Availability & Persistent State
The availability & persistent state is another important property
of the DTaaP model. We achieve this property by establishing the
temperature & humidity features in our experimental scenario. The
sensor module wakes up and sends the sensor readings to the DT
in intervals. All the users can obtain the desired feature readings
from the DT without waking up the PT. The DT persists the last
state of the specific feature and makes it available for all authorized
consumers. As shown in Figure 6, a user is able to obtain the last
monitored temperature from the DT, even when the sensor module
is in a sleep state. Even if the sensor module is duty cycling or fails,
the DT can continue proving the services based on the last persistent
state. However, as in this example scenario, the mapping between
a DT and a PT is one-to-one, and a DT cannot move the operations
of a failed module to any other PT; hence, high availability cannot
be demonstrated.

Temperature & 
Humidity Module 

response(lastData)

Digital Twin (DT)

Physical Twin (PT)

getTemperature()

User Application

PublishSensedData(data)

Ditto (DTF)

Sl
ee

p

Figure 6: Sensed data are always available even when the
device is in a sleep state.

7.3 Remote & Contention Control
As mentioned in Section 1, the remote control property of a device
is considered very beneficial in risky industrial sites. In our DTaaP
experimental setup, we have demonstrated LED actuator control
via user application through a DT. Figure 7 shows the control com-
mand flow from the user application to a DT, which then transmits
the control command to the PT LED actuator after verifying the

authorization and access rights. The experimental example shows
secure remote control in action; however, the contention control
property that assures atomic control at a unit time is missing in the
demonstration.

success()

LED Actuator

success()

greenLight(1)

Digital Twin (DT)

Physical Twin (PT)

greenLight(1)

User Application

Ditto (DTF)

Figure 7: Remote control of an LED through a DT

7.4 Security
Resource constraint devices in an ICPS environment are not able
to have rich security features against hundreds of users. In our
experimental device setup, it is not possible to maintain records
for hundreds of users in the device, whether in database records
or shared keys. The device cannot even maintain an access control
policy on each feature against all the users. Furthermore, the ver-
ification of security functions also needs extensive computation,
which is unrealistic to achieve by the device. However, with the
DTaaP model, the device only needs to maintain authorization and
verification of one instance of its DT. The DTF in the DTaaP model
is resource-rich and able to perform all the security functions on the
DT before providing data to consumer applications and transmit-
ting commands to a PT. In our experimental scenario, a user must
log into the DTF with authorized credentials before consuming any
service or transmitting control commands. Moreover, at the time of
creating a DT, we specified a policy for access control of different
features by various users. Hence, the security of the DTaaP model
is very efficient.

8 LIMITATIONS & FUTUREWORK
The DTaaP model provides very beneficial properties in an ICPS
environment, which are listed in Section 3. Although the PoC of the
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DTaaP implementation is based on the best suitable open source
tools and technologies, there are limitations to achieving some
DTaaP properties, such as contention control and high availability,
for these tools and technologies.

Consider a scenario where multiple users want to control the
same actuator and send different control commands. For example,
in our experimental scenario, assume user “A" wants to give a green
signal by turning on the green light for ten seconds; and at the third
second, user “B" wants to turn the signal to red, which will reverse
the condition for user “A". Hence, contention control of an actuator
to send control commands is sometimes needed, which cannot be
achieved because the Ditto DTF currently does not support this
feature.

Similarly, as the DTaaP is in an early stage, where we currently
have a one-to-one mapping between a DT and PT, it cannot provide
high availability that is useful to verify accurate information, to
determine partial failures, or to replace a failed component with
another one.

Another limitation of the DTaaP PoC implementation is that
the Ditto DTF only stores the latest state of a PT in its DT and
does not maintain the history. Some applications, such as analytical
applications, can require historical state data of a PT from a DT.

These limitations of the DTaaP PoC implementation can be ad-
dressed in the future. High availability can be achieved by enriching
the DTaaP model with one-to-many or many-to-many mappings
between DTs and PTs. The contention control property can also
be considered in future work by maintaining mutual exclusion if a
user already holds control of the actuator and not allowing another
user to control the same actuator at the same time. Maintaining
historical data of a PT in its DT can also be the focus of future work.
Multiple distributed DTs of a single PT for various operational
needs could be another interesting research area to focus on in the
future. Furthermore, we may consider more extensive evaluations,
such as qualitative evaluations using a set of use cases against the
listed properties and quantitative evaluations using more metrics,
of the DTaaP model.

9 CONCLUSION
This paper proposed a DTaaP architectural model for a DT to act as
a proxy for a PT. The DTaaP architectural model provides four main
properties: energy efficiency, availability & state persistence, remote
control, and security. These properties of the DTaaP architectural
model address the challenges of resource constrained devices in an
ICPS environment, such as long lifetime, availability of the device
services around the clock, and rich security for authorization and
control.

The proposed DTaaP architectural model has four layers: a device
layer, a communication layer, a proxy layer, and an application layer.
The PoC DTaaP implementation is based on the open source Eclipse
Ditto DTF in the proxy layer. We designed and implemented an
experimental scenario to evaluate our artifact against the listed
properties.

The experimental evaluation shows how energy efficiency is
improved and how the DT serves as an effective and efficient an-
chor point for security. Furthermore, the evaluation shows how

availability and persistence are provided for duty cycling devices
as the DT replicates their services.
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