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ABSTRACT
This paper presents a study on the impact of the power conversion
efficiency (PCE) of RF energy harvesters on the performance of
wireless Internet-of-Things (IoT) devices including the sampling
rate and data security. An RF energy harvester to harvest energy
from the career frequency of 2.64 GHz is designed and prototyped
for measurements. A microcontroller unit (MCU) adopts Tiny En-
cryption Algorithm (TEA) with a 128-bit key for data encryption.
Measurement results indicate that as the amount of energy har-
vested increases, the maximum sampling rate and the security of
the data can also increase. It implies the power conversion effi-
ciency (PCE) impacts on both the data rate and data security of
self-powered wireless IoT devices.

CCS CONCEPTS
• CCS Security and privacyNetwork securityMobile and wire-
less security → Network security.
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1 INTRODUCTION
The rapid expansion of the Internet-of-Things (IoT) has been de-
scribed as a pillar of the fourth industrial revolution for its potential
to revolutionize areas ranging from manufacturing and energy pro-
duction to healthcare and commerce [1, 2]. Following advances
in miniaturization and low-power design, the number of intercon-
nected devices has exploded from 0.08 per person in 2003 to a
projected 9 devices per person globally by 2025 [3, 9]. This rampant
growth in the number of IoT devices and gadgets makes energy
availability one of the critical issues impacting the ultimate capacity
of IoT networks [10]. Self-powered wireless IoT devices become
crucial in the fifth generation (5G) and beyond. RF and mm-wave
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Figure 1: Block diagram of a self-powered wireless IoT device
powered by RF energy harvesting.

energy harvesting, as one of the reliable energy sources, has at-
tracted good attention in recent years [6, 7]. Figure 1 shows a block
diagram of a self-powered wireless IoT device for sensing. The base-
band (BB) processor processes sensed signals, and the transmitter
transmits sensed data wirelessly. The energy harvester harvests
RF/mm-wave energy from a nearby gateway(s) and powers the
device, leading to the elimination of a battery for the device.

RF energy harvesters can make wireless IoT devices more vul-
nerable to security attacks due to additional exposure to RF signals
for harvesting. More sophisticated authentication algorithms may
be necessary for those devices to protect the safety of the trans-
mitted/received data, but those algorithms increase the power con-
sumption of the devices compared to weakly/in-secured ones [4].
This paper presents the impact of the power conversion efficiency
(PCE) of an RF energy harvester on the data rate and the security
level of self-powered wireless IoT devices, where the PCE is the
ratio of the output power produced by the harvester to the input
power at the receiver antenna.

This paper is organized as follows. Section 2 describes our RF
energy harvester and its PCE profile. Section 3 presents a self-
powered wireless IoT device including the baseband processor and
the transmitter. Section 4 shows measurement results such that the
maximum sampling rate versus the received input power and the
clock frequency of the baseband processor. Section 5 concludes this
work.

2 RF ENERGY HARVESTER DESIGN AND
PERFORMANCE INVESTIGATION

Figure 2 shows the schematic diagram of an RF energy harvester.
The center frequency of the antenna array is tuned at 2.64 GHz to
receive the signals from downlink (DL) of the 5G NR n7 band in
real-world environments. The half wavelength (_/2) antenna array
is composed of four (2x2) patch antennas to increase the directivity
of the antenna and hence its gain. Since the processor unit requires
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Figure 2: Schematic diagram of the RF energy harvester.

a relatively high supply voltage, three voltage multipliers are cas-
caded in series to boost the output voltage across the storage unit
(e.g. 𝐶𝑠 in Figure 1) [7].

The capacitance of the storage unit is determined based on
the rate of power dissipation in the baseband (BB) processor and
the transmitter. If the available RF power is limited, a passive
backscatter-modulated transmitter can be used to decrease the
power dissipation of the transmitter [8]. The photograph of the
prototyped energy harvester, including the antenna array and the
rectifier (rectenna), is shown in Figure 3.

The PCE profile of the energy harvester, i.e., the ratio of the
harvested power versus the input power, is also obtained through
measurements and shown in Figure 4. The PCE heavily depends
on the input power level or the power of the incident RF signal
at the receiver. The PCE increases initially as the input power
level increases, hits the maximum value of 63% under the input
power level of ≈ -2 dBm, and then starts to decrease. Note that
the harvested dc output power level increases steadily as the input
power level increases.

Figure 5(a) shows the measurement setup to evaluate the per-
formance of the RF energy harvester. The transmitter antenna and
the energy harvester are located 1𝑚 apart in an anechoic chamber
to minimize interferences in the environment. The measurement
results are shown in Figure 5(b). The final voltage of the storage
capacitor 𝐶𝑠 is 1.2 V under the transmitted power of 10 dBm, and
increases to 7.9 V under the transmitted power of 27 dBm. The
charging time of a capacitor is obtained as the time taken to rise 10
% of the final voltage to 90 %. The results show that the charging
time is 45 sec and equal for all the three different transmitted power
levels.

Assuming a wireless IoT device draws the same current from the
storage capacitor 𝐶𝑠 during the operation, the effective operating
time is obtained as follows.

Δ𝑡 =
𝐶𝑠 × (𝑉𝑐 −𝑉𝑚)

𝐼𝑠
(1)

where 𝑉𝑐 is the 𝐶𝑠 voltage, 𝑉𝑚 the minimal voltage necessary to
operate the device, and 𝐼𝑠 the dc current drawn by the device during
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Figure 3: Photograph of the prototyped RF energy harvester
and the simulated radiation pattern of the antenna array.
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Figure 4: Measured PCE and harvested dc power of the RF
energy harvester.

the operation. For example, suppose that the capacitor voltage 𝑉𝑐
is 3.95 V for 𝐶𝑠= 2200 `F in Figure 5(b) and the minimum device
voltage 𝑉𝑚 is 1.2 V. If the device draws a constant dc current of
1 𝑚𝐴, it can operate for about 6 sec. Once the capacitor voltage
drops below the minimum supply voltage, the device may go to
sleep mode and waits until the capacitor is charged again.

3 BASEBAND PROCESSOR AND
TRANSMITTER

Figure 6 shows a simplified schematic diagram of a self-powered
wireless IoT device. A quadrature phase shift keying (QPSK) trans-
mitter composed of a ring oscillator, a charge control unit, and
a wake-up circuit is responsible for transmitting the encrypted
data [5]. A temperature sensor, specifically a negative temperature
coefficient (NTC) thermistor, changes its resistance according to
the temperature. The MCU (specifically PIC18F45K22 MCU for our
prototype) with an embedded analog-to-digital converter (ADC)
senses the temperature and encrypts the data. The QPSK transmit-
ter transmits the encrypted data. The energy harvester is connected
directly to the MCU, whose minimum supply voltage to operate is
1.2 𝑉 .
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Figure 5: (a) measurement setup for the RF energy harvester,
and (b) charging time of the storage capacitor (𝐶𝑠= 2200 `F)
for three different transmitted power levels.
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Figure 6: Simplified schematic diagram of a self-powered
wireless IoT device.

We adopt Tiny Encryption Algorithm (TEA) [11] for data encryp-
tion, as the algorithm provides a reasonable security level, while
the encryption process takes a relatively short time compared to
most other well-known encryption algorithms.

4 MEASUREMENT RESULTS AND
PERFORMANCE EVALUATION

Figure 7(a) shows the block diagram of the measurement setup used
for investigating the impact of the PCE on the sampling rate (or
data rate) of a self-powered wireless IoT device. The power trans-
mitter provides RF power to the RF energy harvester at the career
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Figure 7: Measurement setup for sampling rates (a) block
diagram, (b) photograph.

frequency of 2.64 GHz. We assume that the power dissipation of
the RF front end is independent of the sampling rate. (The assump-
tion is justified in the design of the RF front end in [5].) Therefore,
the RF front end is replaced with a fixed resistor (𝑅𝑇𝑋 = 3.5 𝑘Ω)
for the measurement setup. The power dissipation of the RF front
end depends on the voltage supplied by the energy harvester. For
example, the power dissipation is 411 `𝑊 for the supply voltage of
1.2 V. The MCU encrypts the collected data from the temperature
sensor with a 128-bit key and 64-bit block size. The control word
and the control pulse, originally aimed to control the RF front end,
are monitored to verify the operation of the MCU.

Figure 7(b) shows the measurement setup. The power transmit-
ter (not shown) is 1𝑚 from the receiving antenna of the energy
harvester, which results in the free space path loss of approximately
40 dB at 2.64 GHz. The transmitted power is swept from 0 dBm
to 40 dBm by following a random Poisson pattern, which leads
to the received power ranging from -40 dBm to 0 dBm. The MCU
power dissipation increases as the sampling rate. If the MCU power
dissipation exceeds the power generated by the energy harvester,
the output voltage of the harvester decreases until it hits the mini-
mum voltage of 1.2 V. Once the output voltage reaches 1.2 V, the
MCU stops the operation, and the output voltage starts to increase.
It implies that there is a maximum sampling rate for the MCU to
operate for a given input power level received at the antenna of the
energy harvester.

Wemeasured the maximum sampling rate for the received power
level ranging from -40 dBm to 0 dBm by sweeping the power level
of the power transmitter. Figure 8(a) shows measurement results on
the maximum sampling rate versus received RF power level of the
energy harvester, while the MCU clock frequency is set to 1 MHz.

123



EICC 2023, June 14–15, 2023, Stavanger, Norway

-40 -30 -20 -10 0
0

50

100

150

200

250

Received Power (dBm)

M
ax

im
u

m
 S

am
p

lin
g

 R
at

e 
(k

sp
s)

(a)

0 2 4 6 8
0

10

20

30

40

50

60

M
ax

im
u

m
 S

am
p

lin
g

 R
at

e 
(k

sp
s)

MCU Clock Frequency (MHz)

(b)

Figure 8: Maximum sampling rate versus (a) received input
power level, (b) MCU clock frequency under the received
input power of -20 dBm.

When the received RF power is smaller than -30 dBm, the sampling
rate is near 0, implying the output voltage of the harvester fails to
reach the minimum supply voltage (=1.2 V) required by the MCU.
The sampling rate increases as the received power increases, and it
hits the maximum value of ≈210 ksps for the received power of -10
dBm. As the harvested power or the output voltage 𝑉𝑐 is saturated
(as demonstrated in Figure 5(b)) beyond this point and hence the
maximum sampling rate. In other words, the PCE of the energy
harvester influences the maximum sampling rate or data rate of
the IoT device.

The MCU adopts Tiny Encryption Algorithm (TEA) with a 128-
bit key for data encryption. To increase the security of sensed data,
a more complicated algorithm and/or a longer key is necessary,
leading to a heavier computational load and hence requiring a
higher clock frequency for the MCU. As the clock frequency of the
MCU increases, the power dissipation of the MCU also increases,
resulting in decrease of the maximum sampling rate.

Figure 8(b) shows measurement results for the maximum sam-
pling rate versus the clock frequency under the received input
power of -20 dBm. As expected, the MCU clock frequency increases,
the maximum sampling rate decreases steadily. It is noted that to
maintain the maximum sampling rate, it is necessary to harvest
more energy. The maximum sampling rate is 50 ksps (or ≈100 kbps
for QPSK modulation) under the clock frequency of 1 MHz and
decreases to < 10 ksps for the clock frequency of 3 MHz. Hence,
in order to increase the sampling rate, it is desirable to set a low
MCU clock frequency as long as the MCU can process the necessary
encryption. In summary, a more complicated algorithm and/or a

longer key increase the data security, but it reduces the maximum
sampling rate, and the PCE of an energy harvester also plays a key
role in the aspect.

5 CONCLUSION
This paper presents design of a self-powered wireless IoT device in-
cluding an RF energy harvester and a transmitter. Our measurement
result indicates that as the received input power level increases, the
maximum sampling rate of an IoT device increases initially and is
saturated beyond a certain power level. To increase the security of
the sensed data, a more complicated algorithm and/or a longer key
is necessary, leading to a heavier computational load for the MCU
and hence more power dissipation. As a high clock frequency of
the MCU can provide the capability for high data security, the MCU
power dissipation increases to result in decrease of the maximum
sampling rate. Our measurement result verifies it. In conclusion,
as the amount of harvested energy increases, the maximum sam-
pling rate and the security of the data can also increase, implying
the impact of the power conversion efficiency (PCE) on both the
sampling rate and data security.
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