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ABSTRACT

Sensing technologies deployed in the workplace can unobtrusively
collect detailed data about individual activities and group interac-
tions that are otherwise difficult to capture. A hopeful application
of these technologies is that they can help businesses and workers
optimize productivity and wellbeing. However, given the inherent
and structural power dynamics in the workplace, the prevalent
approach of accepting tacit compliance to monitor work activities
rather than seeking workers’ meaningful consent raises privacy and
ethical concerns. This paper unpacks challenges workers face when
consenting to workplace wellbeing technologies. Using a hypothet-
ical case to prompt reflection among six multi-stakeholder focus
groups involving 15 participants, we explored participants’ expec-
tations and capacity to consent to these technologies. We sketched
possible interventions that could better support meaningful consent
to workplace wellbeing technologies, by drawing on critical com-
puting and feminist scholarship—which reframes consent from a
purely individual choice to a structural condition experienced at the
individual level that needs to be freely given, reversible, informed,
enthusiastic, and specific (FRIES). The focus groups revealed how
workers are vulnerable to “meaningless” consent—as they may be
subject to power dynamics that minimize their ability to withhold
consent and may thus experience an erosion of autonomy in their
workplace, also undermining the value of data gathered in the
name of “wellbeing” To meaningfully consent, participants wanted
changes to how the technology works and is being used, as well
as to the policies and practices surrounding the technology. Our
mapping of what prevents workers from meaningfully consenting
to workplace wellbeing technologies (challenges) and what they re-
quire to do so (interventions) illustrates how the lack of meaningful
consent is a structural problem requiring socio-technical solutions.
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1 INTRODUCTION

The evolving nature of the workplace, especially since the pandemic,
has seen not only shifts towards remote and hybrid work [66, 109]
but also efforts to integrate worker productivity and wellbeing sup-
port technologies into the workplace [29, 57]. These technologies
often rely on passive sensing to enable unobtrusive collection of
large-scale behavioral data in real-time and longitudinally, which
can be used to infer complex insights about individuals such as
mood and cognition [55, 65, 74, 110], productivity and job perfor-
mance [51, 69], or organizational fit [24, 28]. However, these tech-
nologies raise ethical and privacy concerns [1, 19, 41, 50, 84]. These
are situated within a broader historical context of “Taylorism” and
technology-enabled workplace surveillance [81]. While workplace
surveillance was previously limited by time and resource costs,
data-driven technologies have reduced such costs, expanding the
possibilities of workplace surveillance and making it virtually limit-
less [4, 111]. Even when the stated intention is to support workers,
these technologies can still make workers feel controlled [16, 63].
A key concern is workers’ ability to consent to these technolo-
gies. Willborn described consent as “a crucial component of privacy
that empowers individuals and affirms human dignity” [107]. How-
ever, the combination of structural power dynamics within the
workplace and the inherent intrusiveness of passive sensing tech-
nologies raise questions about whether workers can truly, mean-
ingfully consent to these technologies, which is often assumed or
compromised [71, 82, 107]. That is, when an employer “asks for” a
worker’s consent, are they fully empowered to consent? The current
standard practice is informed consent, which involves informing
users of the terms of consent and providing them with a binary
yes/no choice to consent before their first use of the technology.
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Privacy research has however demonstrated that such consent prac-
tices may not meaningfully model consent [8, 98], and are ill-suited
for sensing technologies designed to unobtrusively collect large
quantities of individual and contextual data [8, 59].

Consequently, workplace wellbeing sensing technologies ne-
cessitate an approach to consent that can accommodate both the
structural factors of the workplace and the complexities of the
technology. Critical privacy research proposes de-prioritizing ef-
forts to reform the procedural elements of consent and focusing
on providing the legal, technical, and organizational conditions for
consent [8, 77, 98]. Critical computing and feminist scholarship
reframed consent as a sociotechnical condition experienced at an
individual level, as opposed to an individual choice [17], and shifted
the definition of consent from “no means no” to “yes means yes”—a
model that understands consent as contingent on one’s relative
agency and power [21, 34]. A well-grounded means to define mean-
ingful consent is when consent is freely-given, reversible, informed,
enthusiastic, and specific, known as FRIES [83]. Guided by recent
HCI research theorizing how to apply feminist consent models
to technology [44, 56, 101, 104], this paper conducts an empirical
study of what it means for workers to provide meaningful consent
to workplace wellbeing technologies. In particular, we ask:

RQ1: What are the challenges to meaningfully consent to wellbe-
ing sensing technologies in the workplace?

RQ2: What sociotechnical interventions can ameliorate these chal-
lenges and support meaningful consent?

We conducted six focus groups with 15 participants with di-
verse perspectives on consent and privacy, the workplace, and sens-
ing technology. We centered the focus group discussions around
FRIES [83] and sketches of sociotechnical interventions derived
from prior work that might better support consent. We themati-
cally analyzed participants’ perspectives on how the workplace,
technology, or both can produce meaningless consent and synthe-
sized four layers of challenges: inherent power differential in the
workplace; consequences of this power differential; inherent risks
with the technology; and technological barriers. Our participants
also suggested interventions to change the technology’s aims and
affordances, as well as the policies and practices surrounding the
technology. Drawing on these findings, we discuss implications for
context-specific affordances necessary for meaningful consent to
workplace wellbeing sensing technologies, the necessity (and diffi-
culty) to trust an employer and how to foster this trust, and whether
meaningful consent to these technologies is actually possible.

Ethics & Positionality. Given our study’s socio-organizational
context, we explicitly assured the participants during the study that
their participation was voluntary, all questions were optional, their
responses would be anonymous, and they may ask us to remove any
recorded content from the study. As focus groups may make par-
ticipants privy to others’ personal life experiences, we asked them
not to share others’ information. To protect participants’ privacy,
we analyzed the data in a de-identified fashion and paraphrased
their quotes here. Our team comprises researchers holding diverse
gender, racial, and cultural backgrounds, including people of color
and immigrants, and holds interdisciplinary research expertise in
the areas of HCI, UbiComp, CSCW, and critical computing. This
study was approved by the IRB at Microsoft Research.
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2 RELATED WORK

The Quantified Workplace, Wellbeing Sensing, & Workplace
Surveillance. The term “Quantified Workplace” was coined to de-
scribe the adoption of passive sensing technologies to quantify or-
ganizational dynamics, and facilitate individual self-reflection and
positive behavioral change [67]. Scholars have experimented with
multimodal passive sensing in the workplace through smartphone,
wearable, Bluetooth, and wireless sensors, and social interactions
to infer job performance [69], mood and cognition [10, 11, 64, 65,
90, 95], organizational fit [24, 28], engagement [27, 70, 87, 92, 94],
productivity [15, 32], organizational role [75, 93], and so on. For
instance, Bin Morshed et al. built machine learning models on
passively sensed behavioral data such as keyboards, webcams, cal-
endars, and email activity to measure worker stress [10]. This body
of research leverages the ability of passive sensing to unobtrusively
collect in-the-moment behavioral data both longitudinally and in
real-time, which enables overcoming some limitations of tradi-
tional survey-based measurements of wellbeing, such as recall bias,
subjectivity, and compliance [97, 103]. However, these technolo-
gies raise several privacy and ethical concerns [2, 26, 37, 91]. Prior
work has noted that sensing-driven measurements of wellbeing
constructs suffer limitations such as data and measurement biases,
poor proxies, unintended consequences [46, 79, 85] and mismatches
in self-perceived versus passively sensed wellbeing [25, 50, 91].
These technologies have also been situated within a long his-
tory of workplace surveillance [4] as a contemporary iteration
of Taylorism [63, 72, 81]—quantifying workers to maximize their
productivity [58]. Maltseva identified possible consequences of
wearables for workplace wellbeing, including dehumanizing and
objectifying workers by turning them into “resources” to be utilized
and optimized [62]. Others show how these supposedly wellbeing-
supporting technologies can cause marginalized people to bear
more emotional labor [54, 63, 100]. Recently, Constantinides and
Quercia studied factors concerning employees using these technolo-
gies in the workplace [18], and Kawakami et al. noted the multi-
layered nature of their harmful and beneficial impacts in terms of
organizational, interpersonal, and individual-level impacts [52].
The use of workplace technologies is situated amid complex
power imbalance and workplace dynamics. Therefore, when em-
ployers ask workers to “choose” to consent to technologies that
collect sensitive data and can compromise their privacy, consent
may not be a choice. Our work studies the challenges in the work-
place that lead to meaningless consent and possible interventions to
support meaningful consent to workplace wellbeing technologies.

Privacy, Consent, & Sensing Tech. The standard approach to
privacy is privacy self-management [98], or policies to help indi-
viduals manage their data. This includes notice and consent, or
informed consent, which is grounded in the idea that if people are
appropriately informed about the data collection and possible risks,
then their consent is more legitimate as they understand and act out
of free will. However, this model has been shown to produce mean-
ingless consent as consent notices are often either too vague [98] or
too complex [6, 22, 60], being over-prompted for consent can lead
to “consent fatigue” [96], and the “choice” is often meaningless [53].



Can Workers Meaningfully Consent to Workplace Wellbeing Technologies?

The notice and consent model is ill-equipped to handle the pri-
vacy concerns raised by sensing technologies [8, 12]. Sensing tech-
nologies can unobtrusively collect user data; this inherent invisibil-
ity makes it difficult to appropriately notify and prompt users [59].
Because these technologies rely on data to function, opting out
while retaining technology access is virtually impossible [61]. Data
is often collected beyond an individual, making an individualized
approach to consent ineffective [8]. Luger and Rodden criticized
standard consenting practices for sensing technologies for priori-
tizing “security consent” as opposed to “user agency” and proposed
a theoretical framework for informed consent [61]. Others have
proposed technical re-designs to better support informed consent
to sensing technologies through visualizations of information tra-
jectories and system consequences [73], semi-autonomous consent-
ing agents [36, 48], learning privacy preferences over time [23],
Al-powered chatbot [108], and multi-layered privacy notices to
actively engage users in the consent process [48].

Consent as a Sociotechnical Condition. To mitigate the limita-
tions of informed consent, critical privacy scholars have proposed
more systemic approaches that do not solely focus on procedural
elements, like optimizing consent interfaces, but take a more in-
frastructural view of consent. They have conceptualized consent as
a sociotechnical condition experienced at the individual level [17],
arguing for contextualizing consent within a bigger matrix of rights
and obligations based on data sensitivity and the context [8, 77].
Feminist scholarship, in particular, approaches consent with a
focus on power and context [33, 43]. Feminist and sex-positive schol-
ars pioneered a movement to redefine consent from “no means no”
to “yes means yes”, or affirmative consent, recognizing that the “no
means no” model ignores structural factors like gender norms mak-
ing it difficult to say no [21, 34]. Affirmative consent, in contrast,
prioritizes individual agency over our bodies by honoring people’s
desires. Planned Parenthood breaks affirmative consent into five
criteria, or FRIES [83]: 1) Freely given: consent is a choice made
without manipulation or influence; 2) Reversible: consent can be
revoked at any time; 3) Informed: consent requires full comprehen-
sion of what one is consenting to; 4) Enthusiastic: consent should be
enthusiastically given; 5) Specific: consent should not be taken as a
monolith—consent to one thing does not mean consent to another.
Prior work has operationalized FRIES to design “consentful tech-
nologies,” where consent underlies the technology’s design, develop-
ment, data security, and user interaction [56]. Recent HCI research
has theorized affirmative consent as a way to preserve agency over
“data bodies” [42, 44, 76, 101], including on social platforms [44]
and for technologies with embodied interactions [76, 101]. In addi-
tion, research has taken a feminist lens arguing for a more power-
sensitive approach to consent to technology [56, 86]. Kovacs and
Jain reframed the consenting process by reconceptualizing the na-
ture of data and centering bodies in the debates on data governance.
However, consent to passive sensing tech largely remains a static
process, while more meaningful consent to workplace wellbeing
sensing technologies remains underexplored. Our work adopts
FRIES as a starting point to ground a definition of meaningful con-
sent that is sensitive to power asymmetries, like those that exist in
the workplace, and inherently applicable to embodied interactions
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(as FRIES is constructed around sexual consent). Drawing inspira-
tion from prior work on exploring FRIES for embodied interactions
with technology [101], there is a precedent for adopting FRIES as
a definition for meaningful consent for technologies that interact
with our bodies, like wellbeing sensing technologies. By recasting
consent as a sociotechnical condition, our work suggests interven-
tions that recognize the power differential in the workplace and
the technological complexities of passive sensing technologies.

3 STUDY AND METHODS

3.1 Participants and Recruitment

We aimed to recruit participants with varying perspectives about
consent, the workplace, and passive sensing, including managers, le-
gal professionals and policymakers, Al builders (developers, design-
ers, researchers), and people with experience negotiating privacy in
the context of a power asymmetry (i.e., union organizers, patient ad-
vocates). We recruited participants in August 2022 using a snowball
and convenience sampling strategy by posting on organizational
email lists and directly contacting people in different roles through
emails and direct messaging. Interested respondents were provided
with a consent form and responded to an in-take demographic
survey (Table 1). We had 15 participants from 10 organizations of
varying sizes, types (technology, consulting, research-based, non-
profit), and four global locations (U.S., UK., Canada, and India).
Participants were compensated with $50 USD Visa gift cards.

3.2 Study Design

We conducted several focus groups (FG) with participants balanced
across demographics, organizations, and roles to convene a diver-
sity of multi-stakeholder conversations. The FGs were designed to
be small and structured to allow different stakeholders to comple-
ment and supplement each others’ perspectives on consent in the
workplace. Our rationale for conducting FGs rests on the notion
that FGs would enable participants to build off of each others’ ex-
pertise and experience. We hypothesized that based on their roles,
participants may notice different challenges and possible refine-
ments to interventions, leading to more robust recommendations
and a multi-layered, socio-technical approach to consent.

We conducted six ~90-minute FGs via Microsoft Teams that we
recorded with participants’ consent. Each FG included three parts:
1) an information-gathering phase, 2) an overview of a hypothetical
workplace wellbeing sensing technology, and 3) an intervention-
refinement phase. We describe these below.

Information Gathering Phase. The information-gathering phase
elicited participants’ perspectives on consent. After participants
shared their general perspectives on consent (interpersonal, to
technology, and/or in the workplace), we grounded the discussions
on the FRIES consent model—under which meaningful consent
needs to be freely given, reversible, informed, enthusiastic, and
specific [83]. This provided a common definition for our partici-
pants to draw on while reflecting on past experiences with consent-
ing to workplace technologies and a hypothetical worker wellbeing
sensing technology we presented them with.

Hypothetical Workplace Wellbeing Technology: Amellio. Af-
ter providing a brief overview of passive sensing technologies and
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Table 1: Overview of participants, with participant id (P#), focus group (FG#), country, demographics, organizational role, orga-
nization size, & tenure in the organization. (* FG6 was technically a one-participant interview due to last-minute rescheduling.)

P# FG# Country Gender Race Age Role Org. Years P# FG# Country Gender Race Age Role Org. Years
P1 FG1 US Man Asian 25-34 Researcher - 5-7 Ys. P9 FG4 Canada Man White 25-34 PM/Editor/Researcher 10K+ 3-5Ys.
P2 FG1 US. Woman White 25-34 Program Manager/Legal 10K+ 1-3 Ys. P10 FG4 Canada Man White 35-44 Researcher 10K+ 3-5Ys.
P3 FG1 Canada Man = Asian 25-34 Software Developer 10K+ 1-3Ys, P11 FG4 US. Woman White 25-34 Researcher - <1Yr.
P4 FG2 India Woman' Asian '25-34 Policy Officer 1t049 3-5Ys P12 FG5 'U.S: ‘Man " White 25-34 Researcher T 10K+ "5-7'Ys.
P5 FG2 Canada - - . 25-34 Al Ethics Consultant - 1-3Ys. P13 FG5 U.S. Woman White 25-34 Software Engineer 1K-5K 5-7 Ys.
P6 FG3 US. Woman White 35-44 Content Designer 50-1K 3-5Ys. P14 FG5 U.S. Woman White 55-64 Professor 50-1K 5-7 Ys.
P7 FG3 US. Woman Asian 25-34 Product Designer - 1-3 Ys. Pi5 FG6* UK.~ "Woman White 25-34 Designer TUUUI0K+ T 1-3'Ys.
P8 FG3 US. Woman Asian 35-44 Design Researcher 10K+ <1 VYr

how they function, we asked participants to imagine that their 4 RESULTS

workplace, to support worker wellbeing, implemented Amellio—an
app that passively collects your data using your work device and a
wearable sensor, and provides insights to you about your wellbeing.
You are not required to use Amellio, though managers encourage us-
ing it. We then showed participants a sketch of Amellio’s consent
prompt (Appendix Fig. Ala). We conceptualized Amellio and de-
signed this sketch by drawing on existing wellbeing sensing, as well
as consent forms used by studies of workplace wellbeing through
passive sensing [10, 68, 106]. We chose to keep the sketch vague
to avoid being overly prescriptive of what Amellio does, hoping to
encourage a variety of perspectives in the focus groups.

Intervention Refinement. In the intervention refinement phase,
we sought participant perspectives on possible socio-technical in-
terventions to support meaningful consent. We drew on the prior
work [4, 44, 62, 88, 101] to make low-fidelity sketches of interven-
tions on different aspects of the system (overviewed below). Using
these sketches as a starting point for conversations, we elicited
participants’ feedback on which elements of FRIES were supported
by these interventions, what they would change, what issues they
foresee with the implementation of these interventions, and what
alternative or additional interventions they would suggest.

— Interface design change. Inspired by [44, 101], we presented par-
ticipants with a sketch of a re-designed consent interface that in-
cluded several improvements to better support consent (Appen-
dix Fig. A1b), including greater interactivity, improved visual design,
more granular choices, more transparency about the system, and
the ability to ask questions.

— Organizational practice. Inspired by recommendations from [62],
we presented participants with an outline for a boundary-setting
conversation (Appendix Fig. Alc) where they could speak with
their manager and an Amellio developer to learn more about how
it works and address concerns.

— Policy and regulation. Inspired by recommendations for regula-
tory stipulations, such as employee-health-specific HIPAA [4], we
outlined a governmental policy (Appendix Fig. A1d) that stipulates
specific practices companies would need to comply with when
handling employee health data.

Data Analysis. After completing the focus groups, we anonymized
and qualitatively coded the interview transcripts. We began with
line-by-line coding, followed by a thematic analysis to gradually
coalesce the codes into relevant themes. Within each theme, we
also categorized whether the code was more related to challenges
or interventions. After iterative coding and categorizing the themes,
we synthesized a set of both challenges and possible interventions.

Our thematic analysis surfaced sociotechnical factors that lead to
workers’ meaningless consent to workplace wellbeing sensing tech-
nologies. In analyzing the data, we looked for participant perspec-
tives on the challenges workers face (RQ1, Section 4.1), and the
interventions to help mitigate these challenges (RQ2, Section 4.2).

4.1 RQ1: Challenges to Meaningful Consent

We found four broad themes related to challenges: 1) facets of
inherent power differential in the workplace, 2) consequences of the
power differential, 3) inherent risks posed by the technology, and
4) technological barriers to supporting affirmative consent. Fig. 1
overviews these themes of challenges, which we discuss below.

4.1.1  Facets of inherent power differential in the workplace. Partici-
pants described challenges to meaningful consent that were facets
of an inherent power asymmetry in the workplace.

Little guarantee to (data) privacy in the workplace. Partici-
pants noted workers are currently not guaranteed data privacy in
the workplace. They pointed out employers are allowed to collect
vast amounts of data on workers and are deemed owners of any
data produced by employees, compromising consent and privacy.
P14 expressed distrust about employers’ ownership of workplace
devices: “There’s just an inherent distrust I have about the security
of the data collected. The fact that it’s collected at the workplace
makes me think, who needs to know, and why? And if it is collected
on devices installed by my employers, they are necessarily con-
nected to the data storage. So these questions need to be addressed
before someone can meaningfully consent to be part of this”
Participants also thought the legal landscape that guarantees
employers’ ownership of work devices limits the effectiveness of
strong data security practices, and the black box nature of these
technologies could lead to surveillance workers may not be aware
of; with P13 noting: “I am concerned that I don’t have a good read
on what my company is doing otherwise to monitor my activity. I
have no way of knowing if they have a keylogger on my machine, or
if they have any sort of remote desktop watching stuff. Just because
they have consent doesn’t mean that it doesn’t exist, and so, even
if this is completely encrypted and secreted away and management
has no insight into the data or anything after, they can still see if I
click in [to Amellio], hypothetically. I cannot know that.”
The workplace bottom line takes precedence over workers’
interests. Although Amellio is framed as supporting worker well-
being, participants voiced their distrust e.g., “If my manager is en-
couraging me to use this, my first question would be, why? What’s
the benefit for them and what’s the visibility that they have over the
system?” [P15]. Participants with a labor rights background called
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Inherent risks with the fechnology Tl el i

« Information asymmetry about the technology
« Lack of support for ongoing consent
« Cannot say “no” without losing access

Figure 1: Themes related to challenges in consenting to workplace wellbeing sensing technologies.

attention to what they thought was employers’ ulterior motive—
reducing healthcare costs and boosting productivity to increase
profit. P12 described how employers often make decisions that ul-
timately benefit them, even when they claim to support workers:
“My employer once required me to install something that reminded
me to look away from the screen and stop typing for a bit to avoid
some eye disease or carpal tunnel syndrome. These protect the
interests of the employer. I could never imagine a world where an
employer says, ‘it looks like you’re really stressed out, you should
take advantage of the unlimited vacation;’ there are certain things
that are good for your health but against the employer’s interests.”

Employers have a high level of control over workers’ needs. Par-

ticipants noted how the high level control employers have over
workers’ needs makes consent to workplace technologies especially
difficult. P14 expressed concern about how workers are at risk be-
cause “the power differential is related to your ability to make a
living” and expressed skepticism about whether this power differen-
tial can ultimately be mitigated at all. In addition, US workers rely
on employers for health insurance, which makes sharing health
data with employers especially risky. To navigate through this risk,
P8 reframed consent as a relational process dependent on how trust-
worthy their employer was and how reliant they were on them,
“The chance that my employer will use [my data] to model eventu-
ally my [health] benefit, is a possibility I don’t want to contribute
to. That’s where it is a relational thing. If I do trust my employer
to do the ethical thing compared to some other company where I
wouldn’t feel that way, compared to working at a nonprofit where
they don’t actually give me much benefits anyways, so it’s OK”

4.1.2  Consequences of the power differential. Participants described
other challenges to consent that could be characterized as conse-
quences of the inherent power differential in the workplace.

Information asymmetry about workplace rights and use of
collected data. Participants remarked that workers may not know
what their rights are in the workplace. This is not only caused by
the legal landscape that may not properly protect workers’ rights,
but also because employers may not transparently communicate
those rights. Drawing on their experience as a union organizer,
P13 pointed out HIPAA, emphasizing that the lack of knowledge
might prevent people from being able to make informed decisions:
“People are aware that HIPAA exists, that it protects them, but they
don’t understand anything about the context. They think it applies
to their employer. Of course it doesn’t”

Participants thought that information asymmetry is also caused
by the technology’s black box nature. They were concerned about
the risks related to the data and the company’s stewardship and
use of the collected data. P5 asked “[t]his data is going to fit which
tasks? Who is responsible for that? What is the risk associated

with this? What is the actual privacy action plan? Where can I find
documentation to read more? How do you ensure the system is
responsibly maintained over time?” P5 also expressed a desire for
greater transparency about how the technology is used.

Workers may not be able to negotiate. Participants raised con-
cerns about workers’ inability to negotiate due to existing power
dynamics and critiqued the idea of a boundary-setting conversation
as the power difference between workers and managers makes true
negotiation difficult. P11 noted the difficulty of being honest with
managers: “the people who are maybe uncomfortable to address
these concerns to the manager or have no intention of actually using
[Amellio], they would certainly not show up for such a conversa-
tion.” For P13 the boundary-setting conversation with the manager
is like “outing yourself as someone with concerns.” Participants
also worried about penalties for voicing concerns. P12 brought up
the context of being neurodivergent: “there are certain concerns I
would love to tell my manager, but I don’t really want [Amellio]
to out me as autistic. 'm not gonna say that to my manager. If I
have concerns with the system that is against the interest of the
employer, I'm not going to say that to my manager”

Lack of accountability. Participants brought up accountability
as a missing criterion for consent, arising from how employers
own the technology and prioritize their interests. P13 expressed
skepticism about the efficacy of the boundary-setting conversation
because employers are not beholden to any legitimate responsibility
to workers: “I have no reason to believe that my manager has the
answers to these, or is going to tell me the actual answer to this—
he’s not beholden to any sort of oath of truth here and can just say
whatever wants.” Participants also expressed apprehension about
the potential misuse of their data and data-driven inferences. In
fact, not only the original terms, but also the re-designed consent
interfaces, could not help clarify P5’s questions about whether the
company owned the data and what their accountability processes
looked like. Another element here is the lack of adequate legal
means for accountability: “The main way in which I've seen the
company breaking the law is through unfair labor practices, a wide
range of things where they’re impinging on worker’s right. This
goes to the National Labor Relations Board, which is very slow and
bureaucratic. There are very low stakes for the company and they
can pay lawyers to beat down whoever else. [..] There would need
of a rapid turn around and a very severe consequence” [P13].

Workers may feel coerced into consenting or may not be given
an actual choice to consent given the employers’ control over work-
ers. Several participants described consent in the workplace as “tacit”
or “expected”. P2 attributed this to the “overarching agreement be-
tween yourself and your employer” which thus made consent less
“staggered or point-to-point”. P1 similarly expressed that employ-
ment carries an expectation of agreeing and their consent could
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even be implicitly assumed. Others pointed out how this implicit
expectation could manifest in different ways, even when there is
increased specificity or space for negotiation. For example, after
reviewing the re-designed consent interface, P14 noted valuable
improvements but still felt “there’s an assumption from the be-
ginning when I'm reading this, 'm going to say yes, so it already
feels odd” Participants also felt that even though the boundary-
setting conversation intended to create space for negotiation and
reflection for the worker, it could feel coercive, as another effort
to make the worker agree. P5, P8, P9, and P10 named the power
imbalance between workers and managers as a source of potential
coercion, expressing that workers may feel coerced into consenting
out of a desire to not disobey or disappoint their managers (P10),
or fear of damaging their relationship with the manager (P5). In
contrast, other participants found it coercive only if workers were
individually targeted but “if this was just given out as a blanket
thing to all employees, then I think that would be fine, compared to
specifically targeting an individual” [P3]. Additionally, participants
described how workers may also feel coerced out of fear of e.g.,
losing their job: “I think workplace have nuances like how much
power the employee has. The Amazon warehouse workers probably
wrote somewhere that they consent to wear that weird band. But
the recourse is, well, then you won’t work here” [P12]. Another
participant, P13 described experiences with technically being given
a choice but they felt coerced to consent, because of penalties or
that “there might be a lot of consequences”

4.1.3 Inherent risks posed by the technology. Another set of chal-
lenges that emerged from our focus groups related to the inherent
nature of passive sensing technologies.

Passively collected data and data-driven inferences are sen-
sitive and risky. Participants were concerned that the nature and
amount of data collected are sensitive and could lead to negative
consequences. P4 was concerned about how Amellio’s use of a cam-
era might also threaten the privacy of others in the workplace, while
P2 noted that through passive sensing, previously “non-sensitive”
data collected in aggregate could lead to sensitive inferences and
require stricter regulation to protect privacy. Other participants
also noted that even the collection of seemingly non-sensitive and
harmless data in large quantities could lead to other risks e.g., “the
metadata surrounding [Amellio], even if I am getting the feedback
just for me, I don’t have any faith about how the rest of it is being
stored, how secured the system is, and I think it could lead to a
penalty down the road, even if it is not the intent” [P13].

The technology itself may not be trustworthy (fair, unbiased,
accurate & beneficial). Some participants, especially Al builders,
expressed concerns about the technology being fundamentally un-
trustworthy. P15 questioned the validity, “I say this as someone
who has some kind of understanding of AI. Maybe someone from
a different background wouldn’t have the same reaction. I simply
think it is not possible to infer emotions from facial expressions.
[..] there’s a lot of gray areas with this type of technology and
I don’t really see the value of it either” Likewise, P5 questioned
the construct validity and potential inaccuracies in Amellio’s infer-
ences: ‘I want to know the assumptions and proxies used, because
happiness, excitement, and distress are social constructs, and have
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many interpretations related to culture, for example. It’s better to
include some sort of clarification of how [Amellio] identifies them”

Participants were concerned about potential biases and related
consequences e.g., if the app mistakenly assesses them as always
unhappy or unsatisfied (P11). P13 noted that being neurodivergent,
they were concerned about the technology’s reliability and benefits:
“as someone who’s neurodivergent, things like this [technology]
frequently doesn’t work for me. [..] Is this likely gonna do more
harm than good? My distractability or other things might be com-
pletely different from other people.” Participants sought evidence
about the technology’s efficacy: “I would like to see studies or some
evidence backing up that tracking these kinds of data can actually
improve employee health or wellbeing” [P3].

4.1.4 Technological challenges to supporting meaningful consent.
These challenges relate to the design and mechanics of wellbeing
sensing technologies, as well as to how people interact with them.

Information asymmetry about the technology. Participants
believe the lack of transparency about how the technology works
and its limitations make it difficult to provide meaningful consent.
After reviewing the re-designed consent interfaces, P14 critiqued
the design for not providing adequate information: “You’re asking
to check boxes to agree before the complete information is offered.
We haven’t described data analysis yet, so how can you consent? It’s
not true consent if we don’t understand how the information could
be used, and the risks also need to be described before they can truly
consent.” Similar concerns were raised about the boundary-setting
conversations, with P8 emphasizing the lack of background knowl-
edge as “setting up a conversation between a developer assumes
that you will be able to have a conversation,” and P14 emphasizing
that the “uninformed don’t even know what they don’t know”

Technology may not support ongoing consent. Participants
noted that sensing technologies do not typically support evolving
or ongoing consent, i.e., consent should be an ongoing process [80].
They stressed how technologies often collect massive amounts of
data in the background, but rarely support the “reversible” dimen-
sion of FRIES. P7 described how most services, after securing the
first consent agreement, do not present an easy way to review,
revise, or back out of the agreement: “After I've given consent to
something, it’s always presented to you as the front door to enter
[..] And then, after that point, it gets forgotten and there isn’t a
clear way to revise that consent or go back and be like, hey, I don’t
remember what the exact terms are” P2 was similarly concerned
with sensing technologies being ill-equipped to handle ongoing
consent over a long period of time as the technology itself evolves.

Cannot say no without losing access to the technology. Par-
ticipants felt unable to decline consent to only parts of the tech-
nology without losing all access. P6 pointed out how the initial
terms of Amellio asked for consent as all-or-nothing and violated
the “specific” dimension of FRIES: “You are either agreeing to all of
these data being collected or none of'it, so it is definitely not specific
consent.” Multiple participants thought the re-designed consent
interface better-supported specificity, especially the option to select
which specific data they wanted to share. Those with Al building
experience, however, were hesitant if this level of specificity could
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be technically supported. P10 contemplated the possibility of dis-
entangling a specific data stream from the technology’s accuracy,
but found it somewhat impractical “now that everything’s basically
a deep neural network where we don’t understand the internals”
Drawing on their expertise in developing passive sensing tech-
nologies, P1 also noted that decoupling the data sharing from the
insights might not be possible as users “can’t be like, hey, I wanna
see how my sleep looks, but ’'m not enthusiastic about giving my
data [to FitBit]-whose sleep data would you be looking at?”

Participants also thought this violates other FRIES dimensions,
such as “freely given” and “enthusiastic,” as workers might feel they
had no choice but to consent. Participants reflected on how the
inextricability of “good stuff” and “bad stuff” creates a situation
where the decision to consent becomes ultimately about trade-offs
and not so much about enthusiasm. P6 noted how, under standard
consent paradigms, they often find that enthusiasm was irrelevant
and not supported at all: “I really don’t think [enthusiasm] is the
norm for privacy consents [..] I know I don’t really trust Facebook
but I really value what I'm getting out of using Facebook. So it’s like
atrade-off” Similarly, P3 expressed, “I feel sometimes you don’t have
to be enthusiastic. You could be more neutral about it, especially
when wanting to use a certain service or product. Sometimes I
just wanna use a product, and maybe I'm not enthusiastic about
giving them my data and some personal information, but I do it as
a trade-off for having that kind of access”

4.2 RQ2: Socio-technical Interventions to
Support Meaningful Consent

To organize intervention-related themes, we drew on the Consentful
Tech Project [56] and mapped the interventions into two major
themes: 1) technology’s aims and affordances and 2) policies and
practices around the technology.

4.2.1 Technology’s Aims and Affordances. Our focus groups sur-
faced interventions that could help address concerns about why
and for whom the technology was developed, i.e., its purpose and
whose interests it prioritizes or serves. Many of these interventions
recommend centering the workers’ interests, as well as changing
how the technology works, how it interacts with users, and what
information about it is disclosed to workers.

The technology should have a clear and sensible goal. Partic-
ipants interrogated the purpose of wellbeing sensing in the work-
place, asking “to what end” the data was being collected, as they
were suspicious of the employers’ intentions and sought a clear
purpose that actually benefits workers. These concerns can be miti-
gated by re-centering workers’ interests as the driving motivator
for developing such technologies. For P15 “the most important
thing would be introducing this to me as something to help me and
help me grow in my job, rather than something helping managers
manage their teams.” However, others questioned the efficacy of
simply stating the intended benefits. P10 related this insufficiency
to workers’ lack of trust in employers: “{Communicating the bene-
fits explicitly] could definitely drift into a creepier kind of coercive
domain [..] even if they tell me there are benefits, do I believe them?”

Provide evidence & information about the technology’s effi-
cacy, limits, and risks. Participants were skeptical about how
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well the technology worked, wanting evidence included in the con-
sent agreement such as “a study that looked through it, saying that
for people using similar technology, e.g., depression rates went
down or something, or certain behaviors improved” [P3]. They
also valued being able to speak to developers as a “sign that they
want to be transparent and want to gain your confidence” [P3].
Participants further wished to know they can “trust the software to
do the right thing even without my oversight” [P8] and sought an
explicit “ethics statement, describing the objectives of whoever’s
collecting the data [and] their commitment to ethics” [P10]. Partici-
pants sought more information on the limitations, tradeoffs, and
impact assessment of the algorithm, and P1 drew analogies from
nutrition labels in describing possible risks of the algorithm, “like
how you have a nutrition label and before purchasing, the person
has the option to look at it

The technology’s benefits should be commensurate with the
cost of data sharing. P9 wanted to be treated “like a shareholder
[..] if T consent to give you my chat logs to improve the product,
I want some share,” adding they did not expect actual profits but
something commensurate with the cost of sharing their data. They
asserted that this could help re-balance whose interests are served
by the system by making employers more responsible to the em-
ployees. Expanding on this idea, P10 described how being treated
like a shareholder requires transparency, ongoing consent, and ac-
countability for consequences. Participants want these systems to
be responsible not only to workers but also to society. P11 noted
that these technologies should only be used “for making a positive
difference in our society” and that they would not be comfortable
consenting if the data was used to harm others. P8 made a similar
point that “[i]s not just making sure that harm is not being caused,
but that good intent is clearly stated, is being upheld”

The technology should facilitate functionality-based consent. Par-

ticipants were concerned about how the all-or-nothing consent
model often makes them unable to refuse without losing complete
access to the technology. Rather, mentioning the specific dimen-
sion of FRIES, they wanted access to only particular features of the
technology that they were okay consenting with, either always or
in specific scenarios. P1 drew on the example of applications like
Signal [3], which only requests camera access if the user wants to
use the camera.

The technology should facilitate an active reflection and ad-
justment of consent preferences. This will get closer to support-
ing ongoing consent and the reversible dimension of FRIES that a
worker can revisit and adjust their consent preferences over time.
P1 suggested preemptive mechanisms so that individuals know
enough about their data at regular intervals, while P8 noted that
“the only time a service reaches out and asks me to change anything
if there is a change in the agreement. They don’t say [..] please
read it again and refresh your memory. It would be good if it said,
you’ve been using this service for five years; why don’t you look at
your privacy agreement?”

Build interfaces that enable workers to better voice nuanced
choices. P13 observed “[t]here’s no clear way to say no. The
assumption is that you’ll just close the window, but I think that’s
not standard user behavior. They would rather click through next
after unselecting or clicking no or something like that to be more
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explicit” P1 also challenged the common assumption that consent
is a binary yes/no choice, and suggested a more granular scale,
such as framing each dimension of FRIES as a question (e.g., how
enthusiastic are you about this technology?).

4.2.2  Policies and Practices Surrounding the Technology. Our focus
groups surfaced interventions that regulate the design and use of
technology within the workplace context.

Provide clarity about data governance practices. Participants
sought greater clarity about data governance related to data reten-
tion and data minimization. P1 desired clarity over who owned the
data and data-driven inferences and wanted to limit data collec-
tion to what is minimally needed, while P7 expected “a lot more
specific[s] about how long the data [is] stored. Is there a way to
remove the data after a certain time; what happens after leaving
the company?” Similarly, P2 emphasized how the information on
data handling is also important for accountability, “[i]f an employer
is using this technology, who’s responsible for the abuses and what
if Amellio mishandles and abuses the data?”

Be transparent about who has access to workers’ data. Partic-
ipants desired transparency and accountability from the employer,
including explicit and ongoing communication about who can ac-
cess their data as well as control over how and what data was shared.
P8 sees such explicit communication as a sign of respect, noting
how not having this information impacts their level of trust and
comfort; while P9 suggested a “weekly digest of all the information
that is sent to others, how often the data is sent live, and if there
are weekly trends” to help them feel more comfortable.

Show a strong record of trustworthy behavior. Related to
“benevolent employer,” participants suggested building a trustful
relationship is essential for the employer or technology provider,
to help foster trust and support meaningful consent. P11 noted that
they would trust the technology more if they “[knew] that this
company has developed such technologies in the past and it has
users’ interests at heart,” P8 mentioned employers demonstrating
“a high degree of ethical hygiene” is a precondition for trust. Others,
like P5 and P6, emphasized the relational nature of trust, dependent
on an individual’s relationship and experiences with the employer,
while P15 noted that “if I feel this company really cares for me, then
I would be much more likely to get something like this”

Ensure oversight from a strong public interest organization. Par-

ticipants thought an external body can enforce organizational com-
mitments, ensure accountability, and foster trust, with P2 asking:
“can someone reasonably get their damages if their data was mis-
used, or could a company reasonably be held accountable?” Sim-
ilarly, P10 noted “[i]f it is just the company holding themselves
accountable, I trust less than if there’s some external oversight
that’s helping” P12 gave the example of the European Workers’
Council, which effectively creates barriers that prevent data abuse.

Do not assume consent in the workplace. To preserve workers’
autonomy, participants asked for practices that prevented coercion
and preserve workers’ ability to say no. P9 wanted organizations
to adopt an “opt-in” rather than “opt-out” policy. P4 and P8 un-
derscored that preserving autonomy requires guarantees of no
penalties or differential treatment for saying no. The decision to
consent should also be personal. P12 stressed that others having
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knowledge of a worker’s consent decision could erode existing
norms: ‘I also really don’t think that it’s OK if your manager knows
whether you signed up or no, because then that can change norms
[and] can erode what is considered normal.”

Prioritize the interests of workers above business. Drawing
on their experience, P14 discussed how a benevolent employer
who centers workers’ interests could mitigate the inherent power
differential between workers and employers: “I was the executive
director of a nonprofit for families with children with brain tumors.
I had volunteers [..] I can imagine a scenario where [I'd use the
technology] because I would imagine myself to be a benevolent em-
ployer with their best interests at heart” P12 however critiqued this
idea, suggesting that “even if the employer is completely benevolent
and wants to look after my health, there are ways that they can do
that without centralizing power over the system [..] The employer
can say, here’s a $500 benefit, go buy some health technology if
you want, or sign up for a gym membership, we aren’t gonna know
what you do with it, but we care about you being healthy’

Create negotiation space centering workers’ interests. This
would enable workers to negotiate more effectively while deterring
organizations from prioritizing their bottom line. P2 appreciated the
boundary-setting conversation as providing a negotiation space, as
itis otherwise rare for users to interact with the technology develop-
ers and providers. In the re-designed consent interface, participants
valued “[t]he fact that I can ask questions if I am concerned[;] is
a big plus that gives me more confidence” [P11]. Participants also
noted that a truly open space for negotiation is possible if the power
differential is directly confronted and addressed: “As long as [power
differential] is addressed, understood, and agreed upon, you can
move forward” [P4]. To address the power differential, participants
suggested group conversations between multiple workers and the
manager and developer as a more comfortable and influential ar-
rangement [P10], replacing the manager in the boundary-setting
conversation with another non-supervising mentor [P1], and in-
volving third parties who are invested in workers’ interests only.

Encourage deliberation in the consent process to preserve
workers’ autonomy. P1 noted that “[w]e typically think [of]
consent procedures as very monolithic. It happens in one go, but
maybe one way could be staggering it out, where you get some
time to think over and come back and then make a decision” P7
similarly argued for more tailored approaches to the consent that
meet each person’s needs: “As someone who is more introverted,
I prefer reading in email or chat, and being able to sit with my
thoughts, reflect, and come up with questions before engaging with
someone as opposed to directly meeting them.” P7 added that the
space for deliberation may be further complemented by being able
to ask additional context-related questions.

Support recourse and enable workers to interrogate data prac-
tices. Our participants thought better recourse and interrogation
opportunities would not only help realize the reversibility and speci-
ficity elements of FRIES, but also help enforce ethical commitments
and hold employers accountable for any data abuse. For P8, “being
clear about ways to push back [and] understand when breaches
will happen” was essential to consent. P2 described how a more
specific consent interface would increase auditability, which would
help with getting recourse. P11 mentioned how knowing the extent
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of reversibility would make workers feel more in control of their
data, and P5 wanted the employer to perform risk assessments for
worst-case scenarios and to clearly communicate risks.

Enact regulations to protect workers’ rights & privacy. In ad-
dition to internal accountability mechanisms within the organiza-
tion, participants called for stronger regulations to protect workers’
rights & privacy, given their inability to rely on private entities
to protect their rights. P12 felt “regulation is the right approach
because I do know that employers don’t like getting sued” However,
others critiqued the effectiveness of regulation, with P14 noting,
after reviewing the regulation intervention sketch, that “[a]ll of
these are fine, except do we truly trust these?” P13 was doubtful the
company would comply, as “companies lie a lot, all the time.” Partic-
ipants also desired stronger stipulations that ban selling employee
health data, and wanted employee rights to be expanded in accor-
dance with the “reversible” dimension of FRIES. Another example
was guaranteeing employees the “right to be forgotten” after their
employment ended, where they could request all of their data to be
erased. While a common suggestion is to aggregate data and make
raw data unavailable, P12 argued that anonymizing and aggregat-
ing data is not sufficient to protect people’s privacy. Further, P8
suggested that guaranteeing workers with healthcare independent
of the employer can support more meaningful consent.

Inform people of their basic workplace rights. Participants
emphasized the need to raise awareness about workplace rights.
Some wanted employers to hold “a workshop on that, or have an
educational stream to promote or have a conversation like starting
a dialogue with the employees” [P5]. Others like P12 were however
skeptical about how trustworthy employers are and if they would
be candid with the workers. This led them further emphasize the
need for an external organization to help educate the workers, with
P13 adding that placing the burden on other employees to educate
their co-workers was unfair, exhausting, and impractical.

5 DISCUSSION AND CONCLUSIONS

Our work cuts across scholarships on quantified workplace [28, 67,
69], privacy surrounding pervasive systems [8, 47, 61], and feminist
approaches to consent [34, 83, 101]. We systematically identified
both challenges to supporting meaningful consent for workplace
wellbeing technologies (Section 4.1) and possible sociotechnical
interventions (Section 4.2) to address them (Table 2 provides a
mapping). In doing so, we reframe problems typically framed as
individual and technical (like consent) into structural problems
requiring sociotechnical solutions. We hope our work is a step
toward a more consentful culture.

Adapting FRIES for workplace wellbeing tech. Our work draws
on FRIES to guide discussions on how to support meaningful con-
sent to passive sensing in the workplace. Our participants envision

varying ways to support different dimensions of FRIES. For instance,
several suggested interventions—such as ensuring that consent is

not assumed and that there are no penalties for saying no—support

the “freely-given” dimension. However, “enthusiasm” was deemed

more complex, as some critiqued it as both sometimes unnecessary

(if the technology was valuable enough), and hard to evaluate in

the workplace (where a manager’s encouragement could lead to

feeling coerced and compromise genuine enthusiasm).
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Table 2: Mapping of challenges & interventions to support
meaningful consent and addressed FRIES dimension. In-

terventions are color-coded: Tech’s Aims and Affordances

and Policies and Practices around the tech.

Challenge Intervention FRIES
Facets of inherent power differential in the workplace
Little (data) privacy Ensure over5|ght from a publlc interest orgamzat[on F,R

guarantee at work

Enact regulations to protect workers rights and privacy. F,R

The workplace bottom The technology should have a clear and sen51ble goal F, 1

line takes precedence The technology s benefits should be commensurate with F
over workers’ interests. the cost of data sharing

Prlontlze the mterests of workers above busmess F

Create space for negotlatlons centenng workers mterests F 1

level of control over Support recourse e & workers mterrogatmg data practlces R,S

workers” needs. A commltment from the company to do the rrght thmg F, 1

Enact regulations to protect workers’ r|ghts and privacy F,R
Consequences of the power (ifferentla

Lack of accountability Ensure over5|ght from a publlc interest organization. F, R )
...... fpport recourse & workers |nterrogat|ng data practrge.s. RS
Information asymme- Info

try about workplace
rights and data use.
Workers may not be
able to negotiate.

Create space for negotlat[ons center|ng workers mterests F, 1

The technology should facilitate an active reflection and IR
adjustment of consent preferences

Build interfaces that enable workers to better voice nu- R, S
anced choices.

Workers may feel co- Support recourse & workers |nterrogat|ng data practlces R, S

erced into consent- Dg not assume consent |n ' the workplace F

ing.

Encourage deliberation in the consent process to preserve F, 1
workers’ autonomy.

Build interfaces that make saylng no easy (and valld) R
Inherent risks posed by the technology
Sensing tech. often Provide clanty about data  governance practrces IS
collect sens.it.i\{e.d.ata‘ Regulat}qn t.o.e.nsure strong data security practices. F,1

not be trustworthy. effrcacy, limits, and risks.

Show a strong record oftrustworthy behavior. F
Technological barriers to meaningful consent
Technology may not Encourage deliberation in the consent process to preserve F, |

support ongoing con- workers’ autonomy. R, D
sent. Build interfaces that enable workers to better voice nu- R, S
anced choices.
The technology should facilitate an active reflection and 1, R
Information és'y'm'mef oG GUREREe A00] i Grratser ol Hhe technology’s "1
try about the technol- efficacy, limits, and risks.
ogy- The technology should facilitate an active reflection and 1, R

out losing access to sent.
the technology.

We also found that the workplace context amplifies two implicit
aspects in FRIES: accountability and reciprocity, which participants
considered essential for meaningful consent. Participants described
how getting commensurate benefits to the cost of sharing data
and accountability from the employer would increase enthusiasm.
These dimensions fit well into FRIES by centering relationality on
how one can expect to be treated by the other party. Im et al. ap-
plied FRIES to user-to-peer interactions on social platforms and
user-to-system interactions. Likewise, for workplace technologies,
FRIES can be expanded to consider employee-to-employer inter-
actions, which introduce the greater need for accountability and
reciprocity. Our results emphasize the importance of regulations
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to ensure greater transparency in informing workers about their
rights, data governance, and the technology’s efficacy—supporting
multiple dimensions of FRIES. Relatedly, while FRIES primarily sup-
ports “affirmative consent” and guides design choices to increase
user autonomy to say “yes,” multiple participants advocated for
protecting the right to say “no,” given the coercive forces in the
workplace that place workers under pressure to say “yes;” with
some participants thus also expressing skepticism about workers
being able to meaningfully consent to workplace sensing tech.

Cultivating a trust-based relationship with workers. Prior
work argued that consent in the workplace should be framed as an
organizational behavior issue, not just a legal one [14]. Relatedly,
our participants also underscored that establishing trust between
employers and employees is critical for consent. But how exactly
do we establish this trust? Our focus groups surfaced interventions
that could help build trust, including a clear and sensible purpose
for the technology, increased transparency in communication, pri-
oritizing the interests of workers, and creating space for interroga-
tion and negotiation, aligning with recommendations from prior
work [5, 14, 62, 78]. Participants thought fostering a trust-based rela-
tionship and centering worker interests are fundamental to being a
“benevolent employer.” Prior work also proposed making employers
more beholden to worker interests, such as designating them as em-
ployee information fiduciaries [13] or instituting an internal privacy
due diligence process [31]. However, other participants critiqued
the idea of the “benevolent employer” because the inherent power
asymmetry leads workers to naturally distrust their employer [45].
Our participants suggested stronger regulation to protect workers’
rights as an alternative way to support consent—also corroborated
by worker data protection literature [53, 89].

Is meaningful consent to workplace wellbeing sensing tech-
nologies possible? Participants questioned the very use of these
technologies within the workplace. P12 rejected “the idea of having
my workplace know anything about my health [..] even if I consent,
I reject the premise of this system.” Prior work also noted privacy
harms from the use of passive sensing technologies in the work-
place [19, 20, 39, 49]. We also situate these findings with the design
refusal literature [38], or rejecting the premise of these systems
entirely, including recent calls to ban the use of these technolo-
gies [20, 53, 89]. Our participants’ concerns about the validity of
these technologies also corroborate prior work [2, 9, 30, 91, 99] and
raise questions about whether these technologies, which aim to
know an individual better than they may know themselves [50], can
satisfy fundamental privacy conditions, such as “semantic disconti-
nuity” [17]—the right to be somewhat unknown and undefined.
Our work finds several barriers that must be overcome before
workers can meaningfully consent to workplace wellbeing technolo-
gies. While this paper is not the solution to these barriers, it high-
lights several considerations that would need to be incorporated
into the technology and the sociotechnical ecosystem surrounding
it. The feasibility and efficacy of these potential interventions are,
however, still unclear and hard to foresee. For instance, participants
described how technological interventions that provide more flexi-
bility and control—by changing how and how often workers provide
consent—can have their own unintended consequences. P12 noted
how requiring more interactions to provide consent could lead to
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fatigue and eventually meaningless consent: “Everyone thought
that the cookie consent stuff in GDPR would be great, but the more
times you ask people things, the more they get fatigued, and they
just end up either disagreeing or agreeing to everything” P15 sim-
ilarly noted that users could become overwhelmed by having to
proactively go back and review all data agreements. Similar issues
with “consent fatigue” have also been noted in prior work [96, 102].
Our focus groups also surfaced that there may be more suitable
ways of supporting workplace wellbeing than implementing and
relying on wellbeing sensing tech. P12 suggested they would prefer
if they were instead given a health stipend to use as they wished.
Overall, companies should prioritize workers’ interests, autonomy,
and privacy in deploying workplace wellbeing technologies. This is
consistent with literature finding that preserving workers’ privacy
improves their wellbeing and organizational outcomes [14, 62].

Limitations & Future Directions. We explored consent for a
hypothetical (but theoretically feasible) technology, primarily to
surface a broader set of challenges without being constrained by the
nitty-gritty of a particular technology. While this enables us to map
a wider range of issues, it may also make it harder to surface issues
arising in specific deployment settings. Future work should examine
specific technologies to gather complementary insights. Adopting
a studying-up approach [7] to examine the perspectives of relevant
decision-makers would also complement our findings. While we
recruited participants to cover a diversity of roles and perspectives
with respect to consenting to workplace technologies—most of
our participants are from so-called “WEIRD’ societies (western,
educated, industrialized, rich, and democratic) [40]. Participants
were all white or Asian; highly educated; with expertise in software,
privacy, or Al; and a majority also work in tech. Their views will
naturally reflect their expertise and experiences and might thus
not be representative of the views of more typical workers who
might be much less knowledgeable about data systems or Al Future
work focusing on non-tech workers would complement the set of
challenges and possible interventions we identified.

This study also focused on the interface/interactions when con-
sent decisions are made as this is the entry point and is most easily
represented. However, our findings suggest that the technology and
consent practices need to be holistically changed, and future work
can consider a more holistic lens like the privacy-centeredness [35]
and seamfulness [105] of technologies.
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A APPENDIX

Amellio: Terms and Agreements

Amellio's insights and actions are based off of your biometric data, like your facial expressions
and your physiological signals, your device activity, like your keyboard/mouse interactions and
email interactions with time stamps, and audio data, like language sentiment and voice tone.
Amellio protects privacy by ensuring that the content in your insights are personal and private
and only available to you. Amellio does not include any new personally identifiable information
about anybody else in your organization. Do you agree?

YES NO

(a) Terms and Conditions

Welcome to Amellio! In the following screens, we will provide a detailed explanation of the data that Amellio
collects and how it derives these insights. This is an interactive, multi-stage agreement; you will be prompted to
respond to questions at various points and will have the opportunity to ask direct questions to the developer of
Amellio throughout this agreement. You can close this screen and return to it at any point.

DATA COLLECTION @ DATA ANALYSIS
‘Amellio collects the following data to derive insights on your Amellio uses a machine-learning based algorithm to analyze the data
wellbeing: and derive insights about your well-being. This is how the algorithm
+  Telemetry [when you open and close an app, how long the »
app is open, whether you opened new tabs, etc.] + Based on the following data sets [links to
Biometric signals [heart rate, eye movements] data sets]
Which data do you consent to being = Known limitations Enter your aueshon here.
collected? [NOTE: unselecting some options may Someone will respond to

lead to reduced reliability in the insights derived.] you shortly:

[ siometric signals

(b) Interface re-design

Outline for Boundary-Setting Conversation

Before you download and install Amellio, you have the opportunity to have a
conversation with your manager and one of Amellio's developers. In this
conversation, you can ask any questions you have about the technology and
how it works, including about your data privacy. You can also specify whether
there are any aspects of the technology that you feel uncomfortable with and
make requests to your manager and developer about ways to mitigate this
discomfort. Finally, throughout this conversation, your manager will ask you
questions about the forms of wellbeing support you want in your workplace.

(c) Organizational practice

Updated Data Privacy Policies to be compliant with Employee Health
Information Protection Act (EHIPA)

+As stated by EHIPA, none of employees' health data that is collected by Amellio will
be sold without their permission.

*Employees have the "right to be forgotten"; at any point after termination, they can
request any data collected by Amellio to be deleted.

*Raw data on employees collected by Amellio will only be accessible to employees.

(d) Data protection regulation

Figure A1: Sketches shown to participants on the hypothet-
ical workplace wellbeing sensing technology, Amellio, (a)
Amellio’s initial terms and agreement; (b), (c), (d) interven-
tions to help participants think about what could support
meaningful consent to Amellio.
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	Abstract
	1 Introduction 
	2 Related Work
	3 Study and Methods
	3.1 Participants and Recruitment
	3.2 Study Design

	4 Results
	4.1 RQ1: Challenges to Meaningful Consent
	4.2 RQ2: Socio-technical Interventions to Support Meaningful Consent

	5 Discussion and Conclusions
	Acknowledgments
	References
	A Appendix

