
OP E N SOURCE IS  much more than a repository—it is 
a rich, multilevel ecosystem of human contributors 
who collaborate and cooperate in many capacities to 
accomplish a shared creative endeavor. Consequently, 
when studying open source ecosystems, numerous 
interacting parts must be considered to understand 
the dynamics of the whole. Research on open 
source ecosystems is ultimately research about a 
sociotechnical ecosystem. Researchers should take 
care to retain the socio element in research and 
understand how both their methods and results may 
impact entire open source ecosystems.

This article describes best practices for open source 
ecosystems research through multiple overarching 
best practices. It offers practical guidelines for 
conducting rigorous, ethical, respectful research that 
maintains the integrity of the open source ecosystem 
under consideration.

Open source projects and ecosystems have evolved 
into a critical sociotechnical system underpinning 
much of modern society.13 As a significant component 
of STEM (science, technology, engineering, and 

mathematics) fields, open source itself 
is studied under many disciplines, in-
cluding science, economics, data eth-
ics, computer science, psychology, so-
ciology, and more.

Open source ecosystems benefit 
from comprehensive and scientifically 
sound examination by:

	˲ Setting expectations for mutually 
beneficial best practices for critical vul-
nerability disclosure and remediation.26

	˲ Analyzing ecosystem-level dynam-
ics to identify localized factors impact-
ing project life cycle development.28

	˲ Identifying fine-grained develop-
ment practices that have population-
level effects on historically minoritized 
populations.

Quickly escalating situations can de-
velop when open source projects and 
open data available about open source 
are viewed as “free” opportunities for re-
search. When researchers fail to consid-
er the human element of open source, it 
harms open source ecosystems by:

	˲ Increasing demands on often-
overwhelmed volunteer groups.25

	˲ Impacting costly infrastructure 
systems not designed to support re-
search use cases.7

	˲ Treating vital open source systems 
as test beds for scholarly research into 
known problems without the consent 
of the community or contributing back 
to correct these problems.6

Much of the existing research about 
open source elects to study software 
repositories instead of ecosystems.16 
An open source repository most often 
refers to the artifacts recorded in a 
version control system and occasion-
ally includes interactions around the 
repository itself. An open source eco-
system refers to a collection of reposi-
tories, the community, their interac-
tions, incentives, behavioral norms, 
and culture. The decentralized nature 
of open source makes holistic analysis 
of the ecosystem an arduous task, with 
communities and identities intersect-
ing in organic and evolving ways.

Despite these complexities, the in-
creased scrutiny on software security 
and supply chains makes taking an 
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ecosystem-based approach of utmost 
importance when performing research 
about open source, as illustrated in 
the accompanying figure. This article 
provides guidelines and best practices 
for research using data collected from 
open source ecosystems, encouraging 
research teams to work with communi-
ties in respectful ways.

1. Always treat open source ecosystems 
as systems “in production.”

Open source touches mission-crit-
ical systems across the world and has 
an increasing impact on global popula-
tions.19 Some of these systems cannot 
be patched outside of prescheduled 
maintenance windows, if at all. They 
may be what powers a person’s insulin 
pump,3 models water quality,21 or de-
termines eligibility for benefits of un-
derserved people.2

The infrastructure and communi-
ties that make up open source eco-
systems are not experimental test en-
vironments.6 Running behavioral or 
technical experiments in open source 
ecosystems may impact the world’s 
infrastructure in unknown and immea-
surable ways. In some cases, this im-
pact may cause real and lasting harm 
to both participants in the ecosystem 
and end users without any agency in 
the ecosystem. As framed in one public 
guideline:  “Do not impact other users 
with your testing; this includes testing 
vulnerabilities in repositories or orga-
nizations you do not own.”15

Additionally, as open source affects 
the lives of people without them know-
ing about it, getting informed consent 
for experiments (even with the best of 
intentions) is impossible. Open source 
ecosystems may appeal to researchers 

as prime candidates for study by vir-
tue of how they embrace transparency 
in both process and outcomes. Still, 
researchers should consider these 
ecosystems to be perpetually “in pro-
duction” and exercise extreme caution 
when designing experiments.

BEST PRACTICE: If experiments 
have the potential to impact open 
source ecosystems or populations, 
ensure they are self-contained, have 
no side effects, and are reversible if 
needed.

2. Assume the economic incentives and 
availability of the people who keep the 
lights on are not evenly distributed.

The composition of the open source 
ecosystem has shifted over the decades 
from primarily unpaid contributors to 
a mixture of unpaid and paid contribu-
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tors. Because of the disparity of direct 
financial support for contributors and 
maintainers alike, participation in 
open source varies greatly depending 
on economic factors.5 Moreover, these 
economic incentives (and disincen-
tives) may be absent or inconsistently 
observable from available data.24

Economic incentives may also not 
be directly observable at all. Given the 
propensity for companies to use open 
source participation for screening po-
tential candidates, and similarly to use 
their own participation to recruit poten-
tial candidates,18 contributors may view 

their participation as investments in 
their own financial and reputational in-
terests. This also skews the work being 
done in open source toward work that 
can be measured or otherwise quanti-
fied; work such as design or accessibili-
ty testing often does not appear in avail-
able data and is therefore economically 
and reputationally disincentivized.31

BEST PRACTICE: Include and 
document factors that preclude or 
disincentivize participation in open 
source ecosystems in any analysis of 
their populations.10

These factors may be reflected in 
the data, or lack thereof, representing 
different types of (potentially overlap-
ping) biases:

	˲ Compensation bias. Participation 
without compensation is often not a vi-
able option for many who have relevant 
skills or might be anomalous for their 
area of expertise.

	˲ Access bias. Equipment and/or a re-
liable Internet connection may not be 
accessible outside the context of a per-
son’s employment.

	˲ Geographical bias. Potential con-
tributors may encounter barriers to 
participation, such as sanctions or dis-
crepancies in working hours, by virtue 
of geographic location.

	˲ Unallocated time bias. Individuals 
who have familial commitments, are 
disabled, or are experiencing econom-
ic hardship have less available time to 
dedicate to participation.

When analyzing the economics and 
sustainability of open source ecosys-
tems, researchers must account for 
how the data selected may not paint 
a complete picture of the work being 
performed. Furthermore, they should 
carefully and explicitly examine how 
their conclusions may exacerbate in-
equalities in the open source ecosys-
tem by placing disproportionate value 
on types of work simply because of con-
venient data.

3.  Examine all information online in 
a way that honors attached licenses or 
assumes the highest level of creator 
ownership—for software, for data, for 
content, for all of it.

Published “publicly” does not au-
tomatically mean that information is 
available for reuse—whether in code, 
literature, or research. When research-

ing open source ecosystems, ensure  
usage of the associated data follows the 
licensing and policies attached to the 
project or system to which it belongs.

Open source ecosystem data usage 
may be as straightforward as identify-
ing the license attached to a reposi-
tory.23 With the increased use of plat-
forms and third-party applications for 
open source community and infra-
structure management, it is not safe to 
assume the source license attached to 
a project applies across all resources 
used by a community or for organiz-
ing open source work. Research each 
platform’s terms and conditions and 
the specific community guidelines for 
each organization in these platforms.

For example, Wikimedia Commons 
specifically states its guidelines regard-
ing photographs of identifiable peo-
ple:  “When dealing with photographs 
of people, we are required to consider 
the legal rights of the subject and the 
ethics of publishing the photo in addi-
tion to the concerns of the photogra-
pher and owner of the image.”8

Open source communities also fre-
quently build and host their own infra-
structures using free or open source 
software, which have a combination 
of licenses and permissions about the 
software, data stored in, and commu-
nity guidelines. This must all be untan-
gled to discover the highest restrictive 
policy.

BEST PRACTICE: If there is no guid-
ance or document detailing how and 
under what conditions third parties 
may use the information, consider 
it unavailable for research purposes 
and exclude it from the data.

4. Be clear and specific about your ob-
servations, sampling methods, and 
documentation of data sources.

While industry often uses the 
term open source to refer to the col-
lective movement and development 
practice(s) of creating software ad-
hering to the open source definition 
(OSD),22 the overall open source eco-
system contains many sub-ecosystems 
that interact (or not) in complex ways. 
Given the ambiguity in language and 
potential for misinterpretation, re-
search questions should identify the 
relevant population and sub-ecosys-
tem with as much specificity as possi-

Four overlapping areas of consideration.

� Get consent from and consult with 
communities being studied if gathering 
data about people within the community

� Find the balance between privacy, ethics, 
and transparency when processing and 
sharing data

� Use data from opt-in sources instead 
of inferential methods

Data ethics

� Use community best practices and 
improve existing ecosystem programs

� Take into account social factors when 
scoping research questions

� Be clear and specific about observations, 
sampling methods, and data sources

Research best practices

� Consider the impact of your research 
on populations within an ecosystem or 
sub-ecosystem

� Take into account the uneven distribution
of incentives, economic and otherwise

Respect and equity

� Treat open source ecosystems as 
perpetually “in production”

� Adhere to relevant licenses and assume 
the highest level of creator ownership 
over information and data

Ecosystem integrity

When researching open source 
ecosystems, be cognizant of…

Ecosystem
integrity

Respect
and equity

Research
best practices

Data ethics
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When analyzing 
the economics 
and sustainability 
of open source 
ecosystems, 
researchers must 
account for how the 
data selected may 
not paint a complete 
picture of the work 
being performed. 

ble. Avoid generalizations about open 
source that may not apply to or be test-
able across sub-ecosystems.

Practices, communication mecha-
nisms, and tooling in open source 
evolve rapidly and vary widely. This can 
lead to a greater-than-average hetero-
geneity of available data.

BEST PRACTICE: When perform-
ing and publishing research based 
on quantitative data, document the 
parameters of the data collection 
process, including applicable time 
span, available data, and relevant 
population(s). Whenever possible, 
include or reference documentation14 
for the data collected or used.

With few datasets available about 
open source, it is tempting to base new 
studies on preexisting or “convenient 
data” that may not be transferable 
across time frames, populations, or 
technologies. Be aware existing datas-
ets may not be representative of the sub-
ecosystem under consideration.27 Use 
care when applying conclusions from 
one sub-ecosystem to another and en-
sure methodologies include testing and 
reestablishing of baselines.

Similarly, lean toward results that 
can be replicated per study rather than 
relying on conclusions drawn from 
prior studies. This minimizes the po-
tential for recycling errors in method-
ology or amplifying bias in the open 
source ecosystem. Ensure data, code, 
and methodology are included in the 
publication of any interpretations or 
conclusions.

5.  Use community best practices and 
improve exisitng ecosystem programs, 
even when this is not scientifically 
“novel.”

There is no “silent” or “detached ob-
server” role in open source. The impact 
researchers or analysts are able to have 
in a community, and the technosocial 
reputations they are building, will di-
rectly correlate to their consideration 
of how their work affects other people 
and their respective workloads. Each 
open source ecosystem has its own 
written and unwritten rules for sub-
mitting feedback, suggesting improve-
ments, and identifying responsible 
parties when a technical emergency oc-
curs. Researchers cannot ignore these 
norms, even when they are contrary to 

their scientific communities’ pathways 
to promotion and achievement.

Scientific and industry research 
does not always reward the same kinds 
of findings useful for open source com-
munity members to improve their 
work and knowledge about their own 
spaces.

BEST PRACTICE: Report any 
notable findings made during re-
search using established community 
channels and practices, rather than 
discard problems that may not have 
novel scientific merit.

Being part of internal feedback 
loops to improve open source with ap-
plied science not only contributes to 
the sociotechnical system researchers 
are a part of, but also increases tech-
nosocial trust between the researchers 
and their communities.

Privacy and security researchers have 
their own community guidelines and 
practices, which may not always carry 
over into general open source ecosys-
tems. When research bleeds into new 
ecosystems, it is especially important 
to seek out communication norms and 
known issues. Most ecosystems have es-
tablished programs with governing bod-
ies to report vulnerability findings be-
fore open publication.11 This applies to 
any publication, whether a blog or scien-
tific paper, and prevents communities 
from feeling targeted by researchers.

6.  Seek ground truth data from opt-in 
sources rather than from inferential 
methods.

Open source lacks basic social sci-
ence baseline population data against 
which to compare research. This can 
lead to a lack of accountability when 
presenting survey results or when 
choosing unsupervised methodologies 
that allow for conclusions to be drawn 
with no comparative ground truth to 
validate the findings.

BEST PRACTICE: Avoid algorith-
mic methods that are scientifically 
unsound and may further alienate or 
erase subpopulations when examin-
ing social structures in open source.1

Researchers must be conscientious 
about steps taken during data selec-
tion, cleaning, and feature identifica-
tion, specifically about categorization 
and easy reductionism of identities 
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aspect of understanding the quality 
and structure of the resulting product. 
It is also important to consider social 
context in order to avoid missing key 
variables that impact the structure (or 
structures) and dynamics of the socio-
technical ecosystem.12,20

BEST PRACTICE: Collaborate with 
members of the open source commu-
nity, partners, and social scientists 
who can investigate the contextual 
frameworks behind the outputs in 
order to fully capture any open source 
ecosystem and avoid dark data prob-
lems in research results.17

8.  Get consent from and consult with 
communities being studied if gathering 
data about people in the community.

When beginning data collection, in-
volve members of the affected commu-
nity in the research life cycle from the 
design process to implementation, by 
communicating any findings. Consult-
ing with the community aids in under-
standing the open source ecosystem, 
recruiting participants, validating re-
sults, and understanding the potential 
impact of the results on the commu-
nity. It is also important to consult with 
community partners to communicate 
the findings at the end of the research 
pipeline to avoid misrepresentation of 
the community.

Researchers collecting new infor-
mation (original data) about open 
source communities should get direct 
informed consent from the individuals 
and groups implicated in the research 
study. Whenever possible, enroll mem-
bers into the study directly through re-
cruitment and in cooperation with the 
relevant research ethics committee(s) 
or IRB (institutional review board) in-
stead of simply scraping data from an 
online platform. Even if this is allowed 
by the terms of service (ToS), research-
ers should be held to a higher standard. 
Data concerning open source ecosys-
tems implicates human subjects, and 
even if considered public, information 
collected from online open source com-
munities may still contain sensitive per-
sonally identifiable information (PII).9

If using secondary data about open 
source communities (data not collected 
directly but obtained from a secondary 
source), be sure to check that the origi-
nal data collector obtained informed 

to single categories. For example, the 
open source contributions people 
make as part of paid work may not be 
the same contributions and spaces 
they work in when not representing 
their employers. People do not readily 
sit in a single dimensional cluster.

The context under which a person 
participates in a specific ecosystem 
should be protected and not expected 
to carry across systems. Identity may 
be temporal—repeatedly asking about 
an individual’s identity is important 
because these self-chosen words may 
change over time and in different ar-
eas of contribution. Allowing people 
to choose their own demographic and 
identity markers, given a specific con-
text, lets individuals be represented 
most accurately as themselves.

Because many open source commu-
nities work with multiple information 
sources, it can be challenging to associ-
ate all work and data with specific indi-
viduals. Identity, however, can be specif-
ically a factor of community, platform, 
or space. Individuals may be able to rep-
resent themselves in some communities 
without fear, but not in others. Because 
of this, each researcher needs to consult 
their own discipline’s data ethics prac-
tices before performing anti-aliasing in 
data systems when subjects cannot self-
identify in large-scale surveys.

7. Retain the socio-element when scop-
ing research questions of a sociotechni-
cal ecosystem.

When scoping a research question, 
do not reduce the problem into merely 
the technical elements and artifacts 
produced by a collaborative community 
and the human impacts on the ecosys-
tem dynamics. Open source is a multi-
dimensional ecosystem that involves an 
interplay between the interconnected 
network of technical and social systems. 
Using mixed-methods approaches and 
multidisciplinary collaborations can 
help unveil these critical dimensions in 
the systems under examination.

If you are seeking to understand a 
system of open source software arti-
facts, it may be equally important to 
understand the context in which it was 
created, and much of that context may 
not be visible in the code or metadata 
in the system. Understanding who cre-
ated the artifacts, by what means, and 
under what circumstances, is a crucial 

Each open source 
ecosystem has its 
own written and 
unwritten rules 
for submitting 
feedback, 
suggesting 
improvements, 
and identifying 
responsible parties 
when a technical 
emergency occurs. 

54    COMMUNICATIONS OF THE ACM   |   OCTOBER 2023  |   VOL.  66  |   NO.  10



practice

the best way to make the study repro-
ducible without releasing raw data.

Conclusion
Open source ecosystems extend far 
beyond the repositories they produce. 
Research into these ecosystems must 
account for the complex nature of open 
source, including the consideration of 
the downstream impact of the research 
itself. Researchers should keep data 
ethics, research best practices, respect 
and equity, and ecosystem integrity at 
the forefront of their minds while scop-
ing, planning, executing, and publish-
ing their research.

While this article outlines a number 
of considerations that fall into these 
themes, the complexity, scale, and rap-
id growth of open source ecosystems 
necessitate an evolving approach to re-
search and may result in the formation 
of additional recommendations. These 
additions or expansions will likely still 
fall in one or more of the overarching 
themes, and contextualizing them in 
this manner may be helpful for future 
research and researchers. Open source 
ecosystems and the practice of re-
search into them will continue to ben-
efit from thoughtful and conscientious 
methodologies that incorporate these 
best practices. 
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consent to collect the original dataset 
and that third parties have permission 
to use the data. While a dataset’s meta-
data may indicate conditions under 
which others may use it, verify that per-
mission by contacting the original data 
collector directly whenever possible.

BEST PRACTICE: Obtain informed 
consent for any original data gath-
ered during the research life cycle; 
understand how secondary data was 
collected, when it was collected, by 
whom, and under what oversight.

9.  Find the balance between privacy, 
ethics, and transparency when pro-
cessing and sharing data.

While data ethics and open data 
can be seen as being at odds, both play 
an important role in research on open 
source ecosystems. Ethical collection 
and processing of data ensures the 
data is both methodologically and so-
cially sound, while open data ensures 
the research can be reproduced and 
interrogated by the open source and 
research community. When possible, 
consider the FAIR (findability, acces-
sibility, interoperability, and reus-
ability)30 and CARE (collective benefit, 
authority to control, responsibility, 
and ethics) principles4 in concert with 
one another to find a balance between 
open and ethical data practices.

BEST PRACTICE: Clearly label 
data that potentially implicates 
human subjects in metadata (for 
example, datasheet, code book, data 
cards, clear README file) to ensure 
transparency.

Data that might not be considered 
sensitive alone can become sensitive if 
combined with another dataset. Aggre-
gation of data can de-identify a dataset 
or expose sensitive information about 
an individual or group.29 If combining 
datasets, take special care not to expose 
sensitive personal information by com-
bining aliases that were intended to rep-
resent separate personal identities.

Openness is not necessarily a good 
in itself. If it is possible the data col-
lected or aggregated as part of research 
into an open source ecosystem may 
implicate a community in a harmful or 
unethical way, researchers have a duty 
to consult with the implicated commu-
nity, the IRB, and data ethicists to find 
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