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ABSTRACT
Physical attacks form one of the most severe threats against secure
computing platforms. Their criticality arises from their correspond-
ing threat model: By, e.g., passively measuring an integrated circuit
(IC)’s environment during a security-related operation, internal
secrets may be disclosed. Furthermore, by actively disturbing the
physical runtime environment of an IC, an adversary can cause a
specific, exploitable misbehavior. The set of physical attacks con-
sists of techniques that apply either globally or locally. When com-
pared to global techniques, local techniques exhibit a much higher
precision, hence having the potential to be used in advanced attack
scenarios. However, using physical techniques with additional spa-
tial dependency expands the parameter search space exponentially.
In this work, we present and compare two techniques, namely laser
logic state imaging (LLSI) and lock-in thermography (LIT), that
can be used to discover sub-circuitry of an entirely unknown IC
based on optical and thermal principles. We show that the time
required to identify specific regions can be drastically reduced, thus
lowering the complexity of physical attacks requiring positional
information. Our case study on an Intel H610 Platform Controller
Hub showcases that, depending on the targeted voltage rail, our
technique reduces the search space by around 90 % to 98 %.

CCS CONCEPTS
• Security and privacy → Hardware reverse engineering; •
Hardware → Transistors.
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1 INTRODUCTION
Physical attacks, such as fault injection (FI) attacks or side-channel
analysis (SCA) attacks, form one of the most severe threats against
secure computing platforms. Their criticality lies within their cor-
responding threat model. By, e.g., passively measuring a processing
unit’s environment during a security-critical operation, sensitive
information may be leaked unintentionally, which leads to the dis-
closure of internal secrets [6]. Moreover, by actively disturbing
the physical runtime environment of an integrated circuit (IC), an
adversary can deliberately cause specific misbehavior, which can
be exploited afterward [8]. Hence, these powerful attacks can in-
troduce vulnerabilities into systems where from a functional point
of view, none exist.
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Figure 1: Sketch of the attack flow: modulation-based tech-
niques help identify functional blocks that other techniques
can then target.

A way to classify different physical attack scenarios is by their
area of consideration. While global techniques (e.g., power analysis,
voltage FI, or clock FI) always consider the entire device under test
(DuT), local techniques affect or measure only a spatially restricted
area. Local techniques, such as laser fault injection (LFI), electro-
magnetic FI (EMFI), body-biasing injection (BBI) or electromagnetic
side channel (EMSC) analysis, make highly targeted attacks viable,
as the considered region can be restricted to a specific target re-
gion. By exclusively covering a sub-region of interest of the IC,
any side effects from and to surrounding components are avoided.
Nonetheless, even for the class of localized techniques, there are
differences to be considered: while EMFI, EMSC, and BBI all provide
means of spatial resolution, LFI can be executed at a much finer
granularity. In other words, the higher the spatial restriction is, the
more precise an attack becomes. However, the gain in precision
comes for the sake of complexity. As every additional parameter
that has to be discovered during a physical attack increases the
search space by exponential means [4, 12], introducing locality in
addition to the fault’s parameters (i.e., X-, Y-, and Z-position) results
in a combinatorial explosion. If an adversary has to identify the
target circuitry’s position on the entire silicon die, the resulting
expansion of the search space leads to the impracticability of an
otherwise feasible attack.
Due to the aforementioned expansion, a vast amount of research
has been proposed to counter the expansion of search space under
specific circumstances. Selmke et al. [10] proposed a method based
on optical inspection to exclude specific regions of interest. In addi-
tion, they proposed the exploitation of side-channel information to
further narrow the search space. By measuring the current while
stimulating the IC’s backside with a laser, Schellenberg et al. [9]
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showed for a given micro-controller unit (MCU), that flip-flops (FFs)
can be identified, which represent lucrative targets for LFI in gen-
eral. While previous work successfully identified areas of interest
in specific circumstances, the general identification of regions on a
black box silicon die still poses a hard task [4].
In this work, we propose the identification of sub-circuitry based
on the modulation of specific, physically isolated voltage supplies.
The modulation of a particular circuitry of interest via its voltage
supply causes local physical effects, which can be measured by
techniques commonly encountered in the IC failure analysis (FA)
domain. By modulating a single voltage rail while leaving the oth-
ers unmodified, the external modulation manifests, e.g., in local
temperature variation or a change in amplitude and phase of the
reflected light when scanning over the chip with a laser.
Our contributions. We propose lock-in thermography (LIT) and
laser logic state imaging (LLSI) as techniques for fast and targeted
reverse engineering to simplify and speed up following analysis
and attacks. As a case study, we evaluate our approach on a recent
and highly complex technology, i.e., a system-on-chip (SoC) man-
ufactured by Intel along their 12th Gen. processor series. In this
regard, we build a custom printed circuit board (PCB) in order to
be able to precisely control the individual power rails in an iso-
lated manner. Based on our prototype, we show that the position
of isolated functional blocks can be identified on the die. Finally,
we compare LIT and LLSI concerning their reverse engineering
capabilities, resolution, and acquisition time.

2 BACKGROUND
Failure analysis (FA) represents one of the last steps of the over-
all application-specific integrated circuit (ASIC) manufacturing
process. After a wafer of ICs has been manufactured by the semi-
conductor fabrication plant, the so-called yield determines the ratio
of functional and non-functional ICs. For a semiconductor product
to be profitable and manufacturers to remain competitive, the yield
must be maximized at all costs. However, the semiconductor man-
ufacturing process of advanced ICs is tremendously complex, i.e.,
not every part of the process can be controlled in its entirety. While
this so-called process variation may be utilized positively to build
intrinsic physical unclonable functions (PUFs) [13], it also implies
that a certain percentage of manufactured silicon malfunctions
once the variation exceeds a given threshold.
FA is centered around localizing and characterizing a single IC’smal-
functioning to tweak future production parameters, thus increasing
the yield of future production runs. A variety of FA techniques
exists, each exhibiting advantages and disadvantages in localizing
or characterizing a specific kind of fault. In this work, we utilize
two such FA methods, namely lock-in thermography (LIT), which
is based on thermal principles, and laser logic state imaging (LLSI),
which is based on laser scanning microscopy. In this section, both
techniques are briefly introduced. Moreover, power delivery net-
works (PDNs) of modern SoCs are briefly discussed, as they are key
to our approach.

2.1 Thermal Analysis of Integrated Circuits
In FA, LIT is employed to localize thermally active regions, which
indicate resistive defects in ICs. Failure analysts use this method to,
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Figure 2: Typical LIT setup.

for example, localize resistive shorts between different metal lines,
gate oxide breakdowns, and other faults that cause an increase in
contact resistance. These resistive defects lead to higher power
dissipation and, thus, to a local temperature increase. As the local
temperature increase implies an increase in mid-range infrared (IR)
emanation (i.e., 𝜆 ∈ [3..5] µm), it can be captured by an IR-sensitive
camera with high resolution. LIT is based on capturing the thermal
radiation in the mid-range IR spectrum emitted by an object.
Resistive defects usually cause power dissipation in the µW range,
which translates to local temperature differences in the µK range.
However, the sensitivity of high-end IR sensors lies in the 10mW
range. Hence, to be able to measure the small temperature dif-
ferences, lock-in amplification is mandatory. In LIT, we inject a
periodic signal into the DuT, which is also fed into the lock-in
amplifier as a reference. The lock-in amplifier then relates the ther-
mal signal captured by the IR camera to the reference, filtering
and amplifying the thermal information correlating to the induced
modulation.
Moreover, it is worth noting that even a fully powered-off IC may
exhibit a strong IR contrast in emissivity at room temperature due
to the difference in emissivity of different materials and structures
used in manufacturing. Hence, thermographic sensors can be used
to record an IC’s pattern through the backside.
Figure 2 depicts a typical LIT setup. In this work we exclusively
consider complex SoCs exhibiting multiple voltage supplies as DuT.
Further, a high-resolution mid-range IR camera is required to cap-
ture temperature deviations based on a fine scale. Different lenses
can be used to increase the spatial resolution of the IR camera. Ev-
ery LIT setup requires an external electrical stimulus fed into the
DuT. This is commonly achieved using a switchable power supply
unit (PSU) that provides the external modulation in the form of a
square wave of a given amplitude. The lock-in amplifier detects
a low-amplitude thermal signal that correlates with the induced
signal by performing integration over time. Finally, the PC receives
temperature amplitude and phase information and stores the results
for later analysis.

2.2 Laser-Based Analysis of Integrated Circuits
Modern ICs are comprised of numerous metal layers on the chip’s
front side, making any analysis through the front side impossible.
Therefore, analysis is commonly executed through the chip’s back-
side. Since silicon is transparent to near-infrared (NIR) light, laser
scanning microscopes (LSMs) can be used to access the active area
containing the transistors without preparing the silicon backside
of the chip. One approach to localizing faults is stimulating the
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DuT with a laser and measuring the change in resistance, voltage,
or current consumption at the device’s terminals. On the other
hand, some part of the laser irradiation is modulated by the elec-
trical characteristics in the chip and reflected at metal interfaces,
see Fig. 3a. Consequently, this reflected light contains information
about the internal voltages of the chip. In LSM, a detector captures
the reflected light and translates its magnitude and phase into a
corresponding signal. The approach is part of a family of FA meth-
ods, referred to as optical probing techniques. When pointing the
laser at one location of interest, a waveform depicting voltage over
time can be acquired. The corresponding technique is called electro-
optical probing (EOP). Besides, an activity map can be created when
scanning the laser over a larger area of interest and analyzing the
reflected light at each point. The technique is called electro-optical
frequency mapping (EOFM), and due to its spatial capabilities, we
will focus on EOFM in the following.

2.2.1 Electro-Optical Frequency Mapping. EOFM is an optical prob-
ing technique that allows the creation of a two-dimensional activ-
ity map of a circuit area. Provided a particular frequency and a
bandwidth, EOFM analyzes the reflected light using a narrow-band
frequency filter and maps the resulting amplitude onto the scanning
position. In this way, all transistors switching at the frequency of
interest appear as bright spots in the activity map. To not influence
the electrical behavior of the DuT, wavelengths above 1.1 µm are
used for optical probing techniques. Apart from debugging internal
signals in ICs, optical probing can be used to attack devices. For
instance, EOFM in combination with EOP has been used to extract
sensitive data from a field-programmable gate array (FPGA) [11]
or to break logic locking schemes [7].

2.2.2 Laser-Logic State Imaging. LLSI is an extension of EOFM
proposed by Niu et al. [5]. Instead of setting the frequency of EOFM
to the frequency of a logic signal generated by the device, a peri-
odic signal is injected into the DuT’s power supply, as depicted in
Fig. 3b. In other words, the DuT’s power supply is modulated around
the nominal supply voltage with a small peak-to-peak sine signal.
EOFM is then used to search for activity based on the introduced
modulation frequency. Using LLSI, the logic states of combinatorial
and sequential logic can be extracted under the constraint that the
clock is stopped for the duration of the measurement [2, 3]. Apart
from transistor states, LLSI measurements reveal the location of
capacitive elements, such as decoupling capacitors. Consequently,
LLSI can be used to localize circuitry connected to the power supply
rail under modulation.

2.3 Power Delivery Networks in ASIC Design
The PDN of an ASIC is responsible for transmitting current from the
package pads to the logic blocks and single transistors. Its design
poses a special difficulty since it is responsible for maintaining a
stable voltage during load, voltage fluctuations, and spikes. Several
other factors, such as the prevention of abrasion effects, overly
excessive heat in single spots, and parasitic effects, make the design
of PDNs a hard task.
Sincemodern SoCs consist of a vast number of different components
and all of these components have different characteristics w.r.t.
their power consumption, hardware designers decided to supply
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Figure 3: Principle of optical probing (a) and electrical setup
for LLSI (b). The supply voltage modulation leads to a de-
tectable pattern in the reflected light, mapped onto the scan-
ning position and shown as a 2D activity map.

different components with different physically isolated voltage rails.
Furthermore, a SoCmight require different voltages, where I/O cells
operate at a different voltage level than internal logic cells. It is
further possible to perform power gating on specific supplies during
low power sleep, while only powering the wake-up logic. Other
reasons might be that only one component on the SoC consumes
excessive power, such as in modern desktop processors, where the
high-performance power network is cut off from other maintenance
logic. All these requirements lead to modern complex SoCs having
complex PDNs with multiple voltage rails.

3 EXPERIMENTAL SETUP
3.1 Device under Test
In order to thoroughly evaluate our novel approach, we decided
to utilize a complex, recent-technology SoC manufactured by In-
tel, which is referred to as the Platform Controller Hub (PCH) [1].
In the past, an Intel mainboard’s chipset was defined by a north
bridge and a south bridge, which determined the interconnection
between different components. The north bridge was handling high-
frequency signaling, whereas the south bridge was taking care of
lower-frequency communication. Due to the constant increase of in-
tegration in microelectronics, the north bridge has been integrated
into the central processing unit (CPU) silicon die, whereas the south
bridge’s functionality as well as other communication protocols
(e.g., USB-3 or PCIe) have been merged into another silicon die,
referred to as PCH. It is worth noting that Intel’s root of trust is a
sub-component of the PCH, whereas, for AMD-based systems, the
root of trust is placed within the CPU silicon. Because of the high
degree of integrated components, Intel’s PCH exposes 12 physically
isolated voltage rails, which need to be supplied by five different
voltage levels. For saving space and resources, the rails requiring
the same voltage level are typically tied together on a PCB level
whenever possible. While this holds true for all commercially avail-
able mainboards, tying together the supply of multiple voltage rails
prevents isolated modulation.

3.2 Custom Printed Circuit Board
As the goal of this work is to detect several regions of interest by
modulating their supply voltages, we have placed our DuT on a
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Figure 4: DuT mounted on a custom designed PCB in order
to physically isolate the voltage supplies.

custom designed PCB, which grants us isolated access to each of
the voltage rails. Our custom PCB is depicted in Fig. 4. The PCH
must be supplied with 5 different voltage levels, which are used
to supply power to 12 different, physically isolated voltage rails.
Different voltage levels may be provided by the SMA connectors 1 ,
a jumper 2 then either connects or disconnects a specific voltage
rail to the external voltage. A set of specific voltage rails has further
been connected indirectly via shunt resistors and current sense
amplifiers 4 to the DuT 3 . By this, power-based SCA attacks are
possible for a selected number of voltage rails. However, we keep
performing SCA on the different voltage rails of the PCH as future
work. Moreover, different boot configurations can be chosen by
configuring the jumpers in 5 .

3.3 Measurement Setup
3.3.1 LIT Setup. The LIT setup is equal to the one depicted in Fig. 2.
The DuT is represented by Intel’s PCH, which is mounted on our
custom PCB. By exposing each voltage rail in a physically isolated
fashion, we are able to modulate each rail without affecting the
others. Here, the modulation takes place based on a periodic square
wave signal in the 40−60Hz range, which can be generated directly
by a software controlled PSU. The silicon die’s mid-IR emanation in
the field of view of the optical lens is sampled by the camera. The
recorded data is forwarded to the lock-in amplifier, which is also
provided with the switched power supply as a reference.

3.3.2 LLSI Setup. While using the same DuT (i.e., Intel’s 610 PCH
on custom PCB), each voltage rail can be modulated by a much
higher frequency than it is possible for LIT, thus decimating noise.
As common PSUs are incapable of providing modulation in the MHz
range, a Bias-Tee in combinationwith a function generator and a DC
PSU have been used to generate a 2MHz sine-modulated voltage
supply signal. For conducting the LLSI measurements, we use a
Hamamatsu PHEMOS-1000 FA microscope, which offers lenses of
5×, 20×, and 50× magnification.

4 EVALUATION
In this section, we showcase the effectiveness of our technique. By
modulating different voltage rails of the PCH utilizing our PCB
design, we can clearly distinguish between different regions. We
present the results of two different measurements, namely modulat-
ing vcc_core_0p82 as well as vcc_usb_0p821. We have selected
these two scenarios as a representative subset, as they highlight
the different outcomes of our measurements.
As a metric to quantify the reduction in search space achieved by
our technique, we compute the area that responds to the external
modulation. The evaluation takes place based on thresholding, i.e.,
if a signal within a region exceeds a threshold, we classify it as being
affected by our modulation, otherwise, it is classified as unaffected.
As without modulation an adversary is required to scan the entire
die, we compare the die’s overall area to our identified regions to
quantify the area reduction using our technique.
The minimum time a physical attack with spatial information re-
quires can be approximated by considering the number of positions
to be tested, the time per attempt, and the number of attempts
per position. In addition to the aforementioned parameters, when
considering FI also all combinations of the fault’s parameters have
to be considered (e.g., offset and strength).

𝑡scan =
area width
step size x × area height

step size y × 𝑛 × 𝑡attempt × combparams

As an example, when considering LFI, a magnification of 50× is
commonly required to induce enough energy within a spatially
limited radius for the photoelectric effect to cause logical misbe-
havior at the transistor level. A 50× lens commonly corresponds to
a transistor-focused laser spot size of about 1 µm. Hence, a step size
in either x or y of 1 µmmust not be exceeded. In our case study, the
silicon die is 8mm wide and 12mm high, which – based on a step
size of 1 µm in x and y – results in 96, 000, 000 possible positions.
Even when considering a single attempt per position (𝑛 = 1), a
single combination of fault parameters (combparams = 1) and a time
per attempt of 0.1 s (𝑡attempt = 0.1), 111 days would be required to
scan the whole die area. For this simplified approximation, the time
required to move the stage and re-focus the laser along the Z-axis
is neglected.

4.1 Modulation of vcc_core_prim_0p82
As the name implies, vcc_core_prim_0p82 appears to power the
primary core logic contained inside the PCH, whereas 0p82 indi-
cates an electrical potential of 0.82V. In the following, we present
the results of performing LIT as well as LLSI based on a modulation
of vcc_core_prim_0p82. As the hereby identified regions repre-
sent core logic components, these form potentially lucrative areas
for further physical attacks.

4.1.1 LIT. The results of modulating vcc_core_prim_0p82 and
performing LIT as described in Section 3.3.1 are depicted in Fig. 5a.
Here, a yellow overlay indicates that after the LIT process, a strong
increase in temperaturewas recognized in the corresponding region,
whereas purple indicates, that minor temperature deviation has
been noted which matches the induced modulation frequency. The
1Following Intel’s nomenclature: https://www.intel.com/content/www/us/en/
products/sku/218829/intel-h610-chipset/specifications.html
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2 mm

(a) LIT, captured with 1× magnification.

2 mm

(b) LLSI, captured with 20× magnification (stitched from 204 images)

Figure 5: LIT and LLSI amplitudes overlaid on the optical image for the vcc_core_prim_0p82 rail.

remaining regions are completely unaffected by the external mod-
ulation. By modulating vcc_core_prim_0p82, we obtained a LIT
signal that covers about 18.9 % of the chip area. This corresponds to
a search space reduction of 81.1 % compared to an exhaustive scan.
However, in order to even further narrow down the search space,
we continue to analyze the different emissivity characteristics of
different structures. As depicted in the thermal image, different
areas of different intensity values were captured. While the solid
yellow areas, where the highest intensity is observed, can be ex-
pected to belong to power supply circuitry (i.e., PDN structures),
the yellow-purple sprinkled areas are promising candidates for syn-
thesized logic cores. The difference is depicted in more detail in
Fig. 6a. Using bare eyes, the remaining search space can therefore
be cut again, leading to a potential target chip area of only 15.4 %.

4.1.2 LLSI. The results of modulating vcc_core_prim_0p82 and
scanning over the die as described in Section 3.3.2 are depicted in
Fig. 5b. Again, yellow indicates that the modulation in the reflected
light shows a strong correlation in amplitude with our injected stim-
ulus, whereas purple indicates, that the modulation of the reflected
light slightly diminishes. All remaining regions are not affected
by modulation at all. It is worth noting that the regions appearing
speckled in the LIT measurements show up as speckled again. How-
ever, the regions identified by LLSI as well as the speckle pattern are
muchmore precise and sharp. Their difference in the same region as
before is depicted in Fig. 6b. By modulating vcc_core_prim_0p82,
we obtained an LLSI signal that covers about 16.3% of the chip
area, i.e., 2.6% less area than measured by LIT. This corresponds
to a search space reduction of 83.7% compared to an exhaustive
scan. Same as before, by considering the differences of solid PDN
area and speckled logic area, this time the search space can even
be reduced to 10.9 %, i.e., 4.5 % less than with LIT.

4.2 Modulation of vcc_usb_0p82
While the previous measurement revealed that LIT and LLSI are
both capable of identifying PDNs as well as their supplied logic,
with this experiment we would like to show that these techniques

400 µm

Supply

Logic

(a) LIT (b) LLSI

Figure 6: Comparison of LIT and LLSI in one region of inter-
est to show the possibility of distinguishing between power
supply and logic areas.

can also be used to uniquely identify regions that are right next to
each other without any interference. The vcc_usb_0p82 appears
to power the USB logic contained inside the PCH, whereas 0p82 in-
dicates an electrical potential of 0.82 V. In the following, we present
the results of performing LIT by modulating vcc_usb_0p82. While
the results of performing LLSI are similar, they have been omit-
ted due to space constraints. However, high-resolution images of
applying LLSI are provided in the appendix in Fig. 13.
The results of modulating the vcc_usb_0p82 voltage and perform-
ing LIT as described in Section 3.3.1 are depicted in Fig. 7. It is
important to note that compared to the previous measurement, a
relatively small area of the die shows a thermal correlation to the
modulation. As before, a yellow overlay indicates a strong incre-
ment in local IR emissivity correlating to the modulation, whereas
purple indicates a weaker emissivity. All other regions are unaf-
fected by the external modulation of vcc_usb_0p82. By modulat-
ing the USB supply voltage, we successfully identified this part
of the SoC, which handles the USB protocol communication. It
only covers 1.2% of the die area. Moreover, when superimposing
the results of the previous measurement (i.e., the modulation of
vcc_core_prim_0p82), the proximity of the results becomes ob-
servable. By this, we provide proof that our technique for reverse
engineering can be used with high spatial resolution.

5



Xhani Marvin Saß, Thilo Krachenfels, Frederik Dermot Pustelnik, Jean-Pierre Seifert, Christian Große, and Frank Altmann

2 mm
1 mm

Figure 7: LIT amplitude for the vcc_usb_0p82 rail captured
with 1× (left) and 2.5× (right) magnification. The adjacent re-
gions previously identified to belong to vcc_core_prim_0p82
are depicted in green.

5 DISCUSSION
In this work, we have utilized LIT and LLSI to discover the position
of a specific circuitry of our target. For both setups, we provided
external modulation of a given frequency to discover regions con-
nected to physically isolated PDNs. Since LIT and LLSI exhibit
similar capabilities and results during our evaluation, we discuss
the main differences between both techniques before concluding
this work.

5.1 Spatial Resolution and Acquisition Time
In this work, the spatial resolution of LLSI was much higher than
this of LIT. This is due to the fact that for LIT, commonly only
low-magnification lenses with sufficiently good optical properties
are available. Due to the poor properties of the lenses, a higher
magnification drastically increases the measurement time. During
our measurements, only weak signals have been recorded with
lenses of 10×magnification. Nevertheless, the LIT images presented
in this work, captured with a 1× lens, could compete with the results
obtained by applying LLSI. Vice-versa, LLSI measurements with a
reasonable signal-to-noise ratio could only be obtained with the
20× lens and above, making the scan comparably slow. While for
LIT the scanning time was in the range of a few hours for the
entire chip, scanning the die in an automated fashion using LLSI
with the 20× lens took roughly one day. Consequently, for a first
overview, LIT can deliver sufficient and fast results. When higher
magnification for more detailed analysis is required, LLSI should
be considered.

5.2 Setup Cost and Availability
While the LIT setup used in this work can be acquired for around
$200K, a setup for optical probing costs at least $1M. Consequently,
LIT can be considered the more cost-efficient solution. However,
there is always the possibility to rent FA equipment or even to hire
a failure analyst in a much more affordable way.

5.3 Backside Silicon Access
Direct access to the silicon surface is a strict requirement for op-
tical probing methods. Moreover, the silicon substrate must fulfill
specific properties (e.g., polished surface, no highly-doped silicon).
Although flip-chip packages have become more relevant over the
past years, less complex ICs are still packaged by other means,
which often encapsulate the IC in a plastics or ceramic case. Hence,
to perform optical inspection, the IC has to be decapsulated and

polished, which is a tedious and risky process, as it may result in
a broken DuT. Methods used range from chemical to mechanical
processes, and each step must be taken carefully to leave the device
operable after decapsulation.
In this regard, LIT has an advantage over LLSI: it is a FA method
that does not strictly require the silicon backside to be exposed.
LIT measurements are typically also possible through a package,
though the spatial resolution decreases when compared to silicon
is accessible. We expect that LIT delivers results that are acceptable
for EMFI, as it is a less location-dependent physical attack than, e.g.,
LFI. Although we did not perform experiments with this scenario,
it is an intriguing approach for further investigation.

6 CONCLUSION
In this paper, we presented a novel method leveraging LIT and
LLSI to identify specific parts of circuitry on a large, fully unknown
SoC. Advanced high-performance ICs always expose multiple volt-
age rails, which provide the power to different sub-circuitry. The
modulation of different voltage supplies allows optical as well as
thermal techniques to map a voltage rail to specific regions that are
powered by the corresponding supply. As voltage rails commonly
need to be labeled, an adversary may deduce semantic information
about the identified circuitry. While not focusing on introducing
a specific attack, we provide a building block that makes physical
attacks requiring spatial information even feasible.
Moreover, we have provided proof that our method works well
for a recent-technology Intel PCH, where we were able to identify
subcircuits with ease. By using our novel approach, it was possible
to identify the exact positions and sizes of USB, RTC, and core logic,
thus drastically reducing the search space of a subsequent attack.
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7 APPENDIX

2 mm

Figure 8: Reflected light laser scanning image stitched from 204 images captured with the 20× lens.

2 mm

Figure 9: LIT amplitude overlaid on the optical image for the vcc_core_prim_0p82 rail captured with 1×magnification.
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2 mm

Figure 10: LLSI amplitude overlaid on the optical image for the vcc_core_prim_0p82 rail captured with 20×magnification.

2 mm

Figure 11: LIT amplitude overlaid on the optical image for the vcc_usb_0p82 rail captured with the macro lens.
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2 mm

Figure 12: LLSI amplitude overlaid on the optical image for the vcc_usb_0p82 rail captured with the 20× lens.

2 mm

1 mm

Figure 13: LLSI amplitude overlaid on the optical image for the vcc_usb_0p82 rail captured with 20×magnification.
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