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ABSTRACT

Current and emerging cybersecurity and computing professionals
must manage their competencies and skills according to current
job market needs, including formal education, professional certi-
fications, and experience. Recent studies show that cybersecurity
skills will be in high demand in the industry in the coming years.
There is currently a significant gap between available jobs and the
skills of suitable candidates, and existing software engineering and
cybersecurity training has an important role to play in addressing
this. This puts pressure on cybersecurity education providers, such
as universities, to align with industry needs and develop the content
of cybersecurity courses and curricula more systematically based
on business needs. We asked 88 Finnish IT professionals work-
ing in software development and cybersecurity how much time
they spend developing their skills in a year, what types of training
they use, and what topics they need more training on, in order to
understand the industry’s security assurance training needs and
the level of competence required. The solution to systematically
develop cybersecurity course and curriculum content is to create
a planning framework that combines the European Cybersecurity
Taxonomy and the European Cybersecurity Skills Framework, in-
cluding the e-Competence level, and university course content, to
identify role-based training needs and gaps in course content.
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1 INTRODUCTION

The rapid changes in technologies, practices, and requirements in
the IT sector place different demands on the skills and competences
that both organizations and individuals need to stay in business or
in the labor market. Successful cybersecurity assurance requires up-
to-date competences at both organizational and individual levels.
Today, the most valuable and versatile asset of any organization is
its skilled workforce [3].

Cybersecurity is becoming more diverse every day and is an
integral part of software development. With cybersecurity, new
professional responsibilities and roles are emerging with different
competence levels and needs. Recent research shows a need for
cybersecurity professionals in the private and public sectors [11].
However, finding skilled cybersecurity professionals is challeng-
ing, and educational institutions, such as universities, have a major
role to play in producing cybersecurity skills to meet industry
needs. The education sector is responding to this need by pub-
lishing cybersecurity-focused training programs and modifying
or developing their existing training programs to meet industry
expectations [19]. In many cases, the course content is the cyber-
security teacher’s ’best guess’, which is often sufficient, but the
course content may be missing essential elements that are relevant
to those working in the industry. The challenge is that there are
currently no effective tools for designing and evaluating the con-
tent of university education that also takes into account the level
of cybersecurity skills required by industry. Previous research [18]
examines education based on the US National Cybersecurity Work-
force Framework (NIST) [15] [16], but whether this reflects the
European situation and needs is questionable.

In this paper, we examine how much time Finnish software de-
velopers spend on security assurance training in a year, what types
of training they use, and what topics they need more training on,
in order to understand the industry’s security assurance training
needs and the level of competence required, and how these needs
can be better addressed in cybersecurity education and curricula
at university level. As a solution, we propose a planning frame-
work that combines the European Cybersecurity Skills Framework
(ECSF) [4] with the e-Competence proficiency level [6] and the
European Cybersecurity Taxonomy (ECT) [5] and university cyber-
security courses to identify possible gaps and priorities in course
and curriculum content.

2 LITERATURE REVIEW

The following search terms "skills" and "cybersecurity" or "cyber
security” and "skills" and "education" and "curriculum" were chosen
in the ACM Digital Library database to find recent research on
cybersecurity skills development and education. The found articles
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were reviewed with the following inclusion criteria: the language
used was English, the type of text was a scientific article (e.g.,
dissertations were excluded), the article was related to cybersecurity
competence development or education development, and it was
published between 2018-2023. Initially, the total number of articles
found was 1813, then the articles were eliminated to 25 on the basis
of the title and abstract, and then the elimination was done on the
basis of the full article, leaving 11 articles for final evaluation of
previous research (article id: 1, 2, 7, 10, 12, 14, 17, 18, 20, 21, 22).

Based on previous research, the role of professional certifica-
tions in computing occupations is highly valued, but the value
is often based on the quality of the certification, with less well-
known certifications being undervalued [20]. It also states that
those with computer and mathematical degrees are the largest
group, by formal education, holding certifications or licences. In
particular, cybersecurity certifications are required to perform two
main job roles: technical and managerial [22]. Research also brings
a lengthy debate on industry requirements for Higher Education
(HE) providers to provide graduates with required work skills and
whether HE providers are able to prepare students to meet the new
role requirements [10].

Several studies have highlighted the need for cybersecurity pro-
fessionals, and the field has broadened beyond technical aspects to
include also human factors, business processes and law [14]. The
gap between available jobs and suitable candidates is significant.
This creates demands, but also new opportunities for HE to increase
diversity in cybersecurity. The need for security in computer sci-
ence curricula has been steadily increasing and previous research
shows that cybersecurity is now used as an umbrella term for a wide
variety of similar disciplines, similar to ’engineering’ and ’computer
science’ [17]. They [17] also suggest that cybersecurity should be
formally characterized by a generic competency model to improve
clarity and maturity, resulting in improved standards and objectives
of cybersecurity programmes. In addition, IT educators are con-
stantly reviewing and revising curricula to produce graduates who
are ready for the ever-evolving workplace and industry roles [10].
However, these industry roles are not always clear to academia.

In order to ensure and build workplace relevance into HE, some
researchers have developed their own set of requirements, for ex-
ample based on cybersecurity certifications [22], for the assessment
and development of cybersecurity curricula. And some researchers
propose to use existing frameworks for the evaluation and develop-
ment of cybersecurity education, such as the NICE framework [18],
yet they found that when they evaluated the curricula based on
NICE, not all categories/topics were implemented equally. In their
research [18], they also found that the European Union Cyberse-
curity Taxonomy has been published, which can provide a way of
classifying the cybersecurity industry sectors. To reduce the skills
gap, the use of competency models has been proposed [2] However,
the characteristics of competency models in relation to the cyberse-
curity domains are not well understood. In addition, the proposed
models do not cover all the topics specified by the Cybersecurity
Body of Knowledge [21]. Many models reduce the competency
profile of a security expert to professional competencies. Alongside
different models and frameworks, a typical approach in previous
studies is to present an implementation solution for a particular
course [12] or an existing cybersecurity programme by listing the
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courses and overall statistics of the programme [1], or approached
by addressing digital tools or technologies to help teachers train
specific cybersecurity competencies [7].

As can be seen from previous research, various methods and
frameworks are used to develop cybersecurity education and curric-
ula to ensure the accuracy and timeliness of the content. The aim is
to incorporate industry requirements into course content delivery
through methods and frameworks. Many of the frameworks are
US based (e.g. NIST) and may not be sufficiently linked to work
roles or requirements that would be applicable to European practice
and cybersecurity education. The European Cybersecurity Skills
Framework (ECSF) is developed by the European Union Agency
for Cybersecurity (ENISA) [4]. The ECSF provides the first Euro-
pean framework and definitions for cybersecurity professionals.
12 role profiles are identified and the framework identifies the re-
quired key skills, knowledge, tasks and competencies. The ECSF
framework is closely linked to the European e-Competence Frame-
work (e-CF) [6], which is a common European framework for ICT
professional competences, knowledge and skills, addressing the
competences required and applied in the workplace [4]. The e-CF
defines competence as a demonstrated ability to apply knowledge,
skills and attitudes for achieving observable results [6]. There are
five defined e-CF levels (e-1 to e-5), referencing 41 competencies as
applied in ICT. For each cybersecurity role, a set of applicable e-CF
was selected to be included in the ECSF role description. These
e-CF levels define influence, complexity, autonomy, and behavior
of the competence attainment [6]. Initial attempts to integrate the
ECSF into curriculum design have already been published [8], but
their approach lacks the ability to assess the content coverage of
curricula for a specific cybersecurity role.

The European Cybersecurity Taxonomy (ECT) [5] was developed
by the Joint Research Centre of the European Commission as a tool
to categorize institutions and expertise across Europe. It is based
on four dimensions: technologies, domains, sectors and use cases.
This taxonomy provides clearer categorisations of topics required
for cybersecurity skills and can be used for content design. In this
paper, as a solution for the development of cybersecurity curricula
and course content, we have used the domains of the ECSF, the
e-CF and the ECT.

3 NEED OF SECURITY ASSURANCE
TRAINING - INDUSTRY SURVEY

To get a starting point in addressing the raised issue, we conducted
an industry survey that aims to provide insight to what software
engineers in industry need in security training. Data from such
surveys can be used to ensure that the needs of industry stakehold-
ers are also considered when making future education investments
and development in universities.

The survey targeted Finnish software engineers, software de-
velopers and others directly involved in software development
processes. Software developers’ role included also security related
responsibilities. The survey focused on quality, security and privacy
assurance practices. In this paper we focus only on the security
aspects. The background information of the respondents was ob-
tained by including some structured questions about work experi-
ence, role, company size, age, application area, and business sector.
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Category
Testing and
quality

Security
Security tests, Security audits, Fault tolerance security and
pen testing, network penetration and middle-man attacks,

Input validation
Information security, Software Risk management, Security
DevOps, Software security, Software integrity, Common

Practices

security threats/pitfalls and how to deal with them, Security
training (hands-on, mentoring, project/task-specific),
Vulnerability assessment and management, Information
security, Key management, Security in cloud deploymenits,
Security for personal work devices, Security design patterns,
Hacking prevention, Cybersecurity, Web security
(development), Security by design, How to securely handle
data in general (storage, hashes, tokens)

Certification training, Best practices, OWASP, ISO27001

Standards &
Certifications
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Figure 1: Needed security assurance training topics and type of training

The questionnaire was tested with a pilot group of 18 international
participants and some corrections were made to the wording and
terminology of the questions based on the feedback. The research
was conducted both as an invitation-based online survey and by
sending personal email invitations. The survey was open from mid-
October 2019 until the end of February 2020. A total of 88 valid
responses were received. The open link approach was the most
productive, as approximately 71 % of the responses were received
using the public web link to the survey.

Respondents are generally highly experienced IT professionals
and work in different organisations. The range presumably reflects
the current structure of Finnish software companies, as presented
in Table 1. About 69 % of companies delivered to the private sector
and 43 % to the public sector.

The results show that IT professionals have not spent much time
on security assurance training during the year. Looking specifically
at the security responses, 38 % of respondents did not study security
topics at all, 41 % spent only 1-3 days on security and only 20-30 %
spent more than 1-3 days on security training in a year. Interestingly,
there was little correlation between company size, age or employee
experience in terms of time spent on training.

The most commonly used type of training was internal train-
ing. Computer and e-learning solutions were the most frequently
used forms of learning. Based on the open field responses, internal
training included approaches such as company internal training

Table 1: Survey respondent statistics

Developer’s experience | Company size Company age
(years) (persons) (years)
<1: 3% <10: 10 % <4: 11%
1-5: 22 % 10-50: 22 % 5-9: 13 %
6-10: 16 % 51-100: 13 % 10-14: 16 %
11-15: 13 % 101-250: 9% 15-20: 13 %
>16: 46 % >250: 44 % >20: 47 %
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materials/learning platforms, team training and self-learning. A
positive correlation was found between security and internal train-
ing (0.212). This may indicate that security topics are often studied
and addressed through internal training that is tailored to the com-
pany’s practices and needs. 26 % of respondents had not taken any
internal training in the last year and 52 % of them worked in a
company with less than 50 employees. This suggests that internal
training is more likely to be used in larger organisations. External
instructor-led training was not widely used and 60 % of respondents
had not attended any such training in the past year. Only 20 % had
attended external instructor-led training and 80 % of these worked
in a company with more than 100 employees.

Only 2 % had security certification (e.g. SSCP, Systems Secu-
rity Certified Practitioner) and 89 % of respondents had not used
any type of certification training and 72 % did not see the need
for certification training in the future. Only 33 % of the IT pro-
fessionals had any kind of professional certificate (e.g., project
management/Scrum, quality and testing, technology related). This
discovery of certificates and the lack of need for them is surpris-
ing, as professional certificates are highly valued in the security
sector as a means of demonstrating not only educational but also
professional competence.

As seen in Figure 1, the most preferred forms of training were
e-learning, coaching and mentoring, and hands-on training. The
topics that the respondents identified as necessary or highly benefi-
cial to their own work are also shown. The training form preferences
correspond with the required competence level of the topics, as
more advanced concepts and themes require more experienced in-
structors/mentors that can be interacted with, preferably in person.

It was found that training needs varied somewhat by company
size. Smaller organisations (under 50 employees) had very direct
practical needs, such as software and system testing, security test-
ing, privacy and data protection, DevOps, development best prac-
tices, test-driven development, requirements and risk management.
Medium-sized companies (less than 250 employees) had more prac-
tical needs, such as test automation, project management practices,
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Figure 2: Incorporating the ECSF roles and key knowledge, ECT taxonomy and cybersecurity curriculum.

software lifecycle models, certification types of training, vulnera-
bility assessment, security design patterns and OWASP (The Open
Worldwide Application Security Project). Large companies (250+
employees) also had SAFe (Scaled Agile Framework), clear code
practices, exploratory testing, CMMI (Capability Maturity Model
Integration), ISO security standards, continuous delivery and moni-
toring, input validation, common pitfalls, PMBOK (Project Manage-
ment Body of Knowledge), accessibility testing and audits. A clear
difference in required competence levels can be found between
training needs of different sized companies, where larger organi-
zations favor strategy and executive leadership levels, whereas
smaller organizations are more implementation oriented.

The results of the survey show that students moving into security
roles need to be persuaded to maintain their skills once they enter
the workforce. The software and security industry is changing so
rapidly that those who do not actively update their skills can be left
behind. Universities should ensure that this message is delivered
as part of their courses and education. These survey results also
provide direct feedback and insight into the training needs and
methods used by those working in organisations. The training needs
highlighted in the survey often relate to the most basic skills, but
should be addressed in some way as part of the studies. There might
be a question as to whether there have been shortcomings in the
definition of the content of the courses. It is possible that the content
of cybersecurity education offered at universities should be more
systematic, and that the content of courses should provide different
skills and competencies for different roles in the cybersecurity
industry.

4 PLANNING FRAMEWORK - SYSTEMATIC
APPROACH TO COURSE CONTENT
DEVELOPMENT

In order to determine the content of cybersecurity education and
courses in a more systematic way, a tool is needed that helps to
examine and identify possible shortcomings, but also to highlight
which competence area(s) the learning outcomes of the course are
aimed at in working life. Our solution is to implement a Planning
Framework that links ECSF roles and key knowledge, including
the e-CF for prioritisation, and the ECT taxonomy to a university
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cybersecurity curriculum. This systematic approach highlights po-
tential gaps in course content. It also allows for the prioritization
and focus of cybersecurity education.

Our Planning Framework [9] (Figure 2) is designed to help uni-
versities develop cybersecurity curriculum that provides key knowl-
edge and skills for each role profile, based on a European standard
ECSF on common terminology, key skills, knowledge and compe-
tences. The ECT taxonomy provides a clear categorisation of the
topics that are necessary for cybersecurity skills and can be used
in the design of the course content. External resources, such as the
Cybersecurity Body of Knowledge [21], can be used to enrich the
ECSF framework and the ECT taxonomy.

The idea is to map existing course content to the ECT categories.
This will show which topics are already covered and how well the
courses cover the whole field of cybersecurity. Weights based on
course level (e.g. basic, intermediate or advanced) and type (e.g.
practical vs. theoretical) and learning objectives can be added by
the responsible teacher.

The Planning Framework then combines the ECT with key
knowledge items defined for each ECSF role, thus also mapping
course content to roles via the taxonomy. In addition, the ECSF in-
tegrates the e-CF levels for each key knowledge, giving us a tool for
designing a cybersecurity curriculum that ensures key knowledge
items are present in proper depth in the curriculum. In previous
research where ECSF has been used, e-CF has not been mapped
into the construction of the course content [8], because e-CF is
perceived as difficult to map into the course content. Mapping e-
CF directly into existing curricula can be challenging, but in our
Planning Framework, mapping through ECT allows us to look at
content at competency levels in addition. The e-CF gives a certain
weighting to the contents of the ECT. Higher levels of competence
can only be achieved through work experience, but the focus allows
teachers to emphasise certain aspects of the cybersecurity course
content.

In Figure 3 we show how the e-CF competences can be inte-
grated to our Planning Framework. The mapping is done through
matching ECSF role key knowledge items to e-CF knowledge with
weight corresponding to the competence level (1-5). In the map-
ping we take the key knowledge items for the ECSF cybersecurity
implementer role and compare them against the e-CF knowledge
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A5 Architecture design LEVEL 3 1,29 0,00 1,29 1,71 1,29 0,00 0,00 3,00 0,00 0,00 3,00
A6 Application design LEVEL 3 1,91 0,82 0,00 0,00 0,27 0,27 0,82 2,18 0,27 0,27 0,27
B1 Application development LEVEL 3 1,50 1,50 0,30 0,30 0,30 0,00 0,90 0,90 0,30 0,30 0,60
B3 Testing LEVEL 3 2,50 0,00 0,00 0,00 0,00 0,50 0,50 1,00 3,00 3,00 0,00
B6 ICT systems engineering LEVEL 4 2,40 0,00 0,00 0,40 0,40 0,00 0,40 3,20 0,00 0,00 2,00

Figure 3: Illustration of e-Competence mapping to key knowledge areas for cybersecurity implementer ECSF role.

examples for each competence assigned for the role. Each e-CF
knowledge example can match to any number of key knowledge
areas, and the normalized, weighted count of matches is shown in
the Figure 3.

Subsequently, we can map competences to curriculum content
though the mapping between competences, role key knowledge,
taxonomy and course content. This would not be possible without
the ECT, which we use to connect these different models. Now it
is possible to both evaluate how suitable an existing cybersecu-
rity curriculum is for educating students to specific ECSF roles,
and to evaluate what are the essential building blocks for a solid
cybersecurity curriculum that targets key ECSF roles.

Future work. Now that we have established a connection between
educational content and role-based competence levels, the next step
is to assess an existing curriculum to see how the addition of e-
competence levels reflect on the educational content. The results
can be then further used to build more targeted courses and cur-
ricula for specific needs, including continuous learning courses for
software engineering and cybersecurity professionals.

5 DISCUSSION

Although cybersecurity education emphasized security concepts
and secure coding practices, general software engineering educa-
tion conveys the necessary building blocks for developers. The lack
of generic programming knowledge items in the ECSF framework
is explained by the fact that a basic knowledge and understanding
of software development and coding practices is needed for most
security roles. The further the developer ventures into the realm
of secure development, both software development and security
become increasingly important. Thus, for example, the descriptions
of the e-CF standard are not directly applicable to cybersecurity
roles, but are very valid for building the basic knowledge through
software engineering competences and thus also for cybersecurity
education. It would be prudent to have a major subject of secure
software development within universities that offer software and
cybersecurity engineering education.

The answers to needed security topics and training modes in
Figure 2 are in line with our assessment that universities currently
provide the fundamental knowledge and competences, but when ex-
perience accumulates and responsibilities and organizations grow,
so do the required competences. While a student with no work
experience may prefer to work alone and avoid reflection with their
peers, the further we go into more demanding competence levels,
the more hands-on training, mentoring and reflection gain traction.
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The results of the industry survey on the lack of competence
development and certifications also raise the question of whether
students are too confident that a Master’s degree is sufficient with-
out the need for further formal study or certifications while work-
ing. Cybersecurity is a specialized field that requires a theoretical
background and practical experience. Therefore, the levels of com-
petence and degrees defined in the standards or frameworks do not
correspond to practice. For example, an undergraduate or graduate
degree does not directly guarantee the ability to perform cyberse-
curity activities at the e-CF 3-5 levels.

It is important for students to understand that cybersecurity and
software engineering as fields are changing so rapidly that formal
maintenance of competencies and development of practical skills
throughout work life is a prerequisite for operating and obtaining
e-CF 3-5 level positions. One way to communicate the importance
of continuing education and practical experience to students is
to explain to them the university’s cybersecurity curriculum and
course content and how it is structured. For example, our Planning
Framework provides a way to teachers to describe and open up
the course topics and their emphases. In this way, cybersecurity
students can be made aware that if they want to work in a partic-
ular role they should acquire additional training in these areas in
addition to their Master’s level education.

In addition to basic education, universities should plan and invest
more in real continuous learning training for students moving into
the industry. Universities are familiar places for them to maintain
their competence. However, this requires universities to improve
their operation, for example enabling universities to grant profes-
sional certificates [13]. In the business world, official certificates are
valued more than university credits because certificates are much
more useful in procurement and tendering situations.

For future work in this field, we see that the actual value of
various cybersecurity (and other fields as well) certifications should
be more extensively and systematically researched.

6 CONCLUSION

In this paper we examined via an industry survey what are the
industry security assurance training needs and the needed level
of competence for Finnish software engineers. The results provide
industry expectations and needs towards cybersecurity education
at university level, and these can be used to develop existing cy-
bersecurity curricula in a systematic manner. For this purpose we
have developed a framework for curriculum development and anal-
ysis. This paper extends the framework by adding industry needs
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and requirements for cybersecurity professionals, represented by
weights corresponding to appropriate e-Competence levels.
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