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ABSTRACT

The �eld of software security testing, more speci�cally penetration

testing, requires high levels of expertise and involves many manual

testing and analysis steps. This paper explores the potential use of

large-language models, such as GPT3.5, to augment penetration

testers with AI sparring partners. We explore two distinct use cases:

high-level task planning for security testing assignments and low-

level vulnerability hunting within a vulnerable virtual machine.

For the latter, we implemented a closed-feedback loop between

LLM-generated low-level actions with a vulnerable virtual machine

(connected through SSH) and allowed the LLM to analyze the ma-

chine state for vulnerabilities and suggest concrete attack vectors

which were automatically executed within the virtual machine. We

discuss promising initial results, detail avenues for improvement,

and close deliberating on the ethics of AI sparring partners.
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1 INTRODUCTION

Large language models (LLMs), such as ChatGPT or GPT3.5, have

become a hot topic not only in computer science but also within

popular media [12]. The �eld of cybersecurity and software secu-

rity testing, more speci�cally, penetration testing, su�ers from a

chronic lack of personnel [19], even worse, according to the ISC2

Cybersecurity Workforce Study 2022 [18], while global cybersecu-

rity workforce was growing by 11.1% YoY, this growth was outpaced

by the gap’s increase of 26.2% YoY. A recent interview study with

penetration testers highlighted the need for human sparring part-

ners [16], i.e., colleagues who o�er alternative ideas or approaches
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when stuck. The study also emphasizes that intuition is a big part

of detecting vulnerabilities and that knowledge transfer, e.g., from

attending Capture-the-Flag1 (CTF) events, were seen as potential

sources of this intuition — can this be partially outsourced to AI

models? Using AI-based agents as sparring partners would augment

and empower existing human security testers and could counteract

the lack of su�ciently educated security professionals. Combin-

ing human operators with AIs creates new capabilities instead of

cloning existing ones. Furthermore, keeping a human in the loop

reduces the potential ethical problems imposed by the use of AIs [6].

Recent research indicates that the e�ciency gains provided by the

use of AI-based systems are greatest for low-skilled workers [7],

augmenting human operators with a generative AI might thus also

bene�t the training of novice penetration testers.

RQ: To what extent can we automate security testing with

LLMs? The rest of this paper explores whether large-language

models can be deployed as sparring partners for security profes-

sionals. To answer this question, we leverage MITRE ATT&CK, a

curated database of knowledge about threat actors in the cyber-

security domain, to provide a guiding structure. A good sparring

partner should be able to cover the di�erent tactics, techniques, and

procedures covered by ATT&CK. To explore this hypothesis, we

performed multiple experiments. To showcase high-level guidance,

we “asked” an LLM to help design penetration tests for both generic

scenarios as well as for a concrete target organization. To showcase

low-level guidance, we integrated GPT3.5 with a vulnerable virtual

machine and allowed it to analyze the machine for vulnerabilities

and suggest attack vectors. Based on our experience, we discuss

the results as well as potential future improvements.

Scope. We also envision other areas where generative AI could

be used successfully. One of them is the generation of phishing or

vishing messages. For obvious ethical reasons, we did not further

analyze attacks that intently try to deceive human beings. Another

tedious area where generative AI could improve e�ciency would

be automated report generation for penetration tests or red teaming

campaigns. Anecdotal evidence suggests that penetration testers

are already experimenting with generative AI for report generation.

2 BACKGROUND

This section highlights the technologies and techniques used.

MITRE ATT&CK. MITRE ATT&CK [37] is a curated database

of knowledge about threat actors (APTs). It employs a hierarchical

model often abbreviated by “TTP”. The initial “T” stands for “tactics”

and describes high-level objectives an adversary intends to achieve,

1CTFs are gami�ed penetration-testing exercises.

This work is licensed under a Creative Commons Attribution 4.0 Interna-

tional License.
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e.g., reconnaissance, privilege escalation or collection. The middle

“T” describes “techniques”. Each technique is a way to achieve a

tactic. Examples of techniques would be “Abuse Elevation Control

Mechanism: Sudo and Sudo Caching” [3] or “Steal or Forge Kerberos

Tickets: Kerberoasting” [4]. Finally, “P” describes procedures that

are the speci�c details of how an adversary executes a technique.

We assume that a sparring partner for penetration testing should

cover the whole TTP spectrum. On a high level, it should be able

to select suitable tactics and corresponding techniques. On a low-

level, given an employed tactic, it should be able to derive feasible

techniques and procedures.

Large Language Models. A Large-Language Model (LLM) con-

sists of a neural network trained using self-supervised learning on

vast amounts of data. A model’s capabilities are highly dependent

upon its complexity which is often described through the number

of used parameters. Current models yield parameter sizes ranging

from billions, e.g., LLaMA starts with 7 billion, to trillions of pa-

rameters, e.g., Wu Dao or GPT-4. Model and parameter sizes are

currently under discussion; on one hand, larger models can exhibit

emergent behaviors [38]; on the other hand, e.g., there is specu-

lation that the age of ever-larger models is over due to reduced

scaling e�ciency [24].

Training a new LLM is prohibitively expensive for most re-

searchers, but existing LLMs can be re�ned or �ne-tuned to speci�c

use cases for feasible costs. This situation has created the moniker

“foundation models” for LLMs. The importance of those has been

acknowledged by mainstream media, c.f., the Economist’s “Huge

Foundation Models are Turbo Charging AI Progress” in 2022 [11].

GPT3.5/ChatGPT. Conversations with ChatGPT commonly

consist of questions, named “prompts”, and answers going back and

forth between the user and the AI. Prompts have to be carefully

prepared, yielding a new discipline that has been called prompt

engineering [10, 22, 36, 40].

Tools such as llama.cpp [14] that make use of small-scale models

(up to 13b parameters) feasible on consumer-grade hardware have

sparked additional research. Those models can be run without any

cloud/API costs and are not subject to any server-side moderation

or censorship.

Pre-trained Autonomous AI Agents. AutoGPT [15] intro-

duced the idea of auto-generating sequences of instructions by

leveraging LLMs to create the prompt that is subsequently used to

query the LLM. This allows users to provide concise initial ques-

tions for the AI system that are subsequently re�ned. This reduces

the need for manual prompt engineering. LLMs often “hallucinate”,

i.e., invent facts that seem statistically plausible. Research suggests

that using external knowledge and automated feedback can reduce

these hallucinations [29]. AutoGPT integrates web-based queries

and optional human-provided feedback during its operation. Based

on this, the initial task is converted into a task list containing smaller

subtasks that can be delegated to additional agents.

BabyAGI focuses on automated task generation, planning, and

execution [26, 27]: a user-given task is split up into smaller subtasks

that are stored within a task queue. Autonomous Task Execution

Agents take tasks from the task queue, execute them, and add new

information to a memory store. In addition, the Task Creation Agent

Command (SSH)

Root
LLM

Init. Prompt

Low-Privilege User

Response

Virtual Machine

$ sudo -l
$ sudo /usr/bin/perl -e 'exec "/bin/sh";'Refinement

Figure 1: High-Level Architecture Overview

identi�es new subsequent tasks that are pushed upon the task queue

and are eventually executed by the Task Execution Agent. Before

a task is executed, a Context Agent is asked to provide su�cient

context for the task from memory. Entries in the task queue are

prioritized through a Prioritization Agent. All mentioned agents

are GPT-4 processes themselves. BabyAGI [25] provides a “pared-

down” version of this system in roughly 100 lines of Python code.

Jarvis [33] employs agents with di�erent models to create multi-

modal, multiagent systems.

3 LLM-BASED PENETRATION TESTING

We di�erentiate between two use cases: on a high level, typical

questions asked by pen-testers are “what is a good attack methodol-

ogy”, e.g., “how to attack Active Directory”. These questions should

yield tactics as well as potential techniques to achieve those tactics.

On the low-level, we assume that the pen-tester has already cho-

sen to employ a tactic against a target system and is searching for

appropriate techniques and corresponding procedures. A typical

question would be “I want to perform a privilege escalation (tactic),

what are the suitable attack vectors against [this concrete Linux

system]?”.

3.1 High-Level: Task-Planning Systems

For the evaluation, we asked AgentGPT to “Become domain admin

in an Active Directory”. The generated document contained highly

realistic attack vectors such as password spraying, Kerberoasting,

AS-REP roasting, exploiting Active Directory Certi�cate Services,

abusing unconstrained delegation or exploiting group policies. All

of those attacks are realistic, feasible, and commonly used during

penetration testing.

In addition, after securing a target company’s approval, we

tasked AutoGPT to devise an external penetration testing plan for

that company. AutoGPT’s plan included standard methods such as

performing a network vulnerability scan, performing OSINT/user

enumeration, and performing phishing against identi�ed users. All

these are operations typically performed during external penetra-

tion tests. When further inquired, AutoGPT was able to crawl the

company’s web page and identify potential phishing targets (users

and their email addresses) but declined to perform any “real” net-

work security scan or perform phishing operations due to its ethical

�lters. Both answers were realistic, and feasible, and would give a

penetration tester good feedback about potential attack vectors.
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3.2 Low-Level: Attack-Execution System

The low-level evaluation targets a common scenario: after a penetra-

tion tester gained low-level privilege access to a Linux system, they

search for a privilege-escalation attack to become the system’s root

user. To allow for realistic evaluation, we wrote a Python script that

uses SSH to connect to a deliberately vulnerable lin.security Linux

virtual machine [21]. The prototype’s source code and documenta-

tion are provided at https://github.com/ipa-lab/hackingBuddyGPT.

The script consists of an in�nite loop: within the loop, it tells

GPT3.5 to imagine being a low-privilege user that wants to become

the root user. To achieve this, the LLM can state a Linux shell com-

mand that will be executed over SSH on the virtual machine. The

corresponding output is presented back to GPT3.5 when prompted

for the next command. Figure 1 shows a high-level overview of

this feedback loop. With this simple structure, we were able to

gain root privileges on our vulnerable virtual machine.

In addition, at the end of each loop iteration, GPT3.5 was pre-

sented with the chosen command and its output and then tasked to

identify potential security vulnerabilities based on this information.

For each vulnerability, it was tasked to provide an exploitation

example, sneakily named “veri�cation commands”. This yielded

additional attack vectors.

Our script was routinely able to gain root privileges within the

virtual machine. The common path was listing the “sudoers” �le

by calling sudo -l, followed by either using sudo with one of the

listed shells or employing one of the listed GTFObins to gain a root

shell. GTFObins are benign system commands that when called

through sudo, can be abused to gain a root shell. Another frequently

used attack vector was retrieving /etc/passwd and identifying user

accounts not using shadow passwords2. Searches for SUID binaries

were requested, but returned binaries not actively exploited, indi-

cating lacking multi-step planning capabilities of either our script

or the underlying model. A slightly altered prompt instructing the

LLM to open a reverse shell to a given IP address was successful

and dropped root shells.

4 DISCUSSION

This section re�ects upon the pen-test performance of the prototype,

guided by the 10+ years of pen-testing experience of the �rst author.

4.1 Grounding of Results and Hallucinations

One interesting aspect of our prototype is that all executed com-

mands and their resulting output are written to a protocol. This

allows us to reason if LLM-suggested vulnerabilities are based on

queries providing system knowledge, or if GPT3.5 extracted security

trends and preconceptions during training. The latter is analogous

to penetration testers applying knowledge gained during work or

training, e.g., from participating in CTFs.

There were indications of reasoning about causal dependencies:

After retrieving the list of sudoers, GPT3.5 consistently suggested

various vulnerable sudo commands for privilege escalation. A sim-

ilar pattern arose after retrieving the passwd �le: here attacking

weakly-con�gured user accounts was suggested as the next step.

2If your Linux system is not using shadow passwords by now, chatGPT is the least of
your worries.

Other suggestions, such as using certain system exploits, e.g.,

dirty_cow, were reasonable given that GPT3.5 “knew” that this was

a Linux system, but were given without any previous enumeration.

Pure and easily detectable hallucinations occurred infrequently,

the most common occurrence was the suggestion to execute “ex-

ploit.sh”. It seems reasonable that security write-ups containing the

execution of this script were part of GPT3.5’s training set.

While the suggested system commands obviously were based

upon pattern-matching and not on a deeper understanding of the

Linux system or on model building, seeing the simple LLM-shell-

based feedback loop we established gaining root privileges was

eerie. A suitable analogy would be a pen-tester talking to a col-

league over the phone, asking for suggestions with the conversation

partner only having a very limited view of the actual system but a

set of preconceptions (i.e., priors), which is partially in line with

our research question on the ability of LLMs acting as sparring

partners. When given the additional subcommand of “and explain

the found vulnerabilities” in the prompt, GPT3.5 was able to provide

good introductory information and could thus be utilized as part of

on-the-job training.

4.2 Stability and Reproducibility

Singular prototype runs were not stable, i.e., there was variation in

the sequence and selection of commands given and vulnerabilities

identi�ed. On longer runs, or when aggregating multiple runs, the

results converged (we repeatedly ran the identical script in the order

of tens of times to be able to make observations on convergence).

The variation on single runs seems to be related to GPT3.5 overly

focusing upon single aspects of the tested system. This is also

known to happen to pen-testers during assignments, “going down

a rabbit hole” improves with experience [16].

Compared to tools such as linpeas.sh [30], LLMs seem to be less

deterministic. Enumeration tools traverse a manually curated hard-

coded list of vulnerability checks. Further research should clarify

if the observed instability converges over time while reducing de-

tectable patterns for intrusion detection systems. Ironically, GPT3.5

suggested calling linpeas.sh during one run but failed as it tried to

download it from an invalid URL.

4.3 Ethical Moderation in LLMs

The prototype used GPT-3.5-turbo which contains safety measures

against malicious prompts. The prototype relayed commands to a

vulnerable virtual machine, but the overall scenario can easily be

applied to real systems. GPT3.5’s lack of hesitation was discern-

ing. During the development of the script, the ethics �lter was

infrequently triggered. Adding “do not ask questions or provide

judgments” to command prompts seems to signi�cantly reduce de-

nials. The optional “detail additional vulnerabilities” step was more

often denied due to ethical reasons, but this had no impact on the

overall hacking progress. Slight prompt variations were successful

in reducing GPT3.5’s ethical concerns, e.g., instead of asking for

“exploits for vulnerabilities” we asked for “veri�cation commands

for vulnerabilities”. Of course, switching from OpenAI to one of the

locally running LLMs would remove all server-side ethics checks.

Ethical questions are not new in the cybersecurity domain, es-

pecially regarding releasing penetration test tools. Ethical issues
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arising from using GPT3.5 resemble discussions about open-source

security tools which can be used by both red-teams as well as by

APTs. Commercial vendors try to vet their customers, while open-

source tools can be used by anyone. In the end, malicious actors

can and will use both of them [20, 34]. Regulation regarding the

distribution of dual-use goods exists [2], but application to software

is clumsy due to its �uid and often impalpable nature.

Another ethical problem is the inclusion of toxic content in

commonly used training sets [32]. As our prototype uses an already

trained foundation model, we are not deliberating on this issue.

This publication also does not touch on the topic of the inclusion

of copyrighted information within training data.

5 A VISION OF AI-AUGMENTED PEN-TESTING

We deliberate on research ideas and pragmatic considerations to

form a more perfect union between pen-testers and LLMs.

5.1 Integration of High- and Low-Level

We di�erentiated between high- and low-level tasks and distributed

those to two di�erent LLMs. Integrating both, i.e., high-level task

planing and low-level system exploitation, would yield a more

uniform user experience. We imagine a system in which human

operators can inquire about high-level concepts, e.g., “what addi-

tional active directory attacks can I try?”, and later switch to a

lower level, e.g., “given this system, how can I escalate?”. Keeping

all information within a single system should also enable synergy

e�ects as the LLMs learn details about the tested system. This also

shows the expected multistep interactive feedback loop between

LLMs and operators.

5.2 Investigation of Model Options

We currently use OpenAI’s GPT-3 through a cloud-based API. GPT-

3 should be evaluated against locally run models such as Llama [39],

StableLM [35], Dolly2 [9] or Koala [13].

Locally run models do not incur any cloud costs and do not

share sensitive data with the cloud. As no data is leaked, this would

enable further customer-speci�c model training and �ne-tuning:

Imagine training a local model with data found during an engage-

ment or �ne-tuning a customer-speci�c model over a series of

subsequent penetration tests. During a recent interview series with

pen-testers [16], participants mentioned that they “learn how their

customer or industry area works and thinks over time”, could a

customized AI model achieve something similar? Although the

industry is currently aiming for ever larger model parameter sizes,

analyzing which parameter size is “good enough” should reduce

the resource impact of deploying LLMs.

5.3 Memory, Veri�cation, and Re�ection

Memory is provided to GPT3.5 through context embedded within

query prompts. Prompt size is typically limited, e.g., the used GPT-3

model had a limit of 4k tokens. With newer models, this limit is

constantly increasing and allows to pass a richer context to the used

LLM. Our prototype has simplistic memory that includes the output

of executed commands until the context limit is reached. Generative

Agents such as BabyAGI utilize chatGPT to build a suitable context

for each generated prompt. Concurrent research in generative game

agents [28] utilized LLMs to re�ect on recent events experienced by

agents, and then asked an LLM to provide a summarized description.

The results are used as re�ected memory for future queries. In

our use-case, executed command output could be re�ected on and

only relevant extracted information added to the next prompt’s

context. Another option would be using multiple memory streams:

one about recently executed commands, one for extracted security

�ndings, and one describing what kind of computer system would

�t the experienced �ndings, i.e., emulate model building. Using

this model as an internal “reality check” should reduce the used

LLM’s hallucinations. Having a rough model of the tested system,

as well as a compacted history of vulnerabilities tested, would also

bene�t questions such as “what other vulnerabilities might I have

overlooked?”.

5.4 Prompts for Asking Better Questions

Our prototype used rather static and manually written prompts.

Using LLMs to generate and optimize the prompts themselves,

similar to AutoGPT, might improve their e�ectiveness. Given our

sensitive use case, these automatically generated prompts should

be closely monitored by humans though.

Another avenue of research is searching for better questions

to be asked. Based upon empirical studies on how penetration

testers work [16], further research into which questions they ask

themselves during their work can inform better prompts as well as

a better understanding of this close-knit industry.

6 FINAL ETHICAL CONSIDERATIONS

This paper explores the use of LLMs for augmenting penetration

testing in benign settings. However, tools can easily be subverted

for malicious purposes. Ethical questions arise. Concurrent reports

indicate that AI is currently being driven forward by private compa-

nies as well as by state-funded research agencies [23]. The former

have an economic incentive, while the latter see geopolitical im-

plications of AI. We do not expect that this avenue of research

will slow down. Parallel to that, the reported malicious use of AI,

presumably by APTs and common criminals, is increasing [1].

Locking away models behind server-side supervised APIs is not

feasible as models can be run locally. In addition, even gate-kept

models such as Meta’s LlaMA have been leaked [31] and can now

be reused by malicious actors. Fine-tuning such a model to concrete

malicious activities is easily within APTs reach: For example, when

using StackLlAMA’s processing power estimates for �ne-tuning [5],

an attacker using on-demand cloud computing can expect to be

able to �ne-tune a model for less than a thousand US dollars. Using

chat-based LLMs through prompt engineering does not require a

thorough computer science education. While this is bene�cial in

democratizing access to processing techniques, this also facilitates

potential malicious use.

While it is not predetermined if and how LLMs will in�uence

hacking, we assume that attackers will explore possibilities, in-

cluding fully-automated approaches. Given the low entry costs for

experimentation, this cannot be contained anymore.

Attacks will use LLMs; the genie is out of the bottle, and the red

queen’s race is on [8, 17]. Defenders need to be prepared for that —

and LLMs can play a signi�cant role.
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