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Abstract—Economic systems play pivotal roles in the meta-
verse. However, we have not yet found an overview that
systematically introduces economic systems for the metaverse.
Therefore, we review the state-of-the-art solutions, architectures,
and systems related to economic systems. When investigating
those state-of-the-art studies, we keep two questions in our
mind: (1) what is the framework of economic systems in the
context of the metaverse, and (2) what activities would economic
systems engage in the metaverse? This article aims to disclose
insights into the economic systems that work for both the current
and the future metaverse. To have a clear overview of the
economic-system framework, we mainly discuss the connections
among three fundamental elements in the metaverse, i.e., digital
creation, digital assets, and the digital trading market. After
that, we elaborate on each topic of the proposed economic-system
framework. Those topics include incentive mechanisms, monetary
systems, digital wallets, decentralized finance (DeFi) activities,
and cross-platform interoperability for the metaverse. For each
topic, we mainly discuss three questions: a) the rationale of this
topic, b) why the metaverse needs this topic, and c) how this
topic will evolve in the metaverse. Through this overview, we
wish readers can better understand what economic systems the
metaverse needs, and the insights behind the economic activities
in the metaverse.

I. INTRODUCTION

Metaverse has seized enormous attention from both
academia and industries. Existing technologies that are en-
abling metaverse can be briefly classified into two categories,
i.e., a) how to build the metaverse, and b) how to enter into
and how to experience the metaverse. For the former category,
technologies include digital twins, game, 3-dimensional (3D)
rendering, artificial intelligence (AI) algorithms, etc. As for
the latter one, the related technologies involve interactivity
technologies such as virtual reality (VR), augmented reality
(AR), mixed reality (MR), human-computer interfaces, etc.

In addition to those two categories, metaverse also requires
support from the bottom-layer infrastructures [1], including
networking and computing, dedicated operating systems, and
blockchains. Firstly, networking and computational resources
enable high-bandwidth and low-latency immersive experiences
for metaverse users. Secondly, operating systems provide
the system-level execution environment for the applications
(Apps) of metaverse. Thirdly, blockchains can handle the high-
volume transactions submitted by metaverse users when they
are using metaverse Apps.
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Fig. 1: Framework of economic systems for the metaverse.

The metaverse is not a virtual world that is independent of
the real world, it is the extension of the physical world. Both
worlds merge together to create an integrated ecosystem [2].
In this article, we concentrate on blockchain-based economic
systems in the context of the metaverse. As shown in Fig.
1, we present our overview of the economic systems that
are promising to enable any possible economic activities and
issues in both the current and future metaverse.

Since Bitcoin [3], blockchains have been exploited to imple-
ment economic systems for various sectors, including decen-
tralized finance (DeFi), cryptocurrencies, non-fungible tokens
(NFT), the trading platforms of digital assets, exchanges, etc.
In the future, the metaverse will be a virtual living habitat for
humans, all users create a complete supply chain to produce
and consume digital content collaboratively. In order to protect
the ownership of digital products, the owners need to control
and track their circulation process. Blockchain, as the feasible
decentralized infrastructure of Web3.0, enables users to trade
digital assets with the property of transparency and traceability.
What’s more, smart contracts enable programmability and au-
tomated execution of transactions. By minting digital products
into NFT, all stakeholders can control the ownership of digital
products and share the economic value of the metaverse.
Encouraged by sharing economics, a large number of digital
products are generated by users in a decentralized approach.
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The associated economic activities imply that the blockchain
will play a crucial role in the economic systems of the future
metaverse.

Although the economic systems existing in the current
physical world have been deeply developed, we are wondering
the question what economic systems should look like in both
the current and the future metaverse. The reason why we are
curious about this question is that we think the economic
systems are the foundation of metaverse. Almost every activity
that occurs in metaverse is related to the economy. In the
virtual world of metaverse, the economic systems need to
handle economic activities that are severely different from
those in the real world [4]. It indicates that the real-world
economic systems will not be applicable to the virtual-world
economic environment in metaverse. However, we have not
yet found a survey article that systematically discusses such
a topic. To fill this gap, we are motivated to conduct this
overview of economic systems and wish to contribute some
viewpoints, thoughts, and insights to the communities of the
metaverse.

The organization of this article is described as follows.
Section II depicts the preliminaries of economic systems in
the metaverse. Section IV explores the role of monetary
systems for the metaverse. Section III talks about the incentive
mechanisms for the metaverse. Section V discusses the typical
economic activities such as DeFi in the metaverse. Section VI
shows the insights of the cross-metaverse interoperability for
the metaverse. Section VII discusses the challenges of open
issues of economic systems in the metaverse. Finally, section
VIII concludes this article.

II. PRELIMINARIES OF ECONOMIC SYSTEMS IN
METAVERSE

A. Virtual-Reality Interactions for Metaverse

We first show an overview using Fig. 2, in which the virtual-
reality interactions are demonstrated between the real-world
objects and those in the metaverse. In the real-world layer,
the objects include users, smart devices such as AR/VR/MR
that help users enter into the metaverse, service providers, etc.
In the metaverse layer, related objects include virtual things,
virtual services, virtual environments, digital assets, etc. We
then summarize all essential interactivity between those two
layers as follows.
• Users and their avatars need blockchain-based services to

have virtual-reality interactions.
• Users and their smart devices require data storage ser-

vices, data interactivity applications, and trading systems,
to interact with the virtual objects, virtual services, and
virtual environments in the metaverse.

• Users manage their digital assets through the smart
contract-enabled web3.0 ecosystem.

B. Technology Companies Investing in Metaverse

Metaverse provides an interconnected virtual community
that is changing social media and video game platforms.
People interact in metaverse by using VR headphones, AR

glasses, and the associated applications. Users can try on
clothes, hang out in the virtual community, or even work in
their virtual offices [5].

Some of the top technology companies are involved in the
metaverse. Meta (previously Facebook) plans on developing
an engaging and immersive social-interaction experience in
the metaverse. Meta has launched a meeting software called
Horizon Workrooms with the use of Oculus VR headsets.
Nvidia designs and manufactures hardware for creating and
supporting web3 applications. Nvidia’s Omniverse helps web3
developers create projects in their metaverse [6].

Video game companies also are playing a leading role.
Epic Games raised $1 billion for the long-term construction
of the metaverse. The game platform Roblox [7] describes
its blueprint for the metaverse, in which people can learn,
work, play, create and socialize together in millions of 3D
experiences [8].

C. Digital Assets in the Metaverse

Van Niekerk [9] clearly defines the digital asset as “any
item of text or medium that has been formatted into a binary
source that includes the right to use it”. From this perspective,
the concept of digital asset was born not due to the driving
power of internet technologies, but due to the power of the
digital citizenry concept coming to life [10].

Digital assets are the engine to drive the continued devel-
opment of the economic system of the metaverse. The aim of
this subsection is to introduce typical digital assets and the
way how to create them in the metaverse.

1) User-Generated Content (UGC): UGC is any type of
digital content generated by metaverse users, including pic-
tures, music, videos, etc. The generated content contains
personal privacy data and potential economic value [11]. UGC
is a promising alternative tool to identify the demand of users.
It is mainly based on ordinary user-generated content, starting
from users’ needs, and everyone can publish content on the
platform. When the content is approved by the system or
manually, it can be displayed on the platform to the audience.
Similar to the concept of We Media, users can create a variety
of personal digital content, including blogs, podcasts, news,
and videos. In metaverse, UGC tends to be heterogeneous
which triggers the surging demand for the ownership of
UGC [12]. However, the quality of user-generated content
varies since there is no requirement for the skills of creating.
The existing methods are inefficient for a large number of
UGCs because much digital content is highly informal and
duplicated. Timoshenko et al. [13] apply a deep learning-based
approach to filter out noninformative content to avoid sampling
repetitive content.

Although some researchers have focused on related research
questions for UGC in the metaverse, there are still some
challenges, e.g., ownership control, payment scheme, and
incentive mechanism.

2) Professional Generated Content (PGC): PGC means the
content is generated by experts or professional institutions that
have professional content production capabilities. This manner
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Fig. 2: Virtual-reality interactions between physical world and
metaverse.

can ensure the professionalism of the content. Therefore,
PGC is generally checked by the platform. It is generally
original content and pays more attention to copyrights. PGC
can ensure the value and competitiveness of the content. For
example, PGC video services is an user-friendly advertisement
environment [14] with the characteristics of specialization
and commercialization. However, PGC services have some
drawbacks, including geographical restrictions and a lack of
professional user participation. The threshold for professional
content creation is relatively high. That is why there are
corresponding charges in some knowledge payment platforms.

For paid content, piracy is rampant. This phenomenon incurs
a loss to both the platform and the payer of content. The
platform needs a set of strict audit standards to ensure the
quality of the content and must be able to produce high-quality
content continuously. For PGC, platform procurement costs are
higher than that of UGC.

3) Artificial Intelligence-Generated Content (AIGC): With
the breakthroughs of Artificial Intelligence (AI), natural lan-
guage generation (NLG) technology can be applied to the
digital content generated by the metaverse, such as news
reports, poetry, and photo-generated. Nils et al. [15] adopt
the NLG algorithm GPT-2 to generate poem samples by
identifying the character of human poems. AIGC is a typical
manner to produce digital assets [16]. In the future, with the
development of the metaverse, the number of digital content
consumers will far exceed that of digital content producers.

The AIGC enables metaverse to create massively qualified
and customized content. Generally, AIGC consists of content
creation in two ways [16], i.e., 1) AI generates digital content
independently, and 2) users with assistant AI create digital
content. For example, Epic Games create a large number
of virtual roles (e.g., virtual conversational assistants) by AI
algorithms in MetaHuman [17]. Singer et al. [18] propose
an approach named Make-A-Video, for directly translating the
tremendous recent progress in Text-to-Image (T2I) generation
to Text-to-Video (T2V). With Make-A-Video, the generated
videos inherit the vastness (i.e., diversity in aesthetic, fan-

tastical depictions, etc.) of today’s image generation models.
However, Make-A-Video currently can only generate 5 sec-
onds of 16 frames per second silent clip. The picture can only
describe one action or scene, and the pixels are only 768×768.
Meanwhile, Ho et al. [19] present a text-conditional video
generation system named Imagen Video, which is based on
a cascade of video diffusion models. Given a text prompt,
Imagen Video generates high-definition videos using a base
video generation model and a sequence of interleaved spatial
and temporal video super-resolution models. Feng et al. [20]
propose a large-scale Chinese text-to-image diffusion model,
named ERNIE-ViLG 2.0, which progressively upgrades the
quality of generated images by i) incorporating fine-grained
textual and visual knowledge of key elements in the scene,
and ii) utilizing different denoising experts at different stages.
Dong et al. [21] propose a method, called DreamArtist, which
employs a learning strategy of contrastive prompt-tuning.
DreamArtist introduces both positive and negative embeddings
as pseudo-words and trains them jointly. With DreamArtist,
everyone can be an artist who has productive imagination,
specialized experiences, and fantastic inspirations. Wu et al.
[22] investigate the explicit and implicit perceptions of AI-
generated poetry and painting held by subjects from two
societies (The USA and China).

It can be found that the aforementioned works focus on
AI-generated content with respect to photos, videos, text,
etc. While existing AI products are still far from human
creation in terms of visuals and storylines, Meta and Google’s
new products are really impressive and raise the question of
how AI will lead content production. However, skeptics and
proponents continue to argue whether AI-generated content
will ultimately satisfy the benchmark of content produced by
human writers [23].

4) Non-Fungible Tokens (NFT): NFT is a typical category
of digital assets based on blockchains. NFTs ensure the
uniqueness of digital assets by permanently storing historical
encrypted transactions on the associated blockchain [24].

As a blockchain-based digital token as a proof of ownership
and authenticity for crypto assets, NFT offers a futuristic
possibility for art trading [25]. For example, Minecraft [26]
has a complicated economic system that allows players to
accumulate online Axie Infinity [27], which is an NFT-driven
game built on Ethereum. NFT can tokenize multiple types
of digital assets like art, music, collectibles, video, and in-
game items to guarantee uniqueness and authentication [28].
NFT plays an important role in determining authentic rights
for metaverse assets [29]. Specifically, users can store their
digital assets as NFT on blockchains and trade digital assets
through smart contracts.

NFTs have strong cultural and interactive attributes. If a
user purchases an NFT, he/she will be the only owner in
the world to hold and prove that asset. Such a purchase
behavior has strong social significance, by which consumers
can demonstrate their unique purchasing ability, taste, and even
social status in the digital field. Therefore, the recognition of
the value and ownership of NFT on the basis of the technical
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blockchain requires a rich social activity and the consensus
of a certain number of participants. NFT has everything to
do with digital collections that realize the asset of virtual
productions so that digital assets have tradeable entities.

The cost of minting an NFT includes the gas fee, account
fee, and service fee. The gas fee is used to pay for dealing with
the transaction on blockchains. Account fee means a small
fee that a platform charges users to place their products on
its platform. In basic finance, service fee denotes the fee that
auctioneers, salespeople, and others are paid a commission for
their services. A flat commission is charged to the seller.

D. Trading and Market of Digital Assets in Metaverse

The digital market includes all exchange activities of prod-
ucts and services that rely on Internet-based digital technolo-
gies. This market is composed of digitizing traditional products
and services, such as e-commerce and online marketplaces that
simply move offline transactions directly online. At the micro
level of the economic system for the metaverse, clients are the
foundation of economic activities, working as both producers
and consumers of user-generated content [30].

Meanwhile, as depicted in Fig.3, the exchange is an in-
termediary bridging production and consumption. Compared
with Fig.3a, we can find that the metaverse economy is
powered by blockchain and cryptocurrency technologies. As
shown in Fig. 3b, this new fashion of economy differs from
the traditional financial system. The decentralized metaverse
economy provides financial products to users without involv-
ing intermediaries such as banks, brokerages, or insurance
companies.

For trading digital assets, Hasan et al. [31] emphasize
that proof of delivery (PoD) of the digital content is an
immense need since these assets are subject to payment.
To support the requirement of immutable and tamper-proof
logs, accountability, and traceability, the authors propose a
decentralized PoD by leveraging major features of blockchain

and Ethereum smart contracts. Blockchains before Ethereum,
such as Bitcoin, only support token transferring. Until the
emergence of Ethereum, smart contracts begin to support
Turing-complete programming. Complicated businesses could
be executed in a virtual machine through smart contract codes.
Ethereum realizes the upgrade of blockchain applications from
cryptocurrency to crypto business.

Based on smart contracts and crypto tokens, decentralized
finance (DeFi) offers a new approach to innovate economic
models in the metaverse. Empowered by such advanced
blockchain technologies, DeFi can boost the decentralized
market and business in the metaverse. Existing successful
solutions, such as Uniswap [32], a decentralized exchange
(DEX) implemented on Ethereum, automatically provide users
with liquidity for their metaverse tokens. We review a rep-
resentative study related to the DeFi market and business
here. More discussion can be found in Section V. In [33],
the authors analyze the behavior of arbitrage bots in the
context of the cryptocurrency market. They find that arbitrage
robots could observe the transactions in the transaction pool
and perform arbitrage without risks. They also present a
cooperative strategy to maximize the profit of arbitrage robots
and point out that miners could act as arbitrage robots under
certain circumstances. However, the miner extractable value
(MEV) could incentivize the emergence of forking attacks.
The authors propose a cooperative bidding strategy for them
to strive for more profit. They also find that the current amount
of MEV in a month is more than 25× the cost of a 51% attack
on Ethereum.

E. Metaverse and Blockchains

1) An Open Metaverse Needs Blockchains: Metaverse is a
decentralized virtual world based on blockchains. This means
that the future metaverse will not be managed by a centralized
entity, but is maintained by a large number of decentralized
entities around the world. Therefore, metaverse technology is



not subject to government review and is convenient for user
experience [34].

The metaverse can exist without both blockchains and cryp-
tocurrencies. However, an open and rational metaverse should
be linked to open blockchains with highly interoperability,
in which virtual assets can be exchanged and circulated in
a trustless and decentralized manner.

Blockchains are used to record any type of data in publicly
distributed ledgers [35]. From such ledgers, people can track
the historical transactions of cryptocurrencies, NFTs, and other
digital assets recorded in the chain. Given that the centralized
token systems have suffered from severe hacking threats,
centralized cryptocurrency exchanges (CEXes) may be stolen
[36]. Therefore, the blockchain-based token system is more
reliable than CEXes.

2) High-Performance Blockchains Are the Foundation of
Future Metaverse: Considering that the scalability of the
metaverse keeps growing exponentially, it is not hard to imag-
ine that the transactions originating from the future metaverse
will be much more intensive than those in real-world scenarios.
Thus, the future metaverse needs high-throughput and highly
reliable blockchains, aiming to handle a giant number of
transactions.

A lot of high-throughput blockchains have been proposed,
such as Solana [37], Avalanche [38], Linera [39], Sui [40],
Aptos [41], and BrokerChain [42]. Those blockchains claim
to provide faster speeds, higher throughput, and lower fees
than conventional blockchains such as Ethereum. Some of
those new blockchains are also compatible with Ethereum
assets and dApps. Given those advantages, we still believe that
today’s high-throughput blockchains will not be applicable to
the requirement of the future metaverse. Therefore, researchers
are encouraged to design new powerful blockchains that can
achieve super high throughput such as at least 100 thousand
transactions per second (TPS), and super high reliability.

III. INCENTIVE MECHANISMS FOR METAVERSE

A. The Role of Incentive Mechanism in Metaverse

The economic system established by metaverse users has
become a promising topic for driving innovations toward
the metaverse. Users, as essential stakeholders, contribute
resources and data to create a virtual world, where users
own a large number of digital assets. In this regard, incentive
mechanisms need to be designed to subsidize the contribution
of users and encourage all stakeholders to benefit from the
metaverse economic system. The economic cycle of digital
assets is supported by incentive mechanisms as shown in
Fig. 4. Metaverse users can generate a great number of
digital content (i.e., UGC, AIGC, PGC) independently or with
AI assistance. Users participate in economic activities (e.g.,
creation, exchange, and investment) to get some revenue. The
incentive mechanism is responsible for the reward allocation
fairly to support the metaverse economic system.

Without a series of reasonable incentive mechanisms, it is
obvious that users are unwilling to contribute computation and

data resources to participate in metaverse service computation
tasks under the risk of privacy disclosure.

B. Design Target of Incentive Mechanism

The design target of incentive mechanisms is to motivate
more high-quality contributions through various forms of
extrinsic rewards to meet the personal needs of contributors.
Therefore, in order to make the incentive mechanism work
continuously and effectively, the following properties should
be considered.

• Fairness: Fairness may dramatically affect the optimal
results of incentive mechanism [43]. The fairness of
reward distribution determines the sustainability of the
incentive mechanism. Han et al. [44] design a fairness-
aware incentive based on the interest of data owners,
which provides three fairness criteria, including contribu-
tion, regret distribution, and expectation. Existing works
focus on the fairness of incentive mechanisms to prevent
free-rider behavior, which refers to participants trying to
earn income, but no contribution [45]–[49].

• Credibility: The credibility of the optimal strategy directly
affects the execution effect of the incentive mechanism.
Martı́n-Herrán et al. [50] characterize the credibility of
incentive equilibrium strategies with linear-state games.
BESIFL [51] is a blockchain-empowered decentralized
federated learning paradigm. Blockchain is adopted to
achieve malicious node detection and incentive man-
agement. Some existing truthful incentive mechanisms
are designed to motivate users to devote resources to
collaborative computation and offloading [52]–[55].

• Budget Balance: The incentive mechanism satisfies bud-
get balance if and only if the payment of buyers is non-
negative and the whole system does not need investments
from another third party [56]. In other words, the sum-
mation of the money transfer between all parties is zero
[57]. An auction satisfies the budget balance if and only
if the payment collected from all buyers is at least as
large as the payment to the sellers [58].

• Individual Rationality (IR): The incentive mechanism
satisfies IR if and only if the revenues of all partici-
pants are non-negative [59]. In the metaverse, rational
resource pricing can improve the quality of the immersive
experience of users, where users purchase bandwidth re-
sources to reduce the communication latency of services,
and metaverse service providers decide the price of the
resource to achieve individual rationality.

• Incentive Compatibility (IC): The incentive mechanism
that satisfies IC is expressed as γ-truthfulness [60]. The
reward information submitted by the platform is based
on the evaluation of contributors’ task value, while the
contribution information submitted by contributors is
calculated by their resource consumption. It has been
reviewed that Bayesian incentive compatibility, efficiency,
and budget balance of the standard Arrow-d’Aspremont-
Gerard-Varet (AGV) mechanism [61]. Moreover, Ma et
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al. [62] propose an enhanced AGV mechanism to achieve
IC, IR, and budget balance.

Most of the existing incentive mechanisms toward the
metaverse ecosystem are designed based on economic theories,
including auction mechanisms, game theory-based strategy
optimization, reward systems, and reputation mechanisms. The
existing representative incentive solutions are reviewed in the
following subsections.

C. Auction Mechanism

Auction has been regarded as a promising solution [63]
to design incentive mechanisms. In the metaverse, auction
mechanisms can assist buyers in bidding on the valuation of
digital content to achieve an efficient circulation of digital
assets. However, the heterogeneity of digital assets and the po-
tential risk of privacy disclosure may lead to an unsustainable
auction market and some issues, such as the winner’s curse
[64] and unfair bids [65]. There are some existing researches
that focus on designing more efficient auction mechanisms to
motivate users to participate in metaverse economic activities.
The existing auction mechanism can be classified into the
following categories as described in Table I

In metaverse services, the seamless, immersive, and in-
teractive user experience needs to rely on real-time data
synchronization between multiple physical entities. Jiao et
al. [66] propose a classical auction-based resource allocation
mechanism for the edge computing service provider to maxi-
mize social welfare while achieving credibility, computational
efficiency, and individual rationality. Fan et al. [68] develop
a resource trading platform based on a hybrid blockchain, in
which a reverse auction mechanism is executed automatically

TABLE I: Auction Mechanisms and Representative Examples

Auction Name Description Examples

English Auction
The classical public sale
method, bidding starts from
the lowest price.

Jiao et al. [66], Zhang
et al. [67].

Dutch Auction
Reversing to the English auc-
tion, bidding starts from the
highest price.

Fan et al. [68], Xu et
al. [69].

Vickrey Auction

Also known as the sealed
second-price auction, the fi-
nal price is the second-
highest bid.

EPViSA [70], Zhang
et al. [71], Luong et
al. [72].

Double Auction

Multiple buyers and sellers
offer bids, and the final price
is decided by matching the
bids in a certain order.

Ng et al. [73], Kim et
al. [74], Wang et al.
[75], Liew et al. [76].

by a blockchain-based smart contract. In order to further
improve the virtual driving experience, it’s essential to design
an effective allocation mechanism for synchronizing real-time
data from autonomous vehicles to roadside units (RSUs). To
this end, EPViSA [70] is an enhanced second-score auction-
based data synchronization scheme where the physical and
virtual entities can synchronize data and resource in the
vehicle-metaverse service market. The trading rule of the
second-score auction belongs to a two-dimensional analog of
the Vickrey auction. When utilizing digital twins to construct
a virtual, there remains limited research on how to allocate
station resources. Zhang et al. [71] solve the problem of the
optimal resource allocation in the wireless channel. payment
rule based on the Vickrey Clarke Groves (VCG) auction is
adopted to decide the payment rule of resources to maximize
social welfare. Moreover, existing researches show that the



double auction in resource allocation can achieve preferable
economic properties. Ng et al. [73] adopt the double auction
to assist in the resource allocation of the edge servers and
determines the prices of resources to complete the Coded
Distributed Computing tasks.

Deep learning has proven effective in optimizing the auction
mechanism. Luong et al. [72] optimize the auction for edge
resource allocation by a multi-layer neural network, which
confirms the advantage that deriving high revenue auction
using deep learning. Xu et al. [69] propose a double dutch
auction-based incentive mechanism for VR service of the
metaverse, in which deep reinforcement learning (DRL) is
adopted to determine optimal pricing strategies and allocation
rules of VR services. Kim et al. [74] formulate the rule of
data resource trading between IoT service providers and edge
devices by McAfee double auction, in which a Q-learning
algorithm is leveraged to evaluate the power level of edge
devices. Liew et al. [76] adopt deep learning and double
auction to address the energy allocation for IoT devices,
in which the revenue of semantic service providers can be
maximized. Through the combination of auction and learning
algorithms, the interaction of system agents can be modeled
and optimal to achieve the balance of the metaverse market.

Some researchers have paid attention to the privacy-
disclosure problem in the auction mechanism. For example,
Zhang et al. [67] propose a privacy-preserving auction mech-
anism for data aggregation in mobile crowdsensing tasks,
where the platform as auctioneer recruits workers to complete
sensing tasks. Wang et al. [75] proposed a privacy-preserving
and truthful double-auction mechanism named PS-TAHES
based on additive homomorphic encryption [77], aiming to
prevent personal privacy-information leakage in the auction.
In general, research on auction mechanisms in the metaverse
is still in its infancy and has not paid sufficient attention to
privacy-preserving concerns.

D. Game Theory-based Strategy Optimization

Game theory has been widely adopted in the existing incen-
tive mechanisms. In the economic system of the metaverse,
game theory can model the interaction among rational agents
participating in the metaverse economic activities and achieve
utility and social welfare maximization by individual strategy
optimization. Game theory can model interactive decision-
making, where each player’s strategy depends on the actions
of all other players. A comparison of different game theory-
based strategy optimization methods is presented as follows.

Stackelberg game can construct a strategic model among
leaders and followers, in which the leader move first, and then
followers take action sequentially. In the vehicular metaverse,
Jiang et al. [78] construct a game-theoretic hierarchical ar-
chitecture, in which the Stackelberg game is considered to
motivate more reliable workers to participate in the intensive
rendering computation. Liu et al. [79] formulate a three-stage
Stackelberg game to motivate users to pay sufficient transac-
tion fees, which mitigates the issue of insufficient blockchain
revenue. Huang et al. [80] model a Stackelberg game to price

the resource service dynamically, in which metaverse service
providers are leaders, and users are followers. The distributed
and centralized approach is adopted to derive the Stackelberg
equilibrium according to individual privacy requirements. Sun
et al. [81] construct a two-stage Stackelberg game to motivate
users to participate in aerial-assisted Internet of Vehicles (IoV),
which promotes the development of dynamic digital twins.
Jiang et al. [82] adopt the coalition game and Stackelberg
game to assist in choosing reliable workers to participate in the
Coded Distributed Computing tasks in the metaverse. Daniel
et al. [83] adopt a two-stage Stackelberg game to analyze a
Nash equilibrium with negative externalities and unfair prices
for blockchain data storage.

Evolutionary game is a typical dynamic game theory, which
can model the dynamic decision process of evolution of indi-
viduals with biological characteristics in the metaverse. In the
infrastructure layer of edge-intelligence empowered metaverse,
Lim et al. [29] leverage evolutionary game to motivate the
convergence of edge intelligence to support the metaverse
engine. Specifically, the evolutionary game is used to model
how the rewards from virtual service providers affect the
contribution of sensing service providers during the service of
the metaverse. The simulation shows that the synchronization
frequency for virtual devices varies with the rewards.

Coalitional game refers to the players participating in the
game in the form of alliances and cooperation, which aim
to identify the best coalitions and a fair reward distribution
among all participants [84]. In economics, public goods refer
to a commodity or service that is made available to many
customers, which is both non-excludable and non-rivalrous.
For public goods, like digital assets, the free-rider behaviors
seriously hinder the enthusiasm of participants and fairness
collaboration. Luo et al. [85] design an efficient incentive
mechanism to motivate edge devices to execute collaborative
fog computing tasks and achieve mutually-beneficial resource
cooperation based on the coalitional game theory. Considering
the free-riding behaviors in collaboration, Pu et al. [86]
adopt the coalitional game to formulate a time-average energy
consumption minimizing task under incentive constraints to
motivate more contribution in collaboration.

Contract theory is another common method for modeling
the interaction among players in the metaverse. Jiang et al.
[87] propose an age of information-based contract model
to motivate data sensing among industrial IoT devices for
industrial metaverses, in which the age of information is
introduced as the data freshness metric. Du et al. [88] provide
an optimal contract design framework to model the interaction
between the service providers and the network infrastructure
providers in the metaverse, in which a novel metric named
Meta-Immersion is proposed to measure the subjective feelings
of metaverse users. In the collaborative communication of end-
edge-cloud, a blockchain-based incentive mechanism named
InFEDge [89] is designed to trade off the training overhead
and model performance in the Hierarchical Federated Learning
(HFL) based on contract theory. Taking the incomplete infor-
mation into account, the authors obtain the optimal solution by



formulating a contract game. The blockchain is leveraged to
achieve reliable economic incentives and prevent disturbance
from unreliable nodes. For vehicular edge computing, Liu et
al. [90] propose a smart contract-based incentive algorithm to
encourage edge devices to contribute computation resources
and evaluate the performance of Federated Learning.

Contest theory is a special type of game where contestants
exert costly effort to obtain some expected rewards with some
probability, which is a very common phenomenon in the
metaverse. To further improve metaverse service quality, Wang
et al. [91] introduce contest theory to create an incentive mech-
anism that motivates users to upload data more frequently.
The authors design a semantic communication framework for
sensing information from the physical world to the metaverse.

For the resource allocation of the metaverse, game theory
can be well applied in the design of incentive mechanisms.
Reasonable resource allocation supports seamless real-time
immersive experience, especially during the data synchro-
nization between physical entities and virtual worlds [92].
Han et al. [93] adopt a dynamic evolutionary game to mo-
tivate different device owners to update resource allocation
strategies, in which revenue maximization can be achieved
by trading off the resource supplies and demands. Lin et al.
[94] design an effective congestion control incentive scheme
for Digital Twin Edge Networks (DTENs), in which the
long-term control decisions are decomposed into a series of
online related decisions using Lyapunov optimization theory.
In [95], the authors propose a resilient incentive mechanism
to trade off the storage requirements and mining revenues in
the blockchain. Shen et al. [96] propose a fair node resource
allocation strategy to promote user cooperation and maintain
reliable content storage collectively. Lin et al. [97] proposes a
knowledge pricing strategy based on a non-cooperative game
for the blockchain-based knowledge market, so that knowledge
generated by edge nodes can be traded in the edge-AI enabled
Internet of Things. Hou et al. [98] formulate an incentive-
driven resource allocation scheme to stimulate collaborative
computing between edge servers and IIoT devices, in which
an NP-hard problem is derived to optimize task assignment
strategies and achieve utility maximization.

E. Fair and Credible Reward System

In a metaverse’s economic system, the reward is one of
the important ways to achieve incentive goals. Digital assets
(i.e., cryptocurrencies, NFTs, and other tokens) are the main
medium of rewards. These assets can be donated to the
developers for the metaverse as an incentive mechanism [99].
Thomason et al. [100]propose tokenized incentives mechanism
to motivate developers to participate in collaboration under
micro-economic systems, aiming to make individual contri-
butions consistent with the collaboration goals. For example,
GameFi [101] refers to play-to-earn blockchain games that
offer a potential economic incentive mechanism to players,
where avatars controlled by players can earn cryptocurrency
and NFT as the reward for accomplishing game tasks. In
Sandbox [102], users can seamlessly access the virtual world,

in which users vote for governance decisions via the decentral-
ized autonomous organization (DAO) to earn token revenues.

Reputation value is the main metric to evaluate the re-
liability of workers, and it can be used as the bases for
the fair distribution of rewards. Jiang et al. [78] formulate
a reputation evaluation metric based on the subjective logic
model to select reliable employees in distributed computing.
The reputation value is stored in the blockchain database to
ensure reliable management. In order to expand the meth-
ods of employee selection, Zhao et al. [103] proposes a
privacy-preserving incentive mechanism to encourage more
IoT devices to participate in model training tasks and reduce
malicious parameter updates. CoopEdge [104] is proposed to
solve the credible incentive mechanism of edge nodes based
on blockchain, in which reputation management motivates
selfish edge nodes to perform distributed edge computing
collaboratively. In this problem, the historical performance
of edge nodes in performing offloading tasks to evaluate the
reputation, which can be recorded in the blockchain. The
reputation value is calculated by a novel consensus mechanism
named Proof of Edge Reputation (PoER), which allows miners
to record reputation value on the blockchain by consensus
validation.

In addition, contribution is also viewed as one of the
bases for reward allocation. Metachain [105] is a decentral-
ized metaverse framework based on blockchains, in which
an incentive mechanism based on the Stackelberg game is
constructed to attract more contributions during participating
in the autonomous metaverse activities. Sun et al. [81] propose
a distributed incentive mechanism based on the alternating
direction method to encourage more vehicles to contribute
more resources to the physical-virtual synchronization in the
metaverse. Their proposed mechanism can maximize the over-
all energy efficiency of vehicular in dynamic IoV scenarios.

IV. MONETARY SYSTEMS FOR METAVERSE

A. Basics of Cryptocurrency in Metaverse

Cryptocurrencies are the best-performed blockchain appli-
cations in the past few years. The term crypto refers to
encryption algorithms and techniques used to protect the
native tokens of a specific blockchain system. The popular
encryption methods exploited in blockchains include elliptical
curve encryption, hashing functions, and public-private key
signature technologies.

Although the cryptocurrency market attracts enormous crit-
icisms, people still see the value of cryptocurrencies in
the ecosystem of blockchains, because cryptocurrency is a
medium of value exchange in the digital world. Thus, cryp-
tocurrencies can bring liquidity to the economic market of
digital assets.

Metaverse monetary systems require decentralized ex-
changes (DEXes) to enable the transactions of both
UGC/AIGC and NFT. Currently, major economic activities in
metaverse mainly involve the auction of virtual assets such as
land, scarce items, and precious real estate, the development
and leasing of land, rewards for accomplishing game tasks,



and profits from investing in cryptocurrencies. Those activi-
ties can be supported by cryptocurrency-valued transactions.
Furthermore, cryptocurrencies can be used in various other
scenarios in the metaverse such as advertising, e-commerce,
event organizing, social networks, etc.

B. Digital Wallets for Metaverse

Since users are the foundation of the metaverse ecosystem,
a natural question is how to enable users to interact with the
economic systems in metaverse. The related activities include
the management of their digital assets and the participation
in DeFi activities in metaverse. In this part, we discuss two
related questions, i.e.,
• What are digital wallets in the real world?
• How do users interact with metaverse using their digital

wallets?
1) Digital Wallets in Real World: A digital wallet is soft-

ware that allows users to interact with blockchains. It provides
users services such as storing private keys of users’ crypto
assets, conducting transactions, and invoking smart contracts.
In Ethereum, digital wallets [106] are applications that help
users connect with their Ethereum accounts. One can read
his/her account balance, launch transactions, and connect to
dApps using their wallets. MetaMask [107] is the most well-
known crypto wallet, which can be used to link any crypto’s
trading platform of the user’s choice. Users can deposit their
local fiat currency and then convert it for cryptocurrencies
through exchanges such as Coinbase and Binance.

According to the way of using private keys, digital wallets
can be classified into software wallets and hardware wallets.
Software wallets are further classified into hot wallets and
cold wallets [108]. A hot wallet is connected to the Internet.
Users can use digital assets directly through their web/mobile
wallets. A cold wallet is offline to ensure that the private
key is never exposed to the Internet. Thus, a cold wallet can
effectively prevent hackers from stealing users’ private keys
to crypto assets.

2) How to Interact with Metaverse using Digital Wallets:
In blockchains, both token transfers between accounts, and
interactions between users and smart contracts are driven by
transactions. Users’ wallets store their public addresses and the
corresponding private keys. A user can initiate a transaction
signed by his/her private key through the wallet, thus realizing
interactions with blockchains.

All digital wallets have the function of balance querying,
token receiving, and transferring metaverse tokens. In addi-
tion, some famous wallets also provide unique functions for
business convenience. For example, both Trust Wallet and
MetaMask provide access to various NFT marketplaces and
game assets.

Argent [109] is a smart-contract wallet controlled by codes
instead of a user’s private key. Any function of Argent can be
realized through smart contracts. For example, Argent provides
Guandians mechanism to recover a wallet if a user’s private
key is lost. Moreover, Argent can set transfer limits, approve
transfers to known addresses, and lock accounts to prevent

crypto assets from getting spent. These functions can lower
the threshold for users when they use cryptocurrencies.

Following the development of Ethereum, these mainstream
wallets also support transactions on Ethereum’s Layer2 net-
work. Layer2 solutions offer low fees and fast transactions
without compromising security. Users can withdraw their
crypto assets to a Layer1 blockchain at any time. Argent has
exploited zkSync [110] to support its Layer2 wallet.

V. ECONOMIC ACTIVITIES FOR METAVERSE USERS

Decentralized Finance (shortened as DeFi) is a paradigm
of financial service technologies based on distributed ledgers
built on top of blockchains. DeFi directly provide transaction
services to customers without any intermediaries like central-
ized banks and governments. All DeFi transactions will be
recorded in blockchains and become immutable.

In future metaverse, when users own their digital assets,
they would very possibly participate in various economic
activities such DeFi protocols, aiming to earn extra profit.
Given that DeFi boosted the historical second-wave blockchain
applications about five years ago, we are curious about the
following three questions:

i) What popular DeFi Protocols are there in real world?
ii) What are the differences between the real-world DeFi and

that in metaverse?
iii) How do users take part in DeFi protocols in metaverse?

In the following, we first review popular DeFi protocols,
then discuss how to participate into DeFi activities in matev-
erse.

A. Most Popular Real-World DeFi Protocols

Table II, presents the 15 most popular categories of DeFi
protocols provided by DefiLlama [111]. Those DeFi categories
are ranked according to their Total Value Locked (TVL), which
is one of the key indicators to help us understand the value
of a smart-contract DeFi protocol. In the following, we take
the first 3 categories as examples to show the representative
products for each.

1) DEXes: Uniswap [127] is essentially a smart contract-
enabled decentralized exchange (DEX), which offers the trad-
ing protocol for cryptocurrencies and automatic liquidity.
Using the native governance token UNI, Uniswap performs as
an Automated Market Maker (AMM), which conducts peer-to-
peer market making based on an automated trading algorithm,
and enables the swapping of multiple ERC-20 tokens on the
Ethereum blockchain.

Curve [128] is another well-known DEX, mainly using
stablecoins and its native governance token called CRV. As
a liquidity aggregator, Curve pegs users’ crypto assets with a
specific token such as Bitcoin and stablecoins. Curve is widely
exploited for the swap of stablecoins because it guarantees a
low slippage rate and a low swap fee of 0.04%. In addition
to providing liquidity, Curve’s users can earn transaction fees,
and benefit from the interactions with other DeFi protocols
like Compound, Synthetix, RenBTC, etc.



TABLE II: Popular DeFi Protocols [111]

Name Recognition

DEXes [112] Protocols where users can swap and trade cryp-
tocurrencies.

Lending [113] Protocols that allow users to borrow and lend
assets.

CDP [114] Protocols that mint its own stablecoin using col-
lateralized lending.

Liquid Staking
[115]

Protocols that allow users to stake assets in ex-
change for a reward.

Bridge [116] Protocols that bridge tokens from one network to
another.

Yield [117] Protocols that pay you a reward for your stak-
ing/LP on their platform.

Services [118] Protocols that provide a service to the user.
Derivatives [119] Protocols for betting with leverage.
Yield Aggregator

[120]
Protocols that aggregated yield from diverse pro-
tocols.

Algo-Stables
[121]

Protocols that provide algorithmic coins to stable-
coins.

Cross Chain [122] Protocols that add interoperability between differ-
ent blockchains.

Synthetics [123] Protocol that created a tokenized derivative that
mimics the value of another asset.

Launchpad [124] Protocols that launch new projects and coins.

Reserve Currency
[125]

OHM forks: Protocols that use a reserve of valu-
able assets acquired through bonding and staking
to issue and back its native token.

Insurance [126] Protocols that are designed to provide monetary
protections.

Saddle [129] implements an AMM on the Ethereum
blockchain, optimized for trading pegged value crypto assets
with minimal slippage. It efficiently supports DeFi trading
between stablecoins and its pegged crypto assets such as
wETH and wBTC.

2) Lending: Compound [130] is a lending protocol that
supplies crypto assets as collateral in order to borrow the base
asset. Compound accounts can earn interest by lending the
base asset to the protocol. Meanwhile, its accounts can also
acquire governance token called COMP, using which accounts
can help make critical governance decisions of the protocol
network.

Aave [131] is one of the most popular and cutting-edge
lending protocols. It realizes a decentralized non-custodial
liquidity protocol, in which users can participate as depositors
or borrowers. As a depositor, a user can earn passive income
by supplying liquidity to the market. While acting as a
borrower, a user can get the borrowed assets either by the
permanent excess mortgage or low-collateralized flash credit.
The native token of Aave is named AAVE, which enables users
to participate in the governance of its protocol.

3) Collateralized Debt Position (CDP): MakerDAO [132]
is a CDP protocol built on the Ethereum blockchain, dedicated
to bringing stability to the cryptocurrency economy. It consists
of the stablecoin DAI, the maker collateral vault, Oracle,
and a voting mechanism. Using its native governance token
MKR, the token holders can decide the key parameters of the
MakerDAO protocol such as the swap rate of stablecoins and
the ratio of collateral.

B. DeFi in Real World v.s. DeFi for Metaverse

We now discuss the second question, i.e., what differences
are there between the real-world DeFi and that in the meta-
verse? Observing that a lot of popular DeFi protocols have
been developed and applied in the real-world crypto market,
we are also curious about what DeFi activities and products
in the metaverse will look like.

The future metaverse will definitely require DeFi protocols
in the virtual world. Even today, we see that metaverse
cryptocurrencies have already been exploited to enable the
economic system in some metaverse games such as Roblox
[7] and The Second Life [133]. For example, The Second Life
enables its players to shop in the built-in marketplace. Players
can purchase millions of virtual fashions, home decor, and
other items. The Second Life can even allow game players
to generate users’ own digital creations and monetize them
to earn profits in a virtual economy powered by Tilia [134].
Here, Tilia is an all-in-one payment platform dedicated to the
metaverse economy. With Tilia, game players, NFT providers,
and the publishers of the virtual world can launch their
payments, initiate virtual crypto tokens, and earn real assets
in both the real world and the metaverse.

Metaverse enables people to shop, game, buy and trade
currencies and other objects. In the metaverse, cryptocurren-
cies serve as money in a virtual digital world. There exist
several terms like “metaverse coins”, “metaverse tokens” and
“metaverse crypto”. Every metaverse project has to handle
transactions within a particular digital environment through
its native tokens.

Recently, it is reported that the financial sector of Meta [36],
i.e., Meta Financial Technologies, is exploring a new crypto
token, internally named MarkCoin, to develop their economic
system in Meta’s virtual business. Numerous other metaverse
projects have already been launched, and their individual
tokens are available in the crypto market such as MANA [135],
SAND [102], and HIGH [136]. MANA is the native token of
Decentraland [135]. In this metaverse-style game, users can
buy and sell virtual land, estates, avatar wearable gadgets,
and even names in the Decentraland marketplace. All the
transactions while stocking these digital goods are supported
by the Ethereum blockchain. The Sandbox [102] was founded
in 2012 by Pixowl as a mobile gaming platform. In 2021,
it was upgraded to a play-to-earn blockchain version and
becomes one of the fastest-growing crypto-driven metaverse
games. In this new-version game, players can build their vir-
tual worlds using the NFTs backed by Ethereum. For example,
using its native token SAND, people can buy a piece of
land from The Sandbox metaverse to host their virtual events.
HIGH is another metaverse project named “Highstreet” [136],
which is an interesting project with VR-supported metaverse
applications. A user can shop for things inside its virtual
universe using the currency HIGH.

Via reviewing several real metaverse projects and their
corresponding token systems, we see that the DeFi activities
in the metaverse keep growing. In the next subsection, we



investigate the third question, i.e., how do users take part in
DeFi activities in the metaverse?

We answer this question following two threads, i.e., how
to participate into DeFi activities as customers, and how to
engage in DeFi in metaverse as developers. The first thread
is straightforward. As customers of DeFi protocols in the
metaverse, the target is to earn profit. Thus, the users who
own metaverse crypto assets can take part in various DeFi
lending protocols aforementioned. However, please note that
we are not encouraging anyone to invest any DeFi product.
Any economic activity has the risk of failure. Please do your
own research before taking actions.

C. How to Enable DeFi in Metaverse as Developers?

We take Polygon [137] as an example to present our
thoughts.

1) What is Polygon: Polygon [137] is claimed as a de-
centralized platform that is committed to bringing the world
to Ethereum. Using it, developers can create low-fee dApps
without compromising the security of the blockchain. Polygon
aims to become a solution aggregator in the Layer2 blockchain
of Ethereum and offer a modular, universal, and flexible
framework to scale out the service level of Ethereum.

2) History of Polygon: Ploygon has experienced several
stages.
• Early stage (2017-2019). In 2017, Matic Network was

born, which is the previous version of Polygon. At
the beginning, Matic was positioned as a single Layer2
solution, which adopted the Plasma framework [138] as
the solution.

• Development stage (2017-2019). As the project evolved,
Matic Network expanded its scope from a single Layer2
solution to a “network of networks”, eventually changing
its name to “Polygon” in February 2021.

• Current stage (2021-present). Currently, Polygon has
only one mature product named as Polygon PoS [139].
The Polygon team plans to focus more on rollup [140]
solutions in the future.

3) Polygon PoS: Polygon PoS [139] is an extension solu-
tion of Ethereum that achieves fast transaction speed and low-
cost fees by leveraging sidechains for transaction processing.
It also uses Plasma [138] as a secure bridging framework, and
PoS validators to guarantee the security of the on-chain assets.

4) What We can Learn from Polygon: In the future meta-
verse, there will be a universal standard that defines the
rules of executing DeFi protocols. The question is that if
moving the existing popular DeFi protocols to the metaverse
scenarios, people are wondering can they work in the context
of metaverse. We can imagine that metaverse needs a high-
throughput and low-cost transaction hub like Polygon. Let us
call this hub the universal hub, which aims to enable metaverse
users to perform frequent interactions with the bottom-layer
blockchains of multiple metaverse platforms.

Given that users’ frequent cross-platform interactions of
metaverse demand low-latency and high-throughput transac-
tions across multiple metaverse platforms, the next question

is what exactly Polygon inspires us to conduct DeFi in the
metaverse. Firstly, Polygon has addressed the heterogeneity
of the diverse blockchains in its bottom layer. Secondly, Poly-
gon enables excellent ability of cross-platform transactions.
In addition, the Polygon-like universal hub should support
developers to implement customized solutions in Layer2 of
the bottom blockchain, while considering multiple metrics.

VI. CROSS-CHAIN ECOSYSTEM FOR METAVERSE

In this section, we first analyze why metaverse needs cross-
chain solutions. Based on the existing cross-chain solutions
and their pros and cons, combined with the characteristics
of the metaverse economic system, we present our cross-
chain solutions that are suitable for the metaverse. Through
the observation of existing metaverse projects, We found that
the behaviors and transaction rules across multiple metaverse
platforms cannot be found yet. Therefore, following the cross-
chain logic, we finally present a deductive analysis of inter-
operability across multiple metaverses.

A. Cross-chain Technologies

Since the debut of Bitcoin, various blockchains and their
applications are been proposed. According to the survey
of coinmarketcap [141], 9,154 cryptocurrencies have been
used in the real world, where more than 8,000 independent
blockchain systems are involved. Therefore, it is envisioned
that [142], [143] the ecosystem will develop a multi-chain
future where various blockchain protocols coexist. In the
multi-chain ecosystem, users can experience the services of
various blockchain systems by joining a blockchain system.
Decentralized applications designed by developers are not
limited to a single closed system. Instead, dApps intend to
create enormous value in a more broad multiple-blockchain
ecosystem. A newly deployed blockchain naturally chooses to
cooperate with existing mainstream other blockchains and gain
their support. The key to supporting multi-chain ecological
integration is cross-chain technologies, which enable two or
more independent blockchains to interoperate with on-chain
objects (assets or other associated data).

Most blockchain ecosystems do not support cross-chain
technologies. Gavin Wood, the co-founder of Ethereum,
launched a heterogeneous multi-chain blockchain network
named Polkadot to achieve interoperability across blockchains
[144]. Particularly, the Polkadot network consists of multiple
parachains and a Relay Chain. Parachains are used to process
transactions in parallel. The Relay Chain is the main chain
of the system, providing security guarantees for the Polkadot.
Polkadot defines a set of message format standards to provide
interoperability for parachains. In order to interact with exter-
nal blockchains such as Bitcoin and Ethereum, Polkadot uses
various blockchain bridges to allow external blockchains to
share arbitrary data such as crypto assets and NFT.

B. Metaverse Needs Cross-chain Solutions

The metaverse is a virtual space that maps from and is inde-
pendent of the real world. It is not a single closed universe, but



a constantly expanding digital universe composed of boundless
virtual worlds and digital content. Blockchain technology can
provide underlying infrastructure support for the metaverse.
That is, the identity and economic system in the metaverse
operate based on the blockchain infrastructure, which is in-
dependent of a specific operator so that the data is owned
by the user and not monopolized by an operator. In particular,
blockchain technologies guarantee the uniqueness, privacy, and
security mechanisms of avatars in the metaverse. Furthermore,
a decentralized economic system in the metaverse requires
blockchains to ensure security and trust. In the metaverse,
users may conduct a large number of transactions at any time,
and those transactions must be verified in a decentralized way.
In addition, digital assets must be capitalized with blockchains
to identify their authority. The trading and circulation of those
digital assets rely on the underlying blockchain technology.

The metaverse is essentially a digitized version of the real
world. What it builds is a space where the real and virtual
worlds are highly integrated and interactive. Meanwhile, the
metaverse is also an open, fair, and distributed world. Every in-
dividual or organization can build a virtual space even another
sub-metaverse in the metaverse. Moreover, the development
of the metaverse is not decided by a single company or
enterprise, but via multi-party collaboration. Therefore, cross-
platform communications between or within the metaverse
brings new challenges to user identity uniqueness, asset’s
transfer, and digital-content’s circulation. All those mentioned
facts implicate that there is an urgent need to design cross-
chain solutions for the metaverse.

C. Cross-chain Protocols for Metaverse

Since blockchains are independent of each other, a cross-
chain communication protocol that enables blockchains to
communicate with each another is required. A typical cross-
chain protocol is divided into four phases [145]: pre-commit
phase, verify phase, commit phase and abort phase. The pre-
commit and commit phases are equivalent to locking and
unlocking the states of the two blockchains, respectively.
The verify phase is a key component of the cross-chain
protocol, because it allows one blockchain to perceive the state
transition of the other. For example, suppose that we have two
blockchains, i.e., chains X and Y. In order to unlock assets on
chain Y, consensus nodes of chain Y need to verify that the
backed assets on chain X have been locked. The abort phase
means that the pre-commit state reverts to the previous state
if the verify or commit phase fails.

According to the current design principles, cross-chain
protocols can be classified into three categories: i) trusted
cross-chain protocols, ii) trustless cross-chain protocols, and
iii) hybrid protocols, as described in Table III.

The representative example of trusted cross-chain protocol
is Notary [146]. In the pre-commit phase of protocols, a user
locks the assets of chain X to the notary’s committee address,
aiming to obtain the corresponding unlocked assets on chain
Y. In the verify phase, the notary waits for the assets on chain
X that are to be confirmed. If these assets are confirmed,

TABLE III: Cross-chain Protocols and Their Representative
Examples

Cross-chain
Protocols Representative Examples

Trusted
Cross-chain
Protocols

Notary [146], Tokrex [147], Corda [148], BTCB
[149], HBTC [150], tBTC [151], ren [152], DeCus
[153], Hop Exchange [154], Hyphen [155], Degate
Bridge [156].

Trustless
Cross-chain
Protocols

Hash Time-lock [157], WBTC [158], cBridge
[159], Lightning Network [160], SEPoW [161],
Zcash XCAT [162], Interledger [163], BTCRelay
[164].

Hybrid Protocols
Xclaim [165], zkBridge [166], Plasma [138],
Polkadot [144], Cosmos [167], Decentralized
gateway [168].

the protocol enters the commit phase. The notary unlocks
the corresponding assets on chain Y to the user’s address on
chain Y, then completes the cross-chain transfer. We found that
in the procedure described above, users’ assets are managed
and controlled by a notary. In order to become a notary,
existing cross-chain protocols have different methods, such as
depositing assets, evaluating applicants’ reputation value, and
selecting consensus committees. We then review the pros and
cons of Notary protocol. Firstly, the Notary protocol’s pros
include: i) efficiency, which can quickly realize the cross-
chain transfer of assets, and ii) practicality, which can be
better compatible with existing blockchain systems. On the
other hand, Notary’s cons include insecurity and high fees.
The cross-chain transfer of assets relies on an external trusted
committee. If the committee is malicious, cross-chain assets
are vulnerable. The assets deposited by the committee are with
high diversity. To balance the committee members’ income, a
higher cross-chain service fee is charged.

The representative example of trustless cross-chain protocol
is hash time-lock [157]. In this protocol, the pre-commit and
commit phases are carried out simultaneously, aiming to lock
assets into the counterparty’s address. In the verify phase, a
user performs the unlocking operation on chain Y by revealing
the unlocked secret. On the other hand, the counterparty
who has obtained the revealed secret performs the unlocking
operation on chain X, and completes the exchange of assets.
In addition, sidechain protocols [164] can also realize the
cross-chain transfer of assets without a trusted third party.
The advantage of these protocols is high security and no need
an intermediary. However, their disadvantage is that they rely
on synchronization assumptions, which entail that cross-chain
participants must be online at the same time.

The representative example of hybrid protocol is Xclaim
[165]. In this protocol, both trusted and trustless models are
exploited. To transfer assets from chain X to chain Y, chain Y
can verify the validity of transactions that took place on chain
X without a trusted third party. This is realized by relaying
consensus information, such as block headers, on chain X to
the relay contract resided on chain Y. In the opposite direction,
the transfer of the assets is completed by a trusted notary.
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Fig. 5: Illustration of cross-metaverse interoperability, in which we take Sandbox’s and Axie Infinity’s metaverses as examples.

D. Promising Cross-chain Solutions for Metaverse

The metaverse is an open and comprehensive virtual world.
Every individual and organization can create their own meta-
verse platforms. They can adopt different technical solutions
and design different customized application scenarios. Based
on these characteristics, we believe that the following cross-
chain solutions are promising for the metaverse.

1) Supporting the interoperability of heterogeneous mod-
els: Different metaverses may be built on top of underlying
heterogeneous blockchains with different functionalities and
crypto algorithms. If the cross-chain protocol does not properly
adapt to these heterogeneous blockchain models, it might
lead to failures of cross-chain transfer. For example, there
exists a cross-chain protocol [164] in which its implementation
depends on smart contracts. However, this protocol is useless
for blockchains without equipped with smart contracts. In
addition, the hash time-lock protocol requires two interlinked
blockchains to use the same hash function. That is, chain
X uses a function H(·) such that h = H(x). On the other
hand, chain Y uses a hash function H ′(·) such that h 6=
H ′(x). Therefore, a design challenge in cross-chain protocols
is how to achieve interoperability between heterogeneous
blockchains.

2) Supporting privacy preserving: Privacy is a pivotal prop-
erty of metaverse ecosystems, and thus also applies to cross-
chain protocols. Ideally, the assets of cross-chain transfer and
the identity of the transfers can be hidden from the public.
Unfortunately, most cross-chain protocols lack the module
for privacy preservation. For example, in the hash time-
lock protocol, two transactions that execute asset commits on
two blockchains are publicly recorded in the blockchain. By
observing these two transactions, all blockchain users know
who made these cross-chain transfers and how many tokens
were transferred. Therefore, the metaverse should provide

a cross-chain protocol that supports identity anonymity and
asset-blinding mechanisms.

3) Supporting multiple-object interoperability: A cross-
chain protocol dedicated to the metaverse should support the
interoperability of any information across multiple metaverses,
including at least digital assets, instructions of smart contracts,
and user identities. Among those economic activities across
metaverse platforms, a typical example is the asset transfer
through underlying blockchains. In order to improve cross-
chain performance, it is necessary to realize automatic cross-
chain asset transfer through smart contracts. Thus, the instruc-
tions of smart contracts across blockchains need to be sup-
ported by such cross-chain protocol. In addition, to facilitate
users to travel across metaverses, the verification of users’
identities across blockchains should be also implemented.

E. How will Cross-Chain Ecosystem Evolve in Metaverse

In the real world, people can engage in a wide variety
of activities. For example, during work hours, people work
in their companies for payments. At night, people spend in
entertainment venues to enjoy their life with the money earned
from their work. Similarly, users of the metaverse also need
to travel freely through applications across different metaverse
platforms. As shown in Fig. 5, as a metaverse user, Alice
plays games in Sandbox [102] and earns crypto assets called
SAND. Subsequently, Alice wants to participate in activities in
Axie Infinity [27]. To this end, Alice needs to purchase Axies
using her SAND. From this real-world example, we observe
that in order to accomplish Alice’s cross-metaverse activities,
two events are involved, i.e., i) the identity verification of
cross-metaverse, and ii) the asset transfer across metaverse
platforms. From a technical point of view, these two events
sparked a cross-metaverse transaction. Since both Sandbox
and Axie Infinity are built on top of blockchain technolo-
gies, the cross-chain protocol can handle the aforementioned



cross-metaverse transactions, Thus, such cross-chain protocol
can also support Alice’s cross-metaverse activities. It can be
foreseen that the cross-chain protocols will receive growing
attention in the context of cross-metaverse applications.

VII. CHALLENGES AND OPEN ISSUES

Although we have reviewed a lot of related studies, the
economic systems dedicated to metaverse are still in its initial
stage from the perspective of either industry or academia. In
this section, we summarize challenges and open issues that
still need to be addressed in the upcoming few years.

A. How to Interpret Authorship and Inventorship of AIGC

In the context of accelerated integration of the digital
and physical worlds, AIGC is leading a profound change,
reshaping the production and consumption modes of digital
content. It will greatly enrich people’s digital life, and also is
an indispensable force for the future development of digital
civilization. However, an open issue is how to interpret the
authorship of creations, and the inventorship of inventions
generated by AI algorithms [169]. We look forward to seeing
new discussions and solutions proposed very soon.

B. Risk of Avatars in Metaverse

In the human-centric metaverse, the virtual world is com-
posed of many avatars controlled by users. Avatars sense the
physical world’s state through interactive devices [170]. Users
can enter and live in the virtual habitat through the digital
avatars, which interact with other virtual entities [171] to com-
municate, collaborate, socialize, and work in the virtual world.
The interactive activities of virtual and reality require large-
scale distributed computing and communication infrastructure,
and rely on emerging multimedia technologies such as AR,
VR, MR, and tactile internet (TI). However, there are still some
inherent risks following the current mode of digital avatars
in metaverse. In this regard, we outlook some possible risks
related to avatars as follows.

1) Fraud Risks: In an open metaverse ecosystem, avatars
support the collaborative production-based economy. For ex-
ample, Roblox [7] allows any user to create games and
avatars. However, in this multi-entity creative economy, each
participant’s credibility cannot be guaranteed [172]. Thus, it is
a challenge to eliminate malicious frauds when creating and
publishing digital entities.

2) Metaverse Crimes: The safety of avatars is being threat-
ened by crimes in the metaverse. Such crimes seriously affect
the stability of the virtual habitat. Yang et al. [173] propose
a biometric identity authentication framework based on the
chameleon signature to identify and track malicious players.
In order to guarantee the consistency of the user and the
associated avatar, the authors construct an identity model based
on biometrics to achieve the verifiability of players’ physical
identity.

3) Financial Risks: In metaverse’s trading market, the
trading of virtual digital products among multiple entities has
inherent financial risks (e.g., refusal to pay). For example,
because of a reentrancy flaw in smart contract codes [16],
the metaverse project Paraluni based on Binance Smart Chain
(BSC) lost over $1.7 million in 2022.

C. Outlook of Monetary Systems in Metaverse

In the future, it will definitely exist multiple metaverses in
our daily life. Although a metaverse is possibly built by a
giant commercial group, the economic system in the metaverse
must be operated based on decentralized token systems. This
is because transactions in metaverse are conducted using
cryptocurrencies without relying on any third-party interme-
diary. Due to safety and security reasons, transactions that
occurred in the metaverse must be recorded in a blockchain.
It can be foreseen that each metaverse very possibly will
launch at least a native cryptocurrency, which becomes the
virtual economy’s legal cash. This paradigm also indicates that
dedicated circulating protocols are needed to enable economic
activities across metaverses.

Several representative real-world examples are reviewed
here as references to design such metaverse’s circulating
protocols. Tian et al. [174] propose a distributed cryptocur-
rency exchange protocol, in which two types of consensus
mechanisms (i.e., Proof of Work and Proof of Deposit) are
used to select trustworthy users for constructing a validation
committee. As an existing successful solution, Uniswap [32]
as a decentralized exchange built on Ethereum automatically
provides services for the liquidity of cryptocurrencies.

Referring to those existing exchange protocols, we could
imagine that virtual exchanges will appear in the future
metaverse. People will directly trade digital assets including
both fungible and non-fungible tokens, and other digital assets
via such new DEXes in the virtual world.

On the other hand, the risks related to virtual DEXes cannot
be ignored. Even worse, virtual DEXes are possibly more
vulnerable to hackers’ attacks in the virtual world than those in
physical world. In addition, it might be more difficult to detect
some economic scams in the metaverse. For example, Phishing
schemes [175] and Ponzi Schemes [176] can be designed
following completely new architectures in the metaverse. It
causes difficulty for governance when those new types of
scams are widely spread in the virtual world. Therefore, how
to tackle those new threats toward the future healthier DEXes
in the metaverse becomes a promising research direction.

D. How Cross-Chain Technology Supports Wallet Apps

The cross-chain wallet is an upgraded version of the con-
ventional digital wallet. The cross-chain wallet is built for
interoperable multi-chain-based economic applications. When
powered with interoperability, a digital wallet becomes a
cross-chain wallet that can connect to multiple blockchain
ecosystems [144]. Users can directly interact with a wide range
of cross-chain web3 applications with their unique wallet



addresses, eliminating the hassle of maintaining multiple secret
keys.

Cross-chain wallets comprise some unique capabilities that
conventional wallets cannot provide. For example, users can
transfer their crypto assets and NFTs on different on-chain
marketplaces. If someone’s digital assets are distributed in
different chains, he/she can know the total value of his/her
assets through the cross-chain wallet. However, cross-chain
wallets are still in the very initial development stage. New
products and solutions are open to implementation in the
upcoming years. Numerous technical challenges are needed to
tackle, including privacy preservation of wallet users, security
of users’ assets, risks of hacking attacks, and of course the
adaption to regulation and law issues in different areas.

E. Cross-Metaverse Interoperability

Multiple metaverse platforms are emerging with their
unique blockchains, forming their own ecosystems. Different
versions of metaverses may focus on either social networking,
games with excellent graphical quality, or working scenarios
with technical supports [177]. However, those metaverse plat-
forms are mutually independent, and there is no information
or value transfer among them. For example, if Meta’s and
Nvidia’s metaverse users intend to interact with each other, the
authentication of users’ identity is a huge challenge. Therefore,
it is necessary for metaverse service providers to offer suffi-
cient back-end and interoperability support, aiming to bridge
multiple metaverse platforms. As inspired by the solutions to
bridge numerous blockchains, cross-chain technology is the
key to achieving such cross-metaverse interoperability. We
can foresee that the metaverse will develop a multi-chain
future and will not be monopolized by Ethereum. Many coex-
isted metaverses will be supported by numerous interoperable
blockchains [177].

At the current stage, almost the services provided by
the blockchain-based metaverse are about the circulation of
cryptocurrencies and NFT. In the upcoming stage, multiple-
platform metaverse technologies will provide more immersive
services for metaverse users, e.g., multiple-entity fully per-
ceptive interactions, multiple-mode coordination, and super
cities fusing both virtuality and reality in the metaverse.
Those advanced services require stronger interoperability of
smart contracts and applications across multiple metaverse
ecosystems [177].

F. Economic Model of DAO in Metaverse

In the era of Web3.0, the ubiquitous metaverse can provide
a decentralized immersive virtual habitat where users are
able to construct a decentralized autonomous ecosystem to
mitigate the critical issue of monopolists and dictators in the
metaverse. In economic systems of the metaverse, users can
create digital content based on the blockchain and participate
in a Decentralized Autonomous Organization (DAO), which
could be widely used to organize massive users to create digital
content collaboratively. In this regard, the economic value of
digital assets needs to be shared among all stakeholders. This

new paradigm, i.e., DAO, can drive the innovation of the
metaverse ecosystem.

DAO has been believed as a promising organization for
web3 participants [178]. DAO has received real application
scenarios from some metaverse games. For example, MANA
is a native token platform of Decentraland [135], enabling
users to buy digital assets, like virtual land, avatars, and other
game wearables. In this platform, owners of tokens can be
encouraged to form a DAO to get the right to vote for the
improvements of the platform. Although DAO provides the
original spirit of a decentralized world, there is still a very
long way to go before DAO can be widely adopted by the
metaverse. This is because the economic model of DAO is
facing the following several technical challenges.
• When metaverse users form a DAO, they have to design

an economic model and issue cryptocurrencies, which can
be devoted to the governance of communities. Designing
a healthy economic model for a DAO is not easy, because
the economic model decides the incentive mechanism of
the organization.

• The most important feature of the economic model of
a DAO is to provide high liquidity. However, the token
systems of real-world DAOs are difficult to guarantee
such high liquidity.

• Another technical challenge when designing the eco-
nomic model of a DAO is how to ensure the profit can
be delivered to core contributors of the community.

Anyway, the economic model of DAOs plays a crucial
role for metaverse users in the future. This topic will attract
growing research attention from both academia and industry.

VIII. CONCLUSION

The economic system is the foundation of the metaverse.
Through this article, we mainly introduce the preliminaries,
basics of economic systems, the fundamental economic activ-
ities, and challenges and open issues of the metaverse. We wish
this article can inspire researchers, engineers, and educators
to explore more paradigms, products, and dApps for a better
future metaverse.
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