
SecHealth: Enhancing EHR Security in digital health
transformation

Prosper K. Yeng
prosper.yeng@ntnu.no

Norwegian University of Science and
Technology

Gjøvik, Innlandet, Norway

M Ali Fauzi
moch.ali.fauzi@ub.ac.id

muhammad.a.fauzi@ntnu.no
Brawijaya University

Malang, Jawa Timur, Indonesia
Norwegian University of Science and

Technology
Gjøvik, Innlandet, Norway

Bian Yang
bian.yang@ntnu.no

Norwegian University of Science and
Technology

Gjøvik, Innlandet, Norway

John-Bosco Diekuu
j.diekuu@rgu.ac.uk

Robert Gordon University
Aberdeen, United Kingdom

Peter Nimbe
peter.nimbe@uenr.edu.gh

University of Energy and Natural
Resources

Sunyani, Ghana

Filip Holik
filip.holik@ntnu.no

Norwegian University of Science and
Technology

Gjøvik, Innlandet, Norway

Pankaj Khatiwada
pankaj.khatiwada@ntnu.no

Norwegian University of Science and
Technology

Gjøvik, Innlandet, Norway

Akbar Fahmi
akbar@dokterpost.com

Nahdlatul Ulama General Hospital
Babat, Jawa Timur, Indonesia

Luyi Sun
luyi.sun@ntnu.no

Norwegian University of Science and
Technology

Gjøvik, Innlandet, Norway

ABSTRACT
In the contemporary wave of digital transformation, the implemen-
tation of electronic health records (EHRs) has become a pivotal
undertaking for numerous nations. However, amidst this techno-
logical advancement, a critical facet deserving heightened attention
is the security and privacy of these electronic health systems. Re-
grettably, this crucial concern often finds itself eclipsed by other
aspects of digitalization. Consequently, these oversight lapses cre-
ate vulnerabilities within the EHR framework, leaving them open
and exposed to an array of malicious cyber intrusions.

In response to this pressing issue, our study delves into a com-
prehensive evaluation of security measures within the ambit of
African digital health strategies. Remarkably, among the number
of approximately 42 nations that have embarked on digital health
strategy formulation, a mere 2 countries have taken cognizance of
the imperative to integrate robust security and privacy policies into
their healthcare-oriented digital transformation initiatives.

In light of this disconcerting revelation, we present an actionable
roadmap that endeavours to fortify EHR security, aligning with
the progressive "shift-left" paradigm. By advocating for the proac-
tive integration of security measures from the inception of EHR
development, we strive to curtail vulnerabilities and enhance the
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overall resilience of these systems. Our proposed roadmap stands
as a clarion call for governments, healthcare authorities, and tech-
nology stakeholders to collectively prioritize security in tandem
with digital health advancement, thereby fostering a safeguarded
and privacy-respecting electronic healthcare landscape.
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• Security and privacy→ Domain-specific security and pri-
vacy architectures; Vulnerability management.
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1 INTRODUCTION
The field of digital health has witnessed remarkable growth and
development in recent years, transforming the way healthcare ser-
vices are delivered and accessed globally. The adoption of Electronic
Health Records (EHR) stands as a pivotal milestone in this digi-
tal revolution, promising improved patient outcomes, streamlined
workflows, and enhanced overall efficiency in the healthcare sector.
The International Organization for Standardization (ISO) defines an
EHR as a catalogue of patient information, in computer-processable
form, stored and transmitted securely such that it is accessible by
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multiple authorized users [8]. As countries worldwide embrace
this transformative trend, it becomes evident that digital health
is not just a modern convenience but a necessity for modernizing
healthcare systems.

The significance of digital health transformation is evident from
the global momentum it has garnered. Numerous countries have
recognized the potential benefits of digital health and have taken
proactive steps to prioritize its implementation. One of the most
notable examples is the initiative launched by former U.S. President
Obama, which allocated a staggering $18 billion to incentivize
physicians to adopt the EHR system [9]. This landmark decision
marked a turning point in the history of healthcare, emphasizing
the critical role of digital health in improving healthcare services
and outcomes.

In Asia, countries like Indonesia have made significant strides
by mandating the adoption of EHR in all healthcare facilities by the
end of December 2023 [13]. This forward-thinking approach aims
to enhance health governance, streamline healthcare services, and
improve patient outcomes through better access to data and data
integration. Meanwhile, the impact of digital health transformation
is also evident in Africa, where the DHIS2 electronic health record
system, pioneered by the University of Oslo, has gained widespread
adoption across the continent. Countries like Ghana, Tanzania, and
Liberia have embraced DHIS2, paving the way for improved health-
care delivery and management in the region [7]. The move towards
digital health solutions in Africa is driven by the recognition of the
benefits they offer, including improved service quality, streamlined
workflows, cost and time savings, and enhanced overall efficiency
in the healthcare sector. Digital transformation as shown in Fig-
ure 5 encompasses "three Ds" thus digitization, digitalization and
digital transformation stages. Digitization involves the conversion
of analogue or physical data into digital form while digitalization
involves automation by employing digital technologies such as
artificial intelligence tools. Automation by using digital tools for
instance requires digital records, hence the need for digitization in
the digital transformation process.

Despite all these benefits offered by EHR, security and privacy
have become a significant concern; from patient privacy invasion
to hacking and ransomware attack. In Indonesia, the COVID-19
database and the health insurance system were recently hacked,
breaching the confidentiality integrity and availability of these sys-
tems [6]. In Finland, the patient information system was hacked
and the adversaries demanded payments from each of the patients
otherwise their patient information was to be published on social
media [10]. In Norway, a healthcare professional was recently dis-
missed for snooping into her lover’s ex-wife’s medical records [14].
Aside from that, about 3 million medical records were breached in
Norway and the citizens were perturbed about the incident.

While digital transformation is essential for accelerated effi-
ciency in the healthcare sector, the security and privacy assurance
of the systems need to be deeply considered. Security assurance
is the confidence that the security requirements are met by a sys-
tem based on specified evidence provided by the assurance system
[12]. The security requirements of most systems are not compre-
hensively considered, as some aspects of security requirements,
vulnerability or threats are considered instead. The incomprehen-
siveness of incorporating security requirements can open up an

EHR system to various kinds of privacy and security invasions.
There are general security evaluation methods and standards in-
cluding OpenSAMM, BSSIM, common criteria (CC), and standard
vulnerability scoring scheme (CVSS) [12]. However, these methods
provide the foundation for assessing security requirements in a sys-
tem without considering the domain or context [1, 26]. Prioritizing
security requirements based on the context such as healthcare has
been considered to be very essential in the system development life
cycle. Also, these methods focused more on the processes than the
technical implementation assessment.

This paper assessed the concept of digital health transformation
in Africa, focusing on digital health strategies and their security
measures. Having been encouraged by the World Health Organi-
zation, there have been recent vigorus digitalization initiatives in
Africa [19]. This study provided answers to the following research
questions: 1) What is the extent of incorporating security and pri-
vacy in EHR of digital health transformation in Africa? 2) How can
EHR security be efficiently enhanced in countries adopting these
systems?

Therefore, we propose a road map for effectively enhancing
security measures in EHR, delving into the various aspects of digital
transformation in healthcare, initiatives undertaken in Africa, and
the existing challenges and gaps.

Section 2 of the paper provides the approach that was used to
provide the road map. Section 3 focuses on findings such as the
specific DT initiatives that have been undertaken in Africa, with a
particular emphasis on the adoption and impact of EHR systems.
The challenges and gaps faced by African nations in their digital
health transformation journey were also critically analysed in this
section.

Finally, Section 4 will propose a comprehensive way forward,
outlining a framework for effectively incorporating security require-
ments for EHR systems. This framework will consider international
best practices while accounting for the specific needs and challenges
of various continents.

2 METHODS
To contribute towards enhancing the security of EHR, we assessed
the digital health strategies in Africa. Fifty-four African countries’
digital strategies were assessed for strategies developed, digital
transformational areas, and security strategies adopted for health-
care in their respective digital health strategies. Additionally, re-
viewed related work in Google Scholar, IEEE Explore, Scopus and
PUBMED.

3 RELATEDWORK
EHR systems are increasingly becoming attractive solutions to most
countries’ healthcare systems. However, this comes with eminent
security implications such as an increase in attack surface, leading
to data breaches, medical record snooping and ransomware attacks
if the security requirements are not sufficiently considered. The
security requirement of an EHR system may include the security of
the hosting network infrastructure, the hosting computing server
security, physical security, human factors and software security,
but, this paper focused on the software security aspect of the EHR
system.
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Figure 1: Digital transformation [11]

In a study conducted by Austin et al. [5], certification standards
from accredited bodies like the Certification Commission for Health
Information Technology in the USA were examined. The study re-
vealed that while security criteria largely focused on design flaws,
issues related to implementation bugs were disregarded. This was
highlighted by evaluating an open-source electronic health record
system (OpenEMR) certified by an authorized body. The outcomes
revealed a significant number of true positive implementation flaws
within the application, encompassing issues such as cross-site script-
ing and insecure cryptographic algorithms. Similarly, the mode of
evaluating security assurance was highlighted by Katt and Prasher
[12]. They intimated that the current use of qualitative means in
measuring the confidence of a system is costly and time-consuming,
which can not be used by small-medium enterprises (SMEs). Hence,
a quantification method was proposed to test the confidence level of
systems. Two case studies were applied to their method using REST
APIs developed by Statistics Norway, and the outcomes showed
that the API with the most security mechanisms implemented got
a slightly higher security assurance score. Almulhem [4] proposed
a threat modelling methodology called attack tree to analyze at-
tacks affecting EHR systems. The analysis was based on a generic
client-server model of EHR systems. The model proved positive
in performing quantitative and qualitative analysis in identifying
countermeasures such as user authentication, timeout policy, ac-
cess revoke policy, user authorization, encryption, and security
awareness. Likewise, Abomhara et al. [2] performed threat mod-
elling to identify possible threats to telehealth systems to help
enhance system security. They used the Microsoft threat modelling
tool 2014 to model the telehealth systems. Based on the outcome,
various countermeasures were identified relating to authentication,

authorization, access, and privacy, as well as auditing and logging
threats for implementation.

These studies [2, 4, 5, 12] provided in-depth evaluation for se-
curity assurance however, these methods did not cover all aspects
of EHR development processes to identify, design, implement and
test or evaluate for security incorporation. Again, state-of-the-art
software development has a backend server hosted with application
development interfaces (APIs) where the front-end server such as
React.js tend to interact with the backend for CRUD operations.
Aside from [12] who assessed the security of the APIs, non of the
above studies considered the security in this separation of the back-
end from the front-end.

Puppala et al. [18] proposed a security and privacy model that
examined how large biomedical databases could allow queries for
aggregate patient cohort numbers without exposing patient identi-
ties. The authors usedMethodist Environment for Translational and
Outcomes Research (METEOR) tool, which is made up of enterprise
data warehouse (EDW) and a software intelligence and analytics
(SIA) layer to test various eHealth apps, including mPOD (Query
Tool), READMIT (Readmission Risk Tool), MOCHA (Methodist
Hospital Cancer Health App), and MINIMA (Weight management
app). While privacy in relation to data retrieval was considered, the
security, of EHR was not comprehensively delt with.

4 SECURITY REQUIREMENT GAPS IN
DIGITAL HEALTH STRATEGIES IN AFRICA

Following these shortcomings, we assessed the digital health strate-
gies of Africa to determine the security strategies enshrined. As
shown in Figure 2,
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Figure 2: e-Health strategies and security considerations

out of 54 African countries, about 42 (78%) developed digital
health strategies. Meanwhile, among the 42 countries that devel-
oped digital health strategies, only 2 of them further developed
healthcare-specific security strategies or policies.

According to WHO, about 12 countries implemented their strate-
gies but relied on at least some generic security regulations such
as their national cyber security regulations. A grain of evidence
of the level of security incorporation can be traced in Figures 3
and Figure 4. Figure 3 depicted five implementation stages of a
particular country’s digital health implementation stages starting
from experimentation, early adoption, development and building
up, scale-up and mainstreaming.4

Out of these stages, the implementation of the eHealth system
is in the 3rd stage corresponding to development and building up.
Meanwhile, security development has not been considered simulta-
neously as shown in Figure 4.

5 WAY FORWARD TOWARDS ENHANCING
SECURITY IN EHR

Following the security gaps that were identified in the digital trans-
formational efforts in Africa, we propose a comprehensive approach
towards enhancing secure EHR development. This includes a threat-
driven approach [15], incorporating shift-left in cyber security by
considering the people, technology and processes in the develop-
ment phases of any typical software development methodology.
The security considerations in this approach include Security re-
quirement gathering and analysis, identification of assets, threat

modelling, risk management, security orientation, managing se-
cure coding, security testing, security maintenance and operation,
and security disposition [20]. These are infused in the software
development life-cycle as depicted in Figure 5.

Human factors including intentional and unintentional action
can increase attack surface. Especially, in recent EHR systemswhere
patients tend to have access to the system. So cybersecurity training
and awareness are essential for all those who are involved in the
development and use of the system. Project team members includ-
ing project managers, system analysts, developers and testers need
to be trained to understand the potential risks, their roles and re-
sponsibilities, and how their actions can impact the overall security
of the EHR product. Furthermore, usability problems can tend to
undermine security controls where for instance the healthcare staff
can tend to skew to sharing passwords [23].

The process aspect of the 3 pillars in security measures deals
with procedures, legal and regulatory requirements, security stan-
dards, business needs and policies in developing security and pri-
vacy requirements in EHR [21, 25]. These can range from basic
consent management policies to complex disaster recovery and
business continuity plans. The technology aspects include API se-
curity, access control, and cryptographic technologies for hashing
and encryption. [24].

In the realm of software development methodologies, the con-
ventional process involves sequential steps such as requirement
gathering, design, implementation, testing, acceptance, produc-
tion, and maintenance [16]. To address the imperative need for
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Figure 3: emplementation-stage of a particular country

Figure 4: Security implementation stage
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Figure 5: Shift-Left frame work

robust security measures, a paradigm shift towards a proactive and
holistic approach is essential. We propose an innovative security-
centric framework that seamlessly integrates security practices
into the software development life cycle, amplifying the software’s
resilience against potential threats and vulnerabilities. At the same
time, our framework follows the service design principle which is
holistic and human-centered [27]. It ensures the usability of the
system.

Our proposed framework, referred to as the "Holistic Enhanced
Security Development Framework in Healthcare," goes beyond con-
ventional security integration by embracing a "shift-left" strategy
[17]. Unlike traditional approaches, our methodology emphasizes
the early infusion of security considerations throughout the soft-
ware development life cycle, creating a proactive defense mech-
anism against security breaches and exploits. This approach is
distinct from other systems due to its strategic emphasis on:

Security Orientation and Early Training: At the outset of the
requirement-gathering phase, our framework emphasizes secu-
rity orientation sessions to ensure that all project team members
understand their responsibilities in upholding security measures.
This early training not only enhances awareness but also fosters a
security-conscious mindset from the project’s inception.

Comprehensive Asset Identification: Identifying software assets
is fundamental to comprehending the scope of potential threats and
vulnerabilities. In contrast to conventional practices, our framework
goes beyond mere identification to assess the inherent threats and
vulnerabilities associated with each asset. This proactive approach
enables tailored security measures for different assets.

Threat Modeling and Vulnerability Identification: Leveraging
various sources such as legal regulations, business objectives, matu-
rity models, and security standards, our framework incorporates an
elaborate threat modelling process. In addition to conventional tech-
niques, our approach integrates established resources like OWASP’s
top ten vulnerabilities list, facilitating a more exhaustive vulnera-
bility identification process [22].

Rigorous Risk Management and Mitigation: Our framework in-
troduces an enhanced risk assessment process, wherein identified
risks serve as the foundation for making informed mitigation de-
cisions. Unlike conventional approaches that often focus on risk
transfer or avoidance, our methodology encompasses an array of
choices including control implementation and acceptance, thus
ensuring a comprehensive risk management strategy.

Integrated Socio-Technical Measures: Recognizing that software
security extends beyond just technological aspects, our framework
encompasses socio-technical measures to address the human and
social dimensions of security. This integration ensures a holistic
approach that considers not only technological vulnerabilities but
also behavioural and organizational aspects.

Multi-dimensional Security Testing [5]: In the testing and accep-
tance phases, our framework endorses a multi-pronged security
testing strategy. This includes a combination of black box, white
box, static, and dynamic testing, conducted through both manual
and automated means. This exhaustive testing approach signifi-
cantly enhances the likelihood of identifying potential gaps and
vulnerabilities.

Continual Security Maintenance: Post-production and during
maintenance phases, our framework mandates regular security
maintenance activities. These activities involve vulnerability scan-
ning and penetration testing, ensuring that the software remains
fortified against evolving threats throughout its lifecycle.

Comprehensive Component Considerations: Acknowledging the
complexity of modern software systems, our framework under-
scores the importance of encompassing various components—ranging
from in-house APIs and front-end UI components to external APIs,
plugins, and databases—within the security management process.
This comprehensive approach reduces blind spots and potential
entry points for attackers.

To ensure the robust security of ElectronicHealth Records (EHRs),
it is imperative to establish an effective security certification pro-
cess. This involves a thorough evaluation that encompasses misuse
cases, static analysis, and dynamic analysis.
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Misuse cases are like scenarios where potential attackers exploit
vulnerabilities. By comprehensively assessing EHRs throughmisuse
cases, we proactively identify weak points that could be targeted.
This approach enables us to anticipate potential threats and address
vulnerabilities before they can be exploited. It’s like strengthening
a fortress by finding weak spots before the enemy does.

Static analysis is like examining the blueprints of a building. We
analyze the EHR’s source code and design without actually running
it. This process helps us uncover hidden flaws and security gaps
that might not be obvious when the system is running. It’s akin to
finding hidden traps in a maze before anyone steps in [5].

Dynamic analysis is like testing a car’s safety features by driving
it. We observe how the EHR behaves when used actively [3, 5]. This
helps us identify real-time vulnerabilities and threats that might
only surface during actual usage. It’s similar to discovering how a
ship handles rough waters by actually sailing it.

6 CONCLUSION AND LIMITATIONS
EHR aspect of digital transformation could be one of the most vital
aspects of digital transformation. Therefore, the Holistic Enhanced
Security Development Framework in Healthcare is a revolution-
ary approach that diverges from conventional software security
methodologies. By infusing security practices early in the devel-
opment life cycle and considering a multi-dimensional spectrum
of security aspects, our framework exemplifies a proactive stance
against the ever-evolving landscape of cyber threats.
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