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ABSTRACT
Cognitive styles shape how individuals process information, im-
pacting their interactions with various forms of data, including
visualizations. In this paper, we report a user study that explores
the influence of two prominent cognitive styles, Field Dependence-
Independence and Visualizer-Verbalizer, on the processing of pri-
vacy policy visualizations. In a between-subjects study, we inves-
tigate whether these cognitive styles affect processing time and
cognitive load when users use differently visualized privacy poli-
cies. The results reveal differences among individuals with differing
cognitive styles, especially regarding processing time, mental ef-
fort, and frustration. These results provide insights in shaping the
design of more user-friendly and accessible privacy policy visu-
alizations, contributing to enhanced user comprehension and en-
gagement in digital security. Our study underscores the importance
of considering cognitive diversity when developing interfaces for
information-heavy domains, ultimately striving for more inclusive
designs.

CCS CONCEPTS
• Human-centered computing→ Human computer interac-
tion (HCI); Empirical studies in HCI; Visualization techniques; •
Security and privacy → Human and societal aspects of secu-
rity and privacy; Usability in security and privacy.
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1 INTRODUCTION
Cognitive styles, the unique ways individuals process information,
play a fundamental role in shaping how people perceive and interact
with the world around them. Two prominent cognitive styles that
garnered significant attention in research are Field Dependence-
Independence [45] and Visualizer-Verbalizer [23]. Although not
exhaustive, these cognitive styles are critical in understanding how
individuals process, analyze, and interpret various forms of infor-
mation, including different types of visualizations [43].

Visualizations are used across various domains, with usable secu-
rity and privacy domain being critical, considering that users need
to comprehend and efficiently process the privacy policies of ap-
plications they engage with. These policies often contain complex
legal and technical language, making them challenging for many
users to understand fully. Considering that cognitive styles influ-
ence how people process information in usable security [16, 35] and
when interacting with visualizations [39, 43], a question arises: do
cognitive styles influence how users process and perceive privacy
policy visualizations?

To delve deeper into this inquiry, we performed a user study to
explore whether cognitive styles impact the processing time and
cognitive workload, two widely used dimensions for evaluating
privacy policies, experienced by users when they engage with dif-
ferent visualizations. The remainder of the paper is structured as
follows: we first present the background and the research objective
of the work; next, we report the user study; finally, we discuss the
findings and conclude the paper.

2 BACKGROUND AND RESEARCH OBJECTIVE
2.1 Cognitive styles
Socio-cognitive theories [23, 37, 42] suggest that people differ in
how they seek, represent, process, and retrieve information, de-
pending on their cognitive characteristics, such as cognitive abili-
ties/skills and cognitive styles. Unlike cognitive abilities, cognitive
styles denote a tendency to behave in a certain manner, and thus,
several researchers [3, 22, 37, 45] have used cognitive styles to
explain empirically the observed differences in how people pro-
cess information. Extensive research efforts have reported that
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differences in cognitive styles have an impact on individuals’ per-
formance, experience, and teamwork in diverse fields such as e-
learning [7], cultural heritage [33], gaming [2, 24], security [16],
business and management [4], and e-commerce and marketing [25].
Next, we present two of the most widely used cognitive styles: Field
Dependence-Independence and Visualizer-Verbalizer.

2.1.1 Field Dependence-Independence (FD-I). The FD-I cognitive
style is the most prominent cognitive style regarding the percep-
tion dimensions of cognitive processing [27, 28], such as selective
attention and field structuring. It is an established and validated
single-dimension style that characterizes people as either field-
dependent (FD) or field-independent (FI), based on their ability to
extract visual information in complex scenes [9, 45]. FIs disentangle
a field into its components, isolate important information from a
complex whole, and are not influenced by the perceptual field, while
FDs tend to see the perceptual field as a whole, process information
globally, and are less attentive to detail. When searching for visual
cues, FDs tend to follow a more holistic strategy and have a more
disoriented visual behavior, starting from the outer regions of the
scene and ending up in the details. On the other hand, FIs tend to
identify critical cues quickly and adopt an analytic approach by
following specific distinct scene characteristics, such as shapes and
colors [1, 34].

2.1.2 Visualizer-Verbalizer (VV). The VV cognitive style is based
on the dual-coding theory [31] and describes individual preferences
for processing visual versus verbal information. Visualizers tend to
think concretely and personalize information. On the other hand,
verbalizers prefer to process information through words and are
more objective [12]. High-imagery ability is linked to visualizers,
while low-imagery ability is linked to verbalizers [8, 21]. Verbaliz-
ers excel at reading and sequential information-processing tasks,
while visualizers excel at visual search and structured information-
processing tasks [14]. Recent research [6, 23] divides visualizers
into object- and spatial-visualizers. Object-visualizers have a strong
ability to visualize and manipulate images of objects, such as shapes,
figures, and patterns, and may excel at tasks that require mental
manipulation of objects, such as jigsaw puzzles or assembling mod-
els. On the other hand, spatial-visualizers have a strong ability to
visualize and manipulate spatial information, such as maps, graphs,
and three-dimensional (3D) objects. They tend to think in terms of
pictures and mental images and may use strategies such as mental
rotation to solve spatial problems.

2.2 Visualizations of Privacy Policy
Online privacy has become an increasingly important concern, with
regulations, court rulings, and changes in business practices altering
the online user experience. A fundamental aspect of data privacy
is the empowerment of users, enabling them to make informed
decisions and choose between competing products and services
[38]. The primary means of achieving this are through privacy
policies, terms of service, or end-user license agreements. These
legal documents define the terms of using a product or service and
inform users about the collection and utilization of their data [38].

However, current privacy policies have issues in terms of user
experience. They are often challenging to comprehend due to their

length, use of technical jargon, and advanced reading level [13, 26,
41]. Consequently, users often need help reading and largely ignore
these policies, even when granting consent [29]. Previous research
has suggested alternative ways to visualize the content of these
policies without replacing the legally binding privacy policy itself.
Varying visualizations tend to enhance users’ understanding and
engagement [17, 19, 20, 41]. Some of the most widely adopted and
researched visualizations of privacy policy include (Figure 1):

• Privacy Policy Long Text (PPLT) is the traditional, lengthy,
and often complex visualization of privacy policies that web-
sites provide to inform users about how they collect, use, and
protect personal data. They are typically filled with legal and
technical language, making them difficult for the average
user to understand. Users are often presented with a wall of
text when they encounter these policies.

• Privacy Policy Short Text (PPST) [36] is a concise and easily
understandable representation of the most critical aspects
of a privacy policy. The purpose of PPST is to provide users
with a clear summary of the key contents of a privacy policy,
focusing on the data collection practices that have the most
significant implications for the user’s privacy.

• Textured Privacy Policy (TPP) [17] accompanies visual con-
tent (i.e., images) to small segments of textual information.
The most critical parts of the privacy policy are presented
in combination with images that directly refer to the textual
content. TPPs aim to guide users to focus on the visual con-
tent and read the text of the privacy policy next to it more
carefully.

• Privacy Policy Nutrition Label (PPNL) [19, 36] describes the
privacy policy as a table that provides a summarized and
simplified view of the type of data collected, how that data is
used, and whether it is disclosed to other companies or the
public website. This table typically has rows representing
different types of data collected and columns representing
operational purposes and data recipients.

To evaluate the users’ experience when using the different pri-
vacy policy visualizations, two main dimensions are used: process-
ing (also described as attention or exposure) time [17, 19, 20, 36]
and cognitive workload [5, 40].

2.3 Research Objective
Prior research has delved into the impact of cognitive styles on
user interactions with usable security and privacy services, particu-
larly in the context of user authentication [15, 16, 35], and also has
explored how individuals with varying cognitive characteristics
engage when utilizing visualization tools, such as plots [18, 39, 43].
However, the intersection of these factors, cognitive styles and vi-
sualization of privacy policies, has not been explored in the field
of usable security and privacy, representing a critical gap in our
understanding, as effectively conveying privacy policy information
is a significant challenge within the usable security and privacy do-
main. Hence, our primary research objective is to explore whether
cognitive style plays a role in shaping how individuals perceive
and engage with different visualizations of privacy policies. We
specifically focus on two well-established dimensions: processing
time [17, 19, 20, 36] and cognitive workload [5, 40].
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Figure 1: Common privacy policy visualizations: a) Privacy Policy Long Text (PPLT), b) Privacy Policy Short Text (PPST) [36], c)
Textured Privacy Policy (TPP) [17], d) Privacy Policy Nutrition Label (PPNL) [19].

3 STUDY
3.1 Methodology
3.1.1 Hypotheses. To answer our research question, we formed
the following null hypotheses.

𝐻10 Individuals with different cognitive styles do not have dif-
ferences regarding processing time in any visualization of
privacy policy.

𝐻20 Individuals with different cognitive styles do not have differ-
ences regarding cognitive workload in any visualization of
privacy policy.

To investigate our hypotheses, we conducted a statistical analysis
using independent samples t-tests tests for each visualization. In this
analysis, cognitive styles was the independent variable, while pro-
cessing time and cognitive workload were the dependent variables.
We adopted a significance level of 0.05 for all tests. It is important
to note that all tests adhered to the necessary assumptions unless
explicitly specified in the Results section.

3.2 Instruments and metrics
Regarding the cognitive style, we were based on FD-I and VV, con-
sidering that they are widely used cognitive styles in the literature.
To measure the FD-I style, we used the Group Embedded Figures
Test (GEFT) [30]; to measure the VV style, we used the Object-
Spatial Imagery and Verbal Questionnaire (OSIVQ) [6]. To assess
workload, we used the NASA Task Load Index (NASA-TLX) [11],
which is a widely used validated tool for measuring workload di-
mensions [10]. It consists of six dimensions (i.e., mental demand,
physical demand, temporal demand, performance, effort, and frus-
tration) on a 100-point scale. The overall workload is calculated by

summing the responses of each dimension. Regarding the visual-
ization methods, we used the PPLT, PPST, TPP, and PPNL versions
discussed in the previous section.

3.2.1 Participants. Fifty-four individuals took part in our study
(age: 𝑀 = 23, 𝑆𝐷 = 4; 19 self-described as females and 35 self-
described as males). Regarding their cognitive style, 22 participants
were characterized as FDs and 32 as FIs; 36 were characterized
as visualizers (12 spatial- and 24 object-visualizers) and 18 as ver-
balizers. Regarding the privacy policy visualization methods, we
aimed to achieve a balanced distribution, leading to 14 participants
using the PPLT version, 14 participants using the PPST version, 13
participants using the TPP version, and 13 participants using the
PPNL version.

3.2.2 Procedure. To investigate our hypotheses, we conducted a
between-subjects study with the following procedure:

(1) we recruited the study participants using varying meth-
ods, including personal contacts and social media announce-
ments;

(2) the potential participants received information about the
study and how their data will be used;

(3) the participants entered a web-based application that first
asked them to process/configure the privacy policy. We fol-
lowed a sequential approach to deliver the visualization
methods, meaning that the first participant was allocated
with the PPLT version, the second participant with the PPST
version, the third participant with the TPP version, the fourth
participant with the PPNL version, the fifth participant with
the PPLT version, and so on;

(4) during the privacy policy session, we collected the process-
ing timings;
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Figure 2: Processing time (in seconds) for FD-I and VV cognitive styles across various privacy policy visualizations.

(5) the participants undertook the GEFT and OSIVQ tests (to
measure their FD-I and VV cognitive style);

(6) the participants completed the NASA-TLX questionnaire;
(7) we analyzed the collected data, the results of which are dis-

cussed in the subsequent section.

3.3 Results
3.3.1 Processing time. Regardless of the visualization of the privacy
policy, FDs and FIs had similar processing times, with no statistically
significant differences observed. This pattern held for most visual-
ization methods. However, an interesting distinction emerged for
the PPSTmethod, with FIs completing processing more swiftly than
FDs (FDs: 𝑀 = 32.048, 𝑆𝐷 = 5.229; FIs: 𝑀 = 20.898, 𝑆𝐷 = 6.492;
𝑡 = 3.194, 𝑝 = .004). This phenomenon can be attributed to the fact
that FIs typically use a more systematic and analytical approach
when handling visual information, enabling them to extract pol-
icy details more efficiently. This advantage becomes particularly
evident when the visual information is in a specific format, such
as text, and is concise, as FIs’ structured reading and content eval-
uation approach proves faster than that of FD users. We received
similar results for the VV cognitive style; we found no differences
for processing times regardless of the visualization of the privacy
policy. Focusing on each visualization method, we observe that for
the PPLT method, verbalizers needed less time to process it than vi-
sualizers (marginal difference; Visualizers:𝑀 = 31.509, 𝑆𝐷 = 5.663;
Verbalizers:𝑀 = 24.632, 𝑆𝐷 = 5.861, 𝑡 = 2.151, 𝑝 = .053). This could
be explained as follows: verbalizers tend to perform more detailed
processing of visual information, and thus, they can extract such
information (e.g., policy-related) more quickly. Especially when
visual information is given in a specific way (e.g., detailed text),
the structured approach they take to reading and evaluating the
content may be faster than that of visualizers. Figure 2 depicts the
results regarding the processing time.

3.3.2 Cognitive workload. Regarding FD-I, we observe no differ-
ences for the overall cognitive workload. However, FDs assessed
that they had to put more mental effort when using the PPNL
method than FIs (FDs: 𝑀 = 50.000, 𝑆𝐷 = 14.142; FIs: 𝑀 = 29.091,
𝑆𝐷 = 10.445; 𝑡 = 2.511, 𝑝 = .029). This can be explained as follows:
FIs tend to perform more organized and analytical visual informa-
tion processing; thus, they can extract valuable information from a
policy that combines textual and visual elements more easily. This
is also amplified by the fact that the visual information is given
in a more interactive form, allowing the user to choose the con-
straints they want; the structured approach they take to reading
and evaluating the content may be more efficient than that of FD
users. Regarding VV, we observe that verbalizers had a lower overall
cognitive workload than visualizers regardless of the visualization
method of the privacy policy (Visualizers:𝑀 = 49.528, 𝑆𝐷 = 7.173;
Verbalizers: 𝑀 = 45.356, 𝑆𝐷 = 5.623, 𝑡 = 2.155, 𝑝 = .036). Focus-
ing on each dimension, we observe that visualizers experienced
a higher mental demand when processing TPP than verbalizers
(Visualizers: 𝑀 = 32.012, 𝑆𝐷 = 7.978; Verbalizers: 𝑀 = 20.000,
𝑆𝐷 = 9.167, 𝑡 = 2.714, 𝑝 = .024). Most policies are based more on
textual information than visual information, thus, verbalizers tend
to analyze the privacy policy content more efficiently and with
less mental effort than visualizers, extracting valuable information.
We also observe that visualizers had higher frustration scores than
verbalizers when using the TPP version (Visualizers:𝑀 = 50.238,
𝑆𝐷 = 14.139; Verbalizers: 𝑀 = 20.021, 𝑆𝐷 = 16.154, 𝑡 = 4.708,
𝑝 = .004). This result suggests that visualizers experienced higher
levels of insecurity, discouragement, stress, and annoyance when
using the TPP version compared to verbalizers. This may be due
to TPP’s combination of visual and textual elements, where the
textual information carries greater importance. Consequently, this
combination could potentially confuse visualizers, as they typically
have a preference for visual content over textual content, thus, lead-
ing them to higher levels of frustration. Figure 3 depicts the results
regarding the dimensions of the cognitive workload.
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Figure 3: NASA-TLX scores (100-point scale) for FD-I and VV
cognitive styles across various privacy policy visualizations.

4 DISCUSSION
The results of this study provide valuable insights into the rela-
tionship between cognitive styles and the visualization of privacy
policies in the context of usable security and privacy. The main
practical implication is the design of privacy policy visualizations
tailored to the users’ cognitive styles. Considering that individuals
with different cognitive styles may have varying preferences and
efficiencies when interacting with privacy policy visualizations,
the designers of privacy policy visualizations and interfaces should
consider these differences to create user-friendly and effective visu-
alizations. For example, when targeting FIs, a more structured and
concise textual format may be preferable, while FDs may benefit
from interactive elements. In this direction, personalizing privacy
policy visualizations and interfaces based on users’ cognitive styles
could be explored. For instance, allowing users to choose their pre-
ferred visualization style (e.g., text-heavy, interactive, visual) could
enhance user engagement and comprehension. Moreover, devel-
oping training and educational materials could cater to different
cognitive styles. By understanding how FD-I and VV individuals
interact with privacy policies, targeted educational content can be
created to better inform users about their privacy rights and respon-
sibilities. Besides the usable security and privacy domain, the study
results indicate that differences in processing time and cognitive
load when handling specific types of privacy policy visualizations
could contribute to user modeling. These differences could lead to
the implicit elicitation of cognitive styles, a phenomenon observed
in other activities like gaming [32, 44].

Our study has also theoretical implications, which are twofold.
First, it advances our understanding of the intricate relationship
between cognitive styles and information visualization within the
usable security and privacy domain. By exploring how individuals
with different cognitive styles engage with and perceive privacy
policy visualizations, this research contributes to developing theo-
ries that encompass the psychological dimensions of user behavior
in security-related tasks. Second, this study underscores the rele-
vance of cognitive psychology in the domain of usable security and
privacy, bridging the gap between cognitive science and security
technology. Explaining how cognitive styles influence processing
time and cognitive workload in the context of privacy policies
enriches the theoretical foundation for studying the interplay of
cognitive factors and user experiences in security and privacy set-
tings. Consequently, these theoretical insights lay the groundwork
for more comprehensive and nuanced models of user behavior and
usability in privacy and security.

4.1 Limitations and Future Work
While we made efforts to comprehensively investigate the impact of
cognitive styles on privacy policy visualizations, our study has sev-
eral limitations that should be acknowledged. A limitation of this
study is its relatively small sample size, which may limit the gen-
eralizability of the findings to a broader population. Additionally,
the study focused on only two cognitive styles (FD-I and VV) and
examined two specific dimensions (processing time and cognitive
workload). Future research could benefit from including a more di-
verse range of cognitive styles and exploring additional dimensions
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of user interaction, such as user comprehension, trust, and decision-
making, to provide a more comprehensive understanding of how
cognitive styles impact usable security and privacy experiences.

In terms of future work, a larger-scale study with a more ex-
tensive and diverse participant pool would allow for more robust
conclusions and generalizability. Furthermore, a longitudinal study
design could be employed to investigate the long-term effects of
cognitive styles on user interactions with privacy policy visual-
izations, shedding light on how these effects evolve. Additionally,
incorporating more dimensions for evaluating usability and user
experience would provide a more holistic perspective. Lastly, con-
sidering additional research techniques, such as interviews and
eye-tracking, could offer deeper insights into the cognitive pro-
cesses and visual attention patterns of users when engaging with
privacy policies, enriching the research landscape in usable security
and privacy.

5 CONCLUSION
The presented study highlights the impact of cognitive styles (Field
Dependence-Independence and Visualizer-Verbalizer) on how in-
dividuals process information and interact with data, particularly
in visualizing privacy policies. Through a between-subjects study,
we explored whether these cognitive styles affect critical factors
such as processing time and cognitive load when using differently
visualized privacy policies. The results of our study have unveiled
differences in processing time, mental effort, and frustration levels.
These findings have implications for the design of privacy policy
visualizations, emphasizing the importance of crafting user-friendly
and accessible interfaces in the usable security and privacy domain.
By doing so, we can enhance user understanding and engagement
in digital security. Ultimately, we aim to create more inclusive and
practical designs that empower users to navigate privacy policies
confidently and efficiently, tailored to their unique cognitive pref-
erences and needs.
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