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ABSTRACT
The integration of the Internet of Things (IoT) with home products
gives rise to a smart home system that significantly enhances the
comfort and safety of household living, thereby effectively improv-
ing the overall quality of life. The currently available products
in the market encompass smart detection devices, smart control
devices, and smart security devices. However, these smart home
products are limited in functionality, as they are often designed to
only cater to a few specific functions. Additionally, the education
sector at universities and colleges suffers from a dearth of curricu-
lum that focuses on the construction of smart home systems. This
article proposes the use of IoT technology to develop a comprehen-
sive smart home system capable of sensor data collection, video
monitoring, remote inquiry, and remote control. Furthermore, pro-
grammable development boards are employed to support secondary
development and serve as an experimental system for educational
purposes.
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1 INTRODUCTION
With the advancements in communication and network technol-
ogy, the Internet of Things (IoT) has emerged as a transformative
concept that has greatly improved the quality of people’s lives. By
harnessing communication technology, the IoT allows for the effort-
less collection and transmission of data from various devices and
sensors, enabling seamless information exchange among multiple
devices. Applications of the IoT have seen a significant surge in
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recent years, including the creation of smart cities, smart homes,
and intelligent transportation systems [1].

The Internet of Things (IoT) technology facilitates home automa-
tion and enhances intelligence. Upon connecting home electronic
products to the IoT, users can conveniently monitor and adjust the
home environment [2]. Common home products can be classified
into three categories: smart detection devices, smart control de-
vices, and smart security devices. Smart detection devices employ
sensors to detect the environment and display the information on
electronic screens. Examples of these devices include temperature
recorders and humidity monitors, as well as gas detectors. On the
other hand, smart control devices are capable of receiving external
control signals, allowing users to change their operating modes.
For instance, smart speakers play or switch songs based on voice
commands. Lastly, smart security devices utilize advanced analysis
algorithms to determine if collected environmental data poses a
threat. Notable products in this category include smart door locks
and alarm systems. Furthermore, some smart security devices offer
remote monitoring through cloud services for users who are away
from home.

The space requirement for smart home systems is gradually
expanding. In addition to controlling household appliances within
the home, they can now be remotely monitored and controlled. This
includes smart electric heaters and air conditioners. Cloud services
have emerged to meet these demands by bridging the home’s local
network with the external internet. A substantial volume of data
flows from the local network to the cloud server, and the external
network accesses the cloud server to retrieve information.

Broadly speaking, smart home systems are not limited to in-
dividual family-based systems that solely focus on housing units.
Instead, these systems can be extended to encompass buildings and
neighborhoods, forming part of a larger smart city system. This ex-
panded smart system has significant demands for data storage and
processing. As a result, it can benefit from utilizing technologies
like cloud storage and cloud computing to establish efficient and
comfortable smart living systems.

This study investigates the functions and architecture of IoT-
based smart homes and their application in education. Utilizing
existing products and research findings, we developed a smart
home system capable of gathering environmental data and offering
users various features, including remote video surveillance, remote
information retrieval, and remote control.

In summary, this study has the following contributions:
1) This study implemented multiple functions, including sensor

information collection, video information collection, fire safety
detection, remote monitoring, remote querying, and control.
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2) The low-power development board PSoC 6 was utilized to
construct sensor nodes, resulting in reduced power consumption
of the system.

3) The smart home system developed in this study not only
supports secondary development but can also be used for teaching
in university laboratory courses.

This article is structured into several sections. Section II offers an
overview of previous research conducted on smart home systems.
In Section III, the architecture of the smart home system imple-
mented in this study and the design principles of each component
are introduced. The design results and discussion are presented in
Section IV. Finally, Section V summarizes the findings of the study
and provides future directions for further research.

2 LITERATURE SURVEY
Smart home systems that can be remotely monitored typically en-
compass features such as environmental detection, remote viewing,
remote control, and security detection. Previous studies on smart
home systems predominantly employ a development board as the
central hardware, which is interconnected with diverse sensors and
cameras through wired connections in order to gather environmen-
tal data. The development board also establishes a connection to the
network, facilitating remote control. Certain systems additionally
incorporate capabilities like object recognition, facial recognition,
and alarm activation.

Thirrunavukkarasu R R et al. [3] proposed a customized control
switch system that utilizes the Arduino Uno as the core control
structure. The system captures environmental data through an
infrared (IR) sensor and employs the ESP8266 as a Wi-Fi module to
establish a connection to the Ubidots IoT platform for remote con-
trol. H.S. Sridhar et al. [4] implemented a multi-appliance control
system that utilizes the ESP8266 as the core development board and
connects it to the network through the Arduino IoT platform. This
system facilitates remote control of multiple switches and motors.
Nesreen Alsbou et al. [2] designed an automated home system for
the care of elderly and disabled individuals. The system employs
the Arduino MKR100 development board, integrated with WiFi,
as its core. It utilizes various sensors including temperature sen-
sors, light sensors, rotary angle sensors, PIR motion sensors, and
humidity sensors to detect the household environment. It alerts
the user through email and text messages. Shehzad Nur Tayus et al.
[5] proposed an automated home monitoring system that utilizes
the Raspberry Pi as the core development board, providing users
with the capability to remotely access data and control household
appliances. This system utilizes temperature and humidity sensors,
as well as ultrasonic sensors, to measure room temperature, humid-
ity, and detect visitors at the door. Additionally, it incorporates a
camera to capture visitor images and utilizes deep learning algo-
rithms for face recognition. In the event that an unrecognized face
is detected, the system sends the image of the unknown person to
the cloud via an MQTT broker, allowing customers to verify if it is
an intruder.

The application of the Internet of Things encompasses both soft-
ware and hardware components. There is a growing demand for
well-rounded expertise in talent development. As a result, several
universities have established dedicated research laboratories and

Figure 1: System block diagram

introduced relevant courses to facilitate skills acquisition through a
combination of theoretical instruction and hands-on experiments.

Juan Luo et al. [6] conducted a survey on the training programs
offered by 31 Chinese universities for the Internet of Things (IoT)
major. Their findings concluded that IoT teaching typically covers
communication and electronics technology, sensor networks, em-
bedded design, IoT and cloud computing technology, and software
design. In a separate study, Yun Guo et al. [7] developed an IoT
course based on the Niagara framework experimental platform,
specifically in the context of industry-academia cooperation. Simi-
larly, Mohamed El-Sharkawy et al. [8] focused on teaching a course
that emphasized MEMS/NEMS and IoT applications; they also gath-
ered feedback from students. MeenaxiM. Raikar et al. [9] developed
a comprehensive IoT course that covered the foundational elements
of IoT and taught related concepts in terminal devices, network
layer, computing layer, and application layer, along with conduct-
ing experiments. Lastly, Lau Gim Seng et al. [10] summarized the
evaluation results of various IoT course trials and recommended
the inclusion of additional technologies such as network security,
compatibility testing, and power consumption testing.

3 SYSTEM ARCHITECTURE AND
IMPLEMENTATION

The research institute has implemented an IoT smart home system
with specific objectives. Firstly, the system is designed to monitor
the home environment and connect the detection module to the
home gateway. Secondly, it allows users to remotely access infor-
mation about the home environment and send control instructions
to the home network. Previous research surveys have identified
various modules that are essential for an intelligent home system.
These include the home gatewaymodule, sensor nodemodule, video
surveillance node module, cloud computing module, remote mobile
terminal module, and home appliance control module. Figure 1
illustrates the system architecture.
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The following section provides a detailed description of the con-
struction process for key modules and the implementation of mod-
ule interconnection.

3.1 Construction of Key Modules
The system comprises several essential modules, namely home
gateways, sensor nodes, and video nodes. These modules must be
constructed using hardware components.

3.1.1 Hardware selection for the home gateway. The home gateway
serves as the central component of the entire system and is imple-
mented using a programmable development board. The selection of
the programmable development board necessitates consideration of
processor performance, transmission methods, and programming
protocols. Regarding processor performance, the development
board should possess low power consumption and high integra-
tion capabilities. As for transmission methods, it should support
wireless communication technologies like Bluetooth and WiFi to
obtain information from sensor nodes, while also accommodating
wired connections for capturing video streams from cameras. In
terms of programming protocols, it should facilitate chip program-
ming for data calculation and transmission, and provide support for
multi-threading to enable simultaneous communication with other
devices in the home network as well as cloud server. Taking all
these factors into account, the Raspberry Pi 4 Model B development
board is chosen as the hardware device for the home gateway. The
Raspbian system is then installed on the Raspberry Pi 4 Model B
and Python 3 is deployed.

3.1.2 Design and construction of sensor nodes. Sensor and pro-
grammable chips are used to create the sensor node module. The
sensor directly detects variables, and the programmable chip con-
verts the electrical signals into data that can be processed and
analyzed. The sensor node module then transmits the data to the
home gateway using its wireless module.

Hardware selection for sensor node. The sensor node’s hardware
core is carefully selected to be a low-power, I/O supporting develop-
ment board that can accommodate multiple wired communication
protocols. In particular, we have chosen the integrated Bluetooth
PSoC 6 BLE development board. To measure the environmental
data, we have opted for the BME280 sensor. The BME280 sensor
operates at either 5V or 3.3V, with a typical current consumption
of 2.8`A. It has the apability to measure temperature within the
range of -40 to 85℃, with a resolution of 0.01℃. Additionally, it can
measure humidity within the range of 0 to 100%RH, with a resolu-
tion of 0.008%RH, and pressure within the range of 300 to 1100 hPa,
with a resolution of 0.18Pa [11]. Refer to Figure 2 for the visual
representation of the BME280 sensor. Considering the simplicity
and efficiency of the I2C protocol, which allows for multi-master
and multi-slave communication with only two lines [12], our work
utilizes this protocol to collect sensor data.

Temperature and humidity acquisition. The process of acquiring
temperature and humidity data can be divided into two stages:
data reading and writing, and data calculation. The specific register
addresses and data information for the BME280 sensor can be found
in Figure 3. Initially, the data is written to the registers at addresses

Figure 2: BME280 sensor

Table 1: Compensation parameter of BME280 [11]

Register Address Register content Data type

0x88/0x89 dig_T1[7:0]/[15:8] unsigned short
0x8A/0x8B dig_T2[7:0]/[15:8] signed short
0x8C/0x8D dig_T3[7:0]/[15:8] signed short

0xA1 dig_H1[7:0] unsigned char
0xE1/0xE2 dig_H2[7:0]/[15:8] signed short

0xE3 dig_H3[7:0] unsigned char
0xE4/0xE5[3:0] dig_H4[11:4]/[3:0] signed short
0xE5[7:4]/0xE6 dig_H5[3:0]/[11:4] signed short

0xE7 dig_H6 signed char

0xF2, 0xF4, and 0xF5. This is done to set the sampling rate to 16
times, enable continuous measurement, and set the standby time to
0.5ms. Subsequently, the chip ID is read from the register at address
0xD0. Next, the data is read from registers with addresses 0xFA
to 0xFE. Each register stores eight bits of binary data. Registers at
addresses 0xFA to 0xFC contain temperature-related data, while
registers at addresses 0xFD and 0xFE contain humidity-related data.
A combination of bit shifting and bitwise OR operations is used to
merge the 24-bit temperature-related data and the 16-bit humidity-
related data. Furthermore, the calibration data of the sensor is read
from the registers at addresses 0x88 to 0x8D, 0xA1, and 0xE1 to
0xE7. The compensation coefficients dig_T1 to dig_T3 and dig_H1
to dig_H6 are calculated according to Table 1, and the temperature
and humidity are then determined based on Figure 4 and Figure 5.

3.1.3 Construction of video nodes. The video surveillance module
performs several functions, such as capturing videos using a camera
and transmitting the data to a home gateway for further image
processing.

Hardware selection and environment configuration. TheRaspberry
Pi’s Pi Camera is an expansion camera with 5 million pixels. It is
capable of capturing static images at a maximum resolution of
2592×1944 pixels and can record 1080p videos at 30fps. The cam-
era’s appearance is depicted in Figure 6, where thewhite component
represents the CSI cable. During the preparation phase, we install
MJPG on the Raspberry Pi, set the port to 8080, and configure the
OpenCV environment to display video capture results on a web-
page as well as for graphics processing. The video is accessible by
users at the address 192.168.1.106:8080/stream.html, as illustrated
in the figure. Additionally, Figure 7 demonstrates that the webpage
allows rotation and flipping of the video (indicated by the red box)
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Figure 3: Memory map of BME280 [11]

Figure 4: Temperature compensation calculation

Figure 5: Humidity compensation calculation
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Figure 6: Pi Camera

Figure 7: Get video with MJPG-streamer

and the option to switch between static images and dynamic videos
(indicated by the blue box).

Flame detection algorithm. Flame detection can be achieved by
processing the collected video using OpenCV. In general, flames
have a relatively large red component and green component in
terms of color, with the green component being larger than the
blue component. Additionally, the saturation component also ex-
hibits certain characteristics. To determine flame presence, we
extract the RGB channels of the image and compute the saturation
value of the S channel. Chen et al. [13] proposed decision rules
for flame detection, as shown in (1), where (G,~) represents the
pixel position coordinate, '<40= is the average value of the red
component throughout the entire image, and (C and 'C denote the
saturation threshold and red component threshold, respectively.

Figure 8: The mask of fire before (left) and after (right) filter-
ing

Figure 9: The mask of fire before (left) and after (right) the
closing operation

For our experiments, we have chosen (C = 55, 'C = 150. By apply-
ing this formula, we can initially determine the location of the flame,
resulting in a flame mask. Subsequently, morphological processing
is utilized on the preliminary flame mask. Gaussian filtering is
applied to achieve smoothing, as depicted in Figure 8. After this
step, the granularity is reduced and the overall image becomes
gray. Following an increase in brightness, a closing operation is
conducted to eliminate black dots in the mask and achieve further
smoothing. Regions of interest with stronger overall coherence
are represented by the white portions in Figure 9. Based on the
mask, a closed curve is outlined as the flame and marked on the
original image. The flame is approximately outlined according to
its range, as shown in Figure 10. After the flame detection process,
the temperature information from sensors is combined to confirm
the presence of fire.

( > 0.2
' (G,~) > � (G,~) > � (G,~)

' (G,~) > '<40=

( >
(255−')×(C

'C

(1)

3.2 Interconnection of Modules
This study employs wireless communication and network technol-
ogy to establish connectivity between modules. The transmission
of data between the home gateway and sensor nodes is achieved
using the Bluetooth protocol. Meanwhile, the transmission of data
between the home gateway and the cloud server, as well as between
the cloud server and the remote mobile terminal, is accomplished
through network protocols. Additionally, the remote mobile termi-
nal’s access to video utilizes intranet penetration technology.
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Figure 10: Flame detection results

3.2.1 Home gateway collects data from the sensor nodes. Environ-
mental data from sensor nodes and home gateways is transmitted
using the Bluetooth protocol. Due to the limitations of the Blue-
tooth protocol, the collected data for household environment is
separated into an integer part and a decimal part. In the case of
temperature and humidity measurements, four integers are trans-
mitted after each measurement. To distinguish between adjacent
sets of data, a flag bit is added to each set of four integers. Since the
measurement result includes two decimal places and the integer
part is always below 100, the hundreds digit can be utilized as the
flag bit. Once a complete set of data is received, the home gateway
converts it to retrieve the original temperature and humidity values.

3.2.2 Data Transmission between home gateway and cloud server.
Various services are provided by existing cloud computing plat-
forms. In this research, suitable cloud server are selected for net-
work communication.

Cloud server selection. Cloud computing can be categorized into
three services: Infrastructure as a Service (IaaS), Platform as a
Service (PaaS), and Software as a Service (SaaS). These services have
a hierarchical relationship, with various products in the market
offering all three. IaaS, the lowest level service, provides resources
such as processing, storage, and networking. PaaS, built on top of
IaaS, facilitates the development and hosting of web applications.
SaaS, the highest level service, offers easily accessible client services
[14]. Users can customize application software services according
to their specific requirements. In this study, we opt for an Aliyun
Cloud server with the PaaS option and select the Linux operating
system to utilize Python for data processing.

Implementation of network communication. The implementation
of network communication involves two parties: the home gateway
and the cloud server. The home gateway acts as the client, respon-
sible for uploading data to the cloud server for external queries.
To establish a connection, the home gateway creates a socket and
connects to the public IP address and open port of the cloud server.
Before transmission, the data is encoded in UTF-8 and then decoded
upon reception. Each data packet includes a Raspberry Pi identifier
and temperature/humidity readings. The identifier and readings
are separated by a hyphen, while the temperature and humidity
data are separated by a plus sign. On the other hand, the cloud
server acts as the server and creates a socket to bind to the internal
IP address and port. Enhanced security settings are implemented.

Figure 11: Socket transfer send and receive results

The cloud server allows for monitoring multiple devices and parses
the received data packets. The identifier at the beginning of the
data is used to identify the source. If the data is from the Raspberry
Pi, it is stored in the database along with the current time. If the
data is from an external device, the queried data is sent back to
the device. For data storage, a MySQL database is utilized, and
the pymysql package is used to establish a connection and insert
data using the INSERT INTO command. To ensure timely updates,
the home gateway simultaneously sends and receives data from
the sensor nodes. This is achieved by initiating two threads on the
home gateway side, each responsible for receiving and sending data.
The received and sent data packets are stored as global variables.
Additionally, the sending thread updates the data at regular inter-
vals. To ensure timely updates, the home gateway simultaneously
sends and receives data from the sensor nodes. This is achieved by
initiating two threads on the home gateway side, each responsible
for receiving and sending data. The received and sent data packets
are stored as global variables. Additionally, the sending thread
updates the data at regular intervals. Figure 11 visually represents
the data received and forwarded time at the Raspberry Pi end on
the left side, while the data received and time of reception at the
cloud server end is displayed on the right side. The red box in-
dicates that the data is sourced from the Raspberry Pi. The time
delay during the transmission process is minimal, being less than
one second and can be considered negligible. Figure 12 provides
a visual representation of the database storage results, with each
column representing the time, temperature, and humidity readings,
respectively.

3.2.3 Data transmission between cloud server and mobile terminal.
Communication between mobile terminal and cloud server allows
users to remotely query and control their home environment using
mobile devices. The mobile terminal serves as the client in this
communication, utilizing a public IP address and port to establish a
socket connection and create an output stream for data transmis-
sion. When querying information, the output message is labeled as
”android-Searching,” whereas for home control, the output message
originates from the editable text box with an added ”android-” tag
for differentiation. On the server-side, the cloud server functions as
the server, receiving messages from the mobile terminal and deter-
mining whether they are queries or controls. If a query, the server
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Figure 12: Database storage result

Figure 13: Mobile app for query and control

retrieves the latest environmental information from the database
table and returns it to the mobile terminal. If a control, it sends
instructions to the home gateway instead. The mobile application
is developed using Android Studio, incorporating the control home
button and editable text box at the top of the user interface for
sending control commands. The query data button at the bottom
is utilized for sending query messages to the cloud server, and the
resulting information which includes temperature, humidity, and
detection time is displayed at the bottom of the program page, as
shown in Figure 13.

3.2.4 Viewing home videos from remote mobile terminal. Video
streaming is a form of big data, making it inconvenient for large-
scale transmission. To address this issue, intranet penetration is
utilized to enable external devices to view home videos in real-
time. The reverse proxy software FRP facilitates the provision of
services to external devices located behind the intranet or firewall,
as depicted in Figure 14. A cloud server with a fixed IP serves as a
gateway to allow external device access to the home network port.
Installation and configuration of the FRP application are necessary
for both the Raspberry Pi and the cloud server. The Raspberry Pi

Figure 14: FRP intranet penetration diagram

functions as the client and requires configuration of the frpc.ini file
to set the FRP and local website port numbers. The cloud server, on
the other hand, acts as the server and necessitates configuration of
the frps.ini file to set the same FRP and local website port numbers,
as well as the public IP of the server. Once the aforementioned
configuration steps are completed, the local website accessed by
the Raspberry Pi IP is mapped to the publicly accessible website
accessed through the cloud server’s public IP. To ensure automatic
startup, the service can be initiated at startup by adding the config-
ured script to the startup unit through the creation of a service file.
It is important to note that the FRP application should be run after
the basic network application has started. Figure 15 displays the
outcome of viewing the video stream, where the red box indicates
the utilization of the 4G network provided by the mobile network
operator as the external network of the mobile device, and the
blue box represents the entry of the cloud server’s public IP in the
browser.

4 RESULT AND DISCUSSION
The results of the smart home system implemented in this study
are presented in Figure 16. The primary functions of the system
encompass data collection, data transmission, data processing, and
remote access. The data collection phase involves the utilization
of sensors and cameras to detect and provide users with prompt
and accurate information about the home environment. Data trans-
mission is subdivided into two categories: propagation within the
home network and transmission to the external network. Prop-
agation within the home network integrates wired and wireless
transmission methods to consolidate the gathered information at
the home gateway. On the other hand, transmission to the external
network involves the home gateway sending the data to the cloud
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Figure 15: Accessing video surveillance from external net-
work

server through network protocols, thereby reducing local mem-
ory consumption. Data processing entails analyzing video streams
using color analysis and morphological processing techniques, in
conjunction with temperature and humidity data, to determine the
occurrence of a fire. Lastly, remote access involves connecting an
external mobile terminal to the cloud server using network proto-
cols or employing network penetration technology to establish an
external network access interface, enabling the acquisition of home
information and the transmission of control instructions.

This study presents a collection of electronic systems designed
for the purpose of teaching students about the various technolo-
gies involved in intelligent home systems, including software and
hardware technologies, data processing technologies, and network
communication technologies. These systems are focused on en-
abling students to gain a comprehensive understanding of the detec-
tion, control, and security functions employed in intelligent home
systems. Additionally, this system facilitates further software and
hardware development, allowing for the possibility of changing the
communication protocol to different protocols. In terms of hard-
ware, the use of FPGA can be utilized to carry out specific functions.
The Verilog language can be employed on the FPGA development
board to implement communication protocols like I2C, serving as a
replacement for the sensor node development board. Furthermore,
the FPGA development board can also support the implementation
of a CPU based on the RISC-V instruction set [15] to handle the

Figure 16: Results of the smart home system

computational aspect of video flame detection. Additional sensors,
such as human infrared sensors, smoke sensors, and GPRS sensors,
can also be incorporated into the hardware to detect environmental
data from various dimensions. Data processing capabilities can be
enhanced through the utilization of algorithms for video stream
processing, such as neural networks for facial recognition. Lastly,
the development of the mobile terminal app can be continued.

5 CONCLUSION AND FUTUREWORK
This study developed a smart home system for experimental teach-
ing and development. The system achieved various functionalities
including home environment collection, home security detection,
home and external network interconnection, and remote monitor-
ing. In terms of home environment collection, the system collected
temperature, humidity, and video information. The temperature
and humidity data were collected by a sensor node consisting of
a BME280 sensor and a PSoC 6 BLE development board. Video
information was captured through a camera connected to the Rasp-
berry Pi CSI interface and displayed on a web page. Home security
was addressed by detecting flames in video streams using color
space and morphological operations. To aggregate and store home
information, a home gateway and a cloud server were constructed
using Bluetooth and TCP protocols. The home gateway operated
with a dual-thread for receiving and sending data, and the informa-
tion was stored in a cloud database with timestamps. For remote
monitoring, an Android application was developed, allowing users
to view home information and send control commands through the
TCP protocol. This improved the system’s interactivity and con-
venience. Additionally, the system used FRP intranet penetration
technology to provide external network video access by mapping
the home intranet web page to the public network of the cloud
service.
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This study aimed to investigate smart home systems and de-
velop a smart home information detection system using Internet
of Things (IoT) technology. The developed system effectively en-
ables users to remotely monitor their home environment and holds
practical significance. Additionally, it has potential applications in
experimental teaching.

This study offers opportunities for improvement and further de-
velopment. Future endeavors should aim to enhance the hardware
structure, data processing, and software development. Regarding
hardware, incorporating additional sensors would yield more exten-
sive home information. Moreover, replacing the existing develop-
ment board with a programmed core processor on an FPGA would
be advantageous. Additionally, integrating servo motor control
would facilitate home appliance manipulation. Concerning data
processing, extracting keyframes from the video stream and imple-
menting neural networks for object and face recognition should be
considered. In terms of software development, optimizing the user
interface of the mobile app is essential.
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