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ABSTRACT 
We invest igate  how protec t ion  requi rements  may  be  speci- 
fied and  implemen ted  using the  impera t ive ,  avai labi l i ty and 
coercion parad igms.  Convent ional  pro tec t ion  mechanisms 
general ly follow the  impera t ive  parad igm,  requir ing explici t  
and  often central ized control  over the  sequencing and  the  
media t ion  of secur i ty  cri t ical  operat ions .  This  paper  illus- 
t ra tes  how cast ing pro tec t ion  in t he  availabi l i ty a n d / o r  co- 
ercion styles provides the  basis for more flexible and poten-  
t ia l ly  d i s t r ibu ted  control  over the  sequencing and media t ion  
of these operat ions.  

1. I N T R O D U C T I O N  
The sequencing of opera t ions  in a compu ta t ion  may  be 

classified in t e rms  of three  fundamenta l  par;uiigms. In the  
t rad i t iona l  imperative parad igm,  t he  progran lmer  expl ic i t ly  
determines  the  sequencing const ra in ts  of opcrat ions;  in the  
a~ailabili~y parad igm,  t he  sequencing of oper.ations depends  
only on the  availabi l i ty of ope rand  data ;  and,  in the  coercion 
paradigm,  opera t ions  are executed  when, xad  only when, 
thei r  resul ts  are needed. 

These  pa rad igms  can be  in te rpre ted  in the  context  of pro- 
tect ion.  Convent ional  p ro tec t ion  mechanlsnm general ly fol- 
low the impera t ive  p a r a d i g m  by  enforcing explici t  media t ion  
and sequencing on operat ions .  For  example ,  when medi-  
a t ing a purchase  order  t r ansac t ion  [order; v~didate; invoice; 
payment], an impera t ive  pro tec t ion  mechanism might  ensure 
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t ha t  the opera t ions  are done in the  correct  sequence, and  
t h a t  sui table  separa t ion  of dut ies  are appl ied  at  each stage. 

A weakness of t im impera t ive  approach  is t ha t  pro tec t ion  
is based  on the  expl ici t  control  of sequencing and mediat ion.  
Expl ic i t  control  can become difficult when flexibili ty over the  
sequencing of opera t ions  is required.  For  example ,  it  is often 
desirable to  allow an un-va l ida ted  order  to progress th rough  
the  sys tem wi th  the  assumpt ion  t h a t  val idat ion will be  done 
at  some stage, bu t  before pa yme n t  is made.  Sometimes i t  
m a y  even be expedient  to  make  p a y m e n t  wi thout  any vali- 
dat ion.  

Whi le  such requi rements  can be  cons t ruc ted  in te rms of 
explici t  sequencing control,  i t  m a y  be  more na tu ra l  to  con- 
sider the  requi rements  in t e rms  of the  d a t a  dependencies  
between the  operat ions .  For example ,  opera t ion  pay de- 
pends  on opera t ions  validate and invoice, opera t ion  validate 
depends  on opera t ion  order, and  so forth.  These relat ion- 
ships can be  expressed in t e rms  of a graph of operat ions  
(nodes) l inked toge ther  by  the  d a t a  t h a t  is passed between 
them. The  impl ic i t  para l le l ism of  opera t ions  in the  graph 
gives rise to  two different pa rad igms  for specifying and en- 
forcing pro tec t ion  requirements .  

In the  avai labi l i ty  pa rad igm,  sequencing and media t ion  of 
opera t ions  depend  only on the  availabi l i ty of operands.  This 
data-f low like sequencing of opera t ions  gives rise to eager 
execution.  For example ,  once an order  is p roposed  then  
val idat ion and  invoice processing can be  done at  any s tage 
(before paymen t ) .  In  the  coercion parad igm,  sequencing and 
media t ion  of opera t ions  is de te rmined  on the  basis of when 
results  are  needed.  This  is the funct ional  s tyle of opera t ion  
sequencing and gives rise to  lazy evaluat ion.  For example,  
only if and when pa yme n t  is f inally required should order  
val idat ion be sought.  

In  this  paper  we invest igate  how pro tec t ion  requirements  
can be  specified and imp lemen ted  using the  impera t ive ,  avail- 
abi l i ty  and  coercion parad igms.  This  is done using the  Con- 
densed Graphs model  of compu ta t i on  [8, 11] which provides 
a single fTamework t h a t  unifies these  three  paradigms.  In ad-  
di t ion to providing flexibil i ty in the  sequencing and  control  
over securi ty  cr i t ical  operat ions ,  these pa rad igms  have facili- 
t a t e d  the deve lopment  of novel d i s t r ibu ted  pro tec t ion  mech- 
emisms t h a t  are also descr ibed  in this  paper .  By following 
the  inherent ly  paral le l  avai labi l i ty  and coercion paradigms,  
the  proposed  pro tec t ion  mechanisms need not  necessari ly 
rely on central ized secur i ty  s ta te .  

Section 2 provides  a br ie f  out l ine  of t he  Condensed Graphs  
model.  Using the  purchase  order  t r ansac t ion  as an exam- 
ple, Section 3 considers various sequencing constra ints  t ha t  



one m a y  wish  t o  enforce.  T h i s  s ec t ion  also serves  to  i l lus-  
t r a t e  t h e  n o t a t i o n  a n d  s e m a n t i c s  of  t h e  C o n d e n s e d  G r a p h  
mode l .  A p r o t e c t i o n  m o d e l  ba~ed  on  p e r m i s s i o n s  a n d  pro-  
t e c t i o n  d o m a i n s  is d e s c r i b e d  in  Sec t ion  4. Speci f ic  p r o t e c t i o n  
m e c h a n i s m s  for th is  m o d e l  a re  c o n s i d e r e d  in  Sec t ion  5. 

2. C O N D E N S E D  G R A P H S  
Like c lass ica l  d a t a l l o w  [1], t h e  C o n d e n s e d  G r a p h s  (C~) 

m o d e l  [8, 11] is g r a p h - b a s e d  a n d  uses t h e  flow of  en t i t i e s  on 
arcs  to  t r i gge r  execu t ion .  I n  c o n t r a s t ,  C o n d e n s e d  G r a p h s  
are  d i r e c t e d  acyc l ic  g r a p h s  in w h i c h  eve ry  n o d e  con ta in s  
n o t  on ly  o p e r a n d  p o r t s ,  b u t  also an  o p e r a t o r  a n d  a des t i -  
n a t i o n  p o r t .  Arc s  i n c i d e n t  on t h e s e  r e s p e c t i v e  p o r t s  c a r r y  
o t h e r  C o n d e n s e d  G r a p h s  r e p r e s e n t i n g  o p e r a n d s ,  o p e r a t o r s  
a n d  de s t i na t i ons .  C o n d e n s e d  G r a p h s  are  so ca l l ed  because  
t h e i r  n o d e s  m a y  b e  condensa t ions~  or  abstr_actions, of  o the r  
C o n d e n s e d  G r a p h s .  ( C o n d e n s a t i o n  is a c o n c e p t  u sed  by  
g r a p h  t h e o r e t i c i a n s  for e x p o s i n g  m e t a - l e v e l  i n f o r m a t i o n  f rom 
a g r a p h  b y  p a r t i t i o n i n g  i t s  v e r t e x  set ,  def in ing  each  s u b s e t  
of  t h e  p a r t i t i o n  to  b e  a n o d e  in  t h e  c o n d e n s a t i o n ,  a n d  by  
c o n n e c t i n g  t h o s e  n o d e s  a c c o r d i n g  t o  a we l l -de f ined  ru le  [6].) 
C o n d e n s e d  G r a p h s  can  t h u s  b e  r e p r e s e n t e d  b y  a s ingle  n o d e  
(ca l led  a condensed node) in  a g r a p h  a t  a h ighe r  level  of  
a b s t r a c t i o n .  

T h e  bas is  of  t h e  C~  f i r ing  ru l e  is t h e  p~esence of  a Con-  
densed  G r a p h  in eve ry  p o r t  of  a node .  T h a t  is, a Con-  
d e n s e d  G r a p h  r e p r e s e n t i n g  an  o p e r a n d  is a s s o c i a t e d  w i t h  
eve ry  o p e r a n d  p o r t ,  an  o p e r a t o r  C o n d e n s e d  G r a p h  w i t h  the  
o p e r a t o r  p o r t  a n d  a d e s t i n a t i o n  C o n d e n s e d  G r a p h  w i t h  t h e  
d e s t i n a t i o n  p o r t .  Th i s  way,  t h e  t h r e e  essen t i a l  i n g r e d i e n t s  
of  an  i n s t r u c t i o n  a re  b r o u g h t  t o g e t h e r  ( these  i n g r e d i e n t s  a re  
also p r e s e n t  in t h e  d a t a i l o w  mode l ;  o n l y  the re ,  t h e  o p e r a t o r  
a n d  d e s t i n a t i o n  a re  s t a t i c a l l y  p a r t  of  t h e  g r aph ) .  

A n y  C o n d e n s e d  G r a p h  m a y  r e p r e s e n t  an  o p e r a t o r .  I t  m a y  
b e  a c o n d e n s e d  node ,  a n o d e  whose  o p e r a t o r  p o r t  is asso- 
c i a t e d  w i t h  a m a c h i n e  p r i m i t i v e  (or  a s equence  of  m a c h i n e  
p r i m i t i v e s )  or  i t  m a y  b e  a m u l t i - n o d e  C o n d e n s e d  G r a p h .  

F i g u r e  1-- C o n d e n s e d  G r a p h s  c o n g r e g a t i n  6 a t  a n o d e  
t o  f o r m  a n  i n s t r u c t i o n  

T h e  p r e s e n t  r e p r e s e n t a t i o n  of  a d e s t i n a t i o n  in  t h e  C~ 
m o d e l  is as a n o d e  whose  own d e s t i n a t i o n  p o r t  is a s s o c i a t e d  
w i t h  one  or  m o r e  p o r t  iden t i f i ca t ions .  F i g u r e  1 i l l u s t r a t e s  
t h e  c o n g r e g a t i o n  of  i n s t r u c t i o n  e l e m e n t s  a t  a n o d e  a n d  t h e  
r e s u l t a n t  r e w r i t i n g  t h a t  t a k e s  p lace .  W e  d e c o r a t e  connec-  
t i ons  to  d i s t i n g u i s h  b e t w e e n  d i f ferent  k inds  of  po r t s ,  a n d  
use n u m b e r s  to  d i s t i n g u i s h  i n p u t  po r t s .  

E x e c u t i n g  a C o n d e n s e d  G r a p h  c o r r e s p o n d s  t o  s chedu l ing  
i t s  f i reab le  n o d e s  t o  r u n  on  anc i l l a ry  p rocessors ,  b a s e d  on t h e  
c o n s t r a i n t s  of  t h e  g r aph .  T h e  n o d e s  in  a g r a p h  are  repre -  
s e n t e d  as  t r i p l e s  ( o p e r a t i o n ,  o p e r a n d s ,  d e s t i n a t i o n )  a n d  are  
c o n s t r u c t e d  b y  t h e  Triple Manayer ( T M )  as  t h e  g r a p h  exe-  
cutes .  Once  a node  is r e a d y  to  fire,  t h e  t r i p l e  m a n a g e r  can  
schedu le  i t  for e x e c u t i o n  on  an  anc i l l a ry  processor .  T h e  C g  

o p e r a t o r s  can  b e  d i v i d e d  in to  two  ca tegor ies :  t hose  t h a t  a re  
' v a l u e - t r a n s f o r m l n g '  a n d  t h o s e  t h a t  on ly  move  C o n d e n s e d  
G r a p h s  f rom one  n o d e  t o  a n o t h e r  in a we l l -de f ined  m a n n e r .  
V a l u e - t r a n s f o r m i n g  o p e r a t o r s  a r e  i n t i m a t e l y  c o n n e c t e d  w i th  
t h e  a n c i l l a r y  p rocesso r s  a n d  can  r a n g e  f rom s imp le  a r i th -  
m e t i c  o p e r a t i o n s  to  t h e  i n v o c a t i o n  of  sof tware  c o m p o n e n t s  
t h a t  f o rm  p a r t  of  a n  a p p l i c a t i o n  s y s t e m .  I n  con t r a s t ,  Con-  
d e n e e d  G r a p h  m o v i n g  i n s t r u c t i o n s  a re  few in n u m b e r  a n d  
a re  a r c h i t e c t u r e  i n d e p e n d e n t .  T h e s e  T M  primi~i,~es i nc lude  
t h e  c o n d e n s e d  n o d e  e v a p o r a t i o n  o p e r a t o r  a n d  t h e  i f ~ l  node .  

A n u m b e r  of  w o r k i n g  p r o t o t y p e s  t h a t  use  C o n d e n s e d  G r a p h s  
have  b e e n  de ve lope d ,  d e m o n s t r a t i n g  i t  usefu lness  as a gen-  
e ra l  m o d e l  of c o m p u t a t i o n .  P r o t o t y p e s  i nc lude  a sequen t i a l  
T M  i n t e r p r e t e r  [8] a n d  a w e b - b a s e d  d i s t r i b u t e d  c o m p u t i n g  
engine  [10]. W e b C o m  [10] schedu les  t h e  e x e c u t i o n  of  coarse-  
g ra in  c o m p u t a t i o n s  d e s c r i b e d  as C o n d e n s e d  G r a p h s .  W e b  
c l ien ts  ( a nc i l l a ry  p rocesso r s )  c onne c t  to  a W e b C o m  server  
(Tr ip le  M a n a g e r )  w h e r e u p o n  t h e y  a re  se rved  a p p r o p r i a t e  
c o m p u t a t i o n s  (C~ o p e r a t i o n s ) .  

B y  s t a t i c a l l y  c o n s t r u c t i n g  a C o n d e n s e d  G r a p h  to  con t a in  
o p e r a t o r s  a n d  d e s t i n a t i o n s ,  t h e  flow of  o p e r a n d  C o n d e n s e d  
G r a p h s  sequences  t h e  c o m p u t a t i o n  in  a d a t a i l o w  m a n n e r .  
S imi la r ly ,  c o n s t r u c t i n g  a C o n d e n s e d  G r a p h  to  s t a t i c a l l y  con- 
t a i n  o p e r a n d s  a n d  o p e r a t o r s ,  t h e  flow of  d e s t i n a t i o n  Con-  
d e n s e d  G r a p h s  will  d r ive  t h e  c o m p u t a t i o n  in a d e m a n d -  
d r iven  m a n n e r .  F ina l ly ,  b y  c o n s t r u c t i n g  C o n d e n s e d  G r a p h s  
to  s t a t i c a l l y  c o n t a i n  o p e r a n d s  a n d  de s t i na t i ons ,  t h e  flow of  
o p e r a t o r s  will  r e s u l t  in  a c o n t r o l - d r i v e n  eva lua t ion .  Th i s  l a t -  
t e r  e v a l u a t i o n  o rde r ,  in  c o n j u n c t i o n  w i t h  s ide-effects ,  is u sed  
to  i m p l e m e n t  i m p e r a t i v e  s e ma n t i c s .  T h e  power  of  t h e  C~ 
m o d e l  r e su l t s  f r o m  b e i n g  ab le  t o  e xp lo i t  all o f  t h e s e  evalu-  
a t i o n  s t r a t e g i e s  in  t h e  s a m e  c o m p u t a t i o n ,  a n d  d y v a m l c a l l y  
m o v e  b e t w e e n  t h e m ,  u s ing  a s ingle,  un i fo rm,  fo rma l i sm.  

3. O P E R A T I O N  S E Q U E N C I N G  
I n  th is  sec t ion  we cons ide r  a va r i e t y  of  con t ro l s  t h a t  one  

m a y  wish  t o  p lace  on t h e  p t t r chase  o r d e r  t r a n s a c t i o n  e x a m p l e  
d i scus sed  in  Sec t ion  1. T h e  e x a m p l e s  also serve  to  i l l u s t r a t e  
t h e  n o t a t i o n  a n d  s e m a n t i c s  o f  t h e  C~ mode l .  

EXAMPLE I .  C o n d e n s e d  n o d e  POx specif ies  t h e  a l lowable  
b e h a v i o u r  for o r d e r  p roces s ing  ( F i g u r e  2). B y  de f in i t ion  [8], 

E 0 - -  V I - -  P - -  X 

Figure  2: Imperat ive  Sty le  Def in i t ion  of  P O t  

t h e  b e h a v i o u r  of  a C o n d e n s e d  N o d e  such  as POx is con-  
s t r u c t e d  as a C o n d e n s e d  G r a p h  w i t h  a s ingle  e n t r y  n o d e  
( E )  a n d  s ingle  ex i t  n o d e  ( X ) .  T h e  o t h e r  n o d e s  in  t h e  g r a p h  
r e p r e s e n t  t h e  o p e r a t i o n s  ava i lab le :  p r o p o s e  an  o r d e r  ( 0 ) ,  
v a l i d a t e  t h e  o r d e r  (V),  p roces s  t h e  a s s o c i a t e d  invoice  (I) a n d  
m a k e  a p a y m e n t  (P) .  

Arcs  r e p r e s e n t  d a t a  p a t h s  b e t w e e n  t h e  o p e r a t i o n s  which,  
in  th is  case,  m a y  f ire  ( execu te )  w h e n  d a t a  a r r ives  a t  t h e i r  
i n p u t  po r t s .  F o r  e x a m p l e ,  w h e n  t h e  o r d e r  has  b e e n  p ro -  
p o s e d  a va lue  ( t he  de t a i l s )  is o u t p u t  f rom 0 a n d  p a s s e d  to  
V, w h i c h  may ,  in  t u rn ,  fire, a n d  so for th .  F i r i n g  a c o n d e n s e d  
n o d e  evaporates i t  i n to  t h e  g r a p h  t h a t  def ines  i t ,  w i t h  i n p u t  



available fzom the E node and final output emanating from 
its X node. 

Figure 2 may be regarded as specifying sequential ordering 
constraints  [O;V;I;P] in an impera t ive  style. A 

EXAMPLE 2. Figure  3 specifies the  purchase order t rans-  
action in a s imple datal]ow or availabil i ty manner .  Once the 
order has been proposed,  detai ls  are available to  bo th  V and 
[, which may  fire in ei ther order. Only  when bo th  inputs  

F i g u r e  3: A v a i l a b i l i t y  S t y l e  D e f i n i t i o n  o f  P O A  

(outputs  from V and [) are available, can payment  proceed. 
/x 

EXAMPLE 3. In  Figure 4, orders are val idated only when 
needed, t ha t  is, V is executed in a demand  or coercion - 
driven manner .  The  V node acts as an input  value to node 

F i g u r e  4: D e m a n d - D r i v e n  V a l i d a t i o n  o f  O r d e r s  P O c  

P, which results  in V becoming fireable only when needed, 
as i l lus t ra ted in Figure  5. I f  id represents a t ransact ion  iden- 

then  i ~ O ~  evaporates  on firing to its defining tifier 

graph with id passed on from ent ry  node E to operat ion O, 
which fires (denoted as *) generating,  as output~ a pttrchase 
order po (Figure 5(a)). This  acts as input  to V and [. Oper-  
a t ion | fires (Figure 5(b)) since i ts  input  value is present  and 
its ou tpu t  po r t  is bound  to a dest inat ion.  However, while 
an input  value is present  for V, its ou tpu t  po r t  is not  bound  
to any destination,  and therefore, i t  may  not  yet  fire. 

Once operat ion [ has fired, opera t ion  P has values at  bo th  
por ts  (a simple v ~ u e  inv, and  a graph connected to node V), 
has an ou tpu t  dest inat ion,  and therefore, is fireable. How- 
ever, P expects  the  values on its input  por ts  to be atomic 
values (such as po), and  not  an executable  graph object .  A 
'pre] jmlnary '  firing of P does not  execute P, but  'grafts '  node 
V to the  input  po r t  to which i t  acts  as a value (Figure 5(c)). 
As a result ,  P is no longer ftreable; the  ou tpu t  por t  of V 
becomes bound  and fires (Figure  5(d)).  As a result,  opera- 
t ion P has a tomic input  values, fires, and  generates a check 
(Figure 5(e)). 

In  this example,  V is executed in an availabil i ty or demand-  
driven manner:  only when a resul t  (validation) is required,  
is i t  scheduled for execution. Execut ion of [ may  be regarded 
as eager, while execution of  V regarded as lazy. A 

EXAMPLE 4. Figure 6 specifies a ~r~riation of the purchase 
order graph whereby the  val idat ion requirement  may  be by- 
passed for invoices up to  a cer ta in  l imit .  The  operat ion lira? 

F i g u r e  6: L a z y  O r d e r  V a l i d a t i o n  P O L z .  

inspects  the  invoice, re turn ing  true i f  its value is below a cer- 
ta in  limit; otherwise i t  re turns  false. Payment  operat ion P' 
has the  same behaviour  as P, except  t ha t  i t  takes only one 
input  (from | ) . .The condit ional  opera t ion  ire| is provided by 
the  Triple Manager.  I t  takes a boolean value on its B input  
por t ,  and if true then  i t  passes the  value at  i ts  T(hen) por t  
to  output ,  otherwise i t  passes the  value at  i ts  E(Ise) por t  to 
output .  

Note tha t  the decorat ions on por t s  T and E indicate tha t  
they  are non-africa., t ha t  is, their  input  values will not be 
grafted if they  are not  atomic.  This is unlike atrict ports  
where non-atomic values are always grafted. Thus, when ire| 
fires the  graph s t  its T or E por t  s imply passes through it, 
depending on the  value at  the R por t .  Figure ? i l lustrates 
pa r t  of the  behaviour  when [Jm? re turns  troe. The  input  
por t  to X is s t r ict  and the  ou tpu t  of P' will be grafted to  
the  input  of X ,  making P' fireable. Note t ha t  in this case P 
never fires, and  consequently, V never fires. If  P is selected 
by the ifel then it becomes graf ted to X and fireable (and 
P' never fires). 

If  the  graph in Figure 6 had,  instead,  specified a direct  
graf ted connection f~rom ou tpu t s  of P and P'  to the ire| oper- 
ation then  then  opera t ion  V may  eventual ly  fire, regardless 
o fwhe the r  it  is needed. This  is analogous to a kind of specu- 
lative val idat ion (may val idate  regardless),  as opposed to the  
conservative val idat ion (val idate only if required) specified 
in the original graph. A 

EXAMPLE 5. Non-str ic tness  provides a degree of higher- 
orderedness to  gr~tphs: an ope ra t ion /g raph  may  be t rea ted  
as da t a  as i t  moves a round  the  graph with execution deferred 
until  it  arrives at  a s t r ic t  po r t  whereupon it becomes grafted. 
In  Figure 8, a revised invoice-processing operat ion is non- 
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strict on its 'validation' port; it checks the invoice against 
the order and outputs a suitable value (graph) that includes 
the yet-to-be executed V operation (and its inputs). 

The payment operation P" also has a non-strict input 
port; it generates a print-check operation Ck with a depen- 
dency on the V operation (see Figure 9(a)). This graph value 
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m a y  he t h o u g h t  of as r e p r e s e n t i n g  t h e  b e h a v i o u r  'the/ore ia- 
suing the check, validation mus t  be done". 

Vc-hen th i s  g raph  arr ives a t  t he  s t r ic t  po r t  of X ,  it  is 
g r a ~ e d  (F igure  9(b) ) ,  which  in  t u r n ,  resu l t s  in  the  g ra~-  
Lug of V (F igure  9(c)) ,  which  in  tu~rn becomes  fireable. O n l y  
w h e n  v a l i d a t i o n  is done ,  c an  the  check be  p r in t ed ,  a n d  POL2 
comple ted .  A 

C o n d e n s e d  G r a p h s  p rov ide  a n  e~:ecutable n o t a t i o n  t h a t  al- 
lows us to  precisely specify how ope ra t ions  shou ld  be  ' g lued '  
toge ther .  T h e  n e x t  sec t ion  propos,~s a p r o t e c t i o n  f~amework 
for th is  'g lue ' .  

4.  P R O T E C T I O N  F B ~ k M E W O R K  
A Trip le  M a n a g e r  schedules  the  nodes  of a g raph  to  be  

f ired on  the  anc i l l a ry  processors  t h a t  are p a r t i c i p a t i n g  in  
t he  c o m p u t a t i o n .  These  processors  cou ld  be  the  c o m p o n e n t s  
of a paral le l  mach ine ,  a ne twork  of works t a t i ons  or a vari-  
e ty  of he te rogenous  sys tems ,  con~.ected over local  ne tworks  
a n d / o r  the  I n t e r n e t .  F r o m  a secur i ty  perspec t ive ,  we s~- 
s u m e  t h a t  w h e n  a n o d e  fires, i t  does so w i t h i n  some  security 
domain, which  reflects the  resom:ces t h a t  c an  be  accessed 
by  the  node .  T h u s  a d o m a i n  could  c o r r e s p o n d  to  a specitic 
hos t  on  a ne twork ,  a s u b n e t ,  a n d  so forth.  However,  we axe 
n o t  l im i t ed  to  a n e t w o r k  computi]zg model :  a d o m a i n  could  
r ep resen t  a t r a d i t i o n a l  p r o t e c t i o n  d o m a i n  [7]. For  example ,  
a n o d e  t h a t  pe r fo rms  a secTet o p e r a t i o n  could  be scheduled  
to  d o m a i n  secret. A l t e rna t ive ly ,  an  a u t h e n t i c a t e d  d o m a i n  
m i g h t  be  r ep r e sen t ed  by  t h e  pub l i c -key  t h a t  speaks  for it. 

A n  o p e r a t i o n  m a y  be schedu led  to  a paxt icu la r  secuxity 
d o m a i n  on ly  if t he  secur i ty  d o m a i n  holds t he  correct  perm/s-  

a ion  t h a t  p rovides  a u t h o r i z a t i o n  to  execu te  t h e  opera t ion .  
Each  n o d e  has  a p e r m i s s i o n  a t t r i b u t e  t h a t  reflects t he  nec- 
essary a u t h o r i z a t i o n  ( r equ i red  b y  a d o m a i n )  to  execute  it. 
T h e  Tr ip le  M a n a g e r  provides  a p r i m i t i v e  o p e r a t i o n  

Perm perm(NonStrict Node n); 
where,  perm(n) r e t u r n s  t he  p e r m i s s i o n  assoc ia ted  w i th  n o d e  
n .  Non- s t r i c tne s s  is r e q u i r e d  s ince  e x a m i n i n g  t he  pe rmiss ion  
a t t r i b u t e  of a n o d e  shou ld  n o t  r e su l t  i n  i ts  execut ion .  

Pe rmis s ions  axe t r e a t e d  as pr ;m~t ive  va lue  nodes  w i t h i n  
a c o n d e n s e d  g raph  a n d  axe a s s - r e e d  to  be  s t r u c t u r e d  as a 
l a t t i ce  (Perm, ~ ,  t J),  w he r e by  z _< ~t m e a n s  t h a t  pe rmiss ion  

provides  no  less a u t h o r i z a t i o n  t h a n  z .  A s imple  example  
is t h e  powerse t  l a t t i ce  of {read, write}, w i th  order ing  def ined  
by  subse t ,  a n d  lowest b o u n d  (L J) def ined  by  un ion .  T h u s  
the  lowest u p p e r  b o u n d  o p e r a t o r  m a y  be  Used to  compose  
permiss ions .  

A Tr ip le  M a n a g e r  schedules  t he  nodes  of t he  g raph  it  is 
e xe c u t i ng  to  fire in  secur i ty  d o m a i n s  t h a t  have  app rop r i a t e  
permiss ions .  A p r i m i t i v e  o p e r a t i o n  is provided .  

Perm sdom(NonStrict Node n); 
G i v e n  node  A, t h e n  sdom(A)  r e t u r n s  t h e  pe~z~as ion  as- 
s igned  to  t h e  d o m a i n  t h a t  A is schedu led  to. If  A is no t  
yet  r e a d y  to  fire t h e n  sdom m a y  e i ther  r e t u r n  the  d o m a i n  
p | a n n e d  for A or i t  m a y  block u n t i l  i t  is k n o w n  a n d / o r  r e ady  
to  fire. O n l y  a s ingle  p e r m i s s i o n  n e e d  be  assoc ia ted  wi th  
each secur i ty  d o m a i n  s ince c ompos i t e  pe rmis s ions  m a y  he 
c o n s t r u c t e d  us ing  LJ. 

If  the  node  A is n o t  a p r i m i t i v e  ope ra t i on ,  t h a t  is, i t  is a 
c o n d e n s e d  node ,  a n d  if i t  is to  b e  schedu led  to  t he  same  do- 
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main  as t ha t  of the  current  Triple Manager,  then  the  current  
Triple Manager  will manage  the  scheduling for the  graph 
tha t  A defined. I f  A is scheduled to  fire in a different do- 
main  then  another  Triple Manager  running  in this domain  
sdom(A) will schedule the  graph tha t  A defines. The  pr im-  
itive TM opera t ion  

Perm cdomO; 

re turns  the  permission assigned to the  domain  of the  graph 
cu r r en t ly  executing, t ha t  is, the  permiss ion assigned to  t ha t  
the  Triple Manager  execut ing the  graph.  Figure  10 illus- 
t ra tes  the  re la t ionship between the secur i ty-re la ted  TM pr im- 
itives: a t r iple  manager  has scheduled the  condensed node 
A (security a t t r i bu t e  s) to be executed by another  Triple 
Manager  t h a t  is running  in a domain  with permission x. 
The  graph defined by  A is said to run  in a securi ty context  
(x,a). 

The Triple Manager  is regarded as a t rus ted  component  
in the  sense tha t  the  t r iples  t h a t  it  manages  may  be ac- 
cessed only by the  Triple Manager  and  tha t  i t  constructs  
and  schedules tr iples fai thfully and according to  the  graph 
i t  is execut ing I . 

When  a node with  permission a t t r ibu te  a fires in a do- 
main  with  permission z then  i t  is said to  have a security 
context (z, a).  Securi ty  is defined in t e rms  of whether  a 
graph in one securi ty context  may  schedule a node to fire 
in another  securi ty context  (or possibly the  same).  A node 
with permission a t t r i bu t e  b t ha t  is pa r t  of a graph with a 
securi ty context  (z,  a) may  be scheduled to  a domain  y if 
implies((z ,a) ,  (y,b)) holds, where implies is a par t ia l  order-  
ing relat ion between securi ty contexts.  This relat ion,  called 
the  scheduling constraint, controls how graphs evapora te  

We do not  prescr ibe a specific definit ion for the  implies 
relat ion.  However, one possible definit ion could be based on 
the  permission orderings. 

implies((=, a), (y, b)) =-- (a _< ~) ̂  (y _< =) ̂  (b < ~) 

Considering Figure  10, the  "l~iple Manager  mus t  have suffi- 
cient permissions to  "execute ( the graph defined by) A (a _< 
z) .  This Triple Manager  must  also have sufficient permis-  
sion to  schedule any node of th is  graph to  another  domain  
(y _< z) .  Similarly, B mus t  be author ized to run  in this  
domain  (b _<: y), and  thus we have implies(Cz,a), (~/,b)). 

EXAMPLE 6. A Triple Manager  schedules the  nodes of a 
graph to  be  fired on the  ancil lary processors par t ic ipa t ing  in 
the  computa t ion .  Suppose  t ha t  the  purchase  order  sys tem 
is implemented  across a network of personal  worksta t ions  
connected to  a t rus t ed  server. 

Define the set of permissions as the powerset of {elk, mgr}, 
with subset  as the ordering relat ion.  Opera t ions  0 and  I 

1We believe that  assuring the correctness of the Triple Manager 
should be straightforward; the core of its current implementation 
stands at a few hundred lines of C code. 

have permission a t t r i bu t e  {elk}; operat ions  V and P have 
permission a t t r i bu t e  {mgr},  and condensed node POI has 
permission a t t r i bu t e  {}. Alice is a manager  and is bound  to 
permission {mgr}, while Bob, a clerk, is bound  to permission 
{clk}. 

Suppose  tha t  Alice requests  t h a t  an instance of POI is to 
be  executed on a t ru s t ed  server (domain {elk, mgr}). This 
provides a context  ({elk, mgr}, {}) fTom which the  operat ions 
O, |, V and P will be  scheduled. Opera t ions  0 and I may  
be  scheduled to  Alice 's  domain  (context  ({clk},{}) on her 
workstat ion) ,  Similarly, V and P may  be scheduled to Bob. 
Z~ 

5.  P R O T E C T I O N  M E C H A N I S M S  
The  securi ty of a graph (based on the scheduling con- 

s t ra in t )  can be defined in an opera t iona l  or denota t ional  
m~nner. Operat ional ly ,  a graph is secure if the  Triple Man- 
ager schedules only those nodes t h a t  uphold  the  scheduling 
constraint .  The  d isadvantage  of this  approach is t ha t  the  se- 
cur i ty  mechanism must  be  hard-coded  as par t  of the  Triple 
Manager  and  is implementa t ion  dependent .  The  al ternat ive 
is to  define securi ty  in a denota t iona l  way, t ha t  is, define the  
enforcement of the  scheduling const ra in t  in t e rms  of a Con- 
densed Graph.  We take  this  approach,  guaranteeing t ha t  
our proposed  securi ty  mechanisms can be implemented,  not  
having to worry  at  this  s tage abou t  low-level operat ional  de- 
tails. Another  advantage  of defining securi ty  in this  way is 
t ha t  we can p rogram a l te rna t ive  pro tec t ion  mechanisms. 

5 . 1  Frag i l e  P r o t e c t i o n  
The  .fragile protec t ion  opera t ion  ~ >  takes a node 

A as its input  ope rand  and if t he  scheduling constraint  is 

upheld then  A may  fire, t ha t  is, ~ . ~  evaluates to A. 
If  the  scheduling cons t ra in t  fails then  A may  not  fire and  
the resul t  of  the  evaluat ion is null. Figure 11 defines the  
opera t ion  as a condensed node. For  the  purposes of this 
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paper  we assume tha t  the  graph t ha t  is defined by . ~ >  
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execu te s  (is s chedu l ed )  in t h e  saaxLe p r o t e c t i o n  d o m a i n  as  
i ts  p a r e n t .  Th i s  ensures  t h a t  t h e  va lue  cdom re f e r enced  in  
F i g u r e  11 c o r r e s p o n d s  to  ~.he cdom of  i t s  p a r e n t ,  t h a t  is, t h e  

d o m a i n  t h a t  s chedu les  t h e  n o d e  i n p u t  (A) to  ~ > ~ _ ~ .  
S ince  t h e  i n p u t  p o r t  of  t h e  fra$,~le p r o t e c t i o n  o p e r a t i o n  

is n o n - s t r i c t ,  i t s  o p e r a n d  A passes  in to  i t s  g r a p h  w i t h o u t  
g ra~t ing / f i r ing .  L a z y  e v a l u a t i o n  ~ t h i n  t h e  g r a p h  ensures  
t h a t  A passes  to  t h e  X n o d e  only" if i t  is to  b e  s c h e d u l e d  
to  an  a p p r o p r i a t e  d o m a i n ,  w h e r e u p o n  i t  b e c o m e s  g r a f t e d  to 
t h e  s t r i c t  p o r t  of  X a n d  fires. 

EXAMPLE 7. F i g u r e  12 p r o t e c t s  t h e  o r d e r i n g  p rocess  de -  
f ined  in F i g u r e  8. T h e  protection n o d e s  t h a t  p r o t e c t  o p e r a -  
t ions  O, [' a n d  P" a re  i m m e d i a t e l y  ava i l ab le  t o  fire. F i g u r e  13 
i l l u s t r a t e s  t h e  r e su l t  of  t h e s e  n o d e s  f ir ing.  A n  a l t e r n a t e  fir-  
ing  sequence  m i g h t  fire t h e  p r o t e c t i o n  n o d e  of  O, fo l lowed b y  
O, a n d  so for th .  T h e  v a l i d a t i o n  o p e r a t i o n  is m e d i a t e d  on  a 

l a z y  bas is :  T h e  p r o t e c t e d  V o p e r a t i o n  ( s u b - g r a p h  V ~ )  
passes  t h r o u g h  t h e  | '  a n d  P" nodes .  O n  b e c o m i n g  a n  i n p u t  
to  t h e  X n o d e  t h e  p r o t e c t i o n  o p e r a t i o n  b e c o m e s  g ra f t ed ,  
a n d  fires,  m e d i a t i n g  t h e  s chedu l i ng  o f  V. /k 

I n  th i s  p a p e r  we c o n s i d e r  o n l y  t h e  s e c u r i t y  c o n s t r a i n t s  
on  t h e  s chedu l ing  of  nodes .  H o w  e x a c t l y  a T r ip l e  M a n a g e r  
dec ides  w h e n  to  s chedu le  f i reab le  nodes  m u s t  b e  lef t  t o  t h e  
Tr ip l e  M a n a g e r .  I t  w o u l d  b e  s t r a i g h t f o r w a r d  t o  i m p l e m e n t  a 
T r ip l e  M a n a g e r  t h a t  t r i e d  to  ensu re  t h a t  t h e  schedu l ing  con-  
s t r a i n t  was  a lways  u p h e l d  w h e n  schedu l ing .  I n  p rac t i ce ,  we 
e x p e c t  t h a t  a f ragi le  p r o t e c t i o n  n o d e  w o u l d  b e  i m p l e m e n t e d  
as a T M  p r imi t i ve ,  r a t h e r  t h a n  as a c o n d e n s e d  node .  

A n  i m p l e m e n t a t i o n  of  t h e  T r ip l e  M a n a g e r  m u s t  also de-  
c ide  w h e t h e r  t h e  p r o t e c t i o n  o p e r a t i o n  s h o u l d  fire as soon  as 
p o s s i b l e  or  w h e t h e r  i t  s h o u l d  wa i t  u n t i l  t h e  n o d e  i t  media~.es 
h a s  a l l  of  i t s  i n p u t  p o r t s  b o u n d .  I m m e d i a t e l y  f i r ing a p r o t e c -  
t i on  n o d e  gives r i se  to t he  n o t i o n  of  speculative protection, 
w h e r e b y  t h e  T r i p l e  M a n a g e r  sche~[ules, in  advance ,  an  (au-  
t h o r i z e d )  d o m a i n  for an  o p e r a t i o n  be fo re  i t  is r e a d y  t o  fire. 
A l t e r n a t i v e l y ,  de f e r r i ng  t h e  f i r ing  o f  t h e  p r o t e c t i o n  n o d e  un-  
t i l  t h e  o p e r a t i o n  i t  m e d i a t e s  h a s  all of  i t s  i n p u t  p o r t s  b o u n d  
gives r i se  to  conaer~ative protection. Like  s p e c u l a t i v e  a n d  
conse rva t ive  c o m p u t a t i o n  t h e s e  c~'~ b e  c o n t r o l l e d  w i t h i n  t h e  
T r ip l e  M a n a g e r .  

5 . 2  T e n a c i o u s  P r o t e c t i o n  
T h e  d i s a d v a n t a g e  of  t h e  f rag i le  p r o t e c t i o n  o p e r a t o r  is t h a t  

p o t e n t i a l  r e su l t s  axe los t  i f  t h e  s c he du l i ng  c o n s t r a i n t  is n o t  
u p h e l d ,  l ~ t h e r  thaax fa i l ing ,  i t  w o u l d  h e  p r e f e r a b l e  to  re-  
schedu le  t h e  n o d e  for  l a t e r  e v a l u a t i o n ,  or  a l low i t  t o  be  
s c h e d u l e d  b y  a n o t h e r  T r i p l e  M a n a g e r  t h a t  h a s  a u t h o r i t y  
to  ass ign  a n  a p p r o p r i a t e  d o m a i n .  Th i s  is ach ieved  b y  t h e  
tenncioua pro tecLion  o p e r a t i o n  d e f i n e d  in  F i g u r e  14. G r a p h  

- ~ = ~ >  is de f ined  recurs ive ly .  I f  t h e  s c he du l i ng  c o n s t r a i n t  is 

- - m  
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O p e r a t o r  

u p h e l d  t h e n  n o d e  A b e c o m e s  g r a f t e d  t o  t h e  i n p u t  p o r t  of  X 
a n d  m a y  b e  f i red.  I f  t he  s c he du l i ng  c o n s t r a i n t  is n o t  u p h e l d  

t h e n  the  r e su l t  is A ,  l az i ly  p r o t e c t e d ,  t h a t  is, ~ > .  Un-  
l ike  f ragi le  p r o t e c t i o n ,  t h e  t e n a c i o u s  p r o t e c t i o n  o p e r a t o r  be -  
haves  l ike a s e c u r i t y  w r a p p e r  t h a t  c a n  b e  r e p e a t e d l y  p r o b e d ,  
b u t  can  on ly  be  u n w r a p p e d  ( s chedu led )  in  a n  a u t h o r i z e d  do-  
ma in .  

T h e  t e n a c i o u s  p r o t e c t i o n  o p e r a t o r  c o u l d  b e  i m p l e m e n t e d  
as a T M  p r i m i t i v e .  O n e  i n t e r p r e t a t i o n  is t h a t  t h e  Tb/L p o s t -  
p o n e s  t h e  s c he du l i ng  o f  a n o d e  u n t i l  an  a u t h o r i z e d  d o m a i n  
is ava i lab le .  However ,  m o r e  ge ne ra l  i n t e r p r e t a t i o n s  a re  pos -  
sible.  Fo r  e x a m p l e ,  i f  t h e  c u r r e n t  T r i p l e  M a n a g e r  c ~ n o t  
ass ign a n  a u t h o r i z e d  d o m a i n  t h e n  t h e  p r o t e c t e d  o p e r a t i o n  
can  b e  s c h e d u l e d  to  a n o t h e r  T r i p l e  M a n a g e r  t h a t  can  ass ign  
an  a u t h o r i z e d  d o m a i n .  

EXAMPLE 8. S u p p o s e  t h a t  a n e t w o r k  is p a r t i t i o n e d  in 
t e r m s  of  a c lerk  s u b n e t  a n d  a m a n a g e m e n t  s u b n e t  a n d  each  
s u b n e t  has  i t s  own se rve r  wh ich  r o u t e s  t raf f ic  to  o t h e r  sub-  
ne ts .  A T r i p l e  M a n a g e r  on  t h e  c l e rk  se rver  s t a r t s  a PO 
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F i g u r e  12: P r o t e c t i n g  t h e  O r d e r i n g  P r o c e s s  

F i g u r e  13: P r o t e c t i n g  t h e  O r d e r i n g  P r o c e s s  

t ransact ion  graph, and schedules the requested 0 operat ion 
to a clerk's workstat ion.  Since i t  cannot  schedule a manage-  
ment  V operat ion,  i t  passes the  'wrapped '  operat ion to the  
~riple manager  on the  management  server for, scheduling, 
which in tu rn  schedules i t  to  an appropr ia te  management  
workstation.  A 

Domain scheduling heuristics, such as tha t  discussed in 
Example  8 should be considered par t  of the implementa t ion  
of the Triple Manager.  The  tenacious protect ion operator  
could be thought  of as a scout  node tha t  can be sent out  
across the  network looking for a suitable Triple Manager  to 
schedule the  pro tec ted  node. Once found, the  underlying 
Triple Manager  t ransparen t ly  retrieves the  pro tec ted  node. 
An  al ternat ive and speculat ive approach would be to mui- 
t icast  the  protect ion opera tor  across the  network; as soon 
as one Triple Manager  can schedule the  pro tec ted  node, the  
node migrates  and all other  speculat ive protect ion nodes are 
garbage collected. Low-level protocols  to suppor t ,  what  is 
in et~ect, remote  node invocation has been invest igated else- 
where: a Triple Manager  scheduling PVM processes [9] and 
a t radi t ional  data~low sys tem [13]. Invest igat ing sui table 
domain scheduling heurist ics is a topic for future research. 

EXAMPLE 9. Condensed Graphs  are used to exploit  par-  
allelism in a computa t ion  and the Triple Manager(s)  can 
schedule the  computa t ion  across networks of workstat ions 
[10]. Figure 15 gives an examp]e of a graph tha t  schedules a 
d is t r ibuted  brute-force key search given known pla in /c ipher  
text .  The key space is spli t  into a series of intervals indexed 
as O, 1 , . . .  , m a z i n d e z .  Primi t ive  operat ion 

Int cr(lnt interval); 

searches a specified intervaJ for the key. I f  found the key is 
returned, otherwise 0 is returned. Operation search is de- 
fined recursively and has a high degree of parallelism that 
can be exploited by the Triple Manager which schedules op- 
eration cr to be executed on participating processors. Op- 
eration search is passed the init ial value m(~zii~lez. 

An organizat ion wishes to  use this  applicat ion to find a 
par t icular  key. For the  purposes of security, search oper- 
at ions may  be scheduled only to systems within the  orga- 
nizat ion intranet ,  while the  cr operat ion may  be  scheduled 
to  any recognized system. Figure 15 i l lustrates how these 
requirements  are selectively p rogrammed  within an appli-  
cation. Operat ions  search and cr axe assigned permission 
a t t r ibutes  in and out, respectively. A permission may  be 
associated with a node by introducing an addi t ional  per-  
mission input  por t  to the  node and is illns~.rated by using 

B 

F igure  15: P r o g r a m m i n g  P r o t e c t i o n  

a solid input  arrow-head. Given the  permission ordering 
(out _< in), then  systems (domains)  within the  intra~et  are 
given permission in, and recognized external  systems are 
given permission out. Schedules implies((in,in),(in,in)), im- 
plies((in,in),(out,out)) and  implies((in,in),(in,out)) hold, while 
implies((in,in),(out,in)) does not. A 

5.3 Emergent Protect ion 
Many protection policies base access decisions on previous 

decisions and/or bchaviour, for example Chinese Walls [3] 
and Dynamic Separation of Duties [12]. Condensed Graphs 
represent distributed computation and it is preferable not 
to rely upon a centradized-state approaches such as [41 to 
provide mechanisms that enforce these requirements. 

The wrapping protection mechanism, specified in Figure 16, 
can be used to support, in a distributed fashion, a limited 
form of dynamic separation of duties. The wrapping opera- 
tor W(z, A) takes as input a node A, and permits it to fire 
in any domain y t ha t  is s t r ic t ly  more authorized, or has an 
uncomparable  authorizat ion,  to  z. The  result  R from firing 
A is then  'wrapped '  as W ( z  LI y, R). Thus,  the  first param-  
eter of W is used to continue a local s ta te  (for this node) 
by acting as a high-water  mark  of the  permissions of pas t  
domains. 

Figure 17 gives a snapshot  of this  mechanism in opera- 
tion. Given W ( A , z )  and  if we have sdom(A) /~ z, then A 
is explicit ly grafted to the. second input  por t  of a new W 
operat ion.  This  makes A fireable, bu t  the  non-str ictness of 
this  por t  of W will not  graft the  result ing ou tput  R. This 
result ing ou tpu t  R of A is p ro tec ted  and may  fire only in 
a sui tably  different domain,  and  so forth. This wrapping 
operat ion is tenacious and  is easily extended to enforce the 



A fires in domain y ! < = x ,  outputs R R fires in domain w !<=z ,  outputs S 

Fig;ure  17: S n a p s h o t  o f  a W r a p p i n g  a n d  U n w r a p p i n g  

F i g u r e  16: W r a p p i n g  P r o t e c t i o n  M e c h a n i s m  

scheduling constFa~nt. 

EXAMPLE 10. Consider a simplified version of the pur- 
chase order t ransact ion (Figure 18). The  order operation 
takes as input  an order-id, and (non-strict) a payment  op- 
eration, and outputs  the payment  operat ion P appropri- 
ately t ransformed to include order value, and so forth. The 

F i g u r e  18: D y n a m i c  S e p a r a t i o n  o f  D u t y  

order operat ion is media ted  as V~(O, {}), where {} is the 
empty  permission. A manager  (permission {mgr}) may ex- 
ecute the O operation,  and the  r~mult is the wrapped  node 
~V(P, {mgr}). Payment  P may  now fire only in domains with 
permissions {elk} or {cik.mgr}. L~ 

While tailored to  a specific requirement,  the proposed 
wrapping mechanism illustrates the  flexibility in using Con- 
densed Graphs to specify (and implement)  protection re- 
quirements. Rather  than  maintaining a centralized security 
state, the  operator  VV can be thought  of as providing emer- 
gen~ protection: mediat ion results in the emergence of a 
further protect ion mechanism to mediate  a subsequent op- 
eration. Investigating how this m1.~hanism might  be applied 
in practice and developing emergent mechanisms for general 
protect ion policies is a topic for future research. 

6. D I S C U S S I O N  A N D  C O N C L U S I O N  
The Condensed Graphs  model provides a single frame- 

work in which protection requirements can be specified and 
implemented within the imperative, availability and coer- 
cion paradigms. Section 3 described how combining these 
paradigms provide flexibility in the sequencing and control 
over security critical operations. Sections 4 and 5 draw on 
these techniques and develop novel protect ion mechanisms. 
A Tenaciously pro tec ted  node (operation or data) can be 
repeatedly probed, and passed around, bu t  may only be 
unwrapped  in the appropria te  domain. Referential trans- 
parency in the Condensed Graphs model means tha t  this 
tenaci ty  may be further applied to the results generated by 
an operat ion which emerge protected by a mechanism cre- 
ated on the fly. 

Triple Managers t ransparent ly  schedule graph operations 
to appropriate  security domains. This allows protection re- 
quirements to be coded as par t  of the graph program, inde- 
pendent ly  of the underlying architecture. Graph-based pro- 
tection operators such as tenacious protect ion can be viewed 
as a protect ion vrrapper tha t  may  be unwrapped  only in an 
authorized security domain. Scheduling a tenaciously pro- 
tected node to an authorized domain is completely trans- 
parent,  even though  it may  have been necessary to migrate 
the protected node th rough  a number  of Triple Managers 
before it could be successfully scheduled. 

Secure WebCom [5] provides one possible implementa- 
t ion of the protect ion model  described in this paper.  We- 
b C o m  [10] Masters schedule Condensed Graph  applications 
over remote  W e b C o m  clients (ancillary processors). Web- 
Corn Masters use KeyNote  credentials [2] to determine the 
operations tha t  the client is authorized to execute; Web- 
Corn master  credentials are used by clients to determine if 
the master  had  the  authorizat ion to schedule the (trusted) 
mobi le-computat ion tha t  the client is about  execute. This 
implementat ion can be interpreted in terms of the protec- 
tion mechanisms described in this paper.  Client and Master 
public keys provide security domains,  while credentials de- 
fine their associated permissions. The  authorizat ion check 
is similar to a fragile mediat ion on every node in the graph. 

Much work remains to be done investigating how the pro- 
tection model  described in this paper  might  be used in prac- 
tice. The  protect ion model  might  also be used as par t  of a 
conventional secure system. A Condensed Graph  can be re- 
garded as a sophist icated job-control  language used to  sched- 
ule operations, such as multilevel transactions,  to the pro- 
tection domains of  a separat ion kernel [14]. 
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