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INTRODUCTION 

Problems of synchronization among processes are encountered in both 

centralized and distributed computer systems. Conceptually, problems of the 

same nature arise in both applications (e.g. exclusive access to shared data), 

but, from the standpoint of implementation, techniques used to solve the problems 

are quite different. 

This paper exposes an idea to define a framework within which this twofold 

reality will be reflected ' together with a method to define with precision the pro- 

blems of synchronization at their proper level of abstraction. As such~ it attempts 

to give an answer to the question of understanding what characterizes a problem 

of synchronization, how it is related to a programming method and what are the 

aspects of its implementation. 

PROCESSES AND EVENTS 

In this section, we present synchronization rules at the lower level of ab- 

straction as rules governing occurrences of elementary events. These rules corre- 

spond to the intuitive notion of "waiting" for something to become possible and 

"signalling" this possibility. 

At first approximations a process can be seen as a sequence of events de- 

fined by the execution of some actions on some data. /~ typical problem of syn- 

chronization is defined as a dependence of the occurrences of some events upon 

This work was supported in part by U.S. Army Contract DA-31-124-ARO-D-462. 

• ~Author's present address: Courant Institute of Mathematical Sciences, New 
York University, Z51 Mercer Street, New York, New York 1001Z. 

- 3 - 

http://crossmark.crossref.org/dialog/?doi=10.1145%2F563905.810893&domain=pdf&date_stamp=1975-01-01


the occurrences of some other events. These dependences are included as coor- 

dination rules (e. g. the firing rule in Petri-nets) in all models of synchronization 

defined in the literature. In this paper, without loss of generality, the following 

representation of the coordination rules are defined. 

To each event e , and at any instant t of time, we attach a binary 

value called the possibility of that event. The possibility of an event can be 

either possible or not-possible. If, at time t , an event is possible then it can 

occur within a finite time after t . Otherwise, it cannot occur. 

The possibility of an event can be defined by a time-dependent predicate 

as follows: 

"e 

For example, 

t h e  p o s s i b i l i t y  of 

i s  p o s s i b l e  a t  t i m e  t"  i f  a n d  o n l y  i f  " P ( e ) t  i s  t r u e "  

i f  w e  c o n s i d e r  t w o  p r o c e s s e s  o f  t h r e e  e v e n t s  e a c h :  

P l  = (al aZ a3) ' PZ = (bl b2 b3) 

a can be: 
2 

p(az) t = S(a2) t A C(az)t 

where: 

= "a has occurred" S(a 2)t 1 

C(a2) t = "none of b I and b 3 has occurred or both have occurred" 

S defines a sequencing rule (internal structure of p ) and 
1 

C defines a coordination rule. In theory, it is not necessary to make a distinction 

between S and C . In practice however, the distinction is relevant and is there- 

fore kept in the model. 

It is possible Lo give a mathematical formulation of S and C with the 

following definitions. 

Let E be the set of events and T the time (an ordered set of instants). A couple 

(e,t) , e£E , tat is an occurence of e at time t . A set 

, = t 'ET}  E t CoE x T t T t { t ' I t '  < t , 
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is a timing of the events of E prior to t (i. e. an evolution in time of the pro- 

cesses). 

A synchronization problem typically defines some restrictions on the timing 

E t . For example: 

B 1 = ~ t ' ( ( b l t '  ) ~ E t) B 3 = ~ t t ' ( ( b 3 ,  t '  ) ~ E t) 

C ( a z ) t  = ~ (B 1 V B 3  ) v (B l A B 3  ) 

S i n c e  P(e ) t  c a n  be  a n  a r b i t r a r y  p r e d i c a t e ,  t h i s  f o r m u l a t i o n  i s  v e r y  g e n e r a l .  But 

f rom t h i s  g e n e r a l i t y  c o m e s  i t s  d i s a d v a n t a g e :  i t  c a n n o t  b e  u s e d  in  p r a c t i c e .  I t  i s  

t h e r e f o r e  n o t  p r o p o s e d  a s  a u n i v e r s a l  m o d e l  o f  s y n c h r o n i z a t i o n  b u t  r a t h e r  a s  a 

f o u n d a t i o n  for  m o r e  r e l e v a n t  c o n s t r u c t s  (cf. n e x t  s e c t i o n ) .  The  a d v a n t a g e  o f  a 

c o m m o n  f o u n d a t i o n  i s  t h a t  i t  g i v e s  i n s i g h t  in  t h e  g e n e r a l i t y  o f  t h e  p r o b l e m  a n d  i t  

e n a b l e s  u s  to  e v a l u a t e  w h a t  r e s t r i c t i o n s  a r e  i m p l i e d  by t h e  d e f i n i t i o n  o f  ad  h o c  

c o n s t r u c t s .  

T h e r e  a r e  in  p r a c t i c e  s y n c h r o n i z a t i o n  p r o b l e m s  w h e r e  t h e  r u l e  o f  c o o r d i n a -  

t i o n  d e p e n d s  o n  t h e  r e s u l t  o f  t h e  o p e r a t i o n  p e r f o r m e d  w h e n  a n  e v e n t  o c c u r s  (e. g. 

a r e - r e a d  a f t e r  a p a r i t y  er ror) .  T h e s e  c a s e s  s h o u l d  be  p r o v i d e d  for  i n  a g e n e r a l  

m o d e l  o f  s y n c h r o n i z a t i o n .  T h i s  a s p e c t  o f  t h e  p r o b l e m  i s  n o t  d e t a i l e d  in  t h i s  

pa per. 

To summarize, the following relevant concepts should be included in a 

model of synchronization: 

I. A sequencing rule defining a static internal structure of the processes. 

Z. A coordination rule defining the dynamic interactions between processes. 

3. R u l e s  t h a t  m a k e  e x p l i c i t  t h e  p o s s i b l e  d e p e n d e n c e  o f  t h e  c o o r d i n a t i o n  r u l e  

u p o n  t h e  c o m p u t e d  r e s u l t  o f  s o m e  o p e r a t i o n  o f  a p r o c e s s .  

W i t h  t h e s e  c o n c e p t s  a n d  w i t h  s u i t a b l e  f o r m a l  d e f i n i t i o n s ,  i t  i s  p o s s i b l e  to  d e f i n e  

a n y  p r o b l e m  o f  s y n c h r o n i z a t i o n  a t  a v e r y  l o w  l e v e l  o f  a b s t r a c t i o n .  

EXCLUSIONS AND COOPERATIONS 

A l t h o u g h  t h e  p r i n c i p l e s  d e f i n e d  h e r e  a b o v e  c o u l d  be  p r e s e n t e d  a s  a s y n t h e s i s  

o f  s y n c h r o n i z a t i o n  p r o b l e m s ,  t h e i r  p r a c t i c a l  a p p l i c a t i o n s  are  s o m e w h a t  l i m i t e d .  I t  
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w o u l d  i m p l y  t h e  m a n i p u l a t i o n  of  a p r e d i c a t e  c a l c u l u s  o n  t h e  s e t  o f  o c c u r r e n c e s  

o f  e v e n t s .  An i m p r o v e m e n t  o f  t h i s  d i f f i c u l t y  i s  to  d e f i n e ,  a t  a h i g h e r  l e v e l ,  o f  

a b s t r a c t i o n ,  c l a s s e s  o f  p r o b l e m s  a s  p a r t i c u l a r  c a s e s  o f  t h e  g e n e r a l  l o w  l e v e l  

c a s e .  E x a m p l e s  o f  t h e s e  c l a s s e s  o f  p r o b l e m s  a r e  t h e  p r o b l e m s  o f  e x c l u s i o n s  

(i. e. s y n c h r o n i z a t i o n  o f  a c c e s s e s  to  s h a r e d  d a t a  a n d  to  r e - u s a b l e  r e s o u r c e s )  

a n d  t h e  p r o b l e m s  o f  c o o p e r a t i o n  (i. e. p r o d u c e r - c o n s u m e r  s c h e m e ,  c o n s u m a b l e  

r e s o u r c e s ,  m e s s a g e s  t r a n s m i s s i o n s ) .  

The  p r o b l e m s  o f  e x c l u s i o n s  w e r e  t r e a t e d  in  [ l ,  Z, 3] a n d  a r e  n o t  d e t a i l e d  

h e r e .  The p r o b l e m  o f  c o o p e r a t i o n  c a n  be  i l l u s t r a t e d  by  t h e  f o l l o w i n g  e x a m p l e .  

Le t  A a n d  B b e  t w o  c r i t i c a l  s e c t i o n s  (i. e. p a r t s  o f  p r o g r a m s  w h o s e  e x e c u t i o n s  

a r e  s u b j e c t  to  s y n c h r o n i z a t i o n )  c o m m u n i c a t i n g  t h r o u g h  a n  i n f i n i t e  b u f f e r .  T y p i c a l l y ,  

i f  A 

Or: 

I f  a f  a n d  

becomes: 

i.e.: 

i s  t h e  p r o d u c e r  a n d  B t h e  c o n s u m e r ,  t h e  f o l l o w i n g  p r o p e r t y  m u s t  be  v a l i d :  

t h e  n u m b e r  o f  p o r t i o n s  c o n s u m e d  c a n n o t  

e x c e e d  t h e  n u m b e r  o f  p o r t i o n s  p r o d u c e d .  

t h e  n u m b e r  o f  e x e c u t i o n s  ( p a s t  a n d  p r e s e n t )  o f  B c a n n o t  

e x c e e d  t h e  n u m b e r  o f  e x e c u t i o n s  ( p a s t  a n d  p r e s e n t )  o f  

b. a r e  t h e  t e r m i n a t i o n  and  i n i t i a t i o n  e v e n t s  of  r e s p .  
1 

n o 

A and B , t h i s  

t h e  n u m b e r  o f  o c c u r r e n c e s  o f  

o f  o c c u r r e n c e s  o f  a 
f .  

b. cannot exceed the number 
1 

n(af )  t + q _> n(b i )  t 

q b e i n g  a c o n s t a n t  g i v i n g  t h e  n u m b e r  o f  i n i t i a l l y  c o n s u m a b l e  p o r t i o n s .  T h i s  r e l a -  

t i o n  m u s t  be  v a l i d  a t  a n y  t i m e  t . 

Th i s  i s  c l e a r l y  a p r e d i c a t e  on  t h e  o c c u r r e n c e s  o f  e v e n t s  d e t e r m i n i n g  t h e  p o s s i -  

b i l i t y  o f  b . .  P r e d i c a t e s  o f  t h i s  form c h a r a c t e r i z e  t h e  p r o b l e m s  o f  c o o p e r a t i o n  I 

b e t w e e n  p r o c e s s e s  a n d  a r e  p a r t i c u l a r  c a s e s  o f  t h e  g e n e r a l  a r b i t r a r y  p r e d i c a t e  d e f i n e d  

h e r e  a b o v e .  
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C o m b i n a t i o n s  of  s u c h  r u l e s  c a n  l e a d  to  a r b i t r a r y  c o m p l e x  p r o b l e m s  of  

c o o p e r a t i o n .  For i n s t a n c e  a d d i n g  t h e  f o l l o w i n g  p r e d i c a t e  for t h e  p o s s i b i l i t y  o f  

a .  : 
1 

n(a i )  t ~_. n(bf) t + p 

d e f i n e s  a f i n i t e  b u f f e r  p r o b l e m  of  l e n g t h  p + q . The p r a c t i c a l  c h a r a c t e r  o f  s u c h  

c o n s t r u c t s  i s  e v i d e n t  a n d  h a s  b e e n  e m p h a s i z e d  (e. g. [ 12])  by  t h e  u s e  of  " i n v a r i a n t s " .  

T h e s e  d e f i n i t i o n s  a r e  c o n s i s t e n t  w i t h  t h i s  o t h e r  a p p r o a c h  a n d  t h e r e f o r e  e x h i b i t  t h e  

s a m e  a d v a n t a g e s .  

PROGRAMMING TOOLS 

It  i s  b e y o n d  t h e  s c o p e  of  t h i s  p a p e r  to s t u d y  in  a c o m p a r a t i v e  w a y  a l l  t h e  

p r o g r a m m i n g  p r i m i t i v e s  i n t r o d u c e d  to  " s o l v e "  p a r t i c u l a r  p r o b l e m s  of  s y n c h r o n i z a -  

t i on .  

P r i m i t i v e s  a r e  f r e q u e n t l y  d e f i n e d  by t h e i r  i m p l e m e n t a t i o n  r a t h e r  t h a n  by a 

s u i t a b l e  m o d e l  e x p r e s s i n g  the  i n t e n d e d  s y n c h r o n i z a t i o n  e f f e c t s .  For t h i s  r e a s o n ,  

d i f f e r e n t  l a n g u a g e  c o n s t r u c t s  may  a p p e a r  f u n d a m e n t a l l y  d i f f e r e n t  a l t h o u g h  t h e y  

a c t u a l l y  d e s c r i b e  t he  s a m e  e f f e c t s  a n d  a r e  t h e r e f o r e  a p p l i c a b l e  to  t h e  s a m e  pro-  

b l e m s .  

By u s i n g  a s y s t e m  of  d e f i n i t i o n s  a s  p r e s e n t e d  in  t h i s  p a p e r ,  it  i s  p o s s i b l e  

to  d r a w  a c o m p a r i s o n  b e t w e e n  t h e  d i f f e r e n t  p r i m i t i v e s  a n d  b e t w e e n  t h e i r  p o w e r s  of  

e x p r e s s i o n .  It i s  i m p o r t a n t  to  n o t i c e  t h a t  s y n c h r o n i z i n g  p r i m i t i v e s  a r e  no t  d e f i n i -  

t i o n s  of  s y n c h r o n i z i n g  p r o b l e m s  but  o n l y  d e s c r i p t i o n s  of  t h e  p r o b l e m s  in  some  

p r o g r a m m i n g  language. 

The fo rmal  m o d e l  m u s t  be  c o n s i d e r e d  a s  t h e  s e m a n t i c s  of  t h e  s y n c h r o n i z a t i o n ,  

a n d  t h e r e f o r e  of  t h e  p r i m i t i v e s .  The l i n g u i s t i c  a s p e c t s  o f  t h e  p r i m i t i v e s  (e. g. e a s e  

of  u s e ,  elegance, e r r o r - c a t c h i n g  p r o p e r t i e s  e t c .  ) d e p e n d  on l a n g u a g e  d e s i g n  d e c i -  

s i o n s  a n d  c a n n o t  be  e v a l u a t e d  by t h e  t o o l s  d e f i n e d  h e r e .  

E x a m p l e s  o f  p r i m i t i v e s  a r e  g i v e n  in e . g .  [ 1, 2, 3 , 4 ,  5, 6,  1 1, 12]. M e t h o d s  

s i m i l a r  to  t h e  one  d e f i n e d  in  t h i s  p a p e r  w e r e  u s e d  to  a n a l y z e  s y n c h r o n i z i n g  p r i m i -  

t i v e s  in  [3, 7, 9]. 
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IMPLEMENTATION 

The means of analysis defined in the three preceding sections are defined 

at a given level of abstraction where the issues of implementation are not repre- 

sented. No conceptual differences are presented between synchronization among 

internal processes (belonging to the same computer system) or among external 

processes (belonging to different nodes of a network). 

At the level of the implementation, however, operating systems synchroniza- 

tion and network synchronization will differ drastically. Assumptions about the 

hardware structure will require different approaches to the problem. Two classes 

of systems can be distinguished. First centralized computer systems where there 

is either a general interrupt facility and/or a general interlock mechanism for the 

memory (e.g. test-and-set instruction) . These cases are frequent in single pro- 

cessor operating systems. Second, networks where there are communications 

facilities and local interlock mechanisms. In the latter case, synchronization 

will be implemented by means of communication mechanisms that will be assumed 

to work properly. This means that synchronization and interprocess communication 

are at two different levels of abstraction: interprocess communications establish 

the media upon which synchronization is constructed. 

Implementation of particular primitives can be based on decisions regarding 

the kind of problems to solve, the requirements of efficiency and the physical con- 

straints of the system. It seems hopeless to try to design an implementation for 

the general arbitrary predicates on the possibility of events. It would certainly be 

unefficient, if ever possible. Until recently, it was believed that only very ele- 

mentary synchronizing primitives could be implemented efficiently and this was 

presented as an argument against the definition of any new synchronizing tool. 

New researches [3, 7] show that efficient implementation can be devised for more 

complex primitive s. 

CONCLUSION 

The preceding considerations are showing that a synthesis of the current 

problems of synchronization is possible. The method suggested is based upon a 

definition of elementary coordination rules upon which higher level constructs are 
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defined. These definitions are not presented as a universal model of synchroniza- 

tion. On the contrary, they characterize a variety of problems connected to a 

common root of elementary concepts. A strict separation is maintained between 

abstract concepts and the practical problems of defining synchronizing primitives 

and of designing implementations. 

The method is of a semantic nature, i.e. it attempts to represent intuitive 

concepts and to fit practical situations and it is not confined to a mere definition 

of formal objects. 

The results obtained so far are promising and there is, as far as we know, 

no problem of synchronization that cannot be analyzed by this kind of approach. 
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