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ABSTRACT

Therehasbeenincreasinginterestin the problemof building ac-

curatedatamining modelsover aggr@ate data, while protecting
privagy at the level of individual records. One approachfor this

problemis to randomizethe valuesin individual records andonly

disclosethe randomizedvalues. The modelis thenbuilt over the

randomizedlata,afterfirst compensatindor therandomizatior(at

theaggreatelevel). This approachs potentiallyvulnerableto pri-

vagy breachesbasedon the distribution of the data,onemay be

able to learn with high confidencethat someof the randomized
recordssatisfy a specifiedproperty even though privag is pre-

senedonaverage.

In this paper we presenta new formulation of privagy brea-
ches,togetherwith a methodology “amplification”, for limiting
them. Unlike earlierapproachesamplificationmalkesit is possi-
ble to guarantedimits on privacy breachesvithoutary knowvledge
of thedistribution of the original data. We instantiatethis method-
ology for the problemof mining associationmules,andmodify the
algorithmfrom [9] to limit privacy breachesvithoutknowledgeof
thedatadistribution. Next, we addresshe problemthattheamount
of randomizatiorrequiredto avoid privacy breachegwhenmining
associatiorrules)resultsin very long transactionsBy usingpseu-
dorandomgeneratorsand carefully choosingseedssuchthat the
desireditemsfrom the original transactiorare presentin the ran-
domizedtransactionye cansendjust the seednsteadof thetrans-
action,resultingin a dramaticdropin communicatiorandstorage
cost.Finally, we definenew informationmeasureghattake privacy
breachento accountwhenquantifyingthe amountof privagy pre-
senedby randomization.

1. INTRODUCTION

The explosive progressin networking, storage,and processor
technologiess resultingin an unprecedentedmountof digitiza-
tion of information. In concertwith this dramaticand escalating
increasen digital data,concernsaboutprivacy of personainfor-
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mationhave emepgedglobally [6, 8, 15]. The concernover mas-
sive collectionof dataare naturallyextendingto analytictools ap-
plied to data. Datamining, with its promiseto efficiently discover
valuable,non-olviousinformationfrom large databasesds partic-
ularly vulnerableto misus€[5, 7, 15, 20].

Theconcepbf privagy-preservingdatamining hasbeenrecently
beenproposedn responsdo the above concerng3, 13]. There
have beentwo broadapproachesThe randomizatiorapproacto-
cuseson individual privagy, and revealsrandomizedinformation
abouteachrecordin exchangefor not having to revealthe original
recordsto aryone[1, 3, 10, 18]. In the securemulti-party com-
putationapproachthe goalis to build a datamining modelacross
multiple databasewithoutrevealingtheindividual recordsin each
databaséo theotherdatabasefl3, 12, 21]. In this paperwe focus
on privagy breachesén the context of the randomizatiorapproach.
We now describeprior work in this area.

Randomization Approach The problemof building classifica-
tion modelsover randomizeddatawas addressedh [4, 1]. Each
clienthasanumericalattributez;, e.g.age,andthe senerwantsto
learnthedistribution of theseattributesin orderto build aclassifica-
tion model. Theclientsrandomizeheir attributesz; by addingran-
domdistortionvaluesr; dravn independentlyrom aknown distri-
bution suchasa uniform distribution over a segmentor a Gaussian
distribution. The sener collectsthe valuesof z; + r; andrecon-
structsthedistribution of thex;’ susingaversionof the Expectation
Maximization (EM) algorithmthat provably [1] corvergesto the
maximumlik elihoodestimateof the desiredoriginal distribution.

In [17, 9], thegoalis to discover associatiomulesover random-
ized data. Eachclient hasa setof items (called a transaction,
e.g.productpreferencesandherethe sener wantsto determineall
itemsetswhosesupport(frequeng of beinga subsetof a transac-
tion) is equalto or above a certainthreshold.To presere privagy,
the transactionarerandomizedoy discardingsomeitemsandin-
sertingnew items,andthenaretransmittedto the sener. Statisti-
cal estimationof original supportsandvariancegjivenrandomized
supportsallows the senerto adaptApriori algorithm[2] to mining
itemsetdrequentin thenon-randomizetransactiondy looking at
only randomizednes.

Privacy It is notenoughto simply concentrat@n randomization
andrecovery of the model. We mustalsoensurethat the random-
izationis suficientfor preservingrivacy, aswerandomizedn the
first placeto achieve privagy. For example,supposeve random-
ize agex; by addinga randomnumberr; dravn uniformly from
a sgment[—50, 50]. Assumingthat the sener recevesage 120
from a user privagy is somavhat compromisedasthe sener can
concludethatthe real ageof the usercannotbe lessthan70 (oth-
erwisezx; + r; < 70 + 50 = 120). Thusthe sener haslearned
a potentiallyvaluablepieceof informationaboutthe client — in-
formationthatis correctwith 100% probability Analogouslysup-



posewe randomizeasmallsetof items(atransactionpy replacing
eachitem by a randomitem with probability 80%. If the transac-
tion containsa subsetA of 3 itemsthathasa supportof 1%, it has
(0.2)® = 0.008 = 0.8% chanceto retainthe samesetof three
itemsaftertherandomizationThuswhenerer thesener seesA in

the randomizedransactionjt learnswith high probability of the
presencef A in the original transactioraswell. Indeed thereare
1% - 0.008 = 0.008% randomizedransactionshathave A both
beforeandafterrandomizationyvhile the probabilitythat A occurs
in 10 randomlyinserteditems (out of, say 10,000possibleitems)
is lessthan10~7% [9].

We are aware of two approachegor quantifyinghow privagy-
preservinga randomizatiomrmethodis. Oneapproacltreliesonin-
formationtheory[1], the otherapproachs basedon the notion of
privacy breades[9]. The former approachmeasureshe average
amountof informationdisclosedn arandomizedattributeby com-
puting the mutual information betweenthe original and the ran-
domizeddistribution. Thelatterapproachs a worst-casenotion, it
givesa criterionthatshouldbe satisfiedby ary privag/-preserving
algorithm. Intuitively, a privacy breat occursif a propertyof the
original datarecordgetsrevealedif we seea certainvalue of the
randomizedrecord. In our previous example,the randomizedage
of 120is anexampleof a privacy breachasit revealsthattheactual
ageis at least70. As anotherexample,a privagy breachoccursif
asubsetwithin arandomizedransactiormalesit likely thatsome
item occursin theoriginal transaction.

As we shav in this paper thesetwo approachesre differ-
ent: Privagy breachesan occureven thoughmutual information
is small, andthereforeproposeotherinformation-theoreticainea-
suresgcalled“worst-casénformation’ thatdo boundprivacy brea-
ches.

Paper Outline  We introducesomebasicnotationin Section2,

followed by anoverview of the contritutionsof the paper We de-

fine privagy breachedn Section3, andshav how theampilification
methodologycanlimit privagy breachedn Sectiond. In Section5,

we usepseudorandongeneratorgo dramaticallyreducecommu-
nicationand storagecostof randomizedransactionsWe present
new informationmeasureshattake privacy breachesnto account
in Section6. We concludewith asummaryanddirectionsfor future

work in Section?.

2. OVERVIEW

2.1 BasicNotions

The Model Supposehereare N clientsC, ..., Cy connected
to onesener; eachclient C; hassomeprivateinformationz;. The
sener needdgo learncertainaggreate(statistical)propertieof the
clients’ data.The clientsarecomfortablewith this, but they arere-
luctantto disclosetheir personalnformationz;. To ensureprivacy,
eachclient C; senddo the sener amodifiedversiony; of z;. The
sener collectsthemodifiedinformationfrom all clientsandusest
to recover the statisticalpropertiest needs.

Assumptions We assumehat eachclient’s piecez; of private
informationbelongsto the samefixedfinite setVx. Furthermore,
we assumehateachz; is choserindependentlyt randomaccord-
ing to the samefixed probability distribution. This distribution,
denotedpx, is not private, the clientsallow the sener to learnit.
The assumptiorof independencémpliesthat,oncepx is known,
the privateinformationz; of all clientsC; besidelient C; tells
nothingnew aboutC;’s own privateinformationz;.

Randomization Beforesendingit to the sener, eachclient C;
hidesits personaldataz; by applyinga randomizationopefator

R(z). Theoutputof R(xz;) is random whosedistribution depends
on z; andon nothingelse. Only oneinstancey; of R(z;) is sent
to the sener by client C;. The setof all possibleoutputsof R(x)
is denotedby Vy andis assumedo befinite. Forall x € Vx and
y € Vy, theprobabilitythat R(z) outputsy is denotedoy

plr =yl = P[R(z) =yl

By receving y; from C;, the sener learnssomethingaboutz;.
Note that, by independencassumptiorabove, all y; for j # 4
disclosenothingaboutz; andcanbeignoredin privagy analysis;
they certainlyhelp the sener to learndistribution px, but for pri-
vagy analysisve assumehatthesenerknows px. Theproblemis
to measurédhow muchcanbe disclosedby y; aboutz;, andto find
randomizatioroperatorghatkeepthedisclosurdimited.

2.2 Contributions

Refined Definition of Privacy Breaches A privagy breachis a
situationwhen,for someclientC;, thedisclosureof its randomized
privateinformationy; to thesenerrevealsthatacertainpropertyof
C;'s privateinformationholdswith high probability Privacgy brea-
chesweredefinedin [9]; herewe refinethatdefinitionby explicitly
settingthelimit to prior probability of a property Prior probability
is the likelihood of the propertyin the absenceof ary knowledge
aboutC;’s private information; posteriorprobability is the likeli-
hood of the property given the randomizedvalue y;. Without a
boundon prior probability, therealwaysare propertiesvhosepos-
terior probability is very high evenif noinformationis disclosed,
e.g.thepropertyQ(z) = “x = z”, In Section3, we give the new
definition (Definition 1) of privacy breachesndthenfurther clas-
sify theminto upwardanddownward privacy breachesWe give an
examplefor bothkindsof breaches.

Amplification Section4.1 developsa new approactthatallows
to ensurelimitations on privagy breachegor a randomizatiorop-
erator without ary knowledgeaboutthe prior distribution px and
applicableto ary propertyof client’s privateinformation. Our pri-
vag preservingrestrictioninvolves only the operators transition
probabilitiesp [z — y]:

plz =y
plr2 — Y] @)

(seeDefinition 3 for details).In Statement we prove thatif aran-

domizationoperatorsatisfiesthis condition for somerandomized
valuey, thenthedisclosureof y to thesener hasalimited effectat

breachingprivagy, dependingnthevalueof .

Itemset Randomization In Section4.2 we apply amplification
(Statement) to randomizingtemsetqin theframevork of mining
associatiorrules). We give a heuristic, basedon the solution of
an optimizationproblem,that allows us to chooserandomization
parametersothat

e therandomizatioroperatorsatisfiescondition(1);

e the supportsof the original itemsetscan be recosreredfrom

randomizedransactions.

Weillustratethepracticalutility of ourmethodthroughsometrade-
off charts.

Vzri,22 € Vx :

N

Compressionof Randomized Transactions Both in the ear
lier approacheandin the amplificationapproactfor itemsetran-
domization, the randomizedtransactionamay be very long and
memory-consumingEachrandomizedransactioroften contains
mary thousandf items (order of magnitudemore than original
transactions)this is neededn orderto hidethetrueitems,for pre-
servingprivagy. Fortunatelythereis away to “compressrandom-
ized transactionsvithout compromisingprivagy or supportrecor-
ery. Theideais to usea pseudoandomgenegator for computing



which itemsbelongto eachrandomizedransaction.The seedfor
thepseudorandorgeneratgroneseedpertransactionis choserso
thattherandomizedransactiorcontainsor doesnotcontaincertain
pre-selecteitemsfrom the original transaction This seedis suffi-
cientto computethe whole randomizedransactioror ary portion
of it, soit senesasa“compressedtandomizedransaction.

Section5 explainshow onecanconstructa suitablepseudoran-
dom generatorusing errorcorrectingcodes. The methodcanre-
ducethesizeof randomizedransactiondy severalordersof mag-
nitude, without ary effect on either privagy or supportrecovery.
Theuseof the pseudorandorgeneratoresultsin droppingthefull
probabilisticindependencef “false” itemsinsertedinto the ran-
domizedtransactionput insteadhaving only g-wiseindependence
for a sufiiciently large integer q. Privacy preservingcapability of
the new randomizatioroperatorcanbe evaluatedusingamplifica-
tion.

Worst-CaseInformation In Section6, we elaborateupon the
work in [1] on measure®f privagy. We shav thatthevalueof the
classicalmutualinformation doesnot ensuresafetyfrom privagy
breachesand introducenew information-theoreticprivagy mea-
sureswhosevaluesprovably boundprivacgy breacheslt turnsout
thattwo differentsubclassesf privagy breachegalled“upward”
and “downward” privagy breachegDefinition 2) are boundedby
differentmeasuresthoughmeasuresredefinedin a very similar
way. Worst-casenformationis obtainedfrom mutualinformation
by writing it in termsof the Kullback-Leiblerdistanceandreplac-
ing the expectationwith the maximum.

3. PRIVACY BREACHES

Let C; be ary client, let x; beits private information. For the
sener, prior to randomizationeachpossiblevaluex of C;’s private
informationhasprobabilitypx (z) (seeSection2.1). Let usdefine
arandomvariable X suchthat

P[X =1z] := px().

Randomvariable X is the bestdescriptionof the sener’s prior
knowledgeaboutz;. Now, supposehatthe client randomizest;
by computingy; = R(x;), thensendsy; to the sener. Fromthe
sener’s point of view, therandomizedvaluey; is aninstanceof a
randomvariableY” suchthat

PIY =vy] := Z PIX =z]-plz — y].
TEVx
RandomvariablesX andY aredependenttheir joint distribution
is givenby:
PIX==2 Y=y = px() ple =yl

Giveny;, the sener canbetterevaluatethe probabilitiesof possi-
ble valuesfor C;’s privateinformation. It usesBayesformulaand
computegosteriorprobabilities:

PX =z] -plr — yi]

PX=2z|Y=y] = P = 4]

We can alsofind the posteriorprobability of ary property Q(z),
whereQ : Vx — {true, fals¢g:

PIQX) [Y =] = 3 PlX=2|V =yl
Q(z), zEVx

Informally, a privagy breachis a situationwhen, for someprop-
erty Q(x), thedisclosureof y; to the sener significantlyincreases
the probability of this property If it is importantto the client that
propertyQ(z;) of its privateinformationis not disclosedthena

Given: X=0 [ X ¢{200,...,800}

nothing 1% ~ 40.5%
Ri(X)=0| =71.6% ~ 83.0%
Ry(X)=0| =~4.8% 100%
R3(X)=0| =2.9% ~ 70.8%

Table 1: Prior and posterior (given R(X) = 0) probabilities for
propertiesin Example 1

significantincreasein probability may be a violation of privagy.
Hereis the formal definition of a privagy breach:

Definition 1. We saythatthere is a p;-to-p2 privagy breachwith
respecto propertyQ(z) if for somey € Vy

PRQX) < p1 and PIQX)|Y =y] > ps.
Here 0 < p1 < p2<landP[Y =y] >0.
Let usconsiderthefollowing exampleon privagy breaches.

Example 1. Supposehat private informationz is a numberbe-
tween0 and 1000. This numberis choserasa randomvariable X
suchthatQ is 1%-likely whereasary non-zerais only about0.1%-
likely:
P[X =0]
PIX =k] =

0.01
0.00099, k£ =1...1000

Supposeave wantto randomizesucha numberby replacingit with
a new randomnumbery = R(z) that retainssomeinformation
abouttheoriginalnumberz. Herearethreepossiblewaysto doit:
1. Givenz, let Ri(x) be z with 20% probability and some
othernumber(choseruniformly atrandom)with 80% prob-
ability.
2. Giveng, let Ry () bex + £ (mod 1001), wheref is chosen
uniformly atrandomin {—100, . ..,100}.
3. Givenz, let R3(z) be Rz(x) with 50% probability anda
uniformly randomnumberotherwise.
In Table 1 we computeprior and posterior probabilitiesof two
propertiesof X: property Q1(X) = “X = 0" and property
Q:(X) = "X ¢ {200,...,800}." We canseethatrandomiza-
tion operatorR; revealsalot of informationaboutX whenR; (X)
happengo equalzero: the sener learnswith high probability that
X originally was zero. Without knowing that R:(X) = 0, the
senerconsidersX = 0 to bejust1%-likely; butwhenR; (X) = 0
is revealed, X = 0 becomesbout70%-likely. This doesnot hap-
penwhenR;(X) = 0 is revealed,the probability of X = 0 be-
comesonly 4.8%. However, a differentkind of personainforma-
tion breaksthrough:the sener knows with 100%certaintythat X
doesnot lie between200 and 800. The prior probability of this
propertyis about40%. Only R3 seemsgo be a good privagy pre-
servingrandomization.

As Examplel shavs, somerandomizatioroperatorsmaynotbe
safebecauseif they areused,learninga randomizedvaluesome-
times significantly affects posteriorprobabilitiesfor certainprop-
ertiesof the original private value. To fix this, we either have to
male surethatall involved propertiesareharmlessvhendisclosed
to the sener, or thatno propertysignificantlychangests posterior
probability In this papemwe take thelatterapproach Accordingto
Definition 1, for R (z) we have a 1%-to-70%privacy breachwith
respecto propertyQ: (z), andfor Rz (z) we have a40%-to-100%
privagy breachwith respecto propertyQ2(z).

Whatchangesn probability shouldwe classifyas“significant”?
In Examplel therearetwo kindsof changes:



1. Someproperty@: (z) hasvery low prior probability(i.e., is
unlikely), but becomedikely oncewe learnthat R(X) = y.
In Examplel, the propertyX = 0 hasa probability jump
from 1%to above 70%whenR; (X) = 0 is revealed.

2. SomepropertyQ:(x) hasa probability far from 100%(i.e.,
is uncertair), but becomesalmost100%-probabldi.e., al-
mostcertair) oncewe learnthat R(X) = y. Anotherway
of looking at it is by taking a negation: property —=Q2(X)
is likely, but becomesrery unlikely onceR(X) = y is re-
vealed. In Examplel, the property“200 < X < 800"
hasa dovnward probability jump from almost60% to 0%
when Ry (X) = 0 is revealed,makingit certainthat either
X <200 or X > 800.

Thisobsenationsuggestshattherearetwo importantsubclasses
of privagy breaches.Let us now give the formal definitions for
both of thesesubclassesl et p; andp» betwo probabilities,such
thatp; correspondso our intuitive notionof “very unlikely” (e.g.,
p1 = 0.01) whereagp. correspondso “lik ely” (e.g.,p2 = 0.5); let
Q1(z) andQ2(x) betwo properties.

Definition 2. We saythat there is a straightor upward p1-to-p»
privacy bread with respecto @ if for somey € Vs

PQ1(X)] < p1, P[Qi1(X) | R(X) =1y] = pa.

We say that there is an inverseor downward p»-t0-p; privacy
bread with respecto Q- if for somey € Vy

P[Q2(X)] = p2, P[Q2(X) | R(X) =y] < p1.
Using property@% = —Q2, we couldwrite this as
PIQ2(X)] <1—p2, P[QX) | R(X)=y] >

We alsosaythatthebread is causedythevaluey € Vy fromthe
inequalities;weassumehat P[R(X) = y] > 0.

1—p1.

So,the probabilityof 1 — p, correspondso the intuitive notion
of “uncertain; andthe probability of 1 — p; means‘almostcer
tain” Ourtaskin the next sectionis to definesuficient conditions
for randomizationoperatorsthat guaranteeno breacheof either
kind for ary property(for given p; andp.), regardlessf the prior
distribution px . Thenwe shalllook at the problemof constructing
the operatorghatsatisfytheseconditionsandstill allow aggreate
datamining.

4. AMPLIFICA TION

If we attemptto use Definition 1 directly to checkwhethera
given randomizatioroperatorR causesrivacy breachesye im-
mediatelyencountetwo difficulties:

1. Thereare2!Vx! possibleproperties far too mary to check
themall;

2. We cannotuseDefinition 1 if we do not know the prior dis-
tribution px of X. In practice,howvever, a randomization
operatomustbechoserbeforepx is learned.

It turnsoutthatthereexistsa suficienttestthathasneitherof these
shortcomingsandtherearepracticallyusefulrandomizatioroper
atorsthatsatisfythis test. Thetestis basedon comparingthe oper
ator’s transitionalprobabilitiesp [z — y] for thesamey € V3 but
differentz € Vx. Intuitively, if all of thez-valuesarereasonably
likely to berandomizednto agiveny, thenrevealing“ R(z) = y”
doesnottell too muchaboutz. We call this approactamplification
becauset limits hov muchsome p [z — y]'s canbe amplified
with respecto others.

4.1 General Approach

Letusdefineourprivagy preservingestrictiononrandomization
operatorsandthenprove a statemenbn boundingprivagy brea-
ches:

Definition 3. A randomization opeiator R(z) is at most

~v-amplifying for y € Vv if

. Pz = y]
plez =yl =

herey > 1 and 3z : p[xz — y] > 0. Opeitor R(x) is atmost

~v-amplifying if it is at mosty-amplifyingfor all suitabley € Vy-.

Vzi,22 € Vx 2)

Statementl. Let R be a randomizatioropemtor, lety € V3 be
arandomizedraluesud that 3z : p[z — y] > 0, andlet 0 <
p1 < p2 < 1 betwo probabilities from Definition 2. Suppose
that R is at mosty-amplifyingfor y. Revealing” R(X) = y” will
causeneitherupwad p;-to-p2 privacy bread nor downwad p2-
to-p1 privacy bread with respecto any propertyif the following
conditionis satisfied:

p2 1—p1
—_— > . 3
o T ¥ (3)

Proof NotethatVx € Vx we have p[x — y] > 0 because
otherwise~ is infinite. Let usdenoteY = R(X) asarandom
variable. Considerary distribution px; sinceit is nonzeroon at

leastonex € Vx, we have

PIY =y] >

By way of contradiction,let us assumethat for property Q(z)
we have a p1-to-p2 privagy breach. Q(z) cannotbe true for all
z € Vx becausd[Q(X)] < p1 < 1 by thedefinitionof privagy
breach Analogously Q(z) cannotbefalsefor all z € Vx because
PIQ(X) | Y =y] > p2 > 0. So,thefollowing definitionsmake
sense:

P[X =z]-plzx > y] > 0.

z1 € {z€Vx | Q(x)andplz — y] = g}a.lx)p[:c'—)y]}

min plz' — ]}

z2 € {zx €Vx | -Q(z) andp[z — y] = min,

In words, x4 is a privatevaluethathasproperty@Q(z) andis most
likely to getrandomizednto y, andzx- is anothervaluethatdoes
not satisfy Q(x) andis leastlikely to getrandomizednto y. By
thedefinitionof conditionalprobability,

Y PX=z|Y=y =

PIRIX) Y =y] =

Q(z)
_ PIX =z]-plz —y]
=2 T py=y S
Q(z)
plar =y = ples s 1. PR
P =1 Qz(;)P[X 2l = plor 29 5=
and,in the sameway,
P[-QX)|Y =y = ) PX=z|Y=y=
—Q(z)
P[X =z] - plz — y]
‘g(;) PY =y~
ples >y 1 = le s 4. PR
> By 2 P =l = vl ol S



We know thatP [Q(X) | Y = y] > p2 > 0, andit follows from
theabove thatP [Q(X)] > 0. Thereforewe candivide the lower
inequalityby theupperone:

P-QX) Y =y] _ plz2—y] P[-QX)]
PQX)[Y=y] 7 pler =yl PQX)]

Let usremembethat R(x) is at mosty-amplifying for y:
1-PRX) Y=y _ 1 1-P[RX)]
PRX)IY =y 7 v PQX)

It remaingo noticethat
l—pr _ 1-PRX)|Y=y] 1-PRX)] _ 1-p
pr 7 PRX)IY=y] * PRX] 7 m
andwe arrive to contradictiorwith condition(3).
To prove the statementor dovnward p2-to-p: breachesye first

representhemasupward p} -to-p5 breachesvith p} = 1 — p» and
p5 = 1 — p1, andthennotethatcondition(3) stayssatisfied:

e !

1— .
_l=p

P l=py  1—p2 pi

a

We sometimescall inequality (2) amplificationconditionfor a
giveny € V3. We needto enforcethis conditionfor all y € V¥
if we do not want privagy breachesegardlessof the randomized
privatevalue R(z).

In Examplel, randomizatioroperatorR3 satisfiegsheamplifica-
tion condition(2) with v < 6. Indeed for thisoperatortransitional
probabilitiesare

[ )3 (57 + 1o57) > if y € [£—100,2+100]
plt =yl = {1 1 -
3 (0 + —1001) ,  otherwise.

Their fractional differenceis 1 4+ 1001/201 < 6. Using State-
ment1, we canclaim thatthereareno p;-to-p» upward breaches
from p1 = 1/7 = 14% to p2 = 1/2 = 50%, nor the correspond-
ing downward breachesAnd we do not even needto know px to
claim this.

Background Knowledge. Amplification condition(2) limits pri-
vagy breachein thepresencef certainkindsof backgroundnfor-
mationaboutthe clients. Supposehatclient C; hasprivateinfor-
mationz;, andthe sener knows the valueof somefunction f(z;),
or moregenerallyaninstanceof somerandomvariableZ thatde-
pendson x;. Fromthe sener’s point of view, the probability dis-
tribution of the possiblevaluesfor z; (i. e.of randomvariable X),
prior andposterior becomegonditional:

e Prior: P X =z] - P[X=2z|Z = 2]

e Posterior:P[X =z | R(X) =y] —

= P X=2z|RX)=y, Z=12]

If the backgroundinformation is independenfrom the random-
ization operator all transitionalprobabilitiesp [z — y] remain
the same soamplificationconditionremainsunafectedand State-
ment 1 still applies. However, Definition 1 of p;-to-p2 privagy

breachin the presencef backgrouncknowledgeis modified: the
breachnow occurswhen

PIQX) | Z=2 < pr and PIQ(X)|Y =y, Z=2] > p.

4.2 ItemsetRandomization

Now we aregoingto shav how to constructandomizatioroper
atorsthat satisfyamplificationcondition(2) for a given~y andstill
allow for aggr@atedatamining by the sener. This will be done

for oneimportantspecialcase previously discussedh [9, 17]: ran-
domizationof itemsetsn associatiomule mining. Let usstartwith
definingthe problem.

Let Z beasetof items,for exampleproductsn anon-linestore.
Supposehereare N clients, eachhaving a transactiont;, where
t; is a subsetof Z. Theitemsin ¢; may represenpurchasesr
preference®f clienti. We assumethat all transactionshave the
samesize m andthat eachtransactions anindependeninstance
of somedistribution thatis not hidden. In real life, transactions
have differentsizes,but the sener cangrouptogethertransactions
accordingo theirnonrandomizedizeif thesizeis nothidden.

The sener wantsto learnitemsetsA C Z thatoccurfrequently
within transactionsThatis, it needsall itemsetsvhosesupport

_ #{ili=1...N, ACt;}

N N

is atleastsomeminimal supportsmin. However, theclientsarenot

willing to disclosetheir personatransactionssothey userandom-
ization. Herewe aregoingto considerthe classof randomizations
called“select-a-sizé&,definedin [9]. Thedefinitionis asfollows:

sugA4) :

Definition 4. Theselect-a-sizeandomizatioropemator hasparam-
etes0 < p < 1 and{p[j]}7~,, thelatter beinga probability dis-
tribution over {0, 1, ..., m}. Givena transactiont, the opemtor
geneatesanothertransaction’ = R(t) in threesteps:

1. The opeiator selectsan integer 5 at randomfrom the set
{0,1,...,m} sothatP[j is choseh = pl[j];

2. It selectsj itemsfrom ¢, uniformly at random(without re-
placement) Thesatems,and no otheritemsof ¢, are placed
intot’;

3. It consides eath itema ¢ ¢ in turn andtossesa coin with
probability p of “heads” and1 — p of “tails”. All those
itemsfor which thecoin faces‘heads” are addedto ¢'.

Letusconstrairtheselect-a-sizeperatomwith our amplification
condition,to ensurehe desiredimitation on privacy breachesWe
shallusethenon-strictform (2), becausét will allow usto solvean
optimizationproblem.Denotet’ = R(t), m' = |[t'|,j = [tN¢],
andn = |Z|. Thenthetransitionalprobabilitiesof the select-a-size
canbewrittenas

plt o] = T i pyromm,

(7)

If thereare two transactiong; andt, with j1 = |t N ¢'| and
jo = [t2 Nt'|, we have

( plj1] )
plti o] \(7) pr(1—p)m-i

p[tﬁﬂ‘( ] )
G (=g

We cancall

defr .1 . __ m P FETAN
Pl = (J> P(1—p)

the“default” probability of selectingj itemsfrom ¢, and“balance”
thep[j]’s by dividing themby the “default” probabilities:

bli] = pli) / p*14] @
Thencondition(2) becomes

Vji1,j2 ¢ blji] / blj2] < - (5)



While satisfyingthis condition, we want to transmitas much
aggr@ateinformation as possible. Randomizedransactionsare
usedby the senerin orderto determinefrequentitemsets.So, we
would lik e to ensurethat frequentitemsetsn randomizedransac-
tions have supportsasdifferentaspossiblefrom infrequentitem-
setswith respecto the standardieviation of the supports Among
the parameterof select-a-sizep determineghe amountof new
items added, and {p[j]}7~, determinesthe amountof original
itemsdeleted. Given p, a reasonabléeuristicis to setthe p[j]'s
sothat, on average,asmary original itemsaspossiblemalke it to
the randomizedransaction.Thus,we aremaximizingthe follow-
ing expectation:

v(p) =

m
E [tnt| = i - plj
2B 0] ;J pljl

Statement 2. For any nonconstanfunction f(j) increasingon
7 =0...m, thequantity

vi(p) == Y_ () -plil = D_blil- £(5) p*4]
=0 =0

readies maximum(conditionedby (5) and by {p[j]}7=, beinga

probability distribution) when, for some
j« €{0,1,...,m—1}, wehave
v-0[0] =v-b[1] =...=7-b[j] =
=b[j«+1]=...=bm]. (6)

The proof of this statements in AppendixA.1.
If, insteadof trying to have moreitemsof ¢ in t', we aretrying to
have morek-itemsetof ¢ in ¢', thenwe aremaximizing

) o~ (J .

o B, HACHIACE A=k} = ;0 (k) pli),
which is also subject to Statement 2 since function
f = ({c) is increasing.So, the solutionagainhasthe form (6),
possiblywith a different,.

Our heuristicthusreduceshe problemof selectingparameters
p and{p[j]}7~, to the problemof selectingp andj., wherej. is
discrete How to setthesetwo parameterslepend®ntheexpected
propertiesof the data,suchashow mary itemsarein the itemsets
we are mining andwhat supportstheseitemsetsandtheir subsets
arelikely to have. We canusemethodsfrom [9] to evaluatethe
variancein the supportestimatorsyith extra cautionwheninvert-
ing thetransitionmatrixfor partialsupportsinceit maybesingular
for somep andj..

We computechov muchis recoverableaftera select-a-sizean-
domizationwhose parametersre restrictedby the amplification
condition. The graphspresentechereare similar to thosein [9].
Again,we usethenotionof thelowestdiscorerable support(LDS),
whichis thelowestpossiblesupportthat,whenrecoreredafterran-
domization hasa statisticallysignificantseparatiorfrom zero. By
“statistically significant” we meana separatiorfrom zeroby four
standarddeviations. We have computedLDS, in percent,for 1-
item, 2-item,and3-itemsetswhile varyingthreenumbers:

1. The privagy breachlevel p; (in percent),which we define
astheleastprior probability for anallowed p;-to-p» privacy
breachwith p, = 50%;

2. Thetransactiorsize;

3. Thenumberof transactionsisedfor supportrecovery.

The amplification parametery is computedaccordingto for-
mula(3) of Statement.:
_p2 1=p _

p1 1-— p2 p1 0.5
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Figure 1: Lowestdiscoverable support versusbreachlevel p;.
5 million transactions,transaction sizeis 5.
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Figure 2: Lowestdiscoverable support versustransaction size.
5 million transactions,breachlevel is p1 = 5%.

Parametergi. andp arechosento minimize the maximumof 1-
item, 2-item,and3-itemLDS.

Figurel shavs how LDS dependson the privagy requirement.
We requirethatthereareno breachesvith the prior belov p; and
posteriorat 50%, wherep; = 1%...10%. As we see,we can
recover supportf about0.5%whenthe worst breachegto 50%)
allowedarefrom 5% to 50%.

The graphon Fig. 2 hasits p; fixed at 5%, but variestransac-
tion sizefrom 3 to 10. Of course,the longerthe transactionthe
harderit is to recover supportssincethereis moreprivate datato
berandomizedFinally, thegraphon Fig. 3 shavs howv thenumber
of transactionsaffectsthe recovery (in othergraphsthe default is
5 million transactions).LDS is roughly inverselyproportionalto
thesquareroot of the numberof transactions.

5. COMPRESSING
TRANSACTIONS

When applying select-a-sizerandomizationoperator (Defini-
tion 4) to transactionswe generateandomizedransactionsvith
lots of falseitems. In fact,the sizeof eachrandomizedransaction
is comparableo the overall numberof consideredtems, which
maybein mary thousandsSendingheserandomizedransactions
maytake significantnetwork resourcesandsuchadatabasvill re-
quirealot of memory Fortunatelythereis away to compressan-
domizedtransactionsvithout causingprivacy breachesTheideais

RANDOMIZED
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Figure 3: Lowestdiscoverable support versusnumber of trans-
actions. Transaction sizeis 5, breachlevelis p; = 5%.

to usea pseudorandomumbergeneratoanddroptherequirement
of treatingeachitemindependently

Definition 5. A (Seed, n, q, p)-pseudorandorgeneratois a func-
tion
G: Seed x {1,...,n} — {0,1}
that hasthefollowing properties:
1L.Vi=1...n: P[G(,i)=1]| &€, Seed] = p;
2. Forallintegers 1 < 41 < 42 < ... < ig < n andwhen

& €, Seed, the randomvariablesG(¢,41), G(&,i2), ...,
G(&,1,4) are statisticallyindependent.

Here Seed is a finite set,n andq are positiveintegers,0 < p < 1,
andthesign“ €,” means'is chosenuniformlyat randomfrom?”

Let n be the overall numberof possibleitems. Insteadof rep-
resentinga randomizedransactiorby thelist of itemsit contains,
we aregoingto representt by aseed¢ € Seed. Then,for every
item numberi, we cancheckwhetheror not this item belongsto
the randomizedransactiorby computingG(¢, ¢): item ¢ belongs
to thetransactiorif andonly if G(¢,7) = 1. In otherwords,there
is amappingr from seedgo transactions:

(&) = {itemi | G(¢,4) =1} @)

The set Seed in mary casescan be the set of Booleanstrings
{0,1}*, wherek < n.

Supposeve want to randomizetransactiont thathasm items.
We shall define a randomizationoperator(called pseudoandom
select-a-sizZethatusesa pseudorandorgeneratar The operatoris
similarto select-a-sizeperatoifrom Definition 4 andhasthesame
parameters) < p < 1 and{p[j]}7%, the latter beinga proba-
bility distributionover {0,1,..., m}. Givenatransactiont anda
(Seed, n, q, p)-pseudorandorgeneratomwith ¢ > m, the operator
generatetheseed! = R/(t) in threesteps:

1. The operatorselectsan integer j at randomfrom the set

{0,1,...,m} sothatP[j is choseih = p[j];

2. It selectsj itemsfrom ¢, uniformly at random(without re-
placement). Without loss of generality assumethat items
t[1],¢[2], . . ., t[j] areselected.

3. It select:arandomseed{ € Seed suchthat

Gt =... =G tj]) =1 and
G tli+1]) =... =G, tim]) = 0.

Any seed that satisfiesthis condition must have equal
chancedo be selected. This seedis returnedas (the seed
for) therandomizedransaction.

Pseudorandorselect-a-sizeperatowill alwaysfind someseed
at Step3 becauseif wetake ¢ €, Seed, thenby Definition 5 the
variablesG (¢, t[1]), G(&,t[2]), ..., G(&, t[m]) arestatisticallyin-
dependenandthereforecantake any combinatiorof values.More-
over, thefollowing statemenshaws thata transactiorrandomized
by pseudorandorselect-a-siz@peratorR’ hasthe samedistribu-
tion with respecto ary smallsubsebf itemsaswhenit is random-
izedby the“usual” select-a-size? from Definition 4:

Statement3. Lett bea transaction|t| = m, andlet G(¢,7) be
a (Seed, n, ¢, p)-pseudoandomgenertor with ¢ > m. Let R(t)
bethe “usual” select-a-size@pemtor (Definition 4) with parame-
ters p and {p[j]}7%,, andlet R'(t) bepseudoandomselect-a-size
opelator with the sameparametes, with G as its pseudoandom
genertor. For anyitemsetA of sizeat mostgq — m itemsandfor
any B C A wehave(seg(7) for thedefinitionof 7):

P[R#)NA=B] = P[r(R'(t))NnA=B]. (8)

Proof. Letuspayattentiononly to theitemswithin setAUt. There
areatmostq suchitems.By thedefinitionof pseudorandorgener
ator(Definition5), aslongasseed is choseruniformly atrandom,
the valuesof G(&,4) for ¢ € AUt areindependenandequall
with probability p. Thefirst two stepsof bothrandomizatioropera-
torsarethesame:we selectwhich subset, C t is goingto belong
to therandomizedransactionDuring the laststep,

e In the“usual” operatoreachitemfrom A \ ¢, independently
hasprobability p to getinto R(t);

e In the pseudorandoroperatoy we selecta seed¢ €, Seed
suchthat 7(R/(t)) Nt = to. Since €, Seed, the dis-
tribution of itemsfrom A \ ¢ is not affectedby the choice
of to; eachitem, independentlyhasprobability p to getinto

T(R'(t)).
So, both operatorsinduce identical distributions on items within
A\ t, andin particular satisfy(8). a

It follows from Statemen8 thatall the mathematicahpparatus
for supportandvarianceestimationfrom [9] is applicableto pseu-
dorandormrselect-a-sizeperatoraswell, aslongaswe areworking
with itemsetsof sizeatmost ¢ — m. Indeed pseudorandorper
ator R(t) is apertransactioroperator(it randomizegachtransac-
tion independenthandits distribution is definedby ¢). Generally
speakingit is notitem-invariant;however, for anitemsetA of size
atmost g — m we have

PlIr(R'(t)NAl=1'] = > P(R(t)NA=B] =

BCA, |B|=l'

= Z P[R(t)NA=B] = P[|[RE)NA|=1'] = p[l =]

BCA, |B|=V
wherep [l — '] is definedin [9] as
pll =1l = P[IRONA|=1"| tNA]=1]

andis shavn to dependdnly onl, I, m, | A|, andonthe parameters
of select-a-sizeéandomization.Therefore,we can“bypass”item-
invariance.

Now let us find out when pseudorandorselect-a-sizeperator
protectsfrom privacy breaches. Here we can no longer restrict
oursehesto a few itemsonly, sinceall itemsat onceareinvolved
in a privagy breach. Instead,we canusethe amplificationcondi-
tion (2) and Statement in the sameway aswe usedthemfor the



“usual” select-a-size@peratorin Section4.2. Thefollowing state-
mentshaws thatthe amplificationconditionin pseudorandomase
translatesnto exactly the samecondition(5) ontherandomization
parameters:

Statement4. Let R(t) and R'(t) be the “usual” and the pseu-
dorandomselect-a-siz@pemtors respectivelywith the sameran-
domizationparametes; supposethat R’ usesa (Seed, n, q, p)-
pseudoandomgenentor with g > m = |¢|. Then

PIR'(t1) =¢] _ P[R(t) = ()]
P[R'(t2) =€]  P[R(t2) = 7(£)]

Vi1, t2, € :

Proof. Considerary seedt € Seed andary transactions; andt
of sizem. Supposer(¢) Nt = t? and 7(£) Nt» = t3, andlet
ji = |t?] for j = 1,2. Then

P[R'(t:) =¢] =

PR (t;) =& | 7(R'(t:)) Nt; = t7] - P[t? choserat Step2)]

P&, =€ | & € Seed, 7(&) Nts = 15] - plji] (T)

3

Plé& =€ | & €, Seed] o [m -
P[r(&) Nt: =19 | & €, Seed] plji] ji

_ |Seed| ™! - plii] m -
~ = pmr PG

For the “usual” operatorR(t), this probability is (for ' = 7(£),
|t'| = m'):

P[R(t:) = t'] = plji (?:‘) .pm'*]‘i(l _ p)nfmfmq_]‘i

! 7 -1
Pt A—p" ™ o, [m
=——— plil| .
(L= p)ms ji
If we divide two probabilitieslik e this, the constanmultiplier will
cancelout:

P[R(t:) =€ _ P[R(t) =7()] _ bli]
PIR'(t2) =¢]  P[R(t2) =7(5)]  bljo]
whereb[j;] weredefinedin (4). a

As aconsequencef Statement, all methodologydescribedn
Sectiord.2for select-a-sizeandomizatioroperatorcanbeapplied
for pseudorandorselect-a-siz@perators.

It remains to construct an example of a (Seed,n,q, p)-
pseudorandongeneratar For p = 1/2, thesegeneratorsalso
known asorthogonal arrays[11], canbe constructedusinglinear
errorcorrectingcodes[14, 16]. A binary linear error-correcting
codeof sizen anddistanced is thekernel{z € Z% | Mz = 0}
of a (k x m)-matrix M (calledthe parity chedk matrix) over the
field Z» of residuesnodulo2 suchthatary nonzeron-dimensional
vectorz from thekernelhasatleastd nonzerocoordinates.

Thefollowing statemenis well-known:

Statement 5. In a parity che& (k x n)-matrix for an error-
correcting codeof distanced any collectionof d — 1 columnsis
linearly independenbver Z;. If a vector{ is chosenuniformly at
randomfrom Z%, thenin M™¢ any collectionof ¢ = d — 1 bits
is distributedas q independentandombits, ead with probability
1/2 of beingzen.

The proof of this statements in AppendixA.2.

Let n be the numberof all possibleitems, let m be the orig-
inal transactionsize (consideredixed), and let p be the default
probability of an item in the select-a-sizeoperator represented
in the form p = a/2° wherea andb areintegers. Supposethe
sener is interestedn supportsof itemsetsof sizeup to s, but no
more;thenwe needa (Seed, n, q, p)-pseudorandorgeneratowith
q = m+ s. Consideranerrorcorrectingcodewith sizebn anddis-
tanced = bq + 1; let M beits parity checkmatrix with & rows,
andlet Seed = {0, 1}*.

Given¢ € {0,1}* andi € {1,...,n}, our pseudorandorgen-
eratorcomputesa bit asfollows:

1. Computevectorz = MT¢ over Zo;
2. Take thefollowing subvectorof sizeb bits:

z; = (z[b(i —1)], z[b(s —1)+1], ..., z[bi—1])

3. Outputlif andonly if

b—1

Y albi-1)+4]-2 < a.

j=0

This pseudorandongeneratosatisfiesDefinition 5. Indeed,by
Statemens, if £ €, {0,1}* thenary combinationof bq bits of
x = MT¢ isindependentlylistributed,eachbit being1 with prob-
ability 1/2. As aconsequenceyry combinationof ¢ disjoint b-bit
sulvectorsis independentlyistributed,andeachb-bit subvectoris
“showing” abinaryrepresentationf anumberbelon a with prob-
ability a/2° = p.

How well canwe compressandomizedransactionsisingerror
correctingcodes? Considey for example, the Bose-Chaudhuri
Hocquenghen{BCH) codes[14, 16]; there,for ary positive in-
tegersr and! < 2"~! — 1, we have a parity checkmatrix of size
rl x (2" — 1) with distance2l + 1. If we aredealingwith trans-
actionsof sizem = 10 andareinterestedn itemsetsof sizeup
tos = 5 andif p = 1/2 makingb = 1, for example,thenwe
needdistanceb(m + s) +1 = 16, which males! = 8. If there
are100, 000 itemsoverall, we needr = 17, andhencethe sizeof
the compressedransactionis rl = 136 bits, muchlessthanthe
ordinaryway which needs100, 000 bits. For p = 1/16 we have
b =4 andb(m + s) +1 = 61 making! = 30, r = 19, andcom-
pressedransactiorbecome$70 bits, while ordinaryway needsat
leastH (1/16) - 10° > 33, 729 bits.

6. WORST-CASE INFORMATION

Amplification approachfrom Section4 is designedo beinde-
pendenbnthe prior distribution,to dependnly ontherandomiza-
tion operatoritself. Therecanbe otherwaysto restrictdisclosure,
otherprivacy measurethatdepencbothontheprior distribution of
privatedataandon the operator In this sectionwe consideraclass
of privagcy measuremspiredby Shannorsinformationtheory[19],
adjustedsothatthey boundprivagy breaches.

In the paper[1] the authorsintroduce a measureof privac
which is a function of mutual information betweentwo distribu-
tions, the original datadistribution andthe randomizediatadistri-
bution. Supposéhat X is a randomvariablesuchthateachdata
recordis its independeninstancelLetY = R(X) beanotheran-
domvariable(R is randomizationysuchthateachrandomizediata
recordis aninstanceof Y. Thenmutualinformation(X;Y") is

I(X;Y) :=KL (px,v || pxpv) =
= E KL (px|v=y || px)
y~Y



whereKL (p: || p2) is Kullback-Leiblerdistancebetweerthedis-
tributionsp: (z) andp2(x) of two randomvariables:

p1(2)
KL = E
prllp2):= E @)’
pX,Y(fE,y) = P[X = $7Y = y]:
Px|y=y(x) =P[X =2 |Y =y].

It is assumedhatthe larger I(X;Y") is, the lessprivagy is pre-
sened. Unfortunately there are situationswhere privag is ob-
viously not presered, but mutualinformationdoesnot shaov ary
signof trouble.Hereis anexample:

Example 2. Let our private databe just onebit: Vx = {0,1}.
Assumethatboth0 and1 areequallylikely: P[X = 0] = P[X =
1] = 1/2. Now considertwo randomizationsY; = R;(X) and
Y> = R2(X). Thefirst randomizationgivenz € Vx, outputsz
with probability60% andoutputsl — z with probability 40%:

PlYi=z| X =z] = 0.6,

PYi=1-z|X=2]=04
ThesecondandomizatiorR, canoutput0, 1, or “emptyrecord”
e. Whatever its input z is, it outputse with probability 99.99%,

otherwiseit outputsz with probability 0.0099%and1 — z with
probability0.0001%:

P[Y2 =e| X = z] = 0.9999,
P[Y =z | X = z] = 0.000099 = 99 - 10™°,
P[Ya=1—z|X =z] =0.000001 =1-10"°.
Intuitively, R is a very poor randomizersinceif we see,say
Y> = 1, thenwe know with very high probabilitythat X = 1:
PIX=1|Y2=1] = P[X=0]|Y2=0] =

. _6 -
_ 99-10 0.5 - 099
99-10-6-05+1-10-6-0.5
For Y1, this probability is only 0.6, which is much more rea-
sonable Whatdoesmutualinformationindicate,however? Let us

computeKL (px|y,—y || px) fori =1,2andy =0, 1,e:

PIX =y | Y1 =y] 0.6
=0,1:1 =log — ~ 0.2
y =0, og PIX = 4] ogO.5 0.2630,
PIX=1-y|Y1 =y] 0.4
1 =log — =~ —0.321
BT PX =1-y 08 g5 ~ ~0-3219,

KL (px|vy=y || px) ~
=~ 0.6 - 0.2630 — 0.4 - 0.3219 = 0.02905

PIX =y|Ys=1y] 0.99
=0,1:1 = log —— =~ 0.9855
V=B TTRIY =y %705 ’
PX=1-y|Ya=y] . 001 _
log PIX=1—9] =log 05 = 5.6439,

KL (px|va=y |l px) =

=~ 0.99 - 0.9855 — 0.01 - 5.6439 =~ 0.91921;

P[X=z|Y:=¢]
P[X =z]

05

05 =0

y=e,xz=0,1: log = log

KL (pX\Ygze Il px) =0

Now we can computeand comparemutual informations. For
Y1, bothof KL (px |y, —y || px) fory = 0,1 arethesame sothe
averageis

I(X;Y1) = 0.02905;

For Y3, theKullback-Leiblerdistancesrevery different,andsince
P[Y2 = e] = 0.9999, theaverages

I(X;Y32) = 0.9999 - 0+ 0.0001 - 0.91921 < I(X;Y3).

Thus,counterto intuition, mutualinformationsaysthat R, is more
privagy-preservinghanR;.

Of course,mutualinformation fails to detectprivacy breaches
in Example2 becausehey arevery infrequent:they occuronly in
0.01%randomizationsBut oncea breachoccurs,it is detectable,
andnoonewantsto be the unfortunateclient who hasthe breach.
Mutual informationaveragesall Kullback-Leiblerdistanceshow-
ever, by looking at thesedistanceswithout taking the average,
somebreachedecomevisible. Indeed,in Example?2, distances
KL (px|v,=y || px) for R1 arebothsmall(= 0.02905), whereas
for R, somedistancesrebig, e.g.

KL (px|v,=1 || px) = 0.91921

This indicatesthat revealing“Y> = 1" may lead to a privagy
breach. The measurethat shavs the worst possible Kullback-
Leibler distanceratherthanaverageshemwill do betterat mea-
suringprivagy. We cometo thefollowing definition:

Definition 6. Let X andY bediscreterandomvariables.We define
worst-caseénformationasfollows:

Ly(X;Y) = max KL (px)y—y || px)-
Insteadof the logarithm,we canusea differentnumericalfunc-
tion f(t) aslongast f(t) isacorvex functionontheintenal t > 0:

Definition 7. Let X andY bediscreterandomvariables,and let
f(t) bea numericalfunctionsud that ¢ f(¢) is corvexont > 0.
We defineworst-caseinformationwith respecto f asfollows:

IL(X;Y) o= max KL’ (px|v=y || px), where
KL Gillp) = _Ef(mn(a)/pa(e)).

Now we aregoingto shav thatknowing worst-casénformation
givesaboundon upward privacy breaches.

Statement 6. Supposethat revealing R(X) = y for somey
causesan upwad pi-to-p2 privacy bread with respectto prop-
erty Q(X). Then

p £ (2) + =)o f (122) < X RO))

The proof of this statements in AppendixA.3.

As claimedin Statemen®, worst-casenformationallows usto
boundupward privacy breaches.But whatto do with downward
privagy breaches?t turnsout thatthey areboundedby a measure
similar to worst-casenformation,but in away “inside-out; or in-
verseworst-caseénformation.Hereis the definition:

Definition 8. Let X andY bediscreterandomvariables,andlet
f(t) be a numericalfunctionsud that ¢ f(¢) is corvexont >
0. We defineinverseworst-casenformationwith respectto f as
follows:

Jh(XY) = max KL (px || pxiv=y)

EventhoughKullback-Leiblerdistances called“distance it is
not symmetrical,so usually JZ (X;Y) # IZ(X;Y). Themain
differencebetweerthe two is thatthe valueof I (X; Y') depends
on the behaior of propertieslikely after Y has beenrevealed,



Measure Ry | R: | Rs
I(X;R(X)) || 1.27| 2.32] 055
I,(X;R(X)) || 3.90| 2.33| 0.55
Ju(X;R(X)) || 1.72| oo | 0.49

Table 2: The valuesof average-casend worst-caseinformation
measulesin Example 1.

whereaghevalueof J£ (X; Y') dependnthebehaior of proper
tieslikely a priori. Indeed,in I (X;Y), theaverages takenwith
respectto distribution px |y —,, while in J{(X;Y) theaverageis
with respecto px . Theinverseworst-casénformationis relatedto
downward breachesn the sameway asthe straightworst-casen-
formationto upward breachesLet usformulateit in the following
statement.

Statement 7. Supposethat revealing R(X) = y for somey
causesa downwad p»-to-p; privacy bread with respecto prop-
erty Q(X). Then

pr £ (2) + (= p) £ (F22) < shxirOo).
P 1-p

The proof of this statements in AppendixA.4.

Table2 givesaverage-casandworst-casénformationmeasures
(with f = log) for the threerandomizatioroperatorsrom Exam-
ple 1 (seeSection3). Thetableshavs that R; is more sensitie
to upward privacy breachesR: is moresensitve to downward pri-
vagy breachesand R3 haslittle sensitvity to both of them. The
sametrendwasshavn in Tablel.

7. CONCLUSION

We presentedh new defintion of privagy breachesand devel-
opeda generalapproach called amplification, that provably lim-
its breaches.Amplification canbe usedto limit privagy breaches
with respecto ary single-recordproperty More importantly un-
like earlierapproachesghis approactdoesnot requireknowledge
of the datadistribution to provide privacy guaranteesWe instanti-
atedthis approacHor the problemof mining associationules,and
derivedtheamplificationconditionfor the select-a-sizeandomiza-
tion operator

Next, we gave amethodfor compressingong randomizedrans-
actionsby using pseudorandongeneratorsand shaved that this
couldreduceheirsizesby ordersof magnitude Finally, we defined
severalnaw information-theoreticgbrivacy measurehatprovably
boundprivacy breaches.

We concludewith someinterestingdirectionsfor futureresearch.

e How dowe extendamplificationto continuoudistributions?

e Whatis therelationshipbetweenthe specificrandomization
operators,and the tradeof betweenprivagy and accurag?
In particular how do we identify therandomizatioroperator
andparametershatwill provide the highestaccurag in the
mining modelfor a givenlevel of privacy breaches?

e Are therewaysto combinetherandomizatiorandthesecure
multi-partycomputatiorapproachethatwork betterthanei-
therapproachalone?
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APPENDIX
A. PROOFS

A.1 Proof of Statement2

Proof. Letusshaw that,for ary {p[j]}7~, thatsatisfieq5), wecan
constructa distribution of type (6) for which the valueof v¢(p) is
atleastaslarge. Theideais to raiseandlower somep[j]'s while
keepingthe otherpli]'s, % # j, in constantelationto eachother
andsothatv(p) doesnot decreasén theprocess.

Givenj = 0,1,...,m, supposaveincrease|j] by thefactorof
y anddecreasall otherp[i]'s, for i # j, by afactorof z (thereby
producingdistribution {p[j]}7~,). Then

m

Dol =y-plil+=z-) ol =

i=0 i#£j

We canseethaty = y(z) is alinearfunction of z; therefore the
function

= f6) -8l = £(G) - ypli) + D _ £(6) - wpli]
=0 i£j

is alsolinear with respectto z. We have v;(p) = vs(p) when
z = 1 andvs(p) = f(5) whenz = 0 (becausehenp[j] = 1 and
pli] = 0 fori # j). So,

vi(®) = f(G) +z- (v(p) = £(5)).

We saythatwe raiseprobability p[4] if we changethe distribution
by decreasing (startingfrom z = 1) andincreasingy until E[j] =
~ - b[i] for somenumberi # j. We canraiseonly thosep[j]'s for
which f(j) > v(p), sothatv;(p) canonly increase.This raising
always stopsbeforep[j] reachesl or (and)ary otherprobability
reache®. Analogouslywe saythatwe lower p[j] if we increaser
anddecreasey until b[j] = b[i]/~ for somei # j. We canlower
only if f(j) < v¢(p) to preventv;(p) from decreasingNote that
raisingandlowering doesnot affect relationsb[i, ] /b[iz] for i1 #
J # iz

We modify thedistributionin two steps First, we lower p[0] and
raisep[m]. We have b[m] = ~ - b[0]: indeed,whenwe lowered
p[0], b[0] becamehe smallesiof all b[;]'s, soit will setthelimit to
raisingp[m]. Then,we repeatthe following process:choosep][j]
thatcanbeloweredor raised,andlower it or raise.Clearly, neither
p[0] nor p[m] will ever be chosensincethey limit eachotherand
sincealways f(0) < v(p) < f(m). A loweredb[j] becomes
equalto b[0], araisedonebecomesqualto b[m]. Any probability
canbe loweredonly onceandwill never be raisedagainbecause
oncef(j) < v(p), it staysthisway. Any probabilitycanberaised
only onceandthenpossiblylowered. After no morethan2(m —
1) raisingsandlowerings,thereis nothingto change. For j,. =
max{j | f(j) < v(p)}, theform (6) is attained. |

A.2 Proof of Statement5

Proof. Supposew.l.0.g.,thatcolumnsM;, Ma, ..., My_; arenot
linearly independent.Thenthereis a nonzerolinear combination
thatequalsa zerovector:

T1Mi +z2Ms + ... + £g_1Mg_1 = 0.

Extend z to an n-dimensional vector by setting coordinates
z4, - .-, Tn t0 Zeros. We get a nonzerovector from the matrix’s
kernel,which haslessthand nonzerocoordinates— a contradic-
tion.

Considerary d — 1 coordinatesn MT¢; w.l.0.g.,assumahey
arethefirstd — 1 coordinatesSincethefirstd — 1 rowsof M7 are
linearlyindependenthey form a(d—1) x k-submatrixM” of rank
d — 1. Forary (d — 1)-dimensionalectorv, equationM’¢ = v
hasthe samenumber2—4+! of solutions. Whenevery vector¢
is equallylikely, every vectorv = M'¢ is thereforealsoequally
likely, thatis, its coordinatedbehae independently |

A.3 Proof of Statement6
Wefirst prove two simplelemmasandacorollary.

Lemma 1. If functiont f(t) is corvex (or strictly corvex) onthe
intervalt > 0, thensois function f(1/t).

Proof. Let0 < t1 < t2 betwodifferentnumbersandlet0 < \ <
1. For strict convexity, we need

s () a0 (5) > 1 (ams ) ©

for non-strictcorvexity, justreplace>" with “>." Denote
t=X1+(1—-Nt2, a="—];

it is clearthat0 < « < 1. Then,by strict corvexity of ¢ f(t) we
have

a%f (%) +(1—a)%f (%) >

> (ap+a-ap)f(ap+a-ap).

Substitutionof the definitionof « gives
A 1 1 1
() ra-nie(3) >
1 1 1 1
> (A? +(1- A);) f (Az +(1- A)?> ,
whichis equialentto (9). a

Lemma 2. Let X, Y, and Z be discrete randomvariablessuc
that Z isindependentromY” givenX, andlet ¢ f(¢) becorvexon
t > 0. Then,for all possibley,

KL (pz1v—y | pz) < KL (pxy—y || px) and
KL (pz || pz1y=y) < KL' (0x || px|y=y)-

Proof. Let us prove the first andthenthe secondnequality using
the definitionof KZ.f. We shalluseJensers inequalityE g(7) >
g(E 7) with respecto functiong(t) = f(1/t), whichis corvex on

t > 0 by Lemmal.
PIX=2z|Y =4]
f rFiA=z| ¥ =yl
KL (pxjy=y | px) = Xllfy yf( P[X = x]
P[X =z] )
= E E 1) o
NIV pax| §22 f( /P[X:ﬂyzy]

PIX = 4] |
/(L 7))



Using the independencef Z from Y given X, we transformthe
internalexpectationto the desiredfraction:

P[X = z]

E _— =
walgzz P[X:(ElY:y]

E P X=z|Z=2Y =y

T X P[X=2z|Y =y]

E PlZ=z|X=2zY =y]

a~X PlZ=2|Y =y]
PlZ=z|X=x] _

enX P[Z=2|Y =y]

P[Z = 2]
PlZ=2z|Y =y]

The first inequality is thus proven. The secondinequalityis very
analogous:

, e (o Plx=n
KL (pX ||pX|Y=y) = m,\E’X-f(FJ[_X:_qjly':y])

ST (WA
> 51 ( /(e )

PX=z|Y=y] _

P[X =x]
_ PX=x|Z=2 _ P[Z=2z|X =1]
“anXy=y P[X =z] P[Z = 2]
PlZ=z2|X=2a,Y=y] P[Z=2z|Y=y]
P[Z = 7] - P[Z = 7] )

Bothinequalitiesarenow proven. |

a~X|Z=2

z~X|Y =y

e~ XY=y

Corollary 1. Undertheconditionsin Lemma2, we have
I{(z;Y) < TL(X;Y).

Proof. Followsimmediatelyfrom thefirst inequalityof Lemmaz2:

if for everynumberin onesetthereis atleastaslargenumberin the

otherset,thenthe maximalnumberof the first set< the maximal
numberof the other a

Proof of Statement6. Now we have all the toolsto prove the
boundon upward privacy breaches.

Proof. LetusdenoteY = R(X) and
P, = P[Q(X)], P, =P[Q(X)|Y =y]

By Definition 2, wehave P, < p1 < p2 < P». Let usdefineq,
q1, andg» asfollows:

o =p2tall-PFP), ¢ =p-ab,
_ p2—p1
T P—P

It is clearthat0 < o < 1, andtherefore
0SpS<as<l-(P—p) <
0<p—P<ge<p <<l
s0,q1 andg» cansene asprobabilities.Let usemplg them,then.
DefineaBooleanrandomvariableZ thatdepend®n X asfollows:
1. If Q(X), thenZ says‘true” with probabilityg: ;
2. If =Q(X), thenZ says'true” with probability ¢.

Of course,Z is independenfrom Y given X, so Corollary 1 is
applicable:

KL (0z1v=y | p2) < IL(Z;Y) < IL(X;Y).

It remaingto checkthatthis inequalityis exactly whatwe areprov-
ing. Indeed denotel = If(X;Y") and“openup” thedefinitionof
KL7:

iz 1y =y (P =4 4

+ P[ﬂZ|Y=y]-f(W) <L
Now computethe prior andposteriorprobabilitiesof Z:
PZl =qn- P+ (1-P) =
= Pi(p2+a(l —P)) + (1 - P1)(p1 — aPr)
= p1+ Pi(p2—p1) — aPi(P>—P1)
= pr+ Pi(p2—p1) — Pr(p2—p1) = p;
analogously
PIZ|Y=y] =q1 - Po+q-(1-—P) =
= P (p2+a(l - P)) + (1= P)(pr — abr)
pr+ Pa(p2—p1) + a(l— P) (P — P1)
= p1+ Pa(p2—p1) + (1= P2)(p2 — p1) = po2.
The statements proven. a

A.4 Proof of Statement7

Let usstartwith anothercorollaryof Lemma2.

Corollary 2. Undertheconditionsin Lemma2, wehave
JL(Z;Y) < JL(X;Y).

Proof. Followsfrom thesecondnequalityof Lemma2 in thesame
way asCorollary 1 from thefirst. |

Proof of Statement7. We arenow readyto prove Statemen¥.

Proof. The proof is almostanalogoudo that of Statemen6. We
only have to changeplacesbetweenprior and posteriordistribu-
tions. Namely we define

Py, = P[Q(X)], P =P[QX)|Y =y],
@ =p2ta(l-F), ¢ =p—ab,
_ p2—p
T P-P

Again, by Definition2we have P1 < p1 < p2 < P»; wedefineZ
exactly like before,andin theendget

o121 (g7 v =) +

P[-Z] P
+ P2l f (prpie) < HT),
where
PIZ|Y =y] = p, P[Z]=po.
The statemenis proven. |



