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ABSTRACT
Therehasbeenincreasinginterestin the problemof building ac-
curatedatamining modelsover aggregatedata,while protecting
privacy at the level of individual records. Oneapproachfor this
problemis to randomizethevaluesin individual records,andonly
disclosethe randomizedvalues. The model is thenbuilt over the
randomizeddata,afterfirst compensatingfor therandomization(at
theaggregatelevel). Thisapproachis potentiallyvulnerableto pri-
vacy breaches:basedon the distribution of the data,onemay be
able to learn with high confidencethat someof the randomized
recordssatisfy a specifiedproperty, even thoughprivacy is pre-
servedonaverage.

In this paper, we presenta new formulation of privacy brea-
ches,togetherwith a methodology, “amplification”, for limiting
them. Unlike earlierapproaches,amplificationmakes it is possi-
ble to guaranteelimits onprivacy breacheswithoutany knowledge
of thedistribution of theoriginal data.We instantiatethis method-
ology for theproblemof mining associationrules,andmodify the
algorithmfrom [9] to limit privacy breacheswithout knowledgeof
thedatadistribution. Next, weaddresstheproblemthattheamount
of randomizationrequiredto avoid privacy breaches(whenmining
associationrules)resultsin very long transactions.By usingpseu-
dorandomgeneratorsand carefully choosingseedssuchthat the
desireditemsfrom the original transactionarepresentin the ran-
domizedtransaction,wecansendjust theseedinsteadof thetrans-
action,resultingin a dramaticdrop in communicationandstorage
cost.Finally, wedefinenew informationmeasuresthattakeprivacy
breachesinto accountwhenquantifyingtheamountof privacy pre-
servedby randomization.

1. INTRODUCTION
The explosive progressin networking, storage,and processor

technologiesis resultingin an unprecedentedamountof digitiza-
tion of information. In concertwith this dramaticandescalating
increasein digital data,concernsaboutprivacy of personalinfor-�
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mationhave emergedglobally [6, 8, 15]. Theconcernsover mas-
sive collectionof dataarenaturallyextendingto analytictoolsap-
plied to data.Datamining, with its promiseto efficiently discover
valuable,non-obvious informationfrom largedatabases,is partic-
ularly vulnerableto misuse[5, 7, 15,20].

Theconceptof privacy-preservingdatamininghasbeenrecently
beenproposedin responseto the above concerns[3, 13]. There
have beentwo broadapproaches.Therandomizationapproachfo-
cuseson individual privacy, and revealsrandomizedinformation
abouteachrecordin exchangefor not having to revealtheoriginal
recordsto anyone [1, 3, 10, 18]. In the securemulti-party com-
putationapproach,thegoal is to build a datamining modelacross
multipledatabaseswithout revealingtheindividual recordsin each
databaseto theotherdatabases[13, 12,21]. In thispaper, we focus
on privacy breachesin thecontext of therandomizationapproach.
We now describeprior work in this area.

Randomization Approach The problemof building classifica-
tion modelsover randomizeddatawasaddressedin [4, 1]. Each
clienthasanumericalattribute ��� , e.g.age,andtheserverwantsto
learnthedistributionof theseattributesin orderto build aclassifica-
tion model.Theclientsrandomizetheirattributes��� by addingran-
domdistortionvalues��� drawn independentlyfrom aknown distri-
butionsuchasa uniformdistributionover a segmentor a Gaussian
distribution. Theserver collectsthevaluesof � � � � � andrecon-
structsthedistributionof the � � ’susingaversionof theExpectation
Maximization (EM) algorithmthat provably [1] convergesto the
maximumlikelihoodestimateof thedesiredoriginaldistribution.

In [17, 9], thegoalis to discover associationrulesover random-
ized data. Eachclient hasa set of items (called a transaction),
e.g.productpreferences,andheretheserver wantsto determineall
itemsetswhosesupport(frequency of beinga subsetof a transac-
tion) is equalto or above a certainthreshold.To preserve privacy,
the transactionsarerandomizedby discardingsomeitemsandin-
sertingnew items,andthenaretransmittedto theserver. Statisti-
calestimationof originalsupportsandvariancesgivenrandomized
supportsallows theserver to adaptApriori algorithm[2] to mining
itemsetsfrequentin thenon-randomizedtransactionsby lookingat
only randomizedones.

Privacy It is not enoughto simplyconcentrateon randomization
andrecovery of themodel. We mustalsoensurethat therandom-
izationis sufficient for preservingprivacy, aswerandomizedin the
first placeto achieve privacy. For example,supposewe random-
ize age � � by addinga randomnumber � � drawn uniformly from
a segment �
	���
�����
�� . Assumingthat the server receivesage120
from a user, privacy is somewhat compromised,asthe server can
concludethat the real ageof theusercannotbe lessthan70 (oth-
erwise ��� � ��������
 � ��
�������
 ). Thusthe server haslearned
a potentiallyvaluablepieceof informationaboutthe client — in-
formationthatis correctwith ��
�
�� probability. Analogously, sup-



posewerandomizeasmallsetof items(atransaction)by replacing
eachitem by a randomitem with probability80%. If the transac-
tion containsa subset of 3 itemsthathasa supportof �!� , it has" 
�# ��$&%'�(
)# 
�
�*+�(
)# *,� chanceto retain the samesetof three
itemsaftertherandomization.Thuswhenever theserver sees in
the randomizedtransaction,it learnswith high probability of the
presenceof  in theoriginal transactionaswell. Indeed,thereare�!�.-,
�# 
�
�*/�0
)# 
�
�*,� randomizedtransactionsthat have  both
beforeandafterrandomization,while theprobabilitythat  occurs
in 10 randomlyinserteditems(out of, say, 10,000possibleitems)
is lessthan �!
�132!� [9].

We areaware of two approachesfor quantifyinghow privacy-
preservinga randomizationmethodis. Oneapproachrelieson in-
formationtheory[1], theotherapproachis basedon thenotionof
privacy breaches[9]. The former approachmeasuresthe average
amountof informationdisclosedin arandomizedattributeby com-
puting the mutual information betweenthe original and the ran-
domizeddistribution. Thelatterapproachis a worst-casenotion,it
givesa criterionthatshouldbesatisfiedby any privacy-preserving
algorithm. Intuitively, a privacybreach occursif a propertyof the
original datarecordgetsrevealedif we seea certainvalueof the
randomizedrecord. In our previous example,the randomizedage
of 120is anexampleof aprivacy breachasit revealsthattheactual
ageis at least70. As anotherexample,a privacy breachoccursif
a subsetwithin a randomizedtransactionmakesit likely thatsome
item occursin theoriginal transaction.

As we show in this paper, thesetwo approachesare differ-
ent: Privacy breachescanoccureven thoughmutual information
is small,andthereforeproposeotherinformation-theoreticalmea-
sures,called“worst-caseinformation,” thatdoboundprivacy brea-
ches.

Paper Outline We introducesomebasicnotationin Section2,
followedby anoverview of thecontributionsof thepaper. We de-
fine privacy breachesin Section3, andshow how theamplification
methodologycanlimit privacy breachesin Section4. In Section5,
we usepseudorandomgeneratorsto dramaticallyreducecommu-
nicationandstoragecostof randomizedtransactions.We present
new informationmeasuresthat take privacy breachesinto account
in Section6. Weconcludewith asummaryanddirectionsfor future
work in Section7.

2. OVERVIEW

2.1 BasicNotions
The Model Supposethereare 4 clients 5�6!�7#�#�#���598 connected
to oneserver; eachclient 5:� hassomeprivateinformation ��� . The
serverneedsto learncertainaggregate(statistical)propertiesof the
clients’ data.Theclientsarecomfortablewith this,but they arere-
luctantto disclosetheirpersonalinformation � � . To ensureprivacy,
eachclient 5 � sendsto theserver a modifiedversion ; � of � � . The
server collectsthemodifiedinformationfrom all clientsandusesit
to recover thestatisticalpropertiesit needs.

Assumptions We assumethat eachclient’s piece � � of private
informationbelongsto thesamefixedfinite set <>= . Furthermore,
weassumethateach� � is chosenindependentlyat randomaccord-
ing to the samefixed probability distribution. This distribution,
denoted?>= , is not private,theclientsallow the server to learnit.
Theassumptionof independenceimplies that,once?�= is known,
the privateinformation ��@ of all clients 5A@ besidesclient 5:� tells
nothingnew about 5:� ’sown privateinformation ��� .
Randomization Beforesendingit to the server, eachclient 5 �
hidesits personaldata ��� by applying a randomizationoperator

B " �3$ . Theoutputof
B " � � $ is random,whosedistribution depends

on � � andon nothingelse. Only oneinstance; � of
B " � � $ is sent

to theserver by client 5 � . Thesetof all possibleoutputsof
B " �3$

is denotedby <�C andis assumedto befinite. For all �ED'< = and;FDG<�C , theprobabilitythat
B " �3$ outputs; is denotedby?H� �JIK;��ML � P � B " �3$N�O;P�Q#

By receiving ; � from 5 � , the server learnssomethingabout � � .
Note that, by independenceassumptionabove, all ; @ for R.S�UT
disclosenothingabout ��� andcanbe ignoredin privacy analysis;
they certainlyhelp theserver to learndistribution ? = , but for pri-
vacy analysisweassumethattheserverknows ? = . Theproblemis
to measurehow muchcanbedisclosedby ;,� about ��� , andto find
randomizationoperatorsthatkeepthedisclosurelimited.

2.2 Contributions
Refined Definition of Privacy Breaches A privacy breachis a
situationwhen,for someclient 5:� , thedisclosureof its randomized
privateinformation;,� to theserverrevealsthatacertainpropertyof5 � ’s privateinformationholdswith high probability. Privacy brea-
chesweredefinedin [9]; herewerefinethatdefinitionby explicitly
settingthelimit to prior probabilityof aproperty. Priorprobability
is the likelihoodof the propertyin the absenceof any knowledge
about 5 � ’s private information; posteriorprobability is the likeli-
hood of the propertygiven the randomizedvalue ; � . Without a
boundon prior probability, therealwaysarepropertieswhosepos-
terior probability is very high even if no informationis disclosed,
e.g. theproperty V " ��$XW “ �Y�Z� ”, In Section3, we give thenew
definition(Definition 1) of privacy breachesandthenfurtherclas-
sify theminto upwardanddownwardprivacy breaches.Wegivean
examplefor bothkindsof breaches.

Amplification Section4.1 developsa new approachthatallows
to ensurelimitations on privacy breachesfor a randomizationop-
erator, without any knowledgeabouttheprior distribution ? = and
applicableto any propertyof client’s privateinformation.Our pri-
vacy preservingrestrictioninvolvesonly the operator’s transition
probabilities ?H� �JIK;P� :[ � 6 �\�3]^DY<>=_L ?H� �`6:IK;P�?H� ��]aIK;P� bdc

(1)

(seeDefinition3 for details).In Statement1 we prove thatif a ran-
domizationoperatorsatisfiesthis condition for somerandomized
value ; , thenthedisclosureof ; to theserver hasa limited effectat
breachingprivacy, dependingon thevalueof

c
.

Itemset Randomization In Section4.2 we apply amplification
(Statement1) to randomizingitemsets(in theframework of mining
associationrules). We give a heuristic,basedon the solution of
an optimizationproblem,that allows us to chooserandomization
parameterssothate therandomizationoperatorsatisfiescondition(1);e the supportsof the original itemsetscanbe recoveredfrom

randomizedtransactions.
Weillustratethepracticalutility of ourmethodthroughsometrade-
off charts.

Compressionof Randomized Transactions Both in the ear-
lier approachesandin the amplificationapproachfor itemsetran-
domization, the randomizedtransactionsmay be very long and
memory-consuming.Eachrandomizedtransactionoften contains
many thousandsof items(orderof magnitudemorethanoriginal
transactions);this is neededin orderto hidethetrueitems,for pre-
servingprivacy. Fortunately, thereis away to “compress”random-
ized transactionswithout compromisingprivacy or supportrecov-
ery. The ideais to usea pseudorandomgenerator for computing



which itemsbelongto eachrandomizedtransaction.Theseedfor
thepseudorandomf generator, oneseedpertransaction,is chosenso
thattherandomizedtransactioncontainsor doesnotcontaincertain
pre-selecteditemsfrom theoriginal transaction.This seedis suffi-
cient to computethewholerandomizedtransactionor any portion
of it, soit servesasa “compressed”randomizedtransaction.

Section5 explainshow onecanconstructa suitablepseudoran-
dom generatorusingerror-correctingcodes. The methodcanre-
ducethesizeof randomizedtransactionsby severalordersof mag-
nitude, without any effect on either privacy or supportrecovery.
Theuseof thepseudorandomgeneratorresultsin droppingthefull
probabilisticindependenceof “f alse” items insertedinto the ran-
domizedtransaction,but insteadhaving only g -wiseindependence
for a sufficiently large integer g . Privacy preservingcapabilityof
thenew randomizationoperatorcanbeevaluatedusingamplifica-
tion.

Worst-CaseInf ormation In Section6, we elaborateupon the
work in [1] on measuresof privacy. We show thatthevalueof the
classicalmutual informationdoesnot ensuresafetyfrom privacy
breaches,and introducenew information-theoreticprivacy mea-
sureswhosevaluesprovably boundprivacy breaches.It turnsout
that two differentsubclassesof privacy breachescalled“upward”
and “downward” privacy breaches(Definition 2) areboundedby
differentmeasures,thoughmeasuresaredefinedin a very similar
way. Worst-caseinformationis obtainedfrom mutualinformation
by writing it in termsof theKullback-Leiblerdistanceandreplac-
ing theexpectationwith themaximum.

3. PRIVACY BREACHES
Let 5 � be any client, let � � be its private information. For the

server, prior to randomization,eachpossiblevalue � of 5 � ’sprivate
informationhasprobability ?�= " �3$ (seeSection2.1). Let usdefine
a randomvariable h suchthat

P � hi�j�>�ML �k?�= " �3$�#
Randomvariable h is the bestdescriptionof the server’s prior
knowledgeabout � � . Now, supposethat the client randomizes� �
by computing ;��^� B " ���Q$ , thensends;,� to the server. From the
server’s point of view, therandomizedvalue ;�� is an instanceof a
randomvariable l suchthat

P � lm�O;P�ML � no�p,q�r P � hi�j�>�s-\?�� �JIK;P�t#
Randomvariablesh and l aredependent;their joint distribution
is givenby:

P � hi�j�u�9lv�j;P�/�k?�= " �3$u-\?�� �JI(;P�Q#
Given ; � , the server canbetterevaluatetheprobabilitiesof possi-
ble valuesfor 5 � ’s privateinformation. It usesBayesformulaand
computesposteriorprobabilities:

P � hi�j�/w�lv�j; � �ML � P � hi�j�>�>-x?�� �JI(;,�y�
P � lz�j; � � #

We can alsofind the posteriorprobability of any property V " �3$ ,
where VmL�<>={I}| true� false~ :

P � V " h/$9w�lm�O; � ��� n�N� o��Q�Qo�pPq rP � hi�j�/w�lm�j; � �Q#
Informally, a privacy breachis a situationwhen, for someprop-
erty V " �3$ , thedisclosureof ; � to theserver significantlyincreases
theprobabilityof this property. If it is importantto theclient that
property V " ���Q$ of its private information is not disclosed,thena

Given: h��O
 h��DG|���
�
)��#�#�#7��*�
�
,~
nothing 1% � 40.5%B 6 " h/$��O
 � 71.6% � 83.0%B ] " h/$��O
 � 4.8% 100%B % " h/$��O
 � 2.9% � 70.8%

Table1: Prior and posterior (given
B " h/$N�{
 ) probabilities for

propertiesin Example1

significant increasein probability may be a violation of privacy.
Hereis theformal definitionof a privacy breach:

Definition 1. We saythat there is a � 6 -to-�s] privacy breachwith
respectto property V " �3$ if for some;JDY< C

P � V " h/$�� b � 6 and P � V " h/$9w�lv�j;P�����s]�#
Here 
���� 6 ���s]��{� and P � lv�j;P�`�+
 .

Let usconsiderthefollowing exampleon privacy breaches.

Example 1. Supposethat private information � is a numberbe-
tween0 and1000.This numberis chosenasa randomvariable h
suchthat0 is 1%-likely whereasany non-zerois only about0.1%-
likely:

P � h��O
�����
�# 
)�
P � h��{���G��
�# 
�
�
����������_��#7#�#��!
�
�


Supposewe wantto randomizesucha numberby replacingit with
a new randomnumber ;{� B " ��$ that retainssomeinformation
abouttheoriginalnumber� . Herearethreepossiblewaysto do it:

1. Given � , let
B 6 " ��$ be � with 20% probability, and some

othernumber(chosenuniformly at random)with 80%prob-
ability.

2. Given � , let
B ] " �3$ be � �E� "������ �!
�
)��$ , where

�
is chosen

uniformly at randomin |P	���
�
)�!#7#!#����!
�
P~ .
3. Given � , let

B % " �3$ be
B ] " �3$ with 50% probability, anda

uniformly randomnumberotherwise.
In Table 1 we computeprior and posteriorprobabilitiesof two
propertiesof h : property V 6 " h/$�W “ h���
 ” and propertyVH] " h/$�W “ h��D_|���
�
���#�#�#�� *�
�
,~ .” We canseethat randomiza-
tion operator

B 6 revealsa lot of informationabouth when
B 6 " h/$

happensto equalzero: theserver learnswith high probability thath originally was zero. Without knowing that
B 6 " h/$Y�}
 , the

serverconsidersh��{
 to bejust1%-likely; but when
B 6 " hG$��O


is revealed,h¡�_
 becomesabout70%-likely. This doesnot hap-
penwhen

B ] " h/$��0
 is revealed,the probability of hd�0
 be-
comesonly ¢s# *,� . However, a differentkind of personalinforma-
tion breaksthrough:theserver knows with 100%certaintythat h
doesnot lie between200 and 800. The prior probability of this
propertyis about40%. Only

B % seemsto be a goodprivacy pre-
servingrandomization.

As Example1 shows,somerandomizationoperatorsmaynotbe
safebecause,if they areused,learninga randomizedvaluesome-
timessignificantlyaffectsposteriorprobabilitiesfor certainprop-
ertiesof the original privatevalue. To fix this, we eitherhave to
make surethatall involvedpropertiesareharmlesswhendisclosed
to theserver, or thatno propertysignificantlychangesits posterior
probability. In thispaperwe take thelatterapproach.Accordingto
Definition 1, for

B 6 " ��$ we have a 1%-to-70%privacy breachwith
respectto propertyV�6 " ��$ , andfor

B ] " ��$ wehave a40%-to-100%
privacy breachwith respectto property V ] " �3$ .

Whatchangesin probabilityshouldweclassifyas“significant”?
In Example1 therearetwo kindsof changes:



1. Someproperty V 6 " �3$ hasvery low prior probability(i.e., is
unlikely), but becomeslikely oncewe learnthat

B " h/$X�_; .
In Example1, the property h£��
 hasa probability jump
from 1%to above 70%when

B 6 " hG$��O
 is revealed.

2. Someproperty V ] " �3$ hasa probability far from 100%(i.e.,
is uncertain), but becomesalmost100%-probable(i.e., al-
mostcertain) oncewe learnthat

B " h/$¤�.; . Anotherway
of looking at it is by taking a negation: property ¥AV ] " h/$
is likely, but becomesvery unlikely once

B " h/$���; is re-
vealed. In Example1, the property “ ��
�
 b h b *�
�
 ”
hasa downward probability jump from almost60% to 0%
when

B ] " hG$¦�0
 is revealed,makingit certainthat eitherh§�+��
�
 or h¡�+*�
�
 .
Thisobservationsuggeststhattherearetwo importantsubclasses

of privacy breaches.Let us now give the formal definitionsfor
bothof thesesubclasses.Let � 6 and �s] betwo probabilities,such
that � 6 correspondsto our intuitive notionof “very unlikely” (e.g.,� 6 �O
)# 
�� ) whereas�s] correspondsto “lik ely” (e.g.,�s]¨�O
)# � ); letV 6 " ��$ and V¦] " �3$ betwo properties.

Definition 2. We say that there is a straightor upward ��6 -to-� ]
privacybreach with respectto V�6 if for some;JDG<�C

P � V 6 " h/$�� b � 6 � P � V 6 " h/$9w B " hG$��j;P�©���s]�#
We say that there is an inverseor downward � ] -to-��6 privacy
breach with respectto V ] if for some;FDG<�C

P � VH] " h/$��`���s]�� P � VH] " h/$9w B " hG$��j;P� b � 6 #
Usingproperty V�ª] �{¥AV ] , wecouldwrite this as

P � V ª ] " hG$�� b �9	M�s]�� P � V ª ] " h/$9w B " hG$��j;P�©�«�¨	�� 6 #
We alsosaythat thebreach is causedby thevalue ;FDG< C fromthe
inequalities;weassumethat P � B " h/$N�O;P�`�+
 .

So,theprobabilityof �a	E�s] correspondsto theintuitive notion
of “uncertain,” and the probability of ��	�� 6 means“almost cer-
tain.” Our taskin thenext sectionis to definesufficient conditions
for randomizationoperatorsthat guaranteeno breachesof either
kind for any property(for given � 6 and �s] ), regardlessof theprior
distribution ?�= . Thenwe shall look at theproblemof constructing
theoperatorsthatsatisfytheseconditionsandstill allow aggregate
datamining.

4. AMPLIFICA TION
If we attemptto useDefinition 1 directly to checkwhethera

given randomizationoperator
B

causesprivacy breaches,we im-
mediatelyencountertwo difficulties:

1. Thereare �)¬ q!r ¬ possibleproperties,far too many to check
themall;

2. We cannotuseDefinition 1 if we do not know theprior dis-
tribution ?�= of h . In practice,however, a randomization
operatormustbechosenbefore?�= is learned.

It turnsout thatthereexistsasufficient testthathasneitherof these
shortcomings,andtherearepracticallyusefulrandomizationoper-
atorsthatsatisfythis test.Thetestis basedon comparingtheoper-
ator’s transitionalprobabilities?¦� �­I};P� for thesame;­D�< C but
different �ED®<>= . Intuitively, if all of the � -valuesarereasonably
likely to berandomizedinto a given ; , thenrevealing“

B " �3$��O; ”
doesnot tell toomuchabout� . Wecall thisapproachamplification
becauseit limits how muchsome ?�� �_I¯;P� ’s can be amplified
with respectto others.

4.1 GeneralApproach
Let usdefineourprivacy preservingrestrictiononrandomization

operators,and thenprove a statementon boundingprivacy brea-
ches:

Definition 3. A randomization operator
B " �3$ is at mostc

-amplifying for ;JDY<�C if[ � 6 �\�3]�DG<>=_L ?�� �u6XI(;P�?�� � ] I(;P� b�c±° (2)

here
c �²� and ³)�'L,?H� �MI´;P�X�_
 . Operator

B " �3$ is at mostc
-amplifying if it is at most

c
-amplifyingfor all suitable ;�DG< C .

Statement1. Let
B

be a randomizationoperator, let ;'D�< C be
a randomizedvaluesuch that ³���Ls?�� �®Iµ;P�¨�²
 , and let 
M���6E��� ] �¶� be two probabilities from Definition 2. Suppose
that

B
is at most

c
-amplifyingfor ; . Revealing“

B " hG$X�Z; ” will
causeneitherupward ��6 -to-� ] privacybreach nor downward � ] -
to-� 6 privacybreach with respectto any propertyif the following
conditionis satisfied: �s]� 6 - �9	�� 6�9	��s] � c # (3)

Proof. Note that
[ ��D�<>= we have ?�� �.I·;P�¸�}
 because

otherwise
c

is infinite. Let us denote l´W B " h/$ as a random
variable. Considerany distribution ?�= ; sinceit is nonzeroon at
leastone �YD/<>= , we have

P � lz�j;P��� P � hi�j�>�>-x?¦� �JIK;����0
)#
By way of contradiction,let us assumethat for property V " �3$

we have a ��6 -to-� ] privacy breach. V " ��$ cannotbe true for all�ED'<>= becauseP � V " hG$�� b � 6 �v� by thedefinitionof privacy
breach.Analogously, V " �3$ cannotbefalsefor all �YDG<>= because
P � V " h/$¤wPl��_;P�N�O�s]H�«
 . So,thefollowing definitionsmake
sense:� 6 Dv|!�YDG<>=mw�V " �3$ and ?¦� �JI(;P��� �F¹�º�A� o!»¼� ?H� � ª I(;P��~� ] Dv|!�YDG< = w,¥AV " �3$ and ?H� �JI(;P��� ��½¿¾À �A� o » � ?H� � ª I(;P��~
In words, � 6 is a privatevaluethathasproperty V " �3$ andis most
likely to get randomizedinto ; , and �3] is anothervaluethatdoes
not satisfy V " �3$ andis leastlikely to get randomizedinto ; . By
thedefinitionof conditionalprobability,

P � V " h/$¨w�lm�O;P���Án�A� o�� P � hi�O�/w�lv�j;P���� n�N� o�� P � hi�j�>�s-&?H� �JIK;P�
P � lv�j;P� bb§?�� �`6:IK;P�

P � lm�O;P� - n�A� o�� P � h��j�>���z?¦� �u6XIK;��s- P � V " h/$��
P � lv�O;P�

and,in thesameway,

P � ¥AV " h/$aw�lv�O;P�a�ÂnÀ �A� o�� P � hi�O�/w�lv�j;P����ÂnÀ �N� o�� P � h��j�>�s-\?�� �JI(;P�
P � lm�{;P� �� ?H� � ] I(;P�

P � lv�j;P� -JnÀ �A� o�� P � hi�j�>���Ã?H� ��]9I(;P�>- P � ¥NV " h/$��
P � lz�j;P�



We know thatP � V " h/$Hw>lÄ�v;P�:�Z�s]��v
 , andit follows from
theaboÅ ve thatP � V " hG$��X�Z
 . Therefore,we candivide the lower
inequalityby theupperone:

P � ¥NV " h/$¨w�lv�O;��
P � V " h/$9w�lv�j;P� � ?H� �3]¨IK;��?H� �u6XIK;�� - P � ¥AV " h/$��P � V " h/$��

Let usrememberthat
B " ��$ is at most

c
-amplifying for ; :�9	 P � V " h/$9w�lv�j;P�

P � V " hG$¨w�lv�j;P� � �c - �¨	 P � V " hG$��
P � V " h/$��

It remainsto noticethat�9	�� ]� ] � �9	 P � V " h/$9w�lv�j;P�
P � V " h/$9w�lm�{;P� ° �a	 P � V " h/$��

P � V " h/$�� � �¨	/��6��6
andwe arrive to contradictionwith condition(3).

To prove thestatementfor downward � ] -to-��6 breaches,wefirst
representthemasupward ��ª 6 -to-��ª ] breacheswith ��ª 6 �_�X	/� ] and� ª ] �_�9	�� 6 , andthennotethatcondition(3) stayssatisfied:� ª ]� ª 6 - �9	M� ª 6�9	M� ª ] � �9	M� 6�9	M�s] - �s]� 6 � c #

We sometimescall inequality (2) amplificationcondition for a
given ;'D�<�C . We needto enforcethis conditionfor all ;MDj<�C
if we do not want privacy breachesregardlessof the randomized
privatevalue

B " ��$ .
In Example1, randomizationoperator

B % satisfiestheamplifica-
tion condition(2) with

c �+Æ . Indeed,for thisoperator, transitional
probabilitiesare?�� �JIU;P�G� Ç 6]�È 6]&É 6 � 66 É\É 6,Ê � ½
Ë ;FD'� ��	��!
�
�� � � ��
�
��6]�È 
 � 66 É\É 6�Ê � ��Ì ÍsÎ7Ï\Ð¨½¿Ñ\Î #
Their fractional differenceis � � �!
�
)������
��«�§Æ . Using State-
ment1, we canclaim that thereareno ��6 -to-� ] upward breaches
from ��6a�Ã�!�����Ã�7¢P� to � ] �Ã�������m��
�� , nor thecorrespond-
ing downwardbreaches.And we do not evenneedto know ?�= to
claim this.

Background Knowledge. Amplificationcondition(2) limits pri-
vacy breachesin thepresenceof certainkindsof backgroundinfor-
mationabouttheclients. Supposethatclient 5 � hasprivateinfor-
mation � � , andtheserver knows thevalueof somefunction Ò " � � $ ,
or moregenerally, aninstanceof somerandomvariable Ó thatde-
pendson � � . Fromthe server’s point of view, theprobability dis-
tribution of thepossiblevaluesfor � � (i. e.of randomvariable h ),
prior andposterior, becomesconditional:e Prior: P � hi�j�>�JI P � hi�j�/w�Ój�OÔ��e Posterior: P � hi�j�/w B " hG$��j;P�JII P � hi�j�Gw B " h/$N�O;���Ój�OÔ��
If the backgroundinformation is independentfrom the random-
ization operator, all transitionalprobabilities ?H� �0IÕ;P� remain
thesame,soamplificationconditionremainsunaffectedandState-
ment 1 still applies. However, Definition 1 of ��6 -to-� ] privacy
breachin thepresenceof backgroundknowledgeis modified: the
breachnow occurswhen

P � V " h/$9w,Ó+�{Ô�� b ��6 and P � V " h/$9w�lv�j;��>Ój�OÔ������ ] #
4.2 Itemset Randomization

Now wearegoingto show how to constructrandomizationoper-
atorsthatsatisfyamplificationcondition(2) for a given

c
andstill

allow for aggregatedatamining by the server. This will be done

for oneimportantspecialcase,previouslydiscussedin [9, 17]: ran-
domizationof itemsetsin associationrulemining. Let usstartwith
definingtheproblem.

Let Ö beasetof items,for exampleproductsin anon-linestore.
Supposethereare 4 clients,eachhaving a transaction×\� , where×\� is a subsetof Ö . The items in ×\� may representpurchasesor
preferencesof client T . We assumethat all transactionshave the
samesize Ø andthat eachtransactionis an independentinstance
of somedistribution that is not hidden. In real life, transactions
have differentsizes,but theserver cangrouptogethertransactions
accordingto their nonrandomizedsizeif thesizeis nothidden.

Theserver wantsto learnitemsets ÃÙ�Ö thatoccurfrequently
within transactions.Thatis, it needsall itemsetswhosesupport

sup
"  ¤$jL �ÛÚ |!T:w�TA�_�N#�#�#�4¸�> ZÜ�× � ~4

is at leastsomeminimalsupportÝ!ÞAß à . However, theclientsarenot
willing to disclosetheir personaltransactions,sothey userandom-
ization. Herewe aregoingto considertheclassof randomizations
called“select-a-size,” definedin [9]. Thedefinitionis asfollows:

Definition 4. Theselect-a-sizerandomizationoperator hasparam-
eters 
 b � b � and | ?±� R��y~�á@�â É , thelatter beinga probability dis-
tribution over |�
)�!���!#7#�#��\ØG~ . Givena transaction× , theoperator
generatesanothertransaction× ª � B " ×\$ in threesteps:

1. The operator selectsan integer R at randomfrom the set|�
)�!����#�#!#��&Ø/~ sothat P � R is chosen�3�'?±� R�� ;
2. It selectsR itemsfrom × , uniformly at random(without re-

placement).Theseitems,andno otheritemsof × , are placed
into × ª ;

3. It considers each item ãOSD�× in turn and tossesa coin with
probability � of “heads” and �¦	+� of “tails”. All those
itemsfor which thecoin faces“heads” are addedto ×&ª .

Let usconstraintheselect-a-sizeoperatorwith ouramplification
condition,to ensurethedesiredlimitation onprivacy breaches.We
shallusethenon-strictform (2), becauseit will allow usto solvean
optimizationproblem.Denote× ª � B " × $ , Ø ª �0w × ª w , R­��w ×±äY× ª w ,
and åG�vw Ö�w . Thenthetransitionalprobabilitiesof theselect-a-size
canbewrittenas?�� ×NI(× ª �J� ?±� R��È á @3Ê -�� á » 1 @ " �¨	/�s$&æ 1�á�1�á »yç @ #
If thereare two transactions×76 and × ] with R�6'�µw ×�6�ä®×xªxw andR ] �zw × ] ä�×&ª&w , we have?�� × 6 IK× ª �?�� × ] IK× ª � � è ?u� R 6 �È á@ é�Ê -7� @ é " �9	M�s$ áa1 @ é�êè ?u� R ] �È á@&ë Ê -7� @&ë " �9	M�s$ áa1 @&ë3ê #
We cancall ?�ì�íQî � R��®L � è Ø R ê -7� @ " �9	M�s$ á�1 @
the“default” probabilityof selectingR itemsfrom × , and“balance”
the ?±� R�� ’s by dividing themby the“default” probabilities:ï � R��'L ��?u� R����X?�ì�íQî�� R�� (4)

Thencondition(2) becomes[ R,6!�QR ] L ï � R�6 ��� ï � R ] � b�c # (5)



While satisfyingthis condition, we want to transmitas much
aggreð gate information as possible. Randomizedtransactionsare
usedby theserver in orderto determinefrequentitemsets.So,we
would like to ensurethat frequentitemsetsin randomizedtransac-
tions have supportsasdifferentaspossiblefrom infrequentitem-
sets,with respectto thestandarddeviationof thesupports.Among
the parametersof select-a-size,� determinesthe amountof new
items added,and |\?±� R���~ á@7â É determinesthe amountof original
itemsdeleted. Given � , a reasonableheuristicis to set the ?±� R�� ’s
so that,on average,asmany original itemsaspossiblemake it to
the randomizedtransaction.Thus,we aremaximizingthe follow-
ing expectation:ñ " ?3$+L � Eò »ôó`õ � ò � w ×`äF× ª w�� án@�â É R�-&?±� R��
Statement 2. For any nonconstantfunction Ò " RP$ increasingonRH�O
¨#7#�#\Ø , thequantityñ�ö " ?3$+L � án@�â É Ò " RP$A-&?±� R���� án@�â É ï � R���-!Ò " RP$�? ì�íQî � R��
reachesmaximum(conditionedby (5) and by |\?±� R���~�á@7â É beinga
probability distribution) when, for someR�÷¤D�|�
������!#7#�#�� Øm	E��~ , wehavec - ï � 
���� c - ï �
�7�3�m#7#�#�� c - ï � R ÷ �3�� ï � R ÷ � �7�3�_#�#7#�� ï � Ø­�Q# (6)

Theproofof this statementis in AppendixA.1.
If, insteadof trying to havemoreitemsof × in ×xª , wearetrying to

have more � -itemsetsof × in × ª , thenwe aremaximizing

Eò »ôó`õ � ò � Ú |� _Ü�×9w� ZÜ�× ª ��w  �w��O��~v� án@�â É è R � ê -&?u� R��Q�
which is also subject to Statement 2 since functionÒ " RP$�� È @ ø Ê is increasing.So,thesolutionagainhastheform (6),
possiblywith adifferent R�÷ .

Our heuristicthusreducesthe problemof selectingparameters� and |\?±� R���~ á@7â É to theproblemof selecting� and R�÷ , whereR�÷ is
discrete.How to setthesetwo parametersdependson theexpected
propertiesof thedata,suchashow many itemsarein the itemsets
we aremining andwhat supportstheseitemsetsandtheir subsets
are likely to have. We canusemethodsfrom [9] to evaluatethe
variancein thesupportestimators,with extra cautionwheninvert-
ing thetransitionmatrixfor partialsupportssinceit maybesingular
for some� andR ÷ .

We computedhow muchis recoverableaftera select-a-sizeran-
domizationwhoseparametersare restrictedby the amplification
condition. The graphspresentedherearesimilar to thosein [9].
Again,weusethenotionof thelowestdiscoverablesupport(LDS),
whichis thelowestpossiblesupportthat,whenrecoveredafterran-
domization,hasa statisticallysignificantseparationfrom zero.By
“statistically significant” we meana separationfrom zeroby four
standarddeviations. We have computedLDS, in percent,for 1-
item,2-item,and3-itemsetswhile varyingthreenumbers:

1. The privacy breachlevel ��6 (in percent),which we define
astheleastprior probabilityfor anallowed ��6 -to-� ] privacy
breachwith � ] �{��
�� ;

2. Thetransactionsize;
3. Thenumberof transactionsusedfor supportrecovery.

The amplification parameter
c

is computedaccording to for-
mula(3) of Statement1:c � �s]� 6 - �¨	M� 6�¨	M�s] � 
)# �� 6 - �¨	/� 6
)# � � �� 6 	���#
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Figure 1: Lowestdiscoverable support versusbreachlevel � 6 .
5 million transactions,transaction sizeis 5.
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Figure 2: Lowestdiscoverable support versustransaction size.
5 million transactions,breachlevel is � 6 �{��� .

ParametersR�÷ and � arechosento minimize the maximumof 1-
item,2-item,and3-itemLDS.

Figure1 shows how LDS dependson the privacy requirement.
We requirethat thereareno breacheswith theprior below � 6 and
posteriorat 50%, where � 6 �k�!�{#�#�#7�!
,� . As we see,we can
recover supportsof about0.5%whentheworstbreaches(to 50%)
allowedarefrom 5% to 50%.

The graphon Fig. 2 hasits � 6 fixed at 5%, but variestransac-
tion size from 3 to 10. Of course,the longer the transaction,the
harderit is to recover supports,sincethereis moreprivatedatato
berandomized.Finally, thegraphonFig. 3 shows how thenumber
of transactionsaffectsthe recovery (in othergraphsthe default is
5 million transactions).LDS is roughly inverselyproportionalto
thesquarerootof thenumberof transactions.

5. COMPRESSING RANDOMIZED
TRANSACTIONS

When applying select-a-sizerandomizationoperator (Defini-
tion 4) to transactions,we generaterandomizedtransactionswith
lots of falseitems.In fact,thesizeof eachrandomizedtransaction
is comparableto the overall numberof considereditems, which
maybein many thousands.Sendingtheserandomizedtransactions
maytakesignificantnetwork resources,andsuchadatabasewill re-
quirea lot of memory. Fortunately, thereis away to compressran-
domizedtransactionswithoutcausingprivacy breaches.Theideais
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Figure3: Lowestdiscoverablesupport versusnumber of trans-
actions.Transaction sizeis 5, breachlevel is � 6 �{��� .

to useapseudorandomnumbergeneratoranddroptherequirement
of treatingeachitem independently.

Definition 5. A
"tú)Î�Î!� �\åA�\g��&�s$ -pseudorandomgeneratoris a func-

tion û L ú)Î�Î��¸ü |,����#!#�#7�\åu~¤I¶|�
��!��~
thathasthefollowingproperties:

1.
[ Tu�_��#7#�#\åML P � û " � � T�$N�_�®w � D`ý ú)Î�Î�� ���þ� ;

2. For all integers � b T 6 �²T�]Y��#7#�#X�²TQÿ b å and when� D ý ú�Î�Î!� , the randomvariables

û " � �\T 6 $ , û " � �&Tx]!$ , . . . ,
û " � �\TQÿ�$ are statisticallyindependent.

Here
ú�Î�Î!�

is a finiteset, å and g are positiveintegers, 
����J�Z� ,
andthesign“ D`ý ” means“is chosenuniformlyat randomfrom.”

Let å be the overall numberof possibleitems. Insteadof rep-
resentinga randomizedtransactionby thelist of itemsit contains,
we aregoing to representit by a seed

� D ú�Î�Î!� . Then,for every
item number T , we cancheckwhetheror not this item belongsto
the randomizedtransactionby computing

û " � �\T�$ : item T belongs
to thetransactionif andonly if

û " � �&Tx$9�Ã� . In otherwords,there
is a mapping� from seedsto transactions:� " � $���| item TXw û " � �\T�$��_��~P# (7)

The set
ú�Î�Î!�

in many casescan be the set of Booleanstrings|�
)�!��~ ø , where � � å .
Supposewe want to randomizetransaction× that has Ø items.

We shall definea randomizationoperator(called pseudorandom
select-a-size) thatusesa pseudorandomgenerator. Theoperatoris
similar to select-a-sizeoperatorfrom Definition4 andhasthesame
parameters:
®�²����� and | ?u� R��y~�á@7â É , the latter beinga proba-
bility distribution over |�
��!���!#�#7#��\Ø/~ . Givena transaction× anda"tú�Î�Î!� �\åA�\g)�\�s$ -pseudorandomgeneratorwith g��OØ , theoperator
generatestheseed

� � B ª " × $ in threesteps:

1. The operatorselectsan integer R at randomfrom the set|�
��!���!#�#7#��\Ø/~ sothatP � R is chosen�3�'?±� R�� ;
2. It selectsR items from × , uniformly at random(without re-

placement). Without loss of generality, assumethat items×��
���t�\×7� ���Q�!#�#�#��x×�� R�� areselected.
3. It selectsa randomseed

� D ú�Î�Î!� suchthatû " � �&×7�¿���ô$��_#�#�#P� û " � �&×7� R��y$��m� andû " � �&×7� R � ���ô$��_#�#�#P� û " � �&×7� Ø­�ô$N�{
�#

Any seed that satisfies this condition must have equal
chancesto be selected. This seedis returnedas (the seed
for) therandomizedtransaction.

Pseudorandomselect-a-sizeoperatorwill alwaysfind someseed
at Step3 because,if we take

� D ý ú�Î�Î!� , thenby Definition 5 the
variables

û " � �&×7�
�7�ô$ , û " � �&×�� ���ô$ , . . . ,

û " � �x×�� Ø­�ô$ arestatisticallyin-
dependentandthereforecantakeany combinationof values.More-
over, thefollowing statementshows thata transactionrandomized
by pseudorandomselect-a-sizeoperator

B ª hasthe samedistribu-
tion with respectto any smallsubsetof itemsaswhenit is random-
izedby the“usual” select-a-size

B
from Definition4:

Statement3. Let × bea transaction,w ×!w©�ÃØ , and let

û " � �\T�$ be
a
"tú)Î7Î!� �&åN� g��&�s$ -pseudorandomgenerator with gY�mØ . Let

B " × $
be the “usual” select-a-sizeoperator (Definition 4) with parame-
ters � and | ?u� R��y~ á@7â É , andlet

B ª " × $ bepseudorandomselect-a-size
operator with the sameparameters, with

û
as its pseudorandom

generator. For anyitemset of sizeat most g¤	®Ø itemsandfor
any �²Ü� wehave(see(7) for thedefinitionof � ):

P � B " ×\$`äJ O�����i� P � � " B ª " × $\$3äJ O�����Q# (8)

Proof. Let uspayattentiononly to theitemswithin set  ��X× . There
areatmost g suchitems.By thedefinitionof pseudorandomgener-
ator(Definition5),aslongasseed

�
is chosenuniformly atrandom,

the valuesof

û " � �\T�$ for T�DO ��G× areindependentandequal1
with probability � . Thefirst two stepsof bothrandomizationopera-
torsarethesame:we selectwhichsubset× É Ü�× is goingto belong
to therandomizedtransaction.During thelaststep,e In the“usual” operator, eachitemfrom  ��±× , independently,

hasprobability � to getinto
B " × $ ;e In the pseudorandomoperator, we selecta seed

� D`ý ú�Î�Î!�
suchthat � " B ª " × $\$�ä�×­��× É . Since

� D`ý ú)Î�Î�� , the dis-
tribution of items from  	�¤× is not affectedby the choice
of ×&É ; eachitem, independently, hasprobability � to get into� " B ª " × $\$ .

So, both operatorsinduceidentical distributions on items within 
��× , andin particular, satisfy(8).

It follows from Statement3 thatall themathematicalapparatus
for supportandvarianceestimationfrom [9] is applicableto pseu-
dorandomselect-a-sizeoperatorsaswell, aslongasweareworking
with itemsetsof sizeat most g¤	EØ . Indeed,pseudorandomoper-
ator

B " ×\$ is a per-transactionoperator(it randomizeseachtransac-
tion independentlyandits distribution is definedby × ). Generally
speaking,it is not item-invariant;however, for anitemset of size
at most g^	�Ø we have

P ��w � " B ª " × $\$©ä­ ¦w���� ª ��� n��
�� � ¬ � ¬ â�� »P � � " B ª " ×\$\$©äJ O���������n��
�� � ¬ � ¬ â�� »P � B " ×\$,ä¤ j������� P �!w B " ×\$,ä¤ �w���� ª �^�²?H� �©I�� ª �
where?¦� �3I�� ª � is definedin [9] as?�� �©I�� ª �/� P �!w B " ×\$`äJ �w��	� ª w¨w ×`ä­ ¦w����!�
andis shown to dependonly on � , � ª , Ø , w  ¦w , andontheparameters
of select-a-sizerandomization.Therefore,we can“bypass”item-
invariance.

Now let us find out whenpseudorandomselect-a-sizeoperator
protectsfrom privacy breaches.Here we can no longer restrict
ourselvesto a few itemsonly, sinceall itemsat onceareinvolved
in a privacy breach. Instead,we canusethe amplificationcondi-
tion (2) andStatement1 in thesameway aswe usedthemfor the



“usual” select-a-sizeoperatorin Section4.2. The following state-
mentshows thattheamplificationconditionin pseudorandomcase
translatesinto exactly thesamecondition(5) on therandomization
parameters:

Statement 4. Let
B " ×\$ and

B ª " ×\$ be the “usual” and the pseu-
dorandomselect-a-sizeoperators respectively, with thesameran-
domizationparameters; supposethat

B ª usesa
"tú)Î�Î!� �\åA�\g��\�s$ -

pseudorandomgenerator with gH��Ø0�zw ×�w . Then[ × 6 �&×\]�� � L P � B ª " ×�6�$�� � �
P � B ª " ×\]�$�� � � � P � B " ×�6�$N��� " � $��

P � B " ×\]�$N��� " � $�� #
Proof. Considerany seed

� D ú�Î�Î!� andany transactions×76 and × ]
of size Ø . Suppose� " � $uä­×�6^�v× É 6 and � " � $uä¸× ] �_× É] , andletR!�u�zw × É� w for RH�_����� . Then

P � B ª " ×&��$N� � �/�� P � B ª " × � $N� � w�� " B ª " × � $\$3äJ× � �+× É� �s- P � × É� chosenat Step2�� P � � ý � � w � ý D ý ú)Î�Î!� ��� " � ý $©äF× � �+× É� �a-)?±� R � � è Ø R � ê 1 6� P � � ý � � w � ý D ý ú)Î7Î!� �
P � � " � ý $©äJ× � �+× É� w � ý D ý ú�Î�Î!� � -)?±� R � � è Ø R � ê 1 6� w ú)Î�Î!� w 1 6� @�� " �¨	��s$ á�1 @�� -)?±� R!��� è Ø R � ê 1 6

For the “usual” operator
B " × $ , this probability is (for ×&ª���� " � $ ,w ×xª&w��OØ­ª ):

P � B " × � $N�+× ª ���¶?±� R � � è Ø R!� ê 1 6 -7� á » 1 @�� " �9	M�s$&æ 1�á�1�á »yç @��� � á » " �9	M�s$ æ 1�á »� @�� " �9	��s$ á�1 @�� -)?±� R � � è Ø R � ê 1 6
If we divide two probabilitieslike this, theconstantmultiplier will
cancelout:

P � B ª " × 6 $N� � �
P � B ª " × ] $N� � � � P � B " × 6 $N��� " � $��

P � B " × ] $N��� " � $�� � ï � R 6 �ï � R ] �
where

ï � R � � weredefinedin (4).

As a consequenceof Statement4, all methodologydescribedin
Section4.2for select-a-sizerandomizationoperatorscanbeapplied
for pseudorandomselect-a-sizeoperators.

It remains to construct an example of a
"tú)Î�Î!� �\åA�\g��\�s$ -

pseudorandomgenerator. For �Ã������� , thesegenerators,also
known asorthogonal arrays [11], canbe constructedusinglinear
error-correctingcodes[14, 16]. A binary linear error-correcting
codeof size å anddistance� is thekernel |���D � æ ] w�!{�E�#"$ ~
of a ( � ü å )-matrix ! (called the parity check matrix) over the
field ��] of residuesmodulo2 suchthatany nonzeroå -dimensional
vector � from thekernelhasat least� nonzerocoordinates.

Thefollowing statementis well-known:

Statement 5. In a parity check ( � ü å )-matrix for an error-
correctingcodeof distance� any collectionof �F	Z� columnsis
linearly independentover �X] . If a vector

�
is chosenuniformlyat

randomfrom � ø] , thenin !	% � any collectionof g¸�&��	O� bits
is distributedas g independentrandombits, each with probability�!��� of beingzero.

Theproofof this statementis in AppendixA.2.
Let å be the numberof all possibleitems, let Ø be the orig-

inal transactionsize (consideredfixed), and let � be the default
probability of an item in the select-a-sizeoperator, represented
in the form �O�Kãs���(' where ã and

ï
are integers. Supposethe

server is interestedin supportsof itemsetsof sizeup to Ý , but no
more;thenweneeda

"tú�Î�Î!� �\åA�\g)�x�s$ -pseudorandomgeneratorwithg��jØ � Ý . Consideranerror-correctingcodewith size
ï å anddis-

tance ��� ï g � � ; let ! be its parity checkmatrix with � rows,
andlet

ú)Î7Î!� �«|�
��!��~ ø .
Given

� DE|�
��!��~ ø and T:DE|,���!#�#�#7� å±~ , our pseudorandomgen-
eratorcomputesa bit asfollows:

1. Computevector �J�	!�% � over �X] ;
2. Take thefollowing subvectorof size

ï
bits:� � �*)��u� ï " T>	���$��Q���±� ï " T>	M�!$ � �7�Q�u#�#7#��>�u� ï Ts	E�7�,+

3. Output1 if andonly if' 1 6n@�â É ��� ï " T©	��!$ � R���-�� @ �0ã�#
This pseudorandomgeneratorsatisfiesDefinition 5. Indeed,by

Statement5, if
� D ý |�
)�!��~ ø thenany combinationof

ï g bits of�J��!	% � is independentlydistributed,eachbit being1 with prob-
ability ����� . As a consequence,any combinationof g disjoint

ï
-bit

subvectorsis independentlydistributed,andeach
ï
-bit subvectoris

“showing” a binaryrepresentationof a numberbelow ã with prob-
ability ãs���-':�+� .

How well canwecompressrandomizedtransactionsusingerror-
correctingcodes? Consider, for example, the Bose-Chaudhuri-
Hocquenghem(BCH) codes[14, 16]; there, for any positive in-
tegers � and � b � ý 1 6 	O� , we have a parity checkmatrix of size�(� ü�" � ý 	O�!$ with distance�(� � � . If we aredealingwith trans-
actionsof size Ø£�(��
 andare interestedin itemsetsof sizeup
to Ý��§� and if ���}����� making

ï �}� , for example,then we
needdistance

ï " Ø � Ý�$ � �G�(�!Æ , which makes �¤��* . If there
are �!
�
���
�
�
 itemsoverall, we need�¦�Ã��� , andhencethesizeof
the compressedtransactionis �.���U�0/�Æ bits, much lessthan the
ordinaryway which needs�!
�
)��
�
�
 bits. For �M�����P�!Æ we haveï �Z¢ and

ï " Ø � Ý�$ � ���ZÆ)� making �u�1/�
 , �H�²�!� , andcom-
pressedtransactionbecomes����
 bits,while ordinaryway needsat
least 2 " ���P�!Æ,$�-��!
.3�� /(/)������� bits.

6. WORST-CASE INFORMA TION
Amplification approachfrom Section4 is designedto be inde-

pendentontheprior distribution,to dependonly ontherandomiza-
tion operatoritself. Therecanbeotherwaysto restrictdisclosure,
otherprivacy measuresthatdependbothontheprior distributionof
privatedataandon theoperator. In thissectionweconsideraclass
of privacy measuresinspiredby Shannon’s informationtheory[19],
adjustedsothatthey boundprivacy breaches.

In the paper [1] the authorsintroduce a measureof privacy
which is a function of mutual informationbetweentwo distribu-
tions,theoriginal datadistribution andtherandomizeddatadistri-
bution. Supposethat h is a randomvariablesuchthat eachdata
recordis its independentinstance.Let lz� B " h/$ beanotherran-
domvariable(

B
is randomization)suchthateachrandomizeddata

recordis aninstanceof l . Thenmutualinformation 4 " h ° l�$ is4 " h ° l�$XL ��576 " ? = � C 8±? = ?�C:$N�� E9 ó C 576 " ? = ¬ C±â 9 8±? = $



where 576 " ? 6 8A?3]�$ is Kullback-Leiblerdistancebetweenthedis-
tributions: ? 6 " �3$ and?3] " �3$ of two randomvariables:576 " ?u6;8u? ] $XL � Eo ó�< é>= �.? ?`6 " �3$? ] " �3$ �?�= � C " �u�&;s$XL � P � hi�j�u�xlv�j;P�t�? = ¬ Cuâ 9 " �3$XL � P � hi�j�/w�lv�j;P�t#
It is assumedthat the larger 4 " h ° l�$ is, the lessprivacy is pre-
served. Unfortunately, thereare situationswhereprivacy is ob-
viously not preserved, but mutual informationdoesnot show any
signof trouble.Hereis anexample:

Example 2. Let our privatedatabe just onebit: <>=K�(|�
)�!��~ .
Assumethatboth 
 and � areequallylikely: P � h��O
��©� P � hi����¨������� . Now considertwo randomizations,l 6 � B 6 " h/$ andl©]¦� B ] " hG$ . Thefirst randomization,given ��D�<>= , outputs�
with probability60%andoutputs�a	M� with probability40%:

P � l 6 �O�/w�hi�O�s���O
)# Æ��
P � l±6X�_�¨	M�/w�hi�O�s���O
)# ¢

Thesecondrandomization
B ] canoutput 
 , � , or “emptyrecord”@ . Whatever its input � is, it outputs @ with probability 99.99%,

otherwiseit outputs � with probability 0.0099%and �H	j� with
probability0.0001%:

P � l ] � @ w�hi�j�>���O
)# �������)�
P � l©]9�j�/w�hi�j�>���O
)# 
�
�
�
������O����-��!
 1�A �

P � l ] �m�¨	��/w�hi�j�>���O
)# 
�
�
�
�
����_�¨-���
 1�A #
Intuitively,

B ] is a very poor randomizersinceif we see,say,l ] �_� , thenwe know with veryhigh probabilitythat h��_� :
P � hi�_��w�l ] �m�7�G� P � h��O
�w�l ] �{
����� ���¤-���
)1�A¨-!
�# ����¤-���
 1�A -!
�# � � �9-,�!
 1�A -�
)# � �£
)# ���

For l 6 , this probability is only 
�# Æ , which is much more rea-
sonable.Whatdoesmutualinformationindicate,however? Let us
compute5;6 " ? = ¬ CB�Qâ 9 8±?�=^$ for TA�_����� and ;��O
��!��� @ :;��O
)����L = �(? P � hi�j;¸w�l±6��j;��

P � h��j;P� � = �(? 
�# Æ
�# � �O
�# ��Æ./�
)�= �(? P � hi�_�9	M;¸w�l 6 �O;P�
P � hi�m�9	M;P� � = �(? 
�# ¢
�# � �_	a
)# /����!���576 " ? = ¬ C�é�â 9 8±?�=^$���O
)# Æ¤-�
)# ��Æ./�
�	E
)# ¢�-!
)# /����!�¦�O
)# 
,����
��;��O
)����L = �(? P � hi�j;¸w�l ] �j;��

P � h��j;P� � = �(? 
�# ���
�# � �O
)# ��*������= �(? P � hi�_�9	M;¸w�l©]9�O;P�
P � hi�m�9	M;P� � = �(? 
�# 
��
�# � �m	��P# Æ�¢C/��)�576 " ? = ¬ C�ë7â 9 8±?�=^$���O
)# ����-!
�# ��*,����	E
)# 
���-!��# Æ�¢./��¦�{
�# �)�!����� °;�� @ �)�J�O
)�!�^L = �.? P � hi�j�/w�l©]a� @ �

P � hi�j�>� � = �(? 
)# �
)# � �O
)�576 " ? = ¬ C�ë7â�D 8±?�=^$��O

Now we can computeand comparemutual informations. Forl±6 , bothof 5;6 " ? = ¬ C�é â 9 8X? = $ for ;­�m
���� arethesame,so the

averageis 4 " h ° l±6�$N�O
)# 
�����
�� °

For l©] , theKullback-Leiblerdistancesareverydifferent,andsince
P � l©]9� @ �3�O
)# ������� , theaverageis4 " h ° l ] $N�O
)# ��������-!
 � 
)# 
�
�
)�^-�
)# �)���,�P� � 4 " h ° l±6�$�#
Thus,counterto intuition, mutualinformationsaysthat

B ] is more
privacy-preservingthan

B 6 .
Of course,mutual information fails to detectprivacy breaches

in Example2 becausethey arevery infrequent:they occuronly in
0.01%randomizations.But oncea breachoccurs,it is detectable,
andnoonewantsto be the unfortunateclient who hasthe breach.
Mutual informationaveragesall Kullback-Leiblerdistances;how-
ever, by looking at thesedistanceswithout taking the average,
somebreachesbecomevisible. Indeed,in Example2, distances576 " ? = ¬ C�é\â 9 8±? = $ for

B 6 arebothsmall( ��
�# 
�����
,� ), whereas
for
B ] somedistancesarebig, e.g.576 " ? = ¬ C�ë�â±6 8±?�=^$���
)# ���!�,�P�

This indicatesthat revealing “ l©]m�Â� ” may lead to a privacy
breach. The measurethat shows the worst possibleKullback-
Leibler distanceratherthanaveragesthemwill do betterat mea-
suringprivacy. Wecometo thefollowing definition:

Definition 6. Let h and l bediscreterandomvariables.Wedefine
worst-caseinformationasfollows:40E " h ° l¦$OL � �F¹�º9 5;6 " ? = ¬ Cuâ 9 8`?�=�$�#

Insteadof thelogarithm,we canusea differentnumericalfunc-
tion Ò " × $ aslongas×>Ò " × $ isaconvex functionontheinterval ×X�+
 :
Definition 7. Let h and l bediscreterandomvariables,and letÒ " × $ bea numericalfunctionsuch that ×sÒ " × $ is convex on ×^�Z
 .
We defineworst-caseinformationwith respectto Ò asfollows:4

ö
E " h ° l¦$jL � �F¹�º9 5;6 ö " ? = ¬ C±â 9 8u? = $�� Ð¨Í>Î�Ï Î5;6
ö " ? 6 8±?3]�$jL � Eo ó�< é Ò È ? 6 " �3$\� ?3] " �3$ Ê #

Now we aregoingto show thatknowing worst-caseinformation
givesaboundonupwardprivacy breaches.

Statement 6. Supposethat revealing
B " h/$��µ; for some ;

causesan upward � 6 -to-�s] privacy breach with respectto prop-
erty V " h/$ . Then�s]X-!Ò F � ]��6HG � " �9	M�s]�$±-�Ò F �¨	�� ]�¨	���6HG b 4 öE " h ° B " h/$\$�#

Theproofof this statementis in AppendixA.3.
As claimedin Statement6, worst-caseinformationallows us to

boundupward privacy breaches.But what to do with downward
privacy breaches?It turnsout that they areboundedby a measure
similar to worst-caseinformation,but in a way “inside-out,” or in-
verseworst-caseinformation.Hereis thedefinition:

Definition 8. Let h and l bediscreterandomvariables,and letÒ " × $ be a numericalfunctionsuch that ×sÒ " × $ is convex on ×��
 . We defineinverseworst-caseinformationwith respectto Ò as
follows: I öE " h ° l�$+L � �F¹�º9 5;6 ö " ? = 8±? = ¬ C±â 9 $�#

EventhoughKullback-Leiblerdistanceis called“distance,” it is
not symmetrical,so usually

I öE " h ° l¦$®S�J4 öE " h ° l�$ . The main
differencebetweenthe two is that thevalueof 4

ö
E " h ° l�$ depends

on the behavior of propertieslikely after l has beenrevealed,



Measure
B 6 B ] B %4 " h ° B " hG$\$ 1.27 2.32 0.554KE " h ° B " h/$\$ 3.90 2.33 0.55

I E " h ° B " h/$\$ 1.72 L 0.49

Table2: The valuesof average-caseand worst-caseinformation
measuresin Example1.

whereasthevalueof

I öE " h ° l�$ dependsonthebehavior of proper-
tieslikely a priori . Indeed,in 4

ö
E " h ° l¦$ , theaverageis takenwith

respectto distribution ? = ¬ C±â 9 , while in

I öE " h ° l¦$ theaverageis
with respectto ?>= . Theinverseworst-caseinformationis relatedto
downwardbreachesin thesameway asthestraightworst-casein-
formationto upwardbreaches.Let usformulateit in thefollowing
statement.

Statement 7. Supposethat revealing
B " h/$���; for some ;

causesa downward � ] -to-��6 privacybreach with respectto prop-
erty V " h/$ . Then� ] -!Ò F �s]��6 G � " �9	M� ] $A-�Ò F �a	��s]�a	���6 G b I öE " h ° B " hG$\$�#

Theproofof this statementis in AppendixA.4.
Table2 givesaverage-caseandworst-caseinformationmeasures

(with ÒM� = �.? ) for the threerandomizationoperatorsfrom Exam-
ple 1 (seeSection3). The tableshows that

B 6 is moresensitive
to upwardprivacy breaches,

B ] is moresensitive to downwardpri-
vacy breaches,and

B % haslittle sensitivity to both of them. The
sametrendwasshown in Table1.

7. CONCLUSION
We presenteda new defintion of privacy breaches,and devel-

opeda generalapproach,calledamplification,that provably lim-
its breaches.Amplification canbe usedto limit privacy breaches
with respectto any single-recordproperty. More importantly, un-
like earlierapproaches,this approachdoesnot requireknowledge
of thedatadistribution to provide privacy guarantees.We instanti-
atedthisapproachfor theproblemof miningassociationrules,and
derivedtheamplificationconditionfor theselect-a-sizerandomiza-
tion operator.

Next, wegaveamethodfor compressinglongrandomizedtrans-
actionsby usingpseudorandomgenerators,andshowed that this
couldreducetheirsizesby ordersof magnitude.Finally, wedefined
severalnew information-theoreticalprivacy measuresthatprovably
boundprivacy breaches.

Weconcludewith someinterestingdirectionsfor futureresearch.e How doweextendamplificationto continuousdistributions?e What is therelationshipbetweenthespecificrandomization
operators,and the tradeoff betweenprivacy and accuracy?
In particular, how dowe identify therandomizationoperator
andparametersthatwill provide thehighestaccuracy in the
mining modelfor a givenlevel of privacy breaches?e Are therewaysto combinetherandomizationandthesecure
multi-partycomputationapproachesthatwork betterthanei-
therapproachalone?
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APPENDIX

A. PROOFS

A.1 Proof of Statement2

Proof. Let usshow that,for any | ?±� R��y~�á@�â É thatsatisfies(5),wecan
constructa distribution of type(6) for which thevalueof

ñ�ö " ?3$ is
at leastaslarge. The ideais to raiseandlower some?±� R�� ’s while
keepingthe other ?±� T�� ’s, TFS�vR , in constantrelationto eachother,
andsothat

ñ,ö " ?�$ doesnotdecreasein theprocess.
Given RH�O
)�!����#!#�#��\Ø , supposeweincrease?±� R�� by thefactorof; anddecreaseall other ?u� T�� ’s, for TaS��R , by a factorof � (thereby

producingdistribution |�M?±� R��y~ á@�â É ). Thenán �¼â É M?±� TQ���j;H-\?u� R�� � ��-�n �ONâs@ ?±� T��3�_��#
We canseethat ;G�²; " �3$ is a linear functionof � ; therefore,the
functionñ�ö " M?3$N� án �ôâ É Ò " T�$A-�M?u� T��©�{Ò " RP$A-!;`?±� R�� � n �ONâs@ Ò " T�$A-!�N?±� T��
is also linear with respectto � . We have

ñ,ö " M?�$¸� ñ,ö " ?�$ when�Y�z� and

ñ,ö " M?�$:�mÒ " RP$ when �G�«
 (becausethen M?±� R��u�²� andM?u� T����{
 for T�S��R ). So,
ñ,ö " M?�$��{Ò " RP$ � ��- " ñ " ?3$u	'Ò " RP$\$�#

We saythatwe raiseprobability ?u� R�� if we changethedistribution
by decreasing� (startingfrom �F�m� ) andincreasing; until Mï � R��©�c - Mï � T�� for somenumberT�S�OR . We canraiseonly those?±� R�� ’s for
which Ò " RP$¤� ñ " ?3$ , so that

ñ,ö " M?�$ canonly increase.This raising
alwaysstopsbefore M?±� R�� reaches1 or (and)any otherprobability
reaches0. Analogously, wesaythatwe lower ?±� R�� if we increase�
anddecrease; until Mï � R��X� Mï � T��ô� c for some T¨S��R . We canlower
only if Ò " RP$ b ñ�ö " ?3$ to prevent

ñ�ö " M?�$ from decreasing.Notethat
raisingandlowering doesnot affect relations Mï � T 6 �ô� Mï � T�]�� for T 6 S�RYS�jT�] .

Wemodify thedistributionin two steps.First,welower ?±� 
�� and
raise ?±� ØJ� . We have

ï � ØJ�a� c - ï � 
�� : indeed,whenwe lowered?u� 
�� , ï � 
�� becamethesmallestof all
ï � R�� ’s,soit will setthelimit to

raising ?±� Ø­� . Then,we repeatthe following process:choose?±� R��
thatcanbeloweredor raised,andlower it or raise.Clearly, neither?u� 
�� nor ?±� Ø­� will ever be chosensincethey limit eachotherand
sincealways Ò " 
,$�� ñ " ?3$®�}Ò " ØY$ . A lowered

ï � R�� becomes
equalto

ï � 
�� , a raisedonebecomesequalto
ï � Ø­� . Any probability

canbe loweredonly onceandwill never be raisedagainbecause
once Ò " RP$ b ñ " ?�$ , it staysthis way. Any probabilitycanberaised
only onceandthenpossiblylowered. After no morethan � " Ø�	�!$ raisingsand lowerings,thereis nothing to change. For R ÷ ��F¹�º |�RJw�Ò " RP$ b ñ " ?3$ ~ , theform (6) is attained.

A.2 Proof of Statement5

Proof. Suppose,w.l.o.g.,thatcolumns! 6 , !'] , #�#�# , !QP 1 6 arenot
linearly independent.Thenthereis a nonzerolinear combination
thatequalsa zerovector:�u6R!�6 � � ] ! ] � #�#�# � � P 1 6 ! P 1 6 � "$ #

Extend � to an å -dimensional vector by setting coordinates��P , #�#�# , � æ to zeros. We get a nonzerovector from the matrix’s
kernel,which haslessthan � nonzerocoordinates— a contradic-
tion.

Considerany ��	O� coordinatesin ! % � ; w.l.o.g.,assumethey
arethefirst �9	/� coordinates.Sincethefirst �¨	/� rowsof !�% are
linearly independent,they form a

" �A	F��$ ü � -submatrix!{ª of rank��	j� . For any
" ��	j�!$ -dimensionalvector S , equation! ª � �TS

hasthe samenumber � ø 1 P ç 6 of solutions. Whenevery vector
�

is equally likely, every vector S®��! ª � is thereforealsoequally
likely, thatis, its coordinatesbehave independently.

A.3 Proof of Statement6
Wefirst prove two simplelemmasanda corollary.

Lemma 1. If function ×sÒ " × $ is convex (or strictly convex) on the
interval ×:��
 , thensois function Ò " ����×\$ .
Proof. Let 
���× 6 ��× ] betwo differentnumbers,andlet 
���UY�� . For strict convexity, we needUaÒ F �×76HG � " �9	VU�$sÒ F �× ] G �+Ò F �Us×76 � " �9	WU�$�× ] G ° (9)

for non-strictconvexity, just replace“ � ” with “ � .” Denote×���Us×76 � " �9	VU�$�× ] �YX�� Us× 6× °
it is clearthat 
J�ZXj�z� . Then,by strict convexity of ×>Ò " ×\$ we
haveX �×76 Ò F �×76HG � " �9	QXN$ �× ] Ò F �× ] G �� F X �× 6 � " �a	QXN$ �×\] G Ò F X �× 6 � " �¨	[XA$ �× ] G #
Substitutionof thedefinitionof X givesU × Ò F �× 6\G � " �9	VU�$ �× Ò F �×\] G �� F U � × � " �9	VU�$ �× G Ò F U � × � " �9	VU�$ �× G �
which is equivalentto (9).

Lemma 2. Let h , l , and Ó be discrete randomvariablessuch
that Ó is independentfrom l given h , andlet ×�Ò " ×\$ beconvex on×:��
 . Then,for all possible; ,576

ö " ?�] ¬ CAâ 9 8±? ] $ b 576 ö " ? = ¬ C±â 9 8±?>=¤$ ¹�¾��576
ö " ? ] 8±?�] ¬ CAâ 9 $ b 576 ö " ?>=^8±? = ¬ C±â 9 $�#

Proof. Let us prove thefirst andthenthe secondinequalityusing
thedefinitionof 5;6

ö
. We shalluseJensen’s inequalityE _ " ��$a�_ " E ��$ with respectto function _ " × $A�{Ò " ���!× $ , which is convex on×:��
 by Lemma1.5;6

ö " ? = ¬ Cuâ 9 8±?�=¤$�� Eo ó = ¬ Cuâ 9 Ò F P � hi�j�/w�lm�O;P�
P � h��O�>� G� E` ó ] ¬ C±â 9 Eo ó = ¬ ] â `CAâ 9 Ò F �ba P � hi�j�>�

P � hi�O�/w�lv�j;P� G �� E` ó ] ¬ C±â 9 Ò
cd��befcd Eo ó = ¬ ] â `CAâ 9 P � hi�O�s�
P � hi�O�/w�lv�j;P�Rgh gh °



Using the independenceof Ó from l given h , we transformthe
internali expectationto thedesiredfraction:

Eo ó = ¬ ] â `CAâ 9 P � hi�O�s�
P � h��j�/w�lv�j;P� �� Eo ó = P � hi�j�/w�Ój�OÔs�\lv�j;P�

P � hi�j�/w�lm�O;P�� Eo ó = P � Ó+�{Ô�w�hi�O�`�&lv�j;P�
P � ÓO�{Ô�w�lv�j;P�� Eo ó = P � Ó+�{Ô�w�hi�O�s�

P � Ó+�{ÔFw�lv�j;P� � P � Ój�OÔ��
P � ÓO�OÔ�w�lm�O;P� #

The first inequality is thusproven. The secondinequality is very
analogous:576

ö " ?�=j8u? = ¬ CAâ 9 $�� Eo ó = Ò F P � hi�j�>�
P � h��{�Yw�lv�j;P�RG� E` ó ] Eo ó = ¬ ] â ` Ò F �ka P � h��j�/w�lv�j;P�

P � h��{�>� G �� E` ó ] Ò F ��a F Eo ó = ¬ ] â ` P � hi�j�/w�lm�j;��
P � hi�j�>� GlG °

Eo ó = ¬ ] â ` P � hi�j�Gw�lm�O;P�
P � hi�j�>� �� Eo ó = ¬ CAâ 9P � h��j�^wQÓ+�OÔ��P � hi�j�>� � Eo ó = ¬ CAâ 9P � Ój�OÔXwyh��j�>�P � Ój�OÔ��� Eo ó = ¬ CAâ 9P � Ój�OÔXwyh��j�u�\lm�O;P�P � Ó+�{Ô�� � P � ÓO�OÔXwyl_�O;P�

P � Ó+�{Ô�� #
Both inequalitiesarenow proven.

Corollary 1. Undertheconditionsin Lemma2, wehave4
ö
E " Ó ° l¦$ b 4 öE " h ° l�$�#

Proof. Follows immediatelyfrom thefirst inequalityof Lemma2:
if for everynumberin onesetthereis at leastaslargenumberin the
otherset,thenthemaximalnumberof thefirst set

b
themaximal

numberof theother.

Proof of Statement6. Now we have all the tools to prove the
boundonupwardprivacy breaches.

Proof. Let usdenotelv� B " h/$ andm 6 � P � V " h/$��Q� m ]¸� P � V " h/$9w�lm�O;P�Q#
By Definition 2, we have

m 6 b � 6 �Z�s] b m ] . Let usdefine X ,g 6 , and g�] asfollows:g�6J��� ] � X " �9	 m ] $��Ág ] ����6N	[X m 6!�Xz� �s]:	�� 6m ]:	 m 6 #
It is clearthat 
��nX b � , andtherefore
 b � ] b g�6 b �¨	 " m ] 	�� ] $ b ���
 b ��6N	 m 6 b g ] b ��6 b � °
so, g 6 and g�] canserve asprobabilities.Let usemploy them,then.
DefineaBooleanrandomvariableÓ thatdependson h asfollows:

1. If V " h/$ , then Ó says“true” with probability g 6 ;
2. If ¥AV " hG$ , then Ó says“true” with probability g ] .

Of course, Ó is independentfrom l given h , so Corollary 1 is
applicable:576

ö " ?�] ¬ CAâ 9 8±? ] $ b 4 öE " Ó ° l�$ b 4 öE " h ° l�$�#
It remainsto checkthatthis inequalityis exactlywhatweareprov-
ing. Indeed,denote4¦��4 öE " h ° l¦$ and“openup” thedefinitionof576
ö
:

P � Ómw�lv�j;P�>-�Ò F P � ÓZw�lv�j;P�
P � Ó9� G ��

P � ¥�ÓZw�lv�j;P�>-!Ò F P � ¥NÓmw�l_�{;P�
P � ¥NÓ9� G b 4�#

Now computetheprior andposteriorprobabilitiesof Ó :

P � Ó9����g�6�- m 6 � g ] - " �9	 m 6�$��� m 6 " � ] � X " �¨	 m ] $\$ � " �¨	 m 6 $ " ��6�	QX m 6�$�£��6 � m 6 " � ] 	���6�$¦	jX m 6 " m ] 	 m 6�$�£��6 � m 6 " � ] 	���6�$¦	 m 6 " � ] 	M��6�$�����6 °
analogously,

P � Ómw�lv�j;P�/��g�6�- m ] � g ] - " �9	 m ] $��� m ] " �s] � X " �a	 m ]�$\$ � " �9	 m ]�$ " � 6 	QX m 6 $�þ� 6 � m ] " �s]X	�� 6 $ � X " �9	 m ]�$ " m ]9	 m 6 $�þ� 6 � m ] " �s]X	�� 6 $ � " �9	 m ]�$ " �s]X	M� 6 $����s]�#
Thestatementis proven.

A.4 Proof of Statement7
Let usstartwith anothercorollaryof Lemma2.

Corollary 2. Undertheconditionsin Lemma2, wehaveI öE " Ó ° l�$ b I öE " h ° l�$�#
Proof. Followsfrom thesecondinequalityof Lemma2 in thesame
way asCorollary1 from thefirst.

Proof of Statement7. Wearenow readyto prove Statement7.

Proof. The proof is almostanalogousto that of Statement6. We
only have to changeplacesbetweenprior andposteriordistribu-
tions.Namely, we definem ] � P � V " h/$��Q� m 6J� P � V " hG$¨w�lv�j;P�Q�g�6F��� ] � X " �¨	 m ] $��£g ] ����6N	[X m 6!�Xm� �s]X	M� 6m ]:	 m 6 #
Again,by Definition 2 we have

m 6 b ��6¨��� ] b m ] ; we define Ó
exactly like before,andin theendget

P � Ó:��-�Ò F P � Ó:�
P � Ó_w�lv�j;P� G ��

P � ¥NÓ:��-�Ò F P � ¥�Ó:�
P � ¥NÓ_w�lv�j;P� G b I öE " h ° l�$��

where

P � Ómw�lv�j;P������6�� P � Ó9���j� ] #
Thestatementis proven.


