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ABSTRACT 

This  paper  p r e s e n t s  and a n a l y s e s  a s i m p l e  a l g o -  
r i t h m  fo r  s e t t i n g  an a d a p t i v e  t i m e o u t  v a l u e  a t  a 
s o u r c e  Host  f o r  e n d - t o - e n d  r e t r a n s m i s s i o n  on a 
p a c k e t - s w i t c h e d  c o n n e c t i o n .  The a l g o r i t h m  a l lows  
t h e  r e c i p i e n t  Host  t o  acknowledge a r r i v i n g  d a t e  i n  
e i t h e r  o r i g i n a l  t r a n s m i s s i o n  o rde r  or o u t - o f -  
o r d e r .  The t i m e o u t  a t  t he  s o u r c e  Host  i s  d e t e r -  
mined from c u r r e n t  e s t i m a t e s  - u s i n g  e x p o n e n t i a l l y  
w e i g h t e d  moving a v e r a g e s  - of  the  w a n  and v a r i -  
ance of  s u c c e s s i v e  acknowledgement  d e l a y s .  We 
show t h a t  when t h e s e  d e l a y s  a re  random v a r i a b l e s  
fo rming  c e r t a i n  s t a t i o n a r y  or n o n - s t a t i o n a r y  s t o -  
c h a s t i c  p r o c e s s e s ,  t h e  e n s u i n g  t i m e o u t  g i v e s  a 
near -min imum r e t r a n s m i s s i o n  d e l a y ,  s u b j e c t  t o  some 
s p e c i f i e d  l i m i t  on t he  amount of  u n n e c e s s a r y  
r e t r a n s m i s s i o n .  Th i s  p r o p e r t y  i s  i l l u s t r a t e d  f o r  
a s i m u l a t e d  sequence  of acknowledgement  d e l a y s  
o b t a i n e d  from loop d e l a y  m e a s u r e m e n t s .  

1. I n t r o d u c t i o n  

E n d - t o - e n d  r e t r a n s m i s s i o n  in  a p a c k e t  s w i t c h i n g  
ne twork  u s u a l l y  o c c u r s  in  a t r a n s p o r t  p r o t o c o l ,  
s u c h  as the  T r a n s m i s s i o n  C o n t r o l  P r o t o c o l  (TCP) 
[Cerf  74, P o s t a l  80] or the  r e c e n t  ISO p r o t o c o l  
[ISO 82] .  I t s  main  p u r p o s e  t h e n  i s  t o  p r o v i d e  a 
r e l i a b l e  communica t ion  p a t h  on a c o n n e c t i o n  
between two communicating processes. 

The r e t r a n s m i s s i o n  mechanism n o r m a l l y  used  in  
t r a n s p o r t  p r o t o c o l s  - e . g .  i n  TCP and t he  IS0 p r o -  
t o c o l  - has  been c a l l e d  Sequenc ing  P o s i t i v e  Ack- 
nowledgement  R e t r a n e m i a s i o n  (SPAR) [Sunshine 75]. 
With this, the data stream for each direction on a 
c o n n e c t i o n  i s  l o g i c a l l y  s u b d i v i d e d  i n t o  d a t a  u n i t s  
- e . g .  p a c k e t s  or b y t e s  - each  i m p l i c i t l y  or 
e x p l i c i t l y  c a r r y i n g  a sequence  number.  Th i s  
s e q u e n c i n g  a l lows  a r r i v i n g  d a t a  to  be c o r r e c t l y  
o rde r ed  a t  the  r e c e i v e r  w i t h  any d u p l i c a t e s  be ing  
removed.  Reordered  d a t a  i s  t hen  acknowledged by 
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t he  r e c e i v e r  by r e t u r n i n g  t he  s e que nc e  number of  
t he  n e x t  e x p e c t e d  d a t a  u n i t .  Th i s  i m p l i c i t l y  a ck -  
nowledges  e l l  p r e c e d i n g  d a t a .  At t h e  s e n d e r ,  
unacknowledged d a t a  u n i t s  a re  r e t r a n s m i t t e d  f o l -  
lowing  a c e r t a i n  t i m e o u t  p e r i o d  s i n c e  t h e i r  p r e v i -  
ous  t r a n s m i s s i o n  or r e t r a n s m i s s i o n .  In  some c a s e s  
- e . g .  the  ISO t r a n s p o r t  p r o t o c o l  - on ly  t h e  e a r -  
l i e s t  unacknowledged d a t a  u n i t  would be 
r e t r a n s m i t t e d  in  t h i s  way. 

Another  r e t r a n s m i s s i o n  mechanism,  commonly u sed  
i n s i d e  a ne twork  but  a l s o  p o s s i b l e  i n  t h e o r y  fo r  
e n d - t o - e n d  use  [Edge 83] ,  i s  - - s e q u e n c e d  P o s i t i v e  
Acknowledgement l e t r a n s m i s e l o n  (PAR). Th i s  can 
behave i d e n t i c a l l y  t o  SPAR a t  a s e n d e r ,  bu t  a t  a 
r e c e i v e r  each  d a t a  u n i t  mus t  be acknowledged i n d i -  
v i d u a l l y .  However, t h i s  can occur  on a r r i v a l  
r a t h e r  t h a n  a f t e r  d a t a  r e o r d e r i n g .  

The t i m e o u t  a l g o r i t h m  p r e s e n t e d  h e r e  a p p l i e s  t o  
bo th  SPAR and PAR. I t s  g e n e r a l  aims a re  d e s c r i b e d  
in  t he  n e x t  s e c t i o n ,  and the  a l g o r i t h m  i t s e l f  i s  
d e f i n e d  i n  s e c t i o n  3 .  S e c t i o n  4 v a l i d a t e s  t h e  
a l g o r i t h m  a n a l y t i c a l l y  unde r  bo th  s t a t i o n a r y  and 
n o n - s t a t i o n a r y  c o n d i t i o n s .  The a l g o r i t h m  i s  t h e n  
t e s t e d  in  s e c t i o n  5 a g a i n s t  a s e q u e n c e  of  s i m u -  
l a t e d  acknowledgement  d e l a y s  o b t a i n e d  from l o c a l  
a r e a  loop d e l a y  m e a s u r e m e n t s .  

2. The Aims of Adantive Timeout Estimation 

An e n d - t o - e n d  t i m e o u t  has  two p o s s i b l e  a ims :  to  
e n s u r e  a d e q u a t e l y  low r e t r a n s m i s s i o n  d e l a y  and t o  
avo id  mos t  u n n e c e s s a r y  r e t r a n s m i s s i o n .  While  t he  
fo rmer  r e q u i r e s  a s m a l l  t i m e o u t ,  t he  l a t t e r  
demands a t i m e o u t  i n  e x c e s s  of  mos t  acknowledge-  
ment d e l a y s .  

When u n n e c e s s a r y  r e t r a n s m i s s i o n  a lone  i s  impor-  
t a n t ,  a t i m e o u t  c ou ld  be s e t  t o  t h e  l a r g e s t  p o s s i -  
b l e  acknowledgement  d e l a y ,  as  o b t a i n e d  from the  
maximum combined l i f e t i m e s  of  any p a c k e t  and i t s  
acknowledgement  in  t r a n s i t  and a t  a r e c e i v e r  
[ISO 82] .  However, s u c h  a t i m e o u t  would a lmos t  
c e r t a i n l y  be s e v e r a l  s e c o n d s  or more,  s i n c e  even  
normal  e n d - t o - e n d  r e s p o n s e  t i m e s  can be a round  one 
second  [Cl ipshem 76, K l e i n r o c k  76 p .457 ,  R a j a r a -  
man 78 ] .  Th i s  d e l a y  c ou ld  be u n a c c e p t a b l e  f o r  
i n t e r a c t i v e  or r e a l  t ime  t r a f f i c  i f  u n c o r r e c t e d  
d a t a  l o s s  o c c u r r e d  f r e q u e n t l y  - e . g .  f rom 
t r a n s m i s s i o n  e r r o r s  i n  a p a c k e t  r a d i o  ne twork  or 
f rom b u f f e r  d e p l e t i o n  i n  nodes ,  Gateways or  t h e  
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receiving Host .  

A s m a l l e r  r e t r a n s m i s s i o n  t imeout  a l lowing  a l im-  
i t e d  -mount of u n n e c e s s a r y  r e t r a n s m i s s i o n  may thus  
be d e s i r a b l e  in  c e r t a i n  c a s e s .  However, such a 
t imeout  cannot  n e c e s s a r i l y  be de te rmined  from 
advance c a l c u l a t i o n ,  s i n c e  i t  would depend on the  
d i s t r i b u t i o n  of acknowledgement de lay ,  r e q u i r i n g  
both  foreknowledge of the l a t t e r  and s t a b i l i t y .  
To avoid t h e s e  p r e r e q u i s i t e s ,  we d e f i n e  the  f o l -  
lowing adaptive algorithm. 

3. The Adaptive Timeout Algorithm 

The timeout algorithm has two parts. In the 
first part, measurements of successive SPAR or PAR 
acknowledgement delays are used to update esti- 
mates, T n and Vn, of the  average  and v a r i a n c e ,  
r e s p e c t i v e l y ,  of acknowledgement de lay ,  where n 
(n  2 0) g ives  the  number of p r ev ious  upda tes  and 
T O and V 0 are the initial estimates. In the 

second part, a suitable retransmission timeout, 
Rn, is obtained from T n and V n. 

The f i r s t  p a r t  p roceeds  as f o l l o w s .  Each t ime 
t h a t  a r e t u r n i n g  acknowledgement acknowledges one 
or more o u t s t a n d i n g  da ta  u n i t s  ( e . g .  b y t e s ,  pack-  
e t s  or l e t t e r s ) ,  the  t ime p e r i o d ,  tn ,  i s  o b t a i n e d  

since the initial transmission of the first of 
these data units. This is used to update Tn_ I and 

Vn_ I as follows: 

T n = bTn_ I + t n / a  ( a 2  I ,  n~  I )  ( I )  

V n = dVn_ I + ( t  n - Tn_l ) 2 / c  ( c 2 1 ,  n2  I)  (2)  

where 

b = (a- I) / a (3) 

d ffi (c - 1) / c (4)  

The second p a r t  upda tes  the  r e t r a n s m i s s i o n  
t imeout ,  Rn, f o r  some r e t r a n s m i s s i o n  limit, Y, by: 

= + e [ V n ( 1 - Y ) / Y ] I / 2  ( 0 < Y < I ,  e £ 1 )  (5)  R n T n 

La te r  a n a l y s i s  shows the  pa ramete r  c in  Eq (2)  
should  be l a r g e  ( e . g .  between 10 and 20), whereas 
a in  Eq (1) should  be de te rmined  dynamica l ly  to  
minimise  V n. The parameter  Y in  Eq (5)  d e f i n e s  
the  maximum p r o b a b i l i t y  of unneces sa ry  r e t r a n s m i s -  
s ion  for  SPAR between two c o n s e c u t i v e  updates  of  
R n. Under c e r t a i n  c o n d i t i o n s ,  i t  a l s o  d e f i n e s  the  
maximum p r o b a b i l i t y  of u n n e c e s s a r i l y  r e t r a n s m i t -  
r i ng  the  da ta  a s s o c i a t e d  wi th  t n fo r  SPAR and PAR. 
To make t h i s  g u a r a n t e e ,  the  pa ramete r  e should  
equal  one.  However, fo r  c e r t a i n  d i s t r i b u t i o n s  of  
acknowledgement de lay  t h a t  can occur in  p r a c t i c e ,  
e = 0 .4  w i l l  r educe  R n w i thou t  s i g n i f i c a n t l y  
exceed ing  the  r e t r a n s m i s s i o n  l i m i t .  

When r e t r a n s m i t t e d  da t a  i s  acknowledged f o l l o w -  
ing an e a r l i e r  l o s s ,  the  upda tes  of  Tn_l,  Vn_ 1 and 
Rn_ I should  be exc luded  s i n c e  t n could  be 

u n r e p r e s e n t a t i v e  of normal acknowledgement de lay  
even when measured c o r r e c t l y  from the  t ime of  
r e t r a n s m i s s i o n .  However, upda te s  must be i nc luded  
fo r  l a r g e  acknowledgement d e l ay s  caus ing  unneces -  
sa ry  r e t r a n s m i s s i o n .  To d i s t i n g u i s h  t h e s e  a l t e r -  
n a t i v e s ,  r e t r a n s m i s s i o n s  and t h e i r  acknowledge-  
ments  could be l a b e l l e d  - e . g .  u s ing  an e x t r a  da t a  
sequence b i t .  Otherwise  the  f o l l o w i n g  assumpt ions  
can be made: assume u n n e c e s s a r y  r e t r a n s m i s s i o n  
(and i n c l u d e  r e t r a n s m i s s i o n  u p d a t e s )  fo r  a low 
f requency  of  l o s s ;  assume n e c e s s a r y  r e t r a n s m i s s i o n  
(and exc lude  u p d a t e s )  f o r  a h igh  l o s s  f r equency  
( e . g .  exceed ing  Y); o t h e r w i s e  assume u n n e c e s s a r y  
r e t r a n s m i s s i o n  only when t n < RETn_I, where RETn_ I 
i s  an updated  e s t i m a t e  fo r  the  minimum ack-  
nowledgement de lay  of a r e t r a n s m i s s i o n  
( e . g .  RETn_ 1 = Rn_ 1 + MIN [ t l ,  t 2 . . . .  t n _ l ] ) .  

In  the  second and t h i r d  ca ses  above, T n and V n 
would be mean and v a r i a n c e  e s t i m a t e s  f o r  the  ack-  
nowledgement de lay  d i s t r i b u t i o n  t r u n c a t e d  at  
approx ima te ly  Rn_ 1 and RETn_I, r e s p e c t i v e l y .  This 
w i l l  reduce  T n and (most l i k e l y )  Vn, t h e r eby  a l s o  

r ed u c i n g  R n (and RET n) and a l lowing  more unneces -  
sa ry  r e t r a n s m i s s i o n .  This i s  i l l u s t r a t e d  l a t e r .  

4. Ana lys i s  of t he  Algor i thm 

In t h i s  s e c t i o n ,  we v a l i d a t e  the  a l g o r i t h m  when 
the  acknowledgement de l ays  are  d e r i v e d  from some 
s t o c h a s t i c  p r o c e s s .  We begin  by ana ly s ing  the  
mean and v a r i a n c e  e s t i m a t e s ,  T n and Vn, fo r  a 
weakly s t a t i o n a r y  s t o c h a s t i c  p r o c e s s  of o rde r  two 
and a n o n - s t a t i o n a r y  random walk.  We then  d e r i v e  
the  t imeout  formula  in Eq (5 ) .  Throughout,  E, VAR 
and COV w i l l  deno te  e x p e c t a t i o n ,  v a r i a n c e  and 
cova r i ance ,  r e s p e c t i v e l y ,  and E e, V ~jec and COY c 
w i l l  deno te  t h e s e  terms c o n d i t i o n e d  a t  any t ime on 
a l l  p r ev i o u s  acknowledgement d e l a y s .  

4.1 Weakly S t a t i o n a r y  Acknowledgement Delays 

• We assume here  t h a t  the  acknowledgement de l ays  
t n (n 2 1) are  random v a r i a b l e s  w i t h  the  samel 

p o s i t i v e  and f i n i t e  mean, T, and v a r i a n c e ,  V. We 
a l s o  assume t h a t  the  c o r r e l a t i o n  c o e f f i c i e n t ,  w_-, 

of  t n and tn_ j i s  independen t  of  n (1 ~ j ~ n - i ,  
n 2 2 ) .  To ana lyse  Eqs (1) and (2) under t h e s e  
c o n d i t i o n s ,  we r e s t a t e  them as f o l l o w s :  

n-1 
T = ~ b J t . /  a + bnT 0 (n 2 1) (6)  

n j=0 n-3 

n-I  
V n ffi jffi% d j ( t n _ j  - T n _ j _ I ) 2 / c  + dnV0 (7)  

{n ~ 1 )  

The r i g h t  hand a i d e s  of  the  above e q u a t i o n s  are  
ca l  led  e ~ p o n e n t i n l l y  w e i g h t ed  moving ave rages  
(EkM&s) [Box 76 p.145 Cox 65, p .303] ,  due to  
t h e i r  be ing we igh ted  ave rages  w i t h  g e o m e t r i c a l l y  
d e c r e a s i n g  w e i g h t s .  EWMA~ are  p a r t i c u l a r l y  u s e f u l  
f o r  s t a t i s t i c a l  f o r e c a s t i n g ,  as shown l a t e r .  Tak- 
ing the  e x p e c t a t i o n ,  E, and v a r i a n c e ,  VAR, of 
Eq (6) u s ing  (0 £ b < 1) y i e l d s :  
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Z(Z ) 
n 

n-I 
= 7" b J T l  a + b n T  0 (n  I )  

j=O 

= T + b n (T O - T) (n 2 0) 

-~ T (n -> oo) (8) 

VAa(T ) 
n 

n-i 
Y_-_ b 2 j  V / a 2 

j=0 

n-2 n-1 
+ 2 :E 7. bJ+kcov(t in_ k) / a 2 

j=0 k=j+l n - j '  
(n ~ 2) (9) 

n-1 
n~_l bj ~=-- bkv/ a2 

j=o k=0 
(n 2 i) 

< V (10) 

E q u a t i o n  (8 )  shows t h a t  t he  e x p e c t a t i o n  of T n 
approaches  t he  mean acknowledgement  d e l a y ,  T, f o r  
l a r g e  enough n, w h i l e  Eq (10)  shows t h a t  T n w i l l  
f l u c t u a t e  l e s s  t h a n  the  acknowledgement  d e l a y s ,  
due to  a s m a l l e r  v a r i a n c e .  This  v a r i a n c e  can be 
r educed  f u r t h e r  i f  t he  c o r r e l a t i o n  c o e f f i c i e n t s ,  
COV(tn, tn_  j )  / V, a re  bounded by some n o n - n e g a t i v e  

value, m, according to: 

r 

COY(in, t .) / V K m (II) 
j=l n-3 

(I ~ r ~ n-l, n ~ 2) 

Equation (9) then gives for (n ~ 2): 

VAR(T ) 
n 

n • _ l  b2J V/a 2 + 

j=0 

n-2 n-j-1 k 
2 Z b 2j Z b COV(tn_ j 

j=O k=l 
, in_j_ k) / a 2 

oo oo 2 
< ~- b 2j V/a 2 + 2 ~ b 2j b m V/a 

j~0 j=0 

< (2m + 1)  V / ( 2 a  - 1)  ( 1 2 )  

Provided t n is correlated strongly with no more 

than a few of the preceding delays, m in Eq (11) 
could  be s m a l l .  This  i s  no t  u n r e a l i s t i c :  I~PANET 
measurements in [Kleinrock 76, p.458] indicate 
m £ 2, while independent delays would give m = 0. 
A large value for the parameter a (e.g. a ~ 20) 
would then greatly reduce the variance of T n in 

Eq (12), making T n itself an accurate estimate for 

T. 

We now obtain the expectation of V n using 
(0 ~ b < i), (0 K d < i) and (for the first time) 
v j  = COV(t n, tn_j)/V with (-i K v j  ~ I). Ne begin 

from Eq (6) to obtain: 

-0 (n = 0) 

V/ a 2 (n = 1) 
VAR(T n) = 

n-I 2 
b 2 j  V / a  + 

j=0 
n-1 j-I 

2 Y:_ b j ~ b k V/a 2 (n ~ 2) 
_ j = l  k=0 v j - k  

thus for (I ~ i ~ n, n 2 2): 

[VAR(T n) - VAR(Tn_i)] 

n-i n-1 j-1 
= [ 7. b 2j V/a 2 + 2 7. b j ~ bkv.. V/a2[ 

j=n-i j-n-i k-0 3-z 
j+0 

i--i 
b 2n-2i 7. b 2j V/ a 2 + 2b n-x i-I bJv/a 

j=0 j-o 

< b n-i V/ (2a - 1) + 2b n-£ V 

Also from Eq (6 )  f o r  (n  2 1):- 

COV(tn+ I, T n) 

n-I 

~_ b k COV(tn+l, in_ k) / a 
k=0 

n-1 
~- b k 

= Vk+ I V /  a 
k=0 

so for (I ~ i ~ n, n 2 2): 

[COV(tn+ I, T n) -COY(in_i+ 1, Tn_i)[ 

n-1 
= [ ~_ b k v k + l  V /  a J 

kfn-i 

< b n-i V 

Finally for (n 2 2) in Eq (7): 

z(v ) = 
n 

n di_l _ Tn-i) + [VAR(tn_i+ 1 
i=I 

(E(tn_i+ 1 - Tn_i)) 2] / c + d n V 0 

n 

~ di-I [V + VAR(T .) - 2COV(t n i+l, Tn i ) 
£-i n-z - - 

+ b 2n-2i (T - T0 )2] / c + d nv 0 

250 



g iv  ing: 

n 
IE(V n) - ~ d  ' - 1  Iv + VAR(T n) - 2COV(tn+ I, Tn)] / c[ 

i=l 

n di_l bn_i T0)2 ] [V/(2a-l) + 4V + (T- / c  

i=1 
+ d n V 0 

n b)i_ I (dl O(b n-I ) ÷ O(d n) 
i=l 

and t h u s :  

[E(V n) - (I - d n) vAR(tn+ I - Tn)I 

]--O(n b n-l) + O(d n) (b - d) 
[ 
l_o(lb n - dnl) + O(d n) (b ~ d) 

E(V n) -~ VAR(tn+ I - T n) (n -~ oo) (13) 

Eq u a t i o n  (13)  shows t h a t  the  e x p e c t a t i o n  o f  V n 

approaches  the  v a r i a n c e  of  ( t n+  1 - T n) f o r  l a r g e  

enough n.  In o rder  f o r  V n to  approx ima te  

VAR(tn+ 1 - T n)  as w e l l ,  VAR(V n)  s h o u l d  be s m a l l .  

P rov ided  VAR[(t n - Tn_l )2] (n 2 1) i s  e i t h e r  con-  

s t a n t  or r e p l a c e d  by some upper  bound, the  d e r i v a -  
t i o n  of VAR(V n) is identical to that of VAR(T n) 

previously. This is due to the functional 
equivalence of Eqs (6) and (7), with a, b, T O and 
t n (n 2 1) in the former corresponding to c, d, V 0 

and (t n - Tn_l) 2, respectively, in the latter. 
The Vn-analogues of Eqs (11) and (12) then imply 

that VAR(V n) would be reduced by a large parame- 

ter, c, if the updates (t n - Tn_l )2 (n k 1) were 
correlated weakly by an analogue of Eq (Ii). 

To o b t a i n  weakly c o r r e l a t e d  u p d a t e s  f o r  V n we 

a rgue  as f o l l o w s .  I f  t he  acknowledgement  d e l a y s  
t n a re  ex t ended  by fictitious a d d i t i o n s  

{t0, t_i , t_2 , ..} and derived from a strictly 
stationary process (where the joint probability 
distribution of any set (tnl+j, . .  t a r + j }  is 

independent of j), then any delay tn+ I will be 
uniquely represented by an infinite linear regres- 
sion, (k I t n + k 2 tn_ I + k 3 tn_ 2 ÷ ..), plus an 
uncorrelated residual, Xn+l, derived from another 
strictly stationary process with zero mean and no 
a u t o c o r r e l a t i o n  [Cox 65 p .286 ,  Wold 54 p .84  p . 8 9 ] .  
The infinite regression (k I t n + k 2 tn_ I + ... ) 
gives the best linear forecast for tn÷ I given 

{tn,  t n _ l ,  . . .  }, s i n c e  the  mean s q u a r e  of  t he  

f o r e c a s t  e r r o r ,  Xn+l, i s  l e s s  t han  f o r  any o t h e r  

l i n e a r  f o r e c a s t  [Cox 65, p . 3 0 2 ] .  A l though  t he  
EWMA fo rm u la  fo r  T n in  Eq (6)  canno t  p r o v i d e  t h i s  

optimum l i n e a r  f o r e c a s t  f o r  a s t a t i o n a r y  s t o c h a s -  
t i c  p r o c e s s ,  examples  show t h a t  i t  can somet imes  
produce  a s i m i l a r  mean s q u a r e  f o r e c a s t  e r r o r  
[Cox 61] .  This  would occur  by s e t t i n g  t he  p a r - m e -  

t e r ,  a, in Eq (6) to minimise E[(tn+ I - Tn )2] and 

thus VAR(tn+ I - T n) = E(Vn). Prediction errors, 

(tn+ I - Tn) , close enough to Xn+ I would then pro- 
duce t h e  r e q u i r e d  u n c o r r e l a t e d  u p d a t e s ,  

( t n + l  - Tn )2 = ~ + 1 '  f o r  Vn, i f  t h e  r e s i d u a l s ,  Xn, 

were i n d e p e n d e n t  of one a n o t h e r .  

S ince  o b t a i n i n g  V n a c c u r a t e l y  t u r n s  out  l a t e r  to  

be more i m p o r t a n t  t h a n  r e d u c i n g  f l u c t u a t i o n  i n  Tn, 

we a re  l e a d  to  p ropose  a l a r g e  v a l u e  f o r  t he  
p a r a m e t e r ,  c, in  Eq (2 ) ,  and a d y n a m i c a l l y  
a d j u s t e d  v a l u e  f o r  t he  p a r a m e t e r ,  a, in  Eq (1)  t o  
m i n i m i s e  V n.  However, t o  e n s u r e  r a p i d  conve rgence  

of E(T n) and E(V n) i n  Eqs (8)  and (13 ) ,  n e i t h e r  

b = 1 - l / a  nor d = 1 - 1 / c  can be too c l o s e  to  

one .  As an example ,  to  o b t a i n  b n or d n < 0 . 1 ,  
a K 9 or c £ 9 i s  r e q u i r e d  f o r  n = 20 u p d a t e s ,  and 
a £ 22 or c K 22 i s  r e q u i r e d  fo r  n = 50 u p d a t e s .  
These  i n d i c a t e  s u i t a b l e  maximums f o r  a and c .  

4 .2  N o n - S t a t i o n a r y  Acknowledgement D e l a y s  

Here,  we c o n s i d e r  acknowledgement  d e l a y s  w i t h  no 
s t e a d y  mean or v a r i a n c e .  One s imp le  c a se  o c c u r s  
when t he  p r e v i o u s  weakly s t a t i o n a r y  d e l a y s  change 
s u d d e n l y  t o  a new s t a t i o n a r y  sequence  a f t e r  t he  
m t h  (m 2 i )  u p d a t e .  The v a l u e s  of  T m and V m 

i m m e d i a t e l y  p r e c e d i n g  t he  change t h e n  become the  
i n i t i a l  e s t i m a t e s  f o r  T n and V n (n  > m) fo r  t he  

new s e q u e n c e .  The s u b s e q u e n t  b e h a v i o u r  of  T n and 

V n i s  t h e n  covered  by t h e  p r e v i o u s  s u b s e c t i o n .  

Another  c a se  oc c u r s  when t he  acknowledgement  
d e l a y s  a re  formed from a random walk a c c o r d i n g  t o :  

= t n A 0 + h z n 

where 

n-I 
+ ~ z . I g (14) 

j=0 n-3 

(g ~ I, n 2 I) 

h " (g- I) I g (15) 

A 0 i s  an a r b i t r a r y  p o s i t i v e  number 

and {Zl, z 2 . .  } i s  a sequence  of i n d e p e n d e n t  

random v a r i a b l e s  w i t h  mean 0 and v a r i a n c e  U 

E q u a t i o n  (14)  a l l ows  t he  acknowledgement  d e l a y s  
t o  d r i f t  from an i n i t i a l  v a l u e  A 0 by i n c r e m e n t a l  

a d d i t i o n s ,  z n / g .  T r a n s i t o r y  " s h o c k s " ,  h Zn, a l s o  

p roduce  t empora ry  f l u c t u a t i o n .  We show in  t he  
Appendix t h a t  T n and V n w i l l  t h e n  s a t i s f y :  

E(T n) -~ E(tn+ I) (n ~ co) (16) 

E(V n) -> VAR(tn+ l - T n) (n ~ co) (17) 
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and 
T n --> EC(tn+l ) (n ~ oo, b = h) (18) 

E(V n) ~ vARC(tn+l - T n) (n ~ oo, b ffi h) (19) 

Equations (16) and (17) match Eqs (8) and (13) 
in  the  p r e v i o u s  s u b s e c t i o n ,  w i t h  convergence  a l so  
depending on terms of o rde r  b n and d n.  When the  
pa rame te r s  b and h are  equa l ,  Eqs (18) and (19) 
show t h a t  T n and V n become much more r e l i a b l e  con-  

d i t i o n a l  mean and v a r i a n c e  e s t i m a t e s  f o r  the  p a r -  
t i c u l a r  p r e c e d i n g  de l ays  { t l ,  t2 ,  . . .  t n ) .  At t he  
same t ime,  we show in  the  Appendix t h a t  the  mean 

square  f o r e c a s t  e r r o r  E [ ( tn÷  1 - Tn)2],  which 
equa l s  E(V n) by Eqs (16) and (17) ,  i s  min imised  a t  

VAR(Zn÷ 1) = U. This optimum f o r e c a s t  by the  EWMA 
formula  fo r  T n i s  w e l l  known fo r  the  s t o c h a s t i c  

p r o c e s s  of Eq (14) [Box 76 p.144,  Cox 65 p .303,  
Muth 60] .  I t  g i v e s  ( tn+ 1 - T n) ffi Zn+ 1 fo r  l a r g e  

enough n, so the  upda te s  ( tn+  1 - Tn )2 fo r  V n 
become independen t  random v a r i a b l e s  w i t h  c o n s t a n t  

v a r i a n c e  p rov ided  E(z~) i s  a l s o  c o n s t a n t .  This  

a l lows a l a r g e  pa ramete r  c t o  g ive  V n = E(Vn), as 
d i s c u s s e d  in  the  p r e v i o u s  s u b s e c t i o n .  The p r i o r  
c o n d i t i o n  f o r  t h i s ,  b = h, can then  be ensu red  by 
dynamica l ly  s e t t i n g  the  pa rame te r ,  a, to  min imise  
E(V n) and thus  ( a p p r o x i m a t e l y )  to  min imise  V n. 

This t r e a t m e n t  of the  pa rame te r s  a and c 
c o r r e s p o n d s  to  t h a t  p roposed  p r e v i o u s l y .  

In  [Edge 84], we show t h a t  Eqs (16) and (17) 
a l s o  apply  when the  acknowledgement de l ays  t n are  
the  sum of  a weakly s t a t i o n a r y  s t o c h a s t i c  p r o c e s s  
and an u n c o r r e l a t e d  n o n - s t a t i o n a r y  p r o c e s s  d e f i n e d  
as in  Eq (14) .  This may be the  most r e a l i s t i c  
case ,  s i n c e  the  s t a t i o n a r y  component can i n c l u d e  
de l ays  s u b j e c t  to  r a p i d  f l u c t u a t i o n  - e . g .  de l ay  
a t  the  r e c e i v e r  - wh i l e  the  n o n - s t a t i o n a r y  com- 
ponent  can i nc lude  more g radua l  de lay  v a r i a t i o n  
due to  changes in  network t r a f f i c .  

4 .3 The Timeout Formula 

The two p r e v i o u s  s u b s e c t i o n s  have shown t h a t  the  
mean and v a r i a n c e  e s t i m a t e s ,  T n and Vn, #~atisfy 

E(T n) -> E(tn+ 1) and E(V n) ~ VAR(tn+ I - T u) f o r  
l a r g e  enough n.  A p r o b a b i l i t y  inequa l i . t y  in  
[ F e l l e r  66j p .150]  - t h a t  i s  s l i g h t l y  t i g h t e r  than  
Chebyshev°s  i n e q u a l i t y  - then  g i v e s  f o r  l a r g e  n: 

- T > X) £ E(V ) I [E(V ) + X 2] 
n n n 

(x > 0) (20) 

Pr(tn+ I 

giving 

Pr(tn+ 1 > R n) ~ E(V n) / [E(V n) + (R n - Tn)2 ] 

(R n > T n) (21) 

Now suppose t h a t  only  the  c u r r e n t  t imeout  va lue  
i n i t i a t e s  r e t r a n s m i s s i o n  and t h a t  t h i s  occurs  
( u n n e c e s s a r i l y )  fo r  R n.  P rov ided  d a t a  i s  ack-  

nowledged s e q u e n t i a l l y  , as f o r  SPAR, and the  meas-  
ured  de l ay  tn+ 1 upda tes  R n immedia te ly ,  then  

tn+ 1 > R n is implied, since tn+ l is then obtained 
for the earliest unacknowledged data unit during 
the lifetime of R n. Thus if Pr(tn+ I > R n) £ Y 

(0 < Y < 1), the probability of R n causing 

u n n e c e s s a r y  r e t r a n s m i s s i o n  would no t  exceed Y. 
The l a t t e r  i s  then  gua ran t eed  fo r  l a r g e  n from 
Eq (21) if: 

R > T with E(V ) / [E(V n) + (R - T )2] ~ y 
n n n n n 

r e q u i r i n g  

R 
n 

T + 
n 

[E(V n) (I - Y) / y]I/2 

Thus, assuming V n is an accurate estimate for 

E(Vn), the minimum timeout, Rn, giving a maximum 

p r o b a b i l i t y  Y of u n n e c e s s a r y  r e t r a n s m i s s i o n  dur ing  
i t s  l i f e t i m e  should  be o b t a i n e d  as :  

= + [V n ( i  - Y) / y ] l / 2  ( n  2 1)  ( 2 2 )  R n T n 

This is the formula given earlier in Eq (5) for 
e = i. Notice that while V n must approximate 

E(V n) accurately, T n need not approximate E(Tn) , 

since both its variance and its covariance with 
tn+ 1 are included in V n by Eq (13). This leads to 

our d i s t i n c t  t r e a t m e n t  of the  p a r a m e t e r s ,  a and c .  

The above retransmission guarantee for SPAR can 
be both improved and applied to PAR if the random 
duration, X n say, of R n satisfies 

R n - X n £ Rn_ 1 - e.g. due to infrequent ack- 

nowledgement. In t h i s  ca se ,  
(tn+ I - X n - Xn_ I ... - Xi+ I > R i) implies 
(tn+ I > R n) for (i < n). Thus, unnecessary 

retransmission of the data associated with tn+ I on 

any previous timeout R i (i ~ n) implies 

(tn+ I > Rn). Such retransmission then has a max- 

imum probability, Y, with Eq (22). This directly 
limits the amount of unnecessary retransmission. 

In general, Eq (22) will give larger values of 
R n than the exact value satisfying Pr(tn+ I>R n) •Y 

since it guarantees Pr(tn+ 1 > R n) ~ Y for any dis- 

tribution of (tn+ 1 - T n) in Eq (20). Illustra- 

tions of this phenomenon are given in Table (I) 
for an exponential and two Erlangian distributions 
(with mean T and variance V) of the acknowledge- 
ment delays, t n. To obtain lower more accurate 

values of R n in Table (i), the following alterna- 

tive formula  i s  a l s o  shown: 

= + 0 . 4  [V n (1 - Y) / y ] l / 2  R n T n (23) 

Equat ion  (23) co r r e sponds  to  Eq (5) w i t h  
e = 0 .4 .  Although i t  has no widesp read  g e n e r a l i t y  
( t h e  c o n s t a n t  0 .4  be ing  p u r e l y  a r b i t r a r y ) ,  the  
tendency  of measured acknowledgement d e l ay s  to  
assume an E r l a n g i a n - l i k e  ( b e l l  shaped)  d i s t r i b u -  
t i o n  [Gien 78, K l e i n r o c k  76 p .457]  could  make i t  
u s e f u l .  
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Ack. Delay 

Distribution 

Exponential 

4-stage 

Erlangian 

25-stage 

Erlangian 

. I  
.05 
.02 

.i 

.05 

.02 

.1 

.05 

.02 

Timeout R n/ T 

Exact Eq(22)* Eq(23)* 

2.30 4.00 2.20 
3.00 5.36 2.74 
3.91 8.00 3.80 

1.67 2.50 1.60 
1.94 3.18 1.87 
2.27 4.50 2.40 

1.26 1.60 1.24 
1.35 1.87 1.35 
1.45 2.40 1.56 

Table (i) 

*assuming  T = T and V V 
U n 

Normal i sed  Timeout f o r  s P r o b a b i l i t y  Y 

of U n n e c e s s a r y  R e t r a n s m i s s i o n  

5.  I l l u s t r a t i o n  of the  A l g o r i t h m  

In  t h i s  s e c t i o n ,  we apply  the  t i m e o u t  a l g o r i t h m  
to  a s equence  of s i m u l a t e d  acknowledgement  d e l a y s  
o b t a i n e d  from loop de l ay  measu remen t s  over  a Cam- 
b r i d g e  Ring .  These  measu remen t s  were o b t a i n e d  f o r  
t h e  doub le  loop j o u r n e y  shown in  Fig (1)  in  which 
each  p ack e t  and i t s  ( s e q u e n t i a l l y  r e c e i v e d )  echoed 
r e p l y  e x e c u t e  s round t r i p  [Alfano  83] .  The d e l a y  
d i s t r i b u t i o n  f o r  1980 packe t  t r a n s f e r s  - s p r e a d  
over  52 m i n u t e s  of  heavy r i n g  u sage  - i s  shown in  
Fig ( 2 ) .  This  d i s t r i b u t i o n  has  the  E r l a n g i a n - l i k e  
shape  men t ioned  above.  The ave rage  d e l a y  fo r  t he  
echos  r e c e i v e d  over  c o n s e c u t i v e  one m i n u t e  i n t e r -  
v a l s  i s  a l s o  shown in  Fig ( 3 ) .  

To apply  the  a l g o r i t h m  to  t h e s e  m e a s u r e m e n t s ,  we 
t ake  the  n t h  d e l a y  measurement  as tn ,  and u se  

i n i t i a l  e s t i m a t e s  f o r  T n and V n of T O = 4 s ec onds  

and V 0 = 4 seconds  2. Fo l lowing  an i n i t i a l  r u n  up 

p e r i o d  of n = 100 u p d a t e s ,  we o b t a i n  the  ave rage  
v a l u e s  of  V n and R n (101 £ n K 1980) and the  

minimum f r a c t i o n  of p a c k e t s  " r e t r a n s m i t t e d "  due t o  
( t  > R . )  These s t a t i s t i c s  ( i n  s econds  or 

n n-£ " 

sec. 2) a re  shown in  Table  (2)  f o r  s e v e r a l  v a l u e s  
of  t h e  p a r a m e t e r s  a and c, and fo r  bo th  (e = 1) 
and (e - 0 . 4 )  in  Eq ( 5 ) .  The maximum r e q u i r e d  
r e t r a n s m i s s i o n  p r o b a b i l i t y  i s  Y = 0 . 1 .  

Table  (2)  shows t h a t  w i t h  (e = 1),  r e t r a n s m i s -  
s i o n  i s  we l l  below the  maximum l e v e l  of  Y = 0 .1 ,  
whereas  w i t h  (e = 0 . 4 ) ,  i t  app roaches  or exc e e ds  
t h i s  l i m i t  due to  s m a l l e r  t i m e o u t s ,  R n.  Th i s  

b e h a v i o u r  ag r ee s  w i t h  Table  ( 1 ) .  Vary ing  t he  
p a r a m e t e r  a as s u g g e s t e d  e a r l i e r  to  m i n i m i s e  V n 

maximises retrsnsmission in Table (2) and minim- 
ises Rn. This is desirable when (e = 1), since 

retransmission is still less than 0.I. However, 
fo r  (e = 0 . 4 ) ,  t h e r e  i s  l e s s  b e n e f i t ,  s i n c e  
r e t r a n s m i s s i o n  can exceed  t he  l i m i t .  I n c r e a s i n g  
t h e  p a r a m e t e r  c ( w i t h  a = 6 m i n i m i s i n g  V n) has  no 

s o o t  o e  

r e e e l v e r  

u ~ LSI-11 
PDP 11/44 Cambridge Ring 

Figure (1) Double Loop Delay Heasurements 

10- 

$ pk t . s  

5 

mean = 2.22 seo.s 

var .  = 1.30 see. 2 

L , • , ~ .  r • i 

0 5 10 
seconds 

Figure (2) De]ay Histogram (0.1 see. b ins)  

Delay 

sec.s 

4 

1 pm 
Wed. 28/9183 

Flgure (3) Average De]ay at  1 Hlnute I n t e r v a l s  

e f f e c t  on V n,  bu t  i n c r e a s e s  R n and r e d u c e s  

r e t r a n s m i s s i o n .  Our r ecommenda t ion  fo r  l a r g e  c 
t h u s  makes t h e  a l g o r i t h m  more c o n s e r v a t i v e .  As 
l a r g e  c s h o u l d  r e d u c e  t h e  v a r i a n c e ,  WAR, of  V n 

r a t h e r  t h a n  i t s  e x p e c t a t i o n ,  E, no change in  t h e  
a ve r a ge  of V n i s  u n s u r p r i s i n g .  C o n v e r s e l y ,  t h e  

i n c r e a s e  in  R n can be a t t r i b u t e d  t o  i n c r e a s e d  V 1 /2  

i n  Eq (5)  (on  a v e r a g e )  due t o  l e s s  v a r i m t i o n  of  V n 

in  the  i d e n t i t y  E(Vln/2) 2 - g(V n) - vaa (V. I /2 )  

Table  (3)  shows s i m i l a r  r e s u l t s  f o r  some o t h e r  
r e t r a n s m i s s i o n  l i m i t s ,  Y. For t h e  lower r e s u l t s ,  
t h e  acknowledgement  d e l a y s  a re  t r u n c a t e d  s t  Rn_ 1 

( s e e  s e c t i o n  3 ) ,  w i t h  ( t  n > Rn_ I )  t h e n  g i v i n g  

T n = T n _ l ,  V n - Vn_ l and R n = Rn_ I .  I t  can  be 
s e e n  t h a t  w i t h o u t  t r u n c a t i o n ,  t h e  r e t r a n s m i s s i o n  
l i m i t s ,  Y, a r e ,  a t  w o r s t ,  on ly  s l i g h t l y  exceeded .  
With t r u n c a t i o n ,  Tn, V n ~and R n a re  r e d u c e d ,  c a u s -  

ing  r e t r a n s m i s s i o n  t o  i n c r e a s e .  Th i s  e f f e c t  i s  
g r e a t e r  w i t h  e i t h e r  (e = 0 . 4 )  or l a r g e  Y, due t o  
t h e  r e d u c t i o n  of  t he  t r u n c a t i o n  p o i n t  R n in  
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10 

2 
5 

10 
20 
30 

I 
2 
4 
6 

I0 
15 
30 

Averages  1 0 1 £ n ~ 1 9 8 0  

V R Retran. 
n n 

e = l  

0 .96 4 .62  .018  
0.81 4 .39  .023 
0.77 4 .33 .024 
0.77 4 .32  .023 
0.77 4 .34  .023 
0 .78  4 .36 .022 
0 .81 4 .42  .021 

0.77 3 .89  .052 
0.77 4 .14  .036 
0 .77 4 .32  .023 
0.77 4 .50  .019 
0.77 4 .58  .017 

Averages 

R n R e t r a n .  

e l 0 . 4  

3 .19  
3 .10 
3.07 
3.07 
3 . 0 8  
3 .09  
3 .12  

• 0 7  9 

•087 
. 0 9 3  

• 0% 

• 103 
.lOlL 
• 0 9 6  

2.90 • 140 
3.00 •120 
3.07 .096 
3.14 .083 
3 .18 •073 

Table  (2 )  A lgo r i t hm Per fo rmance  w i t h  1980 u p d a t e s  

[T O = V 0 = 4 s e c s .  ( 2 ) ,  Y = 0 •1 ]  

Eq (5). This behaviour suggests that in practice, 
Y should be reduced or e increased (if e < I) if 
t r u n c a t i o n  p roduces  e x c e s s i v e  r e t r a n s m i s s i o n .  
There  s h o u l d  a l s o  be a s h o r t  p e r i o d  w i t h o u t  t r u n -  
c a t i o n  i n  ca se  T O and V 0 a r e  i n i t i a l l y  too  low. 

We note finally that without the algorithm and a 
s t a t i c  t i m e o u t ,  Rn, r e t r a n s m i s s i o n  ( w i t h o u t  t h e  
r u n  up) would equa l  t h e  p r o p o r t i o n  of d e l a y s  i n  
Fig (2) exceeding R n. Limited retransmission with 

low R n w i l l  t hus  r e q u i r e  knowledge of  t he  d e l a y  
d i s t r i b u t i o n ,  w h i l e  t he  changes  in  Fig  (3)  would 
make t h i s  d i f f i c u l t  t o  d e t e r m i n e  i n  advance .  
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APFKIIDIX 

Analys i s  of  Non-S ta t iona ry  Acknowledgement Delays 

We cons ide r  the acknowledgement de lays ,  in ,  to  
be de f ined  as in Eq (14) by: 

n-1 
- + ~ / g  t n A 0 + h z n j=O z n - j  

where (g 2 1, n 2 1) 

h - (g - I) / g 

A 0 i s  an a r b i t r a r y  p o s i t ~ e  number 

end {Zl, z 2 . .  } i s  a sequence of independent  

random v a r i a b l e s  w i th  mean 0 and v a r i a n c e  U 

The mean e s t i m a t e ,  Tn, in Eq (6)  then becomes: 

n-1 . n - j - 1  

To = j~=O bJ [AO + hZn_3. + k.~OY" Zn-J -k  / g ] / e  

+ b n T O (n ~' I) 

= A 0 
n-1 ~ bk 

+ Y_-_ [ b J h  + / g ]  z . /  a 
j=0 k=O n-j 

+ b n (T O - A O) 

= A0+ 

n-1 
5* [b ~h ( l - b )  + ( 1 -  b j + l ) ( 1 - h ) ]  z 

jffi0 n-j 
+ b n (T O - A O) 

= A0+ 

g i v i n g  

( tn+ 1 - T n) 

and thus 

E(tn+ I ) ffi 

n-1 n - I  
Y / g  + _Y_" b J ( h  - b) z 

j :o zn-j ~=o n-j 

+ b n (T O - A O) 

ffi l[-z I - 

I 
I 
I Z n + l  
I 
I 

(T O - A 0) (n = 0) (24) 

n-1 
Z b 3 ( h  - b) z 

j=o n-j 

b n (T O - A O) (n 2 1) 

E(Tn) - b n (T O - A 0) 

E(T n) 

(n 2 O) (25) 

( n  ~ . c o )  ( 2 6 )  

EC(tn+ I ) 
n-I 

- T - Y_ bJ (h - b) z 
n jr0 n-j 

- b n(T O - A 0) (. • i) 

= T n - b n (T O - A 0) ( b  = h) 

-> T (n -> co) (27) n 

Equat ions  (26) and (27) lead  to  Eqs (16) and 
(18) in s e c t i o n  4 .2 .  The c o n d i t i o n  (b = h) in 
Eq (27) a l s o  min imises  the mean square  f o r e c a s t  
error El(in+ I - Tn)2], since Eq (24) gives: 

E(tn+ 1 - Tn )2 = I--U + (T O - A0 )2 (n = 0) 
[ 

[ n-I 
[ U + Y b 2 j  (h - b) 2U 
I 
l j-o 

l _  + b 2n (T O - A0)2 (n 2 I )  

= U + (l-b2n)(h-b) 2U/(l-b 2) 

+ b 2n (T O-AO )2 (n 2 O) (28) 

I - ~  u ( b f h ,  n + co) 
I 
I j -~ U + (h - b ) 2 U /  (1 - b 2) 

[_  (b ~t h, n -~ oo) 

To show t h a t  E(V n) converges  to  e i t h e r  

VAa(tn+ 1 - T n) or  VARC(tn+ 1 - T n) i f  b = h, we use 
Eqs (25) ,  (28) and (24) to  o b t a i n :  

VAR(tn+ 1 - T n) - U + ( 1 - b  2 n ) ( h - b )  2 U /  ( 1 - b  2) 

(n ~ 0) 
- U ( b  = h )  

= v b a C ( t n + l  - T n )  ( 2 9 )  

Taking the  e x p e c t a t i o n  of Eq (7) us ing  Eq (28) 
wi th  (0 K b < 1) and (0 £ d < 1) then  g i v e s :  

n-1 
E(V ) = Y d j [U + ( 1 -  b 2 n - 2 j - 2 ) ( h -  b ) 2 U /  ( 1 -  h 2) 

n j-O 

+ b2n-23-2 ( T 0 - u  A~)2] / c  + dnV0 ( n 2  1) 

= (1 - d n) [U + (h - b ) 2 U /  (1 - b2)] 

n-1 b2n_ 2 
+ dnV0 + ~_ ( d / b 2 )  j [(T O A0 )2 

j=0 

- ( h -  b)2 U / ( 1  - b 2 ) ] / c  

ffi ( 1 - d  n) VAR(tn+ I - T  n) + O(b 2n) + O(d n) 

-+ J--O(n b 2n-2) (d ffi b) 

l._OCb n -  d n) (d ~ b) 

-> VAR(tn+ 1 -T n) (.-> co) (30) 

Equat ion  (30) cor responds  to  Eq (17) ,  whi le  com- 
b in ing  Eqs (29) and (30) gives Eq (19). 
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