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Sess ion  S u m m a r y  

The  p u r p o s e  of  th i s  pane l  is to  exp l o r e  t h e  l i m i t s  of  our  
ab i l i ty  to  bui ld fu l ly  r e l i ab l e  s y s t e m s  and  t h e  c o n s e q u e n c e s  
t h e r e o f .  As we  c o m e  to  depend  m o r e  and  m o r e  on 
s o p h i s t i c a t e d  c o m p u t e r - b a s e d  sys t ems~  c e r t a i n  of  s o c i e t y ' s  
f u n c t i o n s  a r e  p l aced  in j eopa rdy .  In g e n e r a l  our  
d e p e n d e n c e  g r o w s  g r a d u a l l y  as  we ad j u s t  our  d e g r e e  of 
t r u s t  based  on i n c r e m e n t a l  e x p e r i e n c e .  But~ t h e r e  s o m e  
t e n d e n c y  to  g e t  in to  t r o u b l e  by t r u s t i n g  too  m u c h  too  
soon.  This  pane l  i n v e s t i g a t e s  t h e s e  i s sue s  and  r a i s e s  
q u e s t i o n s  abou t  w h a t  s o c i e t y  m i g h t  do to  dea l  wi th  t h e m  
m o r e  t h o u g h t f u l l y .  

Dr.  P e t e r  N e u m a n n  of SRI will open  t h e  pane l  by d i s c u s s i n g  
e x a m p l e s  of  c o m p u t e r  f a i l u r e s  t h a t  d e m o n s t r a t e  t h e  
p r e v a l a n c e  of  t h e  p r o b l e m .  T h e s e  e x a m p l e s  i l l u s t r a t e  t h e  
f a c t  t h a t  a roo t  d i f f i c u l t y  l ies  our  inab i l i ty  to  f o r e s e e  
e v e n t s  and  u n d e r s t a n d  s e e m i n g l y  i m p r o b a b l e  c o n n e c t i o n s .  
Dr. N e u m a n n  will b r i e f ly  d i s c u s s  SRI ' s  SIFT p r o j e c t  to  
deve lop  an  u l t r a - r e l i a b l e  a i r c r a f t  c o n t r o l  c o m p u t e r  s y s t e m  
- -  c l e a r l y  a l i f e - c r i t i c a l  s y s t e m .  Dr. Alan  Borning  of t h e  
U n i v e r s i t y  of  W a s h i n g t o n  will d i s c u s s  t h e  U.S. m i s s i l e  
a t t a c k  warn ing  s y s t e m  and d e s c r i b e  s o m e  c o m p u t e r  
f a i l u r e s  t h a t  h a v e  o c c u r r e d  in t h a t  s y s t e m .  He  will t h e n  

d i s cus s  c o n c e r n s  abou t  t h e  role  of  c o m p u t e r  f a i l u r e  in 
p r e c i p i t a t i n g  an u n i n t e n t i o n a l  n u c l e a r  wart  in p a r t i c u l a r  
" l aunch  on w a r n i n g "  s t r a t e g i e s  and t h e  d a n g e r s  of 
i n t e r a c t i n g ,  e s c a l a t i n g  a l e r t s .  Dr.  N a n c y  L e v e s o n  of t h e  
U n i v e r s i t y  of C a l i f o r n i a  l rv ine  will t h e n  t ry  to  lend s o m e  
s t r u c t u r e  to t h e  p r o b l e m  by de f i n ing  t e r m s  and  ou t l in ing  
g e n e r a l  a p p r o a c h e s  to  a n a l y s i s  and  v e r i f i c a t i o n  of s o f t w a r e  
s a f e t y .  U n f o r t u n a t e l y  e n h a n c i n g  s a f e t y  o f t e n  " co s t s "  in 
t e r m s  of money~ p e r f o r m a n c e ,  ove ra l l  f u n c t i o n a l  
rel iabi l i ty~ e t c .  This  opens  q u e s t i o n s  abou t  how m u c h  
s o c i e t y  is  wi l l ing to  pay for  safe ty~ how bes t  to  e n s u r e  t h a t  
t r a d e o f f  d e c i s i o n s  a r e  m a d e  on t h e  s ide of s a f e t y ,  and 
w h e r e  t h e  u l t i m a t e  d e c i s i o n - m a k i n g  a u t h o r i t y  c o n c e r n i n g  
s a f e t y  i s sue s  should  r e s t .  F ina l ly  Dr.  Greg  Nelson~ of 
D ig i t a l  E q u i p m e n t  C o r p o r a t i o n t s  S y s t e m  R e s e a r c h  Cen te r9  
will  d i s c u s s  t h e  tools ,  such  as  p r o g r a m  v e r i f i c a t i o n ,  t h a t  
a r e  a v a i l a b l e  to  us  for  dea l i ng  wi th  t h e s e  p r o b l e m s .  He  
will  d e s c r i b e  t h e  c u r r e n t  level  of  t he i r  e f f e c t i v e n e s s ,  w h a t  
p r o b l e m s  t h e y  p r e s e n t  in i m p l e m e n t a t i o n s  and  will t ry  to  
p r e d i c t  w h a t  we c a n  e x p e c t  ove r  t h e  n e x t  f ew  y e a r s .  

- -  S e v e r o  M.  O r n s t e i n  
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