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ABSTRACT 

An approach to dealing with the contamination problem in the con- 
text oE a simple model of a multi-process data base environment 
is described. We present an algorithm which, given a specifica- 
tion of a set of data transfers which are judged to have been 
possible contaminators, tracks the possible spread of contamina- 
tion among processes and data blocks. This algorithm can be used 
as a diagnostic tool for recovery. Also, for environments in 
which it is feasible to rerun processes, we~describe an algorithm 
which determines a recovery strategy. The strategy consists of 
processes to be rerun, blocks to be restored to a prior image, 
and appropriate prior images for these blocks. 
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I. INTRODUCTION 

Bachman [1]  obse rves  t h a t  t h e r e  are  two bas i c  c h a l l e n g e s  t o ' t h e  i n t e g r i t y  of 

data  in a computing environment  in which m u l t i p l e  p r o c e s s e s  a cce s s  and update  

shared d a t a .  One i s  i n t e r f e r e n c e ,  the o t h e r  is  c o n t a m i n a t i o n .  

I n t e r f e r e n c e  occurs  when two or more p r o c e s s e s ,  each of  which would be c o r r e c t  

i f  runn ing  a lone ,  i n t e r a c t  to  produce i n c o r r e c t  r e s u l t s .  Contaminat ion i n -  

volves  the  p ropaga t ion  of  unde t ec t ed  e r r o r s  among p r o c e s s e s  and d a t a .  In 

t h i s  paper  we are  concerned  e x c l u s i v e l y  wi th  the con tamina t ion  problem.  

As a s imple  example, c o n s i d e r  the  f i g u r e  below, in which the  c i r c l e s  r e p r e s e n t  

1 

3 4 

]processes ,  squares  r e p r e s e n t  data  b locks ,  and l a b e l e d  d i r e c t e d  l i n e s  r e p r e s e n t  

,data t r a n s f e r s  which occur i n t h e  order  sugges ted  by the l a b e l s .  I f  p ro ce s s  

Pl t r a n s f e r s  i n c o r r e c t  data  to  block b 2 via the  t r a n s f e r  l a b e l e d  4,  then 

' t r a n s f e r s  5 and 6 may p ropaga te  the e r r o r ,  t he r eb y  a f f e c t i n g  p r o c e s s  P3 and 

b l o c k  b 3 . 

I f  e r r o r s  are  d e t e c t e d  soon a f t e r  they occur  then o p p o r t u n i t y  f o r  con tamina t ion  

i s  l i m i t e d .  In some a p p l i c a t i o n s  i t  may be p o s s i b l e  to d e t e c t  e r r o r s  committed 
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by a p r o c e s s  b e f o r e  t h a t  p r o c e s s  c o m p l e t e s .  In such c a s e s  i t  i s  p o s s i b l e  to  

e l i m i n a t e  c o n t a m i n a t i o n  e n t i r e l y  by l o c k i n g  a l l  data  i t ems  upda ted  by a p r o c e s s  

u n t i l  t h a t  p r o c e s s  comple t e s  c o r r e c t l y .  However, any e r r o r  which e s c a p e s  e a r l y  

d e t e c t i o n  can be p r o p a g a t e d  a f t e r  c o m p l e t i o n  of  the  o f f e n d i n g  p r o c e s s .  

Recovery from c o n t a m i n a t i o n  may i nvo lve  p r o c e s s e s  and b locks  o t h e r  than t h o s e  

t h a t  have been c o n t a m i n a t e d .  In the  f i g u r e  above ,  i f  a c o r r e c t e d  v e r s i o n  of  

p r o c e s s  p] i s  to  be r e r u n  then  i t  may be n e c e s s a r y  to r e s t o r e  b lock  b 1 to  i t s  

image p r i o r  to  t r a n s f e r  2. F u r t h e r m o r e ,  i f  b I i s  r e s t o r e d  then  i t  may a l s o  

be n e c e s s a r y  to  r e r u n  p r o c e s s  P2" 

In t h i s  paper  we d e s c r i b e  an approach to  d e a l i n g  wi th  t he  c o n t a m i n a t i o n  problem 

in the  c o n t e x t  o f  a s imple  model o f  a m u l t i - p r o c e s s  data  base  e n v i r o n m e n t .  We 

p r e s e n t  an a l g o r i t h m  which ,  g i v e n  a s p e c i f i c a t i o n  of  a s e t  o f  da ta  t r a n s f e r s  

which a re  judged  to  have been p o s s i b l e  c o n t a m i n a t o r s ,  t r a c k s  the  p o s s i b l e  

spread  of  c o n t a m i n a t i o n  among p r o c e s s e s  and da ta  b l o c k s .  This  a l g o r i t h m  can 

be used as a d i a g n o s t i c  t o o l  f o r  r e c o v e r y .  A l so ,  f o r  env i ronmen t s  in which 

i t  i s  f e a s i b l e  to r e r u n  p r o c e s s e s ,  we d e s c r i b e  an a l g o r i t h m  which d e t e r m i n e s  

a r e c o v e r y  s t r a t e g y .  The s t r a t e g y  c o n s i s t s  o f  p r o c e s s e s  to  be r e r u n ,  b locks  

to  be r e s t o r e d  to  a p r i o r  image, and a p p r o p r i a t e  p r i o r  images f o r  t h e s e  b l o c k s .  

, I I °  THE MODEL 

Our m u l t i - p r o c e s s  data  base  model c o n s i s t s  o f  a s e t  P = [ p l , P 2  . . . . .  pm ] o f  p r o -  

c e s s e s ,  a da ta  base  B = [ b l , b  2 . . . . .  bn} p a r t i t i o n e d  i n t o  b l o ck s  b i ,  i = 1,2 . . . . .  n,  

and a sequence  T = ( r l , ~  2 . . . . .  T k) o f  p r o c e s s / b l o c k  data  t r a n s f e r s .  

At any g iven  i n s t a n t  t h e r e  i s  a s u b s e t  o f  P which c o m p r i s e s  the  a c t i v e  p r o -  

c e s s e s .  Once a p r o c e s s  becomes a c t i v e  i t  r emains  so u n t i l  c o m p l e t i o n ,  a t  which 

t ime i t  d e p a r t s  the  sys t em,  pe rhaps  to  be r e p l a c e d  by a n o t h e r  p r o c e s s .  Exe-  

c u t i o n  of  a c t i v e  p r o c e s s e s  i s  i n t e r l e a v e d  on one or more p r o c e s s o r s .  P r o c e s s e s  

a r e  i n d e p e n d e n t ;  t h a t  i s ,  t h e r e  a re  no p r e c e d e n c e  c o n s t r a i n t s  g o v e r n i n g  e x e -  

c u t i o n  s c h e d u l i n g  of  a c t i v e  p r o c e s s e s .  P r o c e s s e s  are  c o n s i d e r e d  i n d i v i s i b l e  

f o r  r o l l b a c k  p u r p o s e s .  No p r e v i o u s  i n t e r n a l  p r o c e s s  s t a t e  i n f o r m a t i o n  i s  

saved. 
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The d a t a  b a s e  B r e s i d e s  on one o r  more mass  s t o r a g e  d e v i c e s .  Data b a s e  b l o c k s  

a r e  p e r m a n e n t  s u b d i v i s i o n s  o f  B. A l l  i n t e r a c t i o n s  b e t w e e n  p r o c e s s e s  and t h e  

d a t a  b a s e  a r e  h a n d l e d  by a d a t a  management  s y s t e m .  A p r o c e s s  i s s u e s  commands 

t o  t h e  d a t a  management  s y s t e m  which  in  t u r n  t r a n s f e r s  i n f o r m a t i o n  b e t w e e n  t h a t  

p r o c e s s  and one o r  more  d a t a  b a s e  b l o c k s  in  r e s p o n s e  to  e a c h  command. 

T h e r e  a r e  two k i n d s  o f  d a t a  t r a n s f e r s  t h a t  can  t a k e  p l a c e  b e t w e e n  a p r o c e s s  

P i  and  a b l o c k  b j ,  one  f o r  e a c h  d i r e c t i o n  o f  d a t a  movement .  We u s e  t h e  n o t a t i o n  

T = ( P i , t , b j )  t o  r e p r e s e n t  a t r a n s f e r  T f rom P i  t o  bj  i n i t i a t e d  a t  t i m e  t ,  and 

( b j , t , p  i )  f o r  a s i m i l a r  t r a n s f e r  in  t h e  r e v e r s e  d i r e c t i o n .  

T r a n s f e r s  a r e  i n d i v i s i b l e ;  once  begun t h e y  r u n  to  c o m p l e t i o n .  At any g i v e n  

i n s t a n t  in  t i m e  t h e r e  can  be  a t  mos t  one  t r a n s f e r  in  p r o g r e s s  t o  o r  f rom a 

g i v e n  b l o c k .  The t r a n s f e r  s e q u e n c e  T r e f l e c t s  a l o c k - f o r - u p d a t e  m e c h a n i s m .  

For  e a c h  t r a n s f e r  ( P i , t , b j )  t h e r e  i s  a n o t h e r  t r a n s f e r  ( b j , t ' , P i ) ,  whe re  t ' <  t ,  

such  t h a t  no t r a n s f e r  i n v o l v i n g  b.  o c c u r s  i n  t h e  i n t e r v a l  [ t ' , t ~ .  The t r a n s -  
3 

f e r  s e q u e n c e  T = ( ~ l , T 2  . . . . .  Tk ) i s  o r d e r e d b y  i n i t i a t i o n  t i m e .  

III. CONTAMINATION 

We say  t h a t  a t r a n s f e r  T r p r e d a t e s  a t r a n s a c t i o n  Ts ,  w r i t t e n  Tr< .  T s ,  i f  t h e r e  

i s  a ( n o t  n e c e s s a r i l y  c o n t i g u o u s )  s u b s e q u e n c e  T '  = (T '  T '  " 1 '  2 . . . . . .  T ) o f  T, 

whe re  T '  = (x  i t i , Y i )  i = 1 , 2 ,  . , q  and q ~ 1,  such  t h a t :  i ' ' "° ' 

(i) T' = T and T' = T 
1 r q s 

(2 )  t i < t i +  I , f o r  1 ~ i < q 

( 3 )  Yi = X i + l '  f o r  1 ~ i < q .  

? 
I f  T p r e d a t e s  T t h e n  we say  t h a t  ~s p o s t d a t e s  • and w r i t e  • .>  T . 

r s ' r s r 

f I t  c an  be shown t h a t  < .  i s  a p a r t i a l  o r d e r i n g  r e l a t i o n  on t h e  s e t  o f  

t r a n s f e r s  i n  T.  
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I t  should  be c l e a r  t h a t  e v e r y  t r a n s f e r  sequence  T~ = (~ l 'T '2 '  . . . .  ~)q a long  

which an e r r o r  can p r o p a g a t e  s a t i s f i e s  c o n d i t i o n s  (2) and (3) above .  On the  

o t h e r  hand,  eve ry  sequence  T ~ s a t i s f y i n g  (2) and (3) i s  not  n e c e s s a r i l y  a 

sequence a long  which an e r r o r  can or w i l l  p r o p a g a t e .  Co n s i d e r  two c o n s e c u t i v e  

t r a n s f e r s  ~ T ~ i and i+ l  in a sequence  T '  s a t i s f y i n g  (2) and (3) I f  Yi '  Xi+l ~ P 

then  T ' T i+] may ove r l ap  T~l in  t ime or i+ l  may be f u n c t i o n a l l y  i n d e p e n d e n t  o f  

v~.1 If Yi' Xi+l ~ B then perhaps only a portion of block xi+ 1 is actually 

delivered to or utilized by process Yi+l" 

We r e f e r  to  a t r a n s f e r  ~ which p r o p a g a t e s  an e r r o r  as a c o n t a m i n a t o r ,  and 
r 

adopt  the  f o l l o w i n g  r u l e  c o n c e r n i n g  the  i d e n t i f i c a t i o n  of  c o n t a m i n a t o r s :  

I f  T i s  a c o n t a m i n a t o r  and T <. 
r r s 

then  T s i s  a c o n t a m i n a t o r .  

In o t h e r  words ,  we assume t h a t  any t r a n s f e r  which p o s t d a t e s  a c o n t a m i n a t o r  i s  

i t s e l f  a c o n t a m i n a t o r .  Al though t h i s  a s sumpt ion  i s  not  a lways v a l i d ,  as  t he  

p r e c e e d i n g  pa rag raph  s u g g e s t s ,  i t  a l lows  us to  i d e n t i f y  c o n t a m i n a t o r s  w i t h o u t  

the  need to  i n t e r p r e t  p r o c e s s e s  and l e a d s  to  an e f f i c i e n t  c o n t a m i n a t i o n  t r a c k -  

ing a l g o r i t h m ,  a t  the  p o s s i b l e  c o s t  o f  m i s t a k e n l y  i n c l u d i n g  some n o n - c o n t a m i n a -  

t o r s .  

Le t  S be a g iven  s e t  o f  c o n t a m i n a t o r - s e e d s  drawn from T. Def ine  ~ to  be the  

s e t  of  t r a n s f e r s  which p o s t d a t e  t r a n s f e r s  in S.  ~ i n c l u d e s  S and a l l  con-  

t a m i n a t o r s  g e n e r a t e d  by S.  

A p r o c e s s  or  b lock  which p a r t i c i p a t e s  in  one or  more t r a n s f e r s  in S i s  s a id  

to  be c o n t a m i n a t e d .  A c o n t a m i n a t e d  p r o c e s s  pi  (or  b lock  b j )  i s  a con taminan t  

i f  t h e r e  e x i s t s  a t r a n s f e r  T = ( P i , t , b j )  (or  ( b j , t , P i ) )  in  S such t h a t  T i s  

not  p r e d a t e d  by any o t h e ~  t r a n s f e r  in ~ .  In t he  f o l l o w i n g  s e c t i o n  we g ive  ~' 

o n e - p a s s  c o n t a m i n a t i o n  t r a c k i n g  a l g o r i t h m  which ,  g iven  T and S, i d e n t i f i e s  

a l l  c o n t a m i n a t e d / c o n t a m i n a n t  p r o c e s s e s  and b l o c k s .  
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IV. CONTAMINATION TRACKING 

Inpu t  to  the  a l g o r i t h m  c o n s i s t s  of  the  t r a n s f e r  sequence T = ( T i , ~  2 . . . .  ,~k ) 

and a s e t  S o f  c o n t a m i n a t o r - s e e d s .  The a l g o r i t h m  uses  t h r e e  a r r a y s :  p r o c e s s -  

s t a t u s  [ l : m ] ,  b l o c k - s t a t u s  [ l : n ]  and b l o c k - t i m e  [ l : n ] .  I n i t i a l l y ,  

p r o c e s s - s t a t u s  [ i ]  = O, f o r  1 ~ i ~ m 

block-sta_____.___.~us [ j ]  = 0 

b l o c k - t i m e  [ j ]  = ~ f f o r  1 ~ j ~ n.  

The f i n a l  c o n t e n t s  of  t h e s e  a r r a y s  a r e :  

p r o c e s s - s t a t u s  [i] = 

I 
2 i f  p r o c e s s  Pi  i s  a con taminan t  

1 i f  p r o c e s s  Pi  i s  con t amina t ed  

0 o t h e r w i s e  

b l o c k - s t a t u s  [ j ~  = 

I 
2 i f  b lock  bj i s  a con taminan t  

1 i f  b lock  bj i s  con t amina t ed  

0 o t h e r w i s e  

b l o c k - t i m e  [ j ]  = 

If 
' where t i s  t ime of  e a r l i e s t  t r a n s f e r  a t  which 

b lock  bj becomes e i t h e r  a con taminan t  or  con-  

t a m i n a t e d ,  i f  e i t h e r  has occu r r ed  

o t h e r w i s e .  

A l g o r i t h m  X 

Xl .  [ i n i t i a l i z e ]  r ~ 0.  

X2. [ g e t  nex t  t r a n s f e r ]  r ~ r + l .  T ~ T . Choose a p p r o p r i a t e  subs tep  o f  s t ep  r 
X3. a c c o r d i n g  to  whether  T i s  a c o n t a m i n a t o r - s e e d  (T E S) and whether  T 

i s  o f  the  form ( P i , t , b j )  or  ( b j , t , P i ) .  
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X3. [ u p d a t e  a r r a y s ]  

( a )  T ¢ S, • = ( P i , t , b j )  

i f  p r o c e s s - s t a t u s  [ i ]  = 0 t h e n  

p r o c e s ~ - s t a t u s  [ i ]  ~ 2 

i f  b l o c k - s t a t u s  [ j ]  = 0 t h e n  

b l o c k - s t a t u s  [ j ]  4- 1 

b l o c k - t i m e  [ j  ] ~- t 

(b)  T C S, T = ( b j t , P i )  

i f  p r o c e s s - s t a t u s  [ i ]  = 0 t hen  

p r o c e s s - s t a t u s  [ i ]  ~ 1 

i f  b l o c k - s t a t u s  [ j ]  = 0 t hen  

b l o c k - s t a t u s  [ j ]  ~- 2 

b l o c k - t i m e  [ j  ] ~ t 

( c )  T / S ,  • = ( P i , t , b j )  

i f  p r o c e s s - s t a t u s  [ i ]  > 0 t h e n  

i f  b l o c k - s t a t u s  [ j ]  = 0 t h e n  

b l o c k - s t a t u s  [ j ]  ~ 1 

b l o c k - t i m e  [ j ]  ~ t 

(d )  T ~ S ,  T = ( b j , t , P i )  

i f  b l o c k - s t a t u s  [ j ]  > 0 t h e n  

i f  p r o c e s s - s t a t u s  [ j ]  = 0 t h e n  

p r o c e s s - s t a t u s  [ i ]  ~ 1 

X4. [ c h e c k  f o r  end ]  I f  r < k t h e n  go to  s t e p  X2 e l s e  s t o p .  

A l g o r i t h m  X cou ld  be used  a t  t he  t ime an e r r o r  s i t u a t i o n  i s  d e t e c t e d  as  a 

d i a g n o s t i c  t o o l  f o r  r e c o v e r y .  S p e c i f i c a t i o n  of  c o n t a m i n a t o r - s e e d s  c o u l d  be 

done m a n u a l l y ,  based  on a v a i l a b l e  i n f o r m a t i o n  such as  t he  n a t u r e  of  t he  de -  

t e c t e d  e r r o r ( s ) ,  knowledge o f  r e c e n t  u p d a t e  a c t i v i t y ,  and spo t  c h e c k s  of  t h e  
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d a t a  b a s e .  Th i s  s p e c i f i c a t i o n  migh t  be made in  t h e  form of  t e m p l a t e s  such a s :  

( a )  ( p i , - , - )  
(b )  (b j  , t , - ) ,  t >- t 1 

( c )  ( p i , - , b j )  

(d)  ( - , t , - ) ,  t 1 ~ t ~ t 2 .  

A l t e r n a t i v e l y ,  an a l g o r i t h m  s i m i l a r  to  A l g o r i t h m  X might  be used  to  g e n e r a t e  

a l l  t r a n s f e r s  which p r e d a t e  a g i v e n  s e t  of  r e c e n t  t r a n s f e r s  known to  be in  

e r r o r .  The t r a n s f e r  s equence  T would be p r o c e s s e d  in  r e v e r s e  o r d e r ,  back t o  

a s p e c i f i e d  p o i n t  in  t i m e ,  and t h e  r e s u l t i n g  s e t  of  t r a n s f e r s  would be t a k e n  

as  c o n t a m i n a t o r - s e e d s  and used  as i n p u t  to  A l g o r i t h m  X. 

V. RECOVERY FROM CONTAMINATION 

For a p p l i c a t i o n s  in  which  i t  i s  f e a s i b l e  to  r e r u n  p r o c e s s e s ,  t h e  f o l l o w i n g  

a l g o r i t h m  p r o v i d e s  a r e c o v e r y  s t r a t e g y .  I n p u t  to  t h e  a l g o r i t h m  c o n s i s t s  o f  

t he  t r a n s f e r  sequence  T = ( ~ l , r 2 , . . . , r k )  and t h e  t h r e e  a r r a y s  p r o c e s s - s t a t u s  

[ l : m 3 ,  b l o c k - s t a t u s  [ l : n ] ,  and b l o c k - t i m e  E l : n ]  a s  p roduced  by A l g o r i t h m  X. 

The f i n a l  c o n t e n t s  of  t h e s e  a r r a y s  a r e :  

p r o c e s s - s t a t u s  [ i ]  = 

2 i f  process Pi  i s  to  be r e j e c t e d  

1 i f  process Pi  i s  t o  be re run  

0 o the rw i se  

b l o c k - s t a t u s  ~ j ]  = 

2 i f  b l o c k  b.  i s  to  be r e s t o r e d  to  an image p r i o r  to  
J 

b l o c k - t i m e  Ej 3 

1 i f  b l o c k  b. i s  to  be r e s t o r e d  to  i t s  image a t  
J 

b l o c k - t i m e  [ j 3  

O o t h e r w i s e  
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b l o c k - t i m e  [ j ]  = 

I f '  where t i s  the  t ime to which b lock  b i i s  to  be 

r e s t o r e d ,  i f  n e c e s s a r y  

o t h e r w i s e .  

A lgo r i t hm R 

R1. [ i n i t i a l i z e ]  r ~ O. a n o t h e r - p a s s  ~ O. 

R2. Lget nex t  t r a n s f e r ]  r ~ r + l .  T ~ r "  
s t ep  R3 a c c o r d i n g  to  whether  T i s  of  the  form ( P i , t , b j  

R3. [update  a r r a y s ]  

(a)  • = ( P i , t , b j )  

i f  p r o c e s s - s t a t u s  Ei ]  > O  then 

i f  t < b l o c k - t i m e  [ j ]  then 

b l o c k - s t a . t u s  [ j ]  ~ 1 

b l o c k - t i m e  [ j ]  ~ t 

Choose a p p r o p r i a t e  subs tep  of  

) or ( b j , t , P i ) °  

(b) 

R4. [check f o r  end of  p a s s ]  

R5. [check f o r  ano the r  p a s s ]  

e l s e  s t op .  

= ( b j , t , p  i ) 

i f  b l o c k - t i m e  [ j ]  < t then 

i f  p r o c e s s - s t a t u s  [ i ]  = O then 

p r o c e s s - s t a t u s  El i  ~ 1 

a n o t h e r - p a s s  ~ 1° 

I f  r < k then go to  s tep  R2. 

I f  a n o t h e r - p a s s  = 1 then go to  s t ep  R1 

Algo r i t hm R may be used in c o n j u n c t i o n  wi th  an a u d i t  f i l e  to r e c o v e r  from con-  

t a m i n a t i o n .  For each t r a n s f e r  T = ( P i t , b j )  in T the  a u d i t  f i l e  c o n t a i n s  a 

b e f o r e  image e n t r y  ~ = ( t , b j , B j ( t ) ) ,  where B j ( t )  i s  the  image of  b lock  bj j u s t  

p r i o r  to  t r a n s f e r  T. For each j such that"  b l o c k - s t a t u s  [ j ]  = 1, the  a p p r o p r i a t e  

a u d i t  f i l e  e n t r y  ~ i s  r e t r i e v e d  us ing  i n d i c e s  t = b l o c k - t i m e  [ j ]  and b j ,  and 

block bj i s  r e s t o r e d  to  i t s  image B . ( t ) .  For each j such t h a t  b l o c k - s t a t u s  
3 

[ j ]  = 2, the  a u d i t  f i l e  i s  sea rched  fo r  an e n t r y  ~ = ( t , b j , B j ( t ) ) s u c h  t h a t :  

( a )  t ~ b l o c k - t i m e  [ j ] ,  and (b) t i s  maximal .  I f  no such a u d i t  f i l e  e n t r y  
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e x i s t s  then  e i t h e r  some back up copy of  b lock  b. w i l l  be needed ,  or some 
J 

s p e c i a l  measures  w i l l  be n e c e s s a r y  to  r e c o n s t r u c t  an a p p r o p r i a t e  image f o r  

b lock b . .  
J 

I t  can be shown t h a t  A lgo r i thm R has t he  f o l l o w i n g  p r o p e r t i e s :  

(a)  f o r  each p r o c e s s  Pi such t h a t  p r o c e s s - s t a t u s  ~i]  > O, i f  a t r a n s f e r  

( P i , t , b j )  appea r s  in T then  b l o c k - t i m e  EjJ  ~ t .  

(b)  fo r  e a c h . p r o c e s s  Pi such t h a t  p r o c e s s - s t a t u s  EiJ = O, 

(1) i f  a t r a n s f e r  ( b j , t , P i )  a p p e a r s  in T then  t ~ b l o c k - t i m e  [ j J .  

(2) i f  a t r a n s f e r  ( P i , t , b j )  a p p e a r s  in T then  t g b l o c k - t i m e  ~ j J .  

From (a)  we see  t h a t  b locks  a r e  r e s t o r e d  to  images t h a t  e x i s t e d  p r i o r  to  any 

update  a c t i v i t y  of  p r o c e s s e s  which a r e  r e j e c t e d  or r e r u n .  From (b)  we see  

t h a t  a l l  i n t e r a c t i o n  between the  r ema in ing  p r o c e s s e s  and r e s t o r e d  b locks  has 

taken  p l a c e  p r i o r  to the  t ime to  which b locks  have been r e s t o r e d .  

No c l a im  of  e f f i c i e n c y  i s  made f o r  A lgo r i thm R. I n d eed ,  i t  i s  p o s s i b l e  to  

avo id  the  n e c e s s i t y  f o r  s e v e r a l  comple te  p a s s e s  of  the  t r a n s f e r  sequence  T by: 

(a)  modi fy ing  T to  i n c l u d e  an i n d i c a t o r  i d e n t i f y i n g  the  p o i n t  a t  which 

each p r o c e s s  b e g i n s ,  and 

(b) in  s t e p  R 3 . ( b ) ,  r e p l a c i n g  the  a s s i g n m e n t  a n o t h e r - p a s s  ~ 1 by a 

backup in  T to  the  p o i n t  a t  which p r o c e s s  Pi b e g i n s .  

VI.  CONCLUSIONS 

The t r a n s f e r  sequence T canno t  be m a i n t a i n e d  i n d e f i n i t e l y .  T r u n c a t i o n  of  T 

i s  no t  only  n e c e s s a r y ,  but  a l s o  a means of  c o n t r o l l i n g  t h e  amount of  sys tem 

r e s o u r c e s  a l l o c a t e d  to  i n t e g r i t y  m a i n t e n a n c e .  Of c o u r s e ,  t r u n c a t i o n  of  T 

r e s t r i c t s  c o n t a m i n a t i o n  t r a c k i n g  and r e c o v e r y  to  t he  p e r i o d  of  t ime spanned 

by T. 

For some a p p l i c a t i o n s  i t  may be i n f e a s i b l e  to  r e r u n  p r o c e s s e s .  In t h i s  c a s e  

the  c o n t a m i n a t i o n  t r a c k i n g  method of  S e c t i o n  IV. cou ld  be used as  a d i a g n o s t i c  

t o o l  in d e c i d i n g  what fo rward  c o r r e c t i v e  a c t i o n  i s  r e q u i r e d  to  remedy the  

problem.  
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The r e c o v e r y  s t r a t e g y  d e s c r i b e d  in S e c t i o n  V. c o u l d  p o s s i b l y  be a d a p t e d  to 

run  c o n c u r r e n t l y  w i th  o n g o i n g  da t a  base  a c t i v i t y  to  a vo id  e x c e s s i v e  down t i m e .  

A f f e c t e d  d a t a  base  b l o c k s  c o u l d  be t a k e n  o f f l i n e  as  t h e y  a r e  d i s c o v e r e d ,  and 

p l a c e d  o n l i n e  a f t e r  t h e y  have been r e s t o r e d .  

For some a p p l i c a t i o n s  i t  may be d e s i r a b l e  to  u se  t he  t r a n s f e r  s e que nc e  T to 

p r e s e r v e  t h e  o r i g i n a l  o r d e r i n g  o f  t r a n s f e r s  f o r  r e r u n  p r o c e s s e s  a s . f a r  as  

p o s s i b l e .  

Th i s  pape r  has  d e a l t  w i th  some l o g i c a l  a s p e c t s  o f  c o n t a m i n a t i o n  and r e c o v e r y  

f o r  an i d e a l i z e d  m u l t i - p r o c e s s  da t a  ba se  mode l .  V a r i o u s  r e f i n e m e n t s  or 

e x t e n s i o n s  may be o f  i n t e r e s t .  One c o n c e r n s  r e f i n e m e n t  o f  the  " p o s t d a t e s "  

r e l a t i o n ,  which  s p e c i f i e s  p a t h s  a l o n g  which c o n t a m i n a t i o n  p r o p a g a t e s ,  in 

o rde r  to  f u r t h e r  r e s t r i c t  t he  i d e n t i f i c a t i o n  of  c o n t a m i n a t e d  p r o c e s s e s  and 

b l o c k s .  An o th e r  i n v o l v e s  r e c o v e r y  s t r a t e g i e s  f o r  e n v i r o n m e n t s  in which i t  

i s  i n f e a s i b l e  to r e r u n  p r o c e s s e s .  
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