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ABSTRACTIEEE 802.11 based wireless networks have seen rapid growthand deployment in the re
ent years. Criti
al to the 802.11MAC operation, is the hando� fun
tion whi
h o

urs whena mobile node moves its asso
iation from one a

ess point toanother. In this paper, we present an empiri
al study of thishando� pro
ess at the link layer, with a detailed breakup ofthe laten
y into various 
omponents. In parti
ular, we showthat a MAC layer fun
tion - probe is the primary 
ontributorto the overall hando� laten
y. In our study, we observethat the laten
y is signi�
ant enough to a�e
t the qualityof servi
e for many appli
ations (or network 
onne
tions).Further we �nd a large variation in the laten
y with fromone hando� to another and also among APs and STAs usedfrom di�erent vendors. In this study, we a

ount for thisvariation and also draw the guidelines for future hando�s
hemes.
General TermsMeasurement, Performan
e, Experimentation
KeywordsIEEE 802.11, Hando�, Performan
e, S
anning, Probe, As-so
iation, Authenti
ation, Laten
y
1. INTRODUCTIONIEEE 802.11 based wireless lo
al area networks (WLANs)have seen immense growth in the last few years. The pre-di
ted deployment of these networks for the next de
ade re-sembles that of the Internet during the early 90s. In publi
pla
es su
h as 
ampus and 
orporations, WLAN providesnot only 
onvenient network 
onne
tivity but also a high�Portions of this work were sponsored by a National In-stitute of Standards Criti
al Infrastru
ture Grant, and by agrant from Samsung Ele
troni
s AIT. CS Te
h Report Num-ber CS-TR-4395. UMIACS Te
h Report Number UMIACS-TR-2002-75.
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Figure 1: The IEEE 802.11 Extended Servi
eSet(ESS)speed link up to 11 Mbps (802.11b). In this paper, we are
on
erned with the IEEE 802.11b network whi
h operatesin the 2.4 GHz range.The IEEE 802.11 network MAC spe
i�
ation [4℄ allows fortwo operating modes namely, the ad ho
 and the infras-tru
ture mode. In the ad ho
 mode, two or more wirelessstations (STAs) re
ognize ea
h other and establish a peer-to-peer 
ommuni
ation without any existing infrastru
ture,whereas in infrastru
ture mode there is a �xed entity 
alledan a

ess point (AP) that bridges all data between the mo-bile stations asso
iated to it. An AP and asso
iated mobilestations form a Basi
 Servi
e Set (BSS) 
ommuni
ating onthe unli
ensed RF spe
trum.A 
olle
tion of APs (
onne
ted through a distribution sys-tem DS) 
an extend a BSS into an Extended Servi
e Set(ESS refer �gure 1).A Hando� o

urs when a mobile station moves beyond theradio range of one AP, and enters another BSS (at theMAC layer). During the hando�, management frames areex
hanged between the station (STA) and the AP. Alsothe APs involved may ex
hange 
ertain 
ontext information(
redentials) spe
i�
 to the station. Consequently, there islaten
y involved in the hando� pro
ess during whi
h theSTA is unable to send or re
eive traÆ
.



Be
ause of the mobility-enabling nature of wireless networks,there is opportunity for many promising multimedia andpeer-to-peer appli
ations (su
h as VoIP [3℄, 802.11 phones,mobile video 
onferen
ing and 
hat). Also, many believethat WLANs may be
ome or supplement via hot spots thenext generation 4G wireless networks. Unfortunately, thenetwork 
onne
tion as per
eived by the appli
ation 
an suf-fer from the jittery hando� laten
ies. As a matter of fa
t,our measurements not only show that the laten
ies are veryhigh, but also show that they vary signi�
antly for the same
on�guration of STAs and APs.Despite the growing popularity of WLANs, there has beenno prior measurement based analysis of the hando� pro-
ess. There is prior work on performan
e measurement inATM-based wireless networks ( [12℄, [8℄, [15℄ ) and 
ellularwireless networks ([13℄). In [2℄, Bala
handran et. al. presentan empiri
al 
hara
terization of user behavior and networkperforman
e in a publi
 wireless LAN where they show thevarying number of hando�s with time. There has been workon new hando� s
hemes in [14℄, [10℄,[11℄ and [7℄ fo
using onredu
ing WLAN hando� laten
y, but none of these e�ortshave measured the 
urrent hando� laten
y.In this study, we 
ondu
t experiments to a

urately mea-sure the hando� laten
y in an in-building wireless network.The measurements are done on two 
o-existing wireless net-works (utilizing APs from two popular vendors), and usingthree wireless NICs from di�erent vendors. We analyze thehando� laten
ies by breaking down the whole pro
ess intovarious phases to assess the 
ontribution of ea
h phase tothe hando� laten
y. Our results show that the probe phaseis the signi�
ant 
ontributor to the hando� laten
y and thevariations in the probe-wait time a

ount for the large vari-ations in the overall hando� laten
y.The rest of the paper is organized as follows. Se
tion 2 givesdetails about the hando� pro
ess as spe
i�ed by the stan-dard. Se
tion 3 explains the methodology used for takingthe measurements. We present the analysis and results inse
tion 4. Se
tion 5 
on
ludes the study.
2. THE HANDOFF PROCESSThe hando� fun
tion or pro
ess refers to the me
hanism orsequen
e of messages ex
hanged by a

ess points and a sta-tion resulting in a transfer of physi
al layer 
onne
tivity andstate information from one AP to another with respe
t to thestation in 
onsideration. Thus the hando� is a physi
al layerfun
tion 
arried out by at least three parti
ipating entities,namely the station, a prior-AP and a posterior-AP. The APto whi
h the station had physi
al layer 
onne
tivity prior tothe hando� is the prior-AP, while the AP to whi
h the sta-tion gets 
onne
tivity after the hando� is the posterior-AP.The state information that is transferred typi
ally 
onsistsof the 
lient 
redentials (whi
h allow it to gain network a
-
ess) and some a

ounting information. This transfer 
anbe a
hieved by an (
urrently draft [5℄) Inter A

ess PointProto
ol(IAPP), or via a proprietary proto
ol. For an IEEE802.11 network that has no a

ess 
ontrol me
hanism, therewould be a nominal di�eren
e between a 
omplete asso
ia-tion and a hando� / reasso
iation. Looking at it anotherway, the hando�-laten
y would be stri
tly greater than as-so
iation laten
y as there is an additional inter-a

ess point


ommuni
ation delay involved.
2.1 Logical steps in a handoffThe 
omplete hando� pro
ess 
an be divided into two dis-tin
t logi
al steps:(i) Dis
overy and (ii) Reauthenti
ation asdes
ribed below. Later we shall see that the a
tual sequen
eof messages ex
hanged perform either one of these two fun
-tions.1. Dis
overy: Attributing to mobility, the signal strengthand the signal-to-noise ratio of the signal from a station's
urrent AP might degrade and 
ause it to loose 
onne
tivityand to initiate a hando�. At this point, the 
lient might notbe able to 
ommuni
ate with its 
urrent AP. Thus, the 
lientneeds to �nd the potential APs (in range) to asso
iate to.This is a

omplished by a MAC layer fun
tion: s
an. Dur-ing a s
an, the 
ard listens for bea
on messages (sent outperiodi
ally by APs at a rate of 10 ms), on assigned 
han-nels. Thus the station 
an 
reate a list of APs prioritizedby the re
eived signal strength.There are two kinds of s
anning methods de�ned in the stan-dard : a
tive and passive. As the names suggest, in the a
-tive mode, apart from listening to bea
on messages (whi
h ispassive), the station sends additional probe broad
ast pa
k-ets on ea
h 
hannel and re
eives responses from APs. Thusthe station a
tively probes for the APs.2. Reauthenti
ation: The station attempts to reauthenti-
ate to an AP a

ording to the priority list. The reauthenti-
ation pro
ess typi
ally involves an authenti
ation and a re-asso
iation to the posterior AP. The reauthenti
ation phaseinvolves the transfer of 
redentials and other state infor-mation from the old-AP. As mentioned earlier, this 
an bea
hieved through a proto
ol su
h as IAPP [5℄. In the ex-periments detailed in this paper, we do not have the draftstandard IAPP 
ommuni
ation setup but the proprietaryinter-a

ess point 
ommuni
ations were allowed (betweenAPs of the same vendor). Thus the authenti
ation phaseis just a null authenti
ation in our experiments.

BACKBONE   NETWORK

Access Points

Wireless station

Handoff

SNIFFERFigure 3: The Hando� Measurement SetupFigure 2 shows the sequen
e of messages typi
ally observedduring a hando� pro
ess. The hando� pro
ess starts withthe �rst probe request message and ends with a reasso
iationresponse message from an AP. We divide the entire hando�laten
y into three delays whi
h we detail below.
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Figure 2: The IEEE 802.11 Hando� Pro
edure (followed by most 
ards)1. Probe Delay: Messages A to E are the probe mes-sages from an a
tive s
an. Consequently, we 
all thelaten
y for this pro
ess, probe delay. The a
tual num-ber of messages during the probe pro
ess may varyfrom 3 to 11.2. Authenti
ation Delay: This is the laten
y in
urredduring the ex
hange of the authenti
ation frames (mes-sages E and F ). Authenti
ation 
onsists of two orfour 
onse
utive frames depending on the authenti
a-tion method used by the AP. Some wireless NICs tryto initiate reasso
iation prior to authenti
ation, whi
hintrodu
es an additional delay in the hando� pro
essand is also a violation of the IEEE 802.11 [4℄ statema
hine.3. Reasso
iation Delay: This is the laten
y in
urredduring the ex
hange of the reasso
iation frames (mes-sages G and H ). Upon su

essful authenti
ation pro-
ess, the station sends a reasso
iation request frame tothe AP and re
eives a reasso
iation response frame and
ompletes the hando�. Future implementations willin
lude additional IAPP messages during this phasewhi
h will further in
rease the reasso
iation delay.As a note, a

ording to our analysis presented above, themessages during the probe delay form the dis
overy phase,while the authenti
ation and reasso
iation delay form thereauthenti
ation phase. Apart from the laten
ies dis
ussedabove, there will potentially be a bridging delay 
aused

by the time taken for the MAC address updates (using theIEEE 802.1d proto
ol) to the ethernet swit
hes whi
h formthe distribution system (the ba
kbone ethernet). The resultsin our experiments will not re
e
t this laten
y. In the nextse
tion we des
ribe the details of the experiment.

Figure 4: Hando� Laten
ies - Lu
ent STA with Lu-
ent AP
3. DESIGN OF THE EXPERIMENTAs mentioned earlier, the experimental setup 
onsists of twoin-building wireless networks, a mobile wireless 
lient, anda mobile sni�er system. As shown in �gure 3 , the basi
methodology behind the experiments, is to use the sni�er



Figure 5: Hando� Laten
ies - Cis
o STA with Lu
entAP

Figure 6: Hando� Laten
ies - ZoomAir STA withLu
ent AP(physi
ally well within RF range of the 
lient at all times)to 
apture all pa
kets related to the 
lient for the analysis.Wireless Network Environment: All the experimentswere done in the A.V. Williams Building at the University ofMaryland, College Park 
ampus. The building hosts two 
o-existing wireless networks namely 
swireless and umd. Theexperiments were done in the overlapping 
overage area ofboth networks. The 
swireless network 
onsists primarily ofLu
ent APs while the umd network 
onsists of Cis
o APs.The 
swireless network density is approximately 6 APs per
oor of the building while that of umd is approximately 8APs per 
oor. The 
hannel allo
ation for the networks isdone so that there is no interferen
e between adja
ent APsi.e. the proper 
hannels are set for the radio transmissionand re
eption of APs so that no adja
ent APs are using thesame 
hannel. In this experiment, 
hannel 1, 6 and 11 areused for the wireless 
ommuni
ation.Client Setup: For the mobile station, we used OpenBSD3.1 on a HP Omnibook 500 with Pentium III 700 MHz and384 MB RAM. The following wireless 
ards were used atthe mobile station during the experiment: Lu
ent Orino
oGold, Cis
o Aironet 340 and ZoomAir Prism 2.

Figure 7: Hando� Laten
ies - Lu
ent STA with Cis
oAP

Figure 8: Hando� Laten
ies - Cis
o STA with Cis
oAPThe experiments were done in the following manner. A per-son with the mobile station walks through the building fol-lowing a �xed path of travel (to minimize e�e
ts from thelayout of APs) during ea
h run. The duration of the walk,whi
h is the duration of a single run of the experiment is ap-proximately 30 minutes. Ea
h experiment is 
hara
terizedby the (i) Wireless NIC used at the mobile station and (ii)the Wireless network used. The mobile 
lient sends negligi-ble periodi
 ICMP messages to the network to maintain anddisplay 
onne
tivity. Thus as the station moves, it performshando�s as it leaves a BSS and enters another.Colle
tion of Data: During a hando�, a set of manage-ment frames su
h as probe, authenti
ation and reasso
iationframes, are ex
hanged between the APs and the mobile sta-tion. By 
olle
ting every management frame from the RFmedium (with timestamps) we 
ompute the hando� delay asthe interval between the �rst probe request frame and reas-so
iation response frame (�gure 2). Also the time spent forea
h phase su
h as probe, authenti
ation and reasso
iationphase was obtained. This analysis is done o�ine.In order to 
apture every management frame in the RFmedium we designed a separate IEEE 802.11 sniÆng sys-tem that is also mobile and in 
lose proximity so that they



Figure 9: Hando� Laten
ies - ZoomAir STA withCis
o APshare the same RF medium with the 
lient. Sin
e neigh-boring APs are using di�erent 
hannels, the sniÆng systemshould be able to 
apture frames in all three 
hannels used,i.e, 1, 6 and 11, simultaneously.The wireless 
ards based on the Intersil Prism 2 
hipset havea monitor mode [1℄ whi
h enables appli
ations to read rawIEEE 802.11 frames on one parti
ular 
hannel. Thus by
apturing traÆ
 from three 
ards (on 
hannels 1, 6, 11),we are able to sni� all pa
kets transmitted by parti
ipatingentities in the 
ommon RF medium. Other approa
hes thatuse one wireless NIC and hop among 
hannels, are boundto miss up to an upper bound of 66% of the traÆ
. Duringour experiments using the Cis
o Aironet 
ard to 
apturepa
kets [9℄, we observed a miss-rate of around 30% (fromexperiments by sending parallel traÆ
 on all three 
hannels).To sni� multiple 
hannels, we set up two Linux ma
hines,one with one wireless 
ard and the other with two wireless
ards whi
h sni� three di�erent 
hannels independently. Topre
lude the ina

ura
y 
aused by the in
onsisten
ies of thesystem 
lo
k in the two ma
hines, we syn
hronized theirtimes using the Network Time Proto
ol (NTP) through anethernet 
onne
tion between the ma
hines. Throughout theexperiment, we maintained a 
lo
k a

ura
y of 80 �s orbetter between the ma
hines (an error of less than 0:08%for laten
y of 100 �s ). These linux ma
hines we used areIBM ThinkPad laptops with Pentium III 866 MHz and 256MB RAM. A network sni�er program, ethereal and Prism2 wireless 
ards in Hostap1 mode are used for sniÆng theIEEE 802.11 management frames.
4. RESULTS AND ANALYSISFigures 4, 5 and 6 show the hando� laten
ies for the three
lient 
ards (Lu
ent, Cis
o, ZoomAir) with Lu
ent APs.The X axis is the hando� number (i.e. hando�s in order ofo

urren
e) while the Y axis is the hando� laten
y breakupamong the three delays. Figures 7, 8 and 9 show the re-sults for the Cis
o APs. Ea
h graph is a single run of theexperiment through the building. Below we itemize the 
on-
lusions from these results :1Host AP is a software implementation of AP fun
tionalityfor Prism II wireless 
ards.
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Figure 10: The Hando� Pro
edure as observed usingZoomAir wireless NICs.1. Probe delay is the dominating 
omponent: Look-ing at the six graphs, (�gures 4,5,6,7,8,9) its 
lear thatthe probe delay a

ounts for more than 90% of theoverall hando� delay, regardless of the parti
ular STA,AP 
ombination. Also even in the number of mes-sages ex
hanged between the STA and the APs in-volved, the probe phase a

ounts for more than 80%of these in all 
ases. Thus any hando� s
heme thatuses te
hniques/heuristi
s that either 
a
he or dedu
eAP information without having to a
tually perform a
omplete a
tive s
an 
learly stand to bene�t from thedominating 
ost of the s
an pro
ess.2. The wireless hardware used (AP,STA) a�e
tsthe hando� laten
y: Looking at the di�eren
es inthe Y s
ale among the six graphs, one 
an readily drawthis 
on
lusion. We 
an warrant this 
on
lusion byobserving two fa
ts. Firstly, keeping the AP �xed, we
an see that the 
lient wireless 
ard a�e
ts the laten
y.Figure 11 
ompares the average values of the laten
yamong all six 
on�gurations. In ea
h half of the �gure(i.e keeping the AP �xed), we 
an see a maximumaverage di�eren
e of 335:53 ms (Lu
ent STA and Cis
oSTA with Cis
o AP). This is a huge variation by just
hanging the 
lient 
ard being used. Se
ondly, keepingthe 
lient 
ard �xed, the AP also a�e
ts the laten
ybut to a mu
h lower extent (around 50% less). This
an be inferred by looking at �gure 11 and noting thatthe maximum average di�eren
e (between the two APs



Figure 11: The average values of hando� laten
iesamong all 
on�gurations.

Figure 12: The standard deviation of hando� laten-
ies among all 
on�gurations.for any �xed 
lient) is 186:47 ms (Lu
ent AP vs Cis
oAP for ZoomAir STA) (and a minimum of 52:64ms).3. There are large variations in the hando� la-ten
y: Apart from the variations in the laten
y withdi�erent 
on�gurations, we 
an see signi�
ant varia-tions in the laten
y from one hando� to another withinthe same 
on�guration. Figure 13 shows the maximumdi�eren
e between any two laten
y values within a par-ti
ular AP-STA 
on�guration ( i.e. the jMax�Minj).Also 12 shows the standard deviation values of thehando� laten
ies for all 
on�gurations. From thesegraphs, it is again 
lear that the parti
ular AP-STAbeing used a�e
ts the extent of variations. For exam-ple, the maximum variation for a �xed AP (i.e max-imum of jMax �Minj) happens between Lu
ent andZoomAir STAs with Lu
ent AP (a variation of 178:96ms). Also for the same STA, we 
an see that the Cis
oAPs have a lower variation (standard deviation) thanthe Lu
ent APs.4. Di�erent wireless 
ards follow di�erent sequen
eof messages: This is an observation from looking atthe tra
es o�ine. We found that the ZoomAir Prism2 
ards follow a slightly di�erent pro
edure than therest, as shown in �gure 10. The �gure shows that the
ard sends a reasso
iate message prior to authenti
a-tion whi
h it does when the AP sends a deauthenti-
ation message. The �gure also shows the modi�edsemanti
s of the reasso
iation delay and the authen-

Figure 13: The Max-Min for various hando� laten-
ies.

Figure 14: The E�e
t of the Number of Probe Re-sponses on the Probe-Wait Time (Cis
o STA andCis
o AP)ti
ation delay for the ZoomAir 
ards. This sequen
eof messages for a reauthenti
ation, violates the IEEE802.11 state ma
hine as spe
i�ed in the standard [4℄.The probe delay being a

ountable for the high hando� la-ten
y and the variations, we present further analysis of thispro
ess. The probe is essentially an a
tive s
an (the wirelessNICs do by default), and hen
e an analysis of the messagesand laten
ies in the a
tive s
an is dis
ussed below.The probe fun
tion: The probe fun
tion is the IEEE802.11 MAC a
tive s
an fun
tion and the standard spe
i�esa s
anning pro
edure as follows (modi�ed for brevity):For ea
h 
hannel to be s
anned,1. Send a probe request with broad
ast destination, SSID,and broad
ast BSSID.2. Start a ProbeTimer.3. If medium is not busy before the ProbeTimer rea
hesMinChannelTime, s
an the next 
hannel, else whenProbeTimer rea
hes MaxChannelTime, pro
ess all re-
eived probe responses and pro
eed to next 
hannel.



Figure 15: The E�e
t of the Number of Probe Re-sponses on the Probe-Wait Time (Cis
o STA andCis
o AP) - Bar Graph

Figure 16: The E�e
t of the Number of Probe Re-sponses on the Probe-Wait Time (Lu
ent STA andCis
o AP)Figure 18 shows the messages in a probe phase. The STAtransmits a probe request message and waits for responsesfrom APs on ea
h 
hannel. Let Probe-Wait laten
y be thetime an STA waits on one parti
ular 
hannel after sendingthe probe request. We measure this as the time di�eren
ebetween subsequent probe request messages. Thus a

ord-ing to the above pro
edure, the traÆ
 on the 
hannel andthe timing of probe response messages a�e
ts the probe-wait time, i.e. the probe-wait time should be expe
ted tobe distributed between a MinChannelTime and a MaxChan-nelTime value. For the probe phase analysis, we study twoexperiments with the following setup : (i) Cis
o STA andCis
o AP, and (ii) Lu
ent STA and Cis
o AP.Figure 14 shows the various probe-wait times with respe
tto the number of probe response messages re
eived by theSTA. This plot is for the Cis
o STA and Cis
o AP 
ombi-nation. The s
atter-plot shows two 
lusters being formed,whi
h more-or-less 
orrespond to the MinChannelTime andMaxChannelTime values from the above a
tive s
an pro
e-dure. This 
lustering is further elu
idated in �gure 15 whi
hshows that the probe-wait time tends to be within 0 and20ms for less than 2 probe response messages, otherwise ittends to be within a short interval of 35 to 40ms. Thus thenumber of probe response messages 
an 
reate a di�eren
eof atleast 15ms (and an average of 25ms) per 
hannel. This

Figure 17: The E�e
t of the Number of Probe Re-sponses on the Probe Delay (Lu
ent STA and Cis
oAP)
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Figure 18: The messages in an a
tive s
an.explains the high standard deviation that we observe in theoverall hando� laten
ies.To 
ompare with Lu
ent STA and Cis
o AP 
ombination,�gure 16 shows the variation in the probe-wait time with thenumber of probe responses. This graph shows that there isa positive 
orrelation between the two quantities, but alsothere is large variation in the probe-wait time for the samenumber of probe responses. Figure 17 shows the overallprobe delay with the number of probe responses. Thus onthe overall, for Lu
ent STAs and Cis
o APs, there is a posi-tive 
orrelation between number of probe responses and theprobe delay. Contrasting with the earlier experiment, we donot �nd any 
lusters that 
orrespond to the MinChannel-Time and MaxChannelTime values, but rather we �nd analmost uniform distribution. Also the probe-wait times forthe Lu
ent STA are on an average less than the 
orrespond-ing values for Cis
o STA with respe
t to Cis
o APs. Albeitthe 
ontrasting results, we 
an see a maximum di�eren
e ofaround 18 ms among the various probe-wait times for thesame number of probe responses and a maximum di�eren
eof around 25ms regardless of the probe responses. This vari-



ation is similar to that seen in the earlier experiment anda

ounts for the large overall variation in the probe delay.From the above analysis we 
an draw the following 
on
lu-sions :1. The distribution of the probe-wait time has a de�-nite positive 
orrelation (in dire
t proportion) with thenumber of probe response messages re
eived (�gure 16and 17).2. For the same number of probe responses, the distribu-tion of the probe wait time depends on the parti
u-lar heuristi
 used by the 
lient 
ard. For instan
e, theCis
o 
ard has values 
lustered around two parameterswhile the Lu
ent 
ard has a near-uniform distribution(�gure 16 and 17).There are some guidelines for hando� heuristi
s that one
an dedu
e after looking at the results. Primarily, heuristi
sthat require the least number of a
tive s
ans will performthe best. The following methods (or a 
ombination of them)might be used to design heuristi
s and these are all attemptsto avoid an a
tive s
an:1. Query an external agent that provides hints on theneighboring APs and 
hannels i.e a map of the APsbased on the lo
ation. Pa
k et. al. in [11℄, [10℄ proposea te
hnique in this 
ategory.2. Interleave s
an messages with data during normal 
on-ne
tivity and use that information to perform a partiala
tive s
an (or no s
an at all) during the hando�. Alsopassive s
anning (listening for bea
on messages) mightbe performed during normal 
onne
tivity to build upthe list of APs.3. Sin
e the probe-wait time depends on the number ofprobe responses re
eived, another strategy might beto 
reate an ordering among the APs su
h that a sin-gle AP or a small set of APs is responsible for proberequests (i.e. the number of probe responses is a 
on-stant).
5. CONCLUSION AND FUTURE WORKThe primary 
ontribution of this work is a detailed analysisof the hando� pro
ess, the fa
tors that bring about the highlaten
y and the variation and the various messages/steps in-volved. We �nd that out of the three basi
 fun
tions (probe,authenti
ation and reasso
iation), 
arried out by the STA,the probe phase has the dominant laten
y regardless of theAP-STA being used.We also present a detailed analysis of the probe phase, anda

ount for the large variation to the probe-wait time whi
hessentially depends on the parti
ular heuristi
 employed bythe wireless 
lient NIC being used.In our experiments we used wireless PC 
ards from threevendors, namely Lu
ent Orino
o, Cis
o Aironet, and ZoomAirand the APs from Lu
ent and Cis
o. This gives us enoughdiversity in our experiments and we �nd that there is large

variation in the laten
y with the parti
ular AP-STA hard-ware being used. Also we �nd that the sequen
e of messagesex
hanged during the hando� pro
ess 
an also di�er with theSTA being used.One of the more interesting results of our work is that 
ur-rent WLAN equipment will not meet the expe
tations (re-pla
ing or augment 4G systems) that many have. This isbe
ause the hando� laten
ies we measured far ex
eed guide-lines for jitter in voi
e over IP (VoIP) appli
ations wherethe overall laten
y is re
ommended not to ex
eed 50ms [6℄.In the future, we plan to investigate methods to add a robustauthenti
ation me
hanism to WLAN hando�s and redu
ethe overall laten
y of the hando� within a

eptable boundsfor VoIP appli
ations.
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