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ABSTRACT

Sensor networks consist of resource-constrained sensors op-
erating in a variety of environments. Given the severe con-
straints on these sensors, it is a particularly challenging
problem to choose and design valid security protocols for
such networks. This problem has recently given rise to new
research addressing the security issues. This paper presents
an overview of the important works, specifically the new
mechanisms and protocols, which have been introduced or
are still under development in this area.

1. OVERVIEW

Sensor networks are an emerging wireless computing tech-
nology for monitoring a variety of environments in scientific,
military, medical, and other critical applications. Such net-
works comprise collections of wireless micro-sensors. These
sensors are deployed within a predetermined geographical
area to self-organize into an ad hoc wireless network to
gather and aggregate data. These sensor nodes are char-
acterized by severely limited resources in terms of memory
size, computational power, and bandwidth, and even energy.
The SmartDust Node [6], for example, only possesses an 8-
bit CPU, an 8KB instruction flash memory, and a band-
width of 10 Kbps. To support secure networking with such
tiny devices is a real challenge. The conventional security
measures, e.g. asymmetric keys, intended for larger commu-
nication devices, such as PDAs, are not readily transferable
to resource-constrained sensor nodes [3].

The ad hoc nature of sensor networks makes them partic-
ularly vulnerable to interception, intrusion and service de-
privation. Without encryption and integrity checking, the
contents of a broadcast message is subject to eavesdropping
and tampering. Without authentication, an attacker can
easily inject malicious code or false data into the network
by either subverting a good node or inserting a bad node.
Still worse, the attacker can inflict sleep torture on an energy
constrained node by engaging it in unnecessary communica-
tion work to quickly drain its battery power. The effects of
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these attacks can be dramatic: a compromised node in an
airport surveillance system may pose serious threats to flight
safety. In military applications, a sensor node captured by
the enemy troops may be reverse engineered and become an
instrument for mounting counterattacks. In either context,
depriving the power of a few crucial nodes may lead to the
communication breakdown in the entire network.

Given the serious threats to sensor networks, and the lack
of effective countermeasures due to resource constraints of
sensors, recent research [2, 4, 5, 7, 1, 8] has tailored security
mechanisms and protocols for these networks. The impli-
cation of security in sensor networks is mainly quadruple,
i.e. confidentiality (privacy of communication), authenticity
(trustworthiness of a source), integrity (non-modification in
transit), and freshness (no replayable messages) [5, 1, 8].
Consequently, most of the aforementioned works [2, 4, 5, 7,
1, 8] were developed along these four lines with indispens-
able considerations for resource-security trade-off in sensor
networks.

Chen et al. [2] are among the first to propose a secu-
rity model for communication between the base station and
sensor nodes in wireless sensor networks. Perrig et al. [4, 5]
customize a more complete suite of security protocols, collec-
tively known as SPINS (Security Protocols for Sensor Net-
works), for a similar network infrastructure. Avancha et al.
[1, 8] follow Perrig et al.’s research with a security protocol
for base-station-to-node communication. The three studies
all give prominence to the base station in their attempts to
secure the sensor network. Alternately, Slijepcevic et al. [7]
propose a layered architecture that selectively applies pro-
tection schemes according to the types of data sent through
the network. By so doing, they seek to balance security im-
plementations with resource consumption. The remainder
of this paper outlines these four important works.

2. CHEN ET AL’'S WORK

Chen et al. [2] propose two security protocols for the
massive deployment of sensor networks for real-world ap-
plications. The first protocol is base station to mote con-
fidentiality and authentication. It prescribes that an effi-
cient shared-key algorithm, e.g. RC5, be used to guarantee
the authenticity and privacy of information. The choice of
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source authentication, which implements a hash chain func-
tion similar to that used by TESLA (Timed Efficient Stream
Loss-tolerant Authentication) [3] to achieve mote authenti-



cation.

Although their work establishes a secure channel between
the base station and sensor nodes, it provides no security
for inter-node communication. The lack of authentication
among intermediate nodes along the path of a message trans-
fer gives rise to insecure data aggregation among sensor
nodes. Furthermore, TESLA is originally designed to sup-
port secure transactions among workstations abounding in
resources. It is not the best fit for networks made of resource-
starved sensor nodes. A sensor network version of the pro-
tocol, called yTESLA (micro-TESLA), is proposed in the
SPINS model[4, 5].

3. SPINS

SPINS is a collection of security protocols developed by
Perrig et al. for sensor networks [4, 5]. The model integrates
two major modules, i.e. SNEP (Secure Network Encryption
Protocol) and yTESLA. SNEP supports end-to-end security
and yTESLA authenticated broadcast. To lower communi-
cation overhead, SNEP uses a shared counter for a pair of
sender and receiver nodes. To reduce storage, pTESLA lim-
its the size of a MAC entry to only 8 bytes long, and discloses
a key once per epoch. Computation costs are also kept low
by using only symmetric cryptography. To conserve node
resources, ' TESLA stores the key chain in a base station
and broadcasts data through the station.

The model leaves open quite a few unresolved security is-
sues, such as information leakage, compromised nodes and
DoS (denial-of-service) attacks (see Section 7 of [5] for de-
tails). Additionally, the validity of the protocols are based
on a few assumptions concerning the network architecture.
For example, the model assumes a static network topol-
ogy and an ideal base station, always dependable and in-
exhaustible in resources. Furthermore, the model requires
that the base station unicast to each node a key disclosure
schedule, at bootstrap time. The resulting communication
overhead causes the problem of scalability for bandwidth-
constrained sensor networks.

4. AVANCHA ET A’S WORK

The system proposed in [1, 8] utilizes the base station
as the major authenticator of the sender of incoming pack-
ets for their secuiry model. The base station is assumed
to work in perfect conditions, and is capable of detecting
aberrant nodes in the network. It achieves this by maintain-
ing maintains live statistics regarding node activities, such
as most recent DTGs, number of corrupted messages, and
number of route failures. Futhermore, the model descends
to the packet level to implement security mechanisms. A
data packet is encrypted with shared keys for source au-
thentication and data integrity, and contains a DTG field to
ensure data freshness. Based on simulation results (Section
5 of [1, 8]), Avancha et al. claim that their security model
contributes to energy conservation in the sensor network.

5. LAYERED SECURITY MODEL

Slijepcevic et al. take a layered approach to the trade-
off of security and resource constraints for sensor networks.
Network data is ranked into three security levels by pro-
tection priority. At the highest level is the mobile applica-
tion code, which is most crucial for network operations, but
least frequently transferred. The information regarding the
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physical locations of sensors receives the secondary level of
protection in order to reduce the high encryption overhead
due to the frequent transmission of such information. The
application data is considered the least sensitive and most
frequent. Subsequently, it is relegated to the lowest level of
protection.

The layered approach provides a possible solution to the
efficient management of limited resources for sensor network
security. Nevertheless, the applicability of this model is con-
strained by the nature of data under protection. In fact, ap-
plication data is not always the least important, especially
in military contexts. Some applications may even require
its data to be uncompromisible to adversaries. Accordingly,
such data ought to be promoted to a higher security level.
Unfortunately, the resulting higher overhead coupled with
the high frequency of the data will probably take a toll on
resources.
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