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Power and Energy issues on lightweight cryptography

Antonio J. Acosta*, Erica Tena-Sanchez, Carlogndédez and José M. Mora

Abstract — Portable devices as smartphones, smart cards @hdr embedded devices need
encryption technology to guarantee security. Usdmge private data daily in electronic devices
making use of cryptography to ensure data confidétyy needing reliable authentication
mechanisms. Typical encryption security is basetherusage of algorithms that are mathematically
secure, but often requiring expensive computing aoder resources. The implementation of
security mechanisms on dedicated hardware has sleanwn as a first-order solution to achieve both
required security and low power consumption witdueed resources, in the so-called lightweight
cryptography. Upcoming Internet of Thing (IoT) isquiring such solutions extensively.
Furthermore, the physical implementation of the rgpiton algorithm can leak side-channel
information that can be used by an attacker to at\secret key or private data. Therefore, the
physical implementations of low-power cryptograpb&vices have to be carefully considered at
algorithmic, circuit and layout levels, in order toe secure against active and passive attacks. A
great effort has been recently devoted to the implgation of secure lightweight cryptography,
occupying an increasingly large interest from agageand companies, to meet the challenges of 10T.
The paper is a survey of i) lightweight cryptogrgpdigorithms; ii) techniques to reduce power
applied to cryptohardware implementations; iii) natability analysis of low-power techniques
against side-channel attacks; and iv) the posgiegiopened to emerging technologies and devices in

the “More than Moore” scenario.

Keywords — Cryptography, lightweight cryptohardware, low powsecure hardware, emerging

technologies



1 INTRODUCTION

In current Information and Communication TechongIgiCT)-based world, cyber-security plays a
key-role in everyday life, being recognized as malieénable right of people. As a foundation of
cyber-security, cryptography is widely used forhemtication and encryption purposes (smart cards,
smartphones, etc), access control (restricted acaadock systems, etc), payment (e-commerce), e-
voting systems, etc. [1, 2]. In the upcoming In&traf Things (loT) world, the growing in endpoints
takes place from the 12 billion units now installgal to 20 billion “things” that will ship in 2020,
with about two-thirds of them consumer applicatiomhereas hardware spending on networked
endpoints will reach 3 trillion USD [3, 4]. Thesembers forecast a scenario where cryptographic
hardware will provide solutions with an increasa®mand of energy efficiency, hardware reliability,

system integration, portability and security.

In this scenario, the involved hardware resourcdéls lve necessarily forced to operate under
extremely low power consumption requirements, iheoto accomplish portability and even battery-
less autonomous operation in most cases, as fianices RFID tags, sensor nodes and smart cards. In
those devices, the implementation of approved catimeal cryptographic NIST standards, like the
AES block cipher and the SHA-3 hash function, leedsnfeasible solutions in terms of hardware
resources, timing performance, power and compugsgurce consumption [5]. This matter sets the
start point for the Lightweight Cryptography, i.éhe subfield of cryptography aiming to provide

solutions tailored for resource-constrained devjbgs

Cryptographic algorithms aim to convert secret data an unreadable code for non authorized
persons, protecting secret information from thefalberation, and also enabling authentication. The
encryption process converts plaintexts on ciphéstasing a key, and decryption retrieves plaintext
using the same or another key. There are three roaiegories of encryption mechanisms:

Secret/Symmetric Key Cryptography (SKC, the samg ke used by sender and receiver),



Public/Asymmetric Key Criptography (PKC, differekeys are used) and Hash functions (no keys
are used). In lightweight cryptography, the SKC hatsm is the most used, because the simplicity
of algorithms and reduced cost of implementatidfa:. this reason, in this paper only will be
considered SKC solutions, which can be roughlysii@sl in block ciphers and stream ciphers,
depending on the way that data are encoded: bititogr through data blocks, see Figure 1 for
clarification. Stream ciphers generate a keystrémhis XORed (XOR operation) with the plaintext
(pt) bit by bit. They implement some kind of feedbamechanism so that the keystream is
continuously changing producing different ciphetsefct) for the same plaintext in each encryption,
depending on the key, the initial value, and therggtion cycle. On the other hand, block ciphers

encrypt one block of data at a time using the sleeyeon each block.

In last years, a huge amount of references dehl aaihceptual, algorithmic, software, and hardware
solutions that may be taken into account in lighgiwe cryptography, as it can be stated in some
surveys [5-11]. Great effort has been devoted twvide and analyze lightweight solutions at all
description levels. In this work we provide a brosferview of the power-related figures of crypto-
hardware devices, with a special focus to the poeed energy consumption of hardware-
implemented lightweight cryptography algorithmswael as the techniques to reduce power applied

to cryptohardware implementations.

There exist several implementations of well knoughtiweight cryptographic algorithms that are
especially conceived to use few resources [12-2HKey point to select a specific algorithm, built
either as a block or stream cipher, is the timeladdo perform an encryption/decryption, as well as
the energy needed to encrypt/decrypt the plaint€ke relationship between time and energy

involved sets an interesting niche for low-powdusons.

Besides hardware resources, the most importanirezgent in a cipher is security that concerns two

different issues. First, security strength is neferto the ability of the algorithm to keep proeztthe



private information. Each existing algorithm haansoinherent security according to both the
mathematic encryption formulation and the key langeing obviously the cipher more secure as the
key length increases. With current computer capiasi) key lengths below 56 bits are not secure at
all. For lightweight cryptography, NIST recommenasl12-bit key to provide a good trade-off
between hardware complexity and a reasonable lef/edecurity [5]. Even if a cryptographic
algorithm is mathematically secure, its physicaplementation leaks side-channel information that
can be used by third parties to reveal secret nmétion. This information can be exploited by the
known as side-channel attacks (SCAs) and faultciige attacks, classified in Figure 2. Fault
injection attacks are non-invasive active attatid insert any kind of malfunction on the operation
during encryption, using this wrong result to mtg the secret key of a device. SCAs on
cryptographic devices are non-invasive passivekdtéhat use certain physical information leaked
during normal encryption such as power consumpfB#], time delay [33], or electromagnetic
radiation [34] to find the secret key. SCAs usuafiguire minimal cheap equipment; hence they are
easy to carry out and are a big threat for desggrthus being the most studied ones [31-34]. Thus,
security concerns both the mathematic algorithm #&sdphysical implementation. Hence, it is
necessary to perform vulnerability analysis agairsstie-channel attacks on lightweigth
cryptohardware, being easy to understand the infleeof low-power design techniques on such

aspect.

Finally, to complete the snapshot of power-awaghtiveight cryptography, the possibilities opened
to emerging technologies and devices in the “MbentMoore” scenario will be considered in near
future. In parallel to quantum cryptography worde design of cryptographic circuits using new

devices is of maximum interest.

This survey is organized as follows. In Section& ravise the state of the art in lightweight power-

reduced and energy-reduced stream and block ciplarsalgorithmic, architectural and



implementation level. Section 4 studies the eff@cpower reduction on vulnerability of ciphers
against side-channel attacks. In Section V a prigpeof ciphers based on next generation devices

is foreseen. Conclusions and References closesiber p

2 POWER AND ENERGY IN LIGHTWEIGHT CRYPTOGRAPHY

In lightweight cryptography, the interest is mostbcused on algorithms combining security and
reduced resources, mainly power or energy consompiihe power consumption depends on the
algorithm itself, the design architecture and thmplementation. Hence, for a selected algorithm,
different implementation architectures lead toet#int power and energy consumptions. Finally, for
a selected architecture, the hardware implementatiay include techniques that reduce power
consumption. In this section, we discuss power waonion at these three levels, considering both

stream and block ciphers.

As mentioned in Section 1, stream ciphers are Sig@ecs that generate a keystream that is XORed
with the plaintext to obtain the ciphertext (Fig®e The keystream is generated serially, through a
pseudorandom sequence generator fed with a randedhalue: the secret Key and an Initialization
Vector (IV) using linear and non-linear shift regis. On the other side, block ciphers operate on
large blocks of digits with a fixed transformatithrat combine the plain text and the key with simple

operations such as substitutions and permutatronsiitiple rounds (Figure 3).

Since stream and block ciphers are quite diffeegralgorithmic, architectural and implementation

levels, separated analysis of both types of cipaersieeded and considered.

2.1 Power consumption issues at algorithmic level

The main aspects that influence the power consempin lightweight cryptography at the
algorithmic level, are related not only to the séten of the algorithm, but also to the size of the

internal state for stream ciphers.



2.1.1 Stream ciphers algorithms

The generation of the pseudorandom bit sequenesuslly done using shift registers with linear and
non-linear feedbacks [27]. Thus, the power consionpbf a stream cipher will have a strong

dependence on the size of the shift registersi@ddamplexity of the feedback function.

The eSTREAM Project [28] was an initiative to séléwe most suited stream cipher for secure
applications. A comparison of power consumed byirGrMickey and Trivium stream ciphers
hardware implementations, finalist of eSTREAM Pabjes made in [29]. While the key size for
Trivium is 80 bits, for Mickey and Grain there davwe different proposals, with key a size of 80 and
128 bits, what involves a different size of thetestaegister. The results shown in Table 1 reflaet t
power consumption of the different proposals asemted in [29], but adding the number of bits of
the state register and the power consumption pef tihe state register. As it can be seen in dbéet
the main contribution to power consumption comesifthe bit count of the state register. The higher
number of bits in the state register, the highewvgroconsumption. The second factor influencing
power is the complexity of the cipher's feedbaakction. Trivium has a simpler feedback function,
so its power consumption per bit of the state tegis smaller, but Mickey, with more complex

feedback consumes more power per bit of the stgister than the others.

2.1.2 Block cipher algorithms

Block ciphers algorithms are more complex thanastreiphers ones. There are many proposals of
block ciphers, which can be grouped in two famili@sabstitution-Permutation Networks (SPN) and
Feistel Networks (FN) [9]. In an SPN, the cipherfpens two operations: confusion and diffusion. A
layer of Substitution boxes, known as Sboxes, perdoconfusion, which is simply a permutation of
a small subset of data. Diffusion is achieved tgtothe use of a permutation of the whole space,
usually linear. In FN ciphers, data block is splib two equal pieces and the encryption is perémm

in multiple rounds, which implements permutationrd atombinations derived from the primary



function or key. Considering only lightweight blociphers, within the SPN category are Klein, LED,

Present, Prince, Midori, and within FN are Hightm&ck, Simon, Speck, Misty, Lblock, Piccolo.

The characteristics of proposed block ciphers,uigiclg power consumption, have been extensively
analyzed. However, a fair comparison between athefm is not possible, by the use of different
technologies and design options. In [7], Noekeomghtl Iceberg, Katan, Present and AES block
cipherswere designed in a 65nm technology, taking the @ardesigning them with the same
interface. In [8], the analysis of [7] was extendednclude recent block ciphers, evaluating threaar
power consumption and energy of eleven lightweldbtk ciphers, but using a 130 nm technology.
In [9], a compilation of the data offered by seVgrablished surveys is made, offering a ranking of
ciphers based on different factors. Klein, mCryptBrince, Noekeon and Present were selected as
the least energy/bit ciphers, being all of them Siers. From these results, it seems that the SPN
based ciphers have the best performance for thrgeper bit parameter. However, the power-based
classification includes the FN-type Hight ciphenthwKatan and Present, in the ultra-low power

ciphers category.

2.2 Factorsrelated to power consumption at the architecture level
2.2.1 Stream ciphers architectures

As already mentioned, stream ciphers have an @ltstructure that is defined by the algorithm. The
best way to decrease power consumption and speaalkergy per bit, uses multi-bit stream ciphers,
that is, stream ciphers which generate severalrbiise clock cycle. These architectures maintan t
size of the internal state but increments the nurobbits used for feedback. So, in each clockeycl
n bits are generated in parallel. Figure 4 showsregal multi-bit architecture for the Trivium stnea

cipher.

These architectures only increase the number o€ Iggtes generating the feedback bits, whose

power consumption is usually much lower than tHahe shift registers. Therefore, in the multi-bit



architectures, the power increases slightly, batehergy per bit, the most important merit factor i

the lightweight cryptography decreases. [29] prespower results for multi-bit implementations of
several stream ciphers summarized in Table Il.al be observed that in multi-bit architectures,
although the power consumption increases as thebeumf bits generated in each clock cycle

increases, the value of the energy per bit is redluc

2.2.2 Block ciphers architectures

Block ciphers perform a set of operations iterdyivearrying out a series of rounds that can be
executed in a more parallel or a more serial wag/.itAs shown in Figure 3.b, implementation of
block ciphers can execute each round in a clochkecymalled rolled implementations. But other
implementations can execute several rounds in & agcle, known as unrolled versions, shown in
Figure 5,. In general, rolled implementations némaer resources, but at the cost of more clock
cycles to complete an encryption operation. Froengbint of view of power consumption or energy

per bit, results may be different.

In [10], a comparison between different implemedotet of block ciphers is made, but only in terms
of power and energy consumed. Their analysis s @sried out comparing different implementation
architectures that involve the realization of citsuhat require different numbers of clock cyclest
only comparing the power consumption of differenphers, but also comparing the power
consumption of different architectures for the sarigher, obtaining conclusions about the best
architecture of implementation according to diffarparameters. A power consumption model for
ciphers was developed, concluding that the enemgpsumed by a circuit during an encryption
operation depends quadratically with the degreenoblling. In tests performed on different ciphers,
they obtain lower power and energy per bit for ¢hoaplementations with fewer unrolled rounds
and, therefore, a greater number of clock cyclescemplete the encryption. The rolled

implementations have less area, less power congumand less energy per bit. But they expend



more clock cycles to produce the output.

2.3 Factorsrelated to power consumption at the implementation level

In this subsection, we will concentrate on techagjdor semicustom design methodology with

optimizations which will be done at RTL and logaveél.

The implementation and design aspects that infleigroever consumption are summarized in [17, 18].
On the one hand, the main parameters affectingrdgnpower consumption are nodes capacitances
in the implementation, supply voltage, operatioeqtrency and switching activity. These elements
play an important role to improve power efficien®ifferent techniques that optimize previous
parameters to reduce dynamic power consumptioprasented in [17-23]. On the other hand, the
leakage power is dominant in hanometric technokygith contributions depending on the size of

the circuit and the technology used.

Depending on the chosen cipher and the cryptogragbplication, several techniques for reducing

dynamic and leakage power consumption can be apalgeit is shown below.

2.3.1 Low-power stream ciphers implementations

Clock gating technique (Figure 6) has been apphe@rain and Trivium stream ciphers with radix-
16, including some temporary registers to storermediate results and additional signals to disable
clock [17, 24]. The mean power consumption has brednced significantly, down to 1.2 uW for

Grain and 1.02 pW for Trivium, measured at 100 kHz.

Reducing switching activity has been applied indiagare implementation of the Trivium stream
cipher [22, 23] with the parallelization techniqgifégure 7). In [22] a low power version, synthesize
in three technologies (180, 130 and 90 nm), shaWwatdynamic power consumption decreases in all
cases, by a factor about 18-30%, although 4-7%tiaddi standard cells are used, when comparing

to the conventional implementation of Trivium. I23], two versions of low power Trivium



implementation using logic parallelization (namedMPLP and FPLP) were presented applying the
same technique. Electrical and logical simulatiwese applied in a 350 nm standard cell technology
in order to obtain precise power results. The inapnoent in dynamic power consumption was quite

high (15-25%)), at the reduced cost of additionali6%rea occupation.

In literature, few contributions about analyzingdameducing power consumption in ASIC

implementations have been published. A summariierhtis shown in Table Il1.

2.3.2 Block ciphers implementations

For block ciphers, the block that plays a dominaolfe in the power consumption is the
implementation of the substitution block S-box I8], because of its size and complexity. Several
styles for implementing the S-box are presentedhe literature: look-up table (LUT), Canright,
Decode Switch-Encode (DSE) and combinations of tHa@19, 21, 25, 26]. Some of them have
been shown more appropriated in terms of low powensumption. In [18] the hardware
implementation of AES is optimized for low powering an S-Box implementation with
combinational logic and pipelined to lower switahiglitching) activity. Furthermore, in order to
reduce the signal activity, an advanced variansleép logic technique is applied. Whenever the
output of a combinational circuit is not neededargfes of the input data will nevertheless cause
switching activity. In order to prevent the undedir switching activity, the inputs of the

combinational circuit are masked using AND gates asleep signal (Figure 6).

In [25], the DSE S-Box implementation limits theuspus switching activity by one-hot coding. In
[21], the mixed design style for the S-box usergain the inputs to reduce the signal activity. The

AES design can save up-to 13 % in power consumptid®-30% in energy consumption.

In [16], the LUT based S-box consumes much leseggress compared to the Canright S-box. In both

the LUT and Canright architectures, the switchiotyvity in the circuit is roughly proportional thé



signal delay across the input and output portghéncase for DSE S-box, it consumes much less
energy because the total switching activity indleéay period is much lower. A design using 4-bit S-
boxes is more efficient in terms of energy consumpedcycle than a design using 8-bit S-boxes. This
is primarily due to the fact that a 4-bit S-boxIvi§lpically have a lower signal delay as compared t
an 8-bit S-box. In [16] when a series of S-boxesa@mnected sequentially; the energy consumed by
each S-box in a given period of time is likely t® imore than the previous S-box, as the switching

activity of the S-boxes are likely to increase frima first to the last.

In [20], it is shown how clock gating, applied a&und function level (Figure 8) can affect and
improve the consumption of the most common lighghtblock ciphers. Experimental results show
that the technique is able to reduce the energguwaption in most block ciphers by over 60% while
incurring only a minimal overhead in hardware (ar@10-15%). This technique reduces principally
the propagation of glitches across the unrollediémentation. In [17] this technique is also applied

to block ciphers not specifically conceived to tigkight cryptography, as the case of AES cipher.

The average load capacitance on the chip increasmae gates are placed on the hardware
implementation. Minimizing combinational and sedtiedrcells is mandatory for low power concerns.

In [19] cells with large driving strengths are nmrized and thus power is reduced.

Logic depth in combinational circuits can negafivalffect power consumption, due to the different
critical paths and the probability of glitches i@ases sharply which contribute to the power
consumption [44]. In [7] different lightweight cipls are compared in terms of the impact with the
frequency and voltage scaling. The power consumptiecreases in a non-linearly way with the

supply voltage and the power reduction is also maidd by the critical path length increase.

Summarizing, although stream and block ciphersqaiite different, it is possible to apply similar

techniqgues on their hardware applications in ortterreduce dynamic power consumption as



minimizing combinational and sequential cells, gpy clock gating, using sleep logic, minimizing
switching activity and reducing depth of combinatiblogic. Reported improvements in power and

energy are considerable, but additional work ideddor future applications.

3 SECURITY OF LIGHTWEIGHT CRYPTOGRAPHY AGAINST SIDE -CHANNEL ATTACKS

When designing lightweight cryptocircuits, it shdule ensured a tradeoff between performance
and resources for a required security level, tieatghers need to achieve. In this kind of applice)
performance are usually expressed in terms of poavel energy consumption, latency and
throughput, the latter being not as restrictiveapaster as the others, because in lightweight
applications it is not a design goal. Hardware ueses can be expressed as occupied area, equivalent
gates, or slices in the case of FPGAs, and thdadlaiinputs/outputs for the application. In these
cases, designers try to meet three design aspatisiy security, cost and performance. As a rule, it
is very difficult to achieve the three design go#lgt easy to reach two of them. For example, the
design techniques that improve the security of shstem without performance degradations are
always linked to an increase in area and therefost increase. In another case, an increase of the

security without increasing costs can be achievigd avreduced performance design.

In previous sections, some power consumption remtud¢echniques for SKC lightweight ciphers
have been shown, but it has not been analyzed hotwv Isw-power solutions affect the security of
the implemented designs. It has been stated theatséturity against malicious attacks can be
determined by the algorithm itself, the key lengtid the physical implementation of it [5], mostly
vulnerable to SCAs. Among SCAs, the DifferentiaWeo Analysis (DPA) attacks exploiting the
power consumption of the device during encryptiamenbeen shown as one of the most challenging
threat that designers need to deal with [31]. Skaeher presented the first DPA attack in 1999 [32]
there have been numerous works revealing succeB§fAl attacks against both ASIC and FPGA

hardware implementations of different algorithmihei on block or stream ciphers [31, 32, 35-37].



Due to the enormous success of DPA attacks, severaltermeasures have been presented to
counteract them [30]. These countermeasures toyetak the dependency between the processed data
and the power consumption of the circuit during rgpton and can be applied at different
abstraction levels: at cell, gate or algorithm leae shown in Figure 9. At a cell level, dependamg

the used mechanism to break the data-power, thetewoeasures can be classified as masking or
hiding, being applicable to any stream or blockheip because they are independent on the selected

algorithm or architecture [30, 31].

Masking techniques try to remove the data dependetitt power consumption by using a mask
mixed with an intermediate value of the processad {88, 39]. On the other hand, hiding focuses on
raising the noise level in the system or seeksaietthe same power consumption independently of
the processed data, meaning that the system cosstiiaesame amount of power regardless the
processed data [40-43]. Hiding techniques appeadbetanore efficient than masking regarding
security improvement, more specifically those agplat cell level known as Dual Precharge Logic
(DPL) styles to achieve the same amount of powaswmption per transition [30]. DPL gates
compute always the output and its complementatgrradting precharge and evaluation phases, then
having in all clock cycles one transition in thetput node, achieving thus in all clock cycles the

same power consumption independent on the datg peitessed (Figure 10a).

Among DPL families, there are solutions that carubed with standard-logic cells as for instance
Wave Dynamic Differential Logic (WDDL) [40] or Maski Dual-rail Pre-charged Logic (MDPL)
[41], applicable for both ASIC or FPGA implementeis. Dedicated full-custom solutions for ASIC
implementations are the ones that achieve therbsslis in terms of security, including severalidog
families as Sense Amplifier Based Logic (SABL) [4&fhich schematic is shown in Figure 10b or
Dynamic Current Mode Logic (DyCML) [43], among otke Current-mode logics are a priori

discarded for lightweight cryptography becausetafic power consumption. For the remaining, the



main problem with these countermeasures is stlliticrease in area and power consumption when

compared to standard-cell based ones, which catldeated using alternate strategies.

To remedy the high power consumption produced bl BBlutions, there exist some solutions: i)
using power-optimized circuit proposals, as the presented in [44]; ii) making use of alternative
architectures, as the adiabatic one in [45, 4§]pioposing new power-reduced DPL structures [47].
These alternatives achieve a reduction in the pamweasumption maintaining high security levels

against SCAs.

To reduce area, the straightforward solution s higration to deep nanometric technologies,
where the open question [48] is how can be imprdtedpower and area figures without degrading

security metrics.

Despite its increment in cost, integrating cryptogits in advanced CMOS technologies, some
factors may affect negatively or positively the sy against DPA of secure cryptographic devices,
are appearing. With nanometric technologies, ttea and dynamic power consumption can be
reduced, but other factors as leakage are becomarg and more important. In 45nm technologies
and below, leakage can be greater than the dynaomwier, for this reason, several attacks exploiting

leakage have been presented [49-51].

The attacks exploiting leakage power during eneoypare known as Leakage Differential Power
Analysis (LDPA) attacks. These attacks are a feadat for security designers due to the fact that
leakage is strongly data dependent. Since 2007n wihe first LDPA attack was presented [49],
several works with some theoretical and experimddldPA attacks to different implementations
have been presented [49-51]. To counteract LDPAcks#t several countermeasures have been
proposed, for example in [52], authors present ARBountermeasure using standard cells, based on

symmetric dual-rail logic (SDRL). It is shown hotet security is improved, performing simulation



and experimental based LDPA attacks over Sbox i Aiplementations.

As referred, designing cryptocircuits in nanometechnologies has brought new threats, as new
weaknesses are appearing. Thus, two significaatisffhave to be balanced: as technology shrinks,
global consumption and delay figures decrease, ingdhat secure information could be easier to
hide but, in the other hand, leakage power is levg@aensible information. It is not demonstrated
that the integration of the same cryptocircuitdwio different technologies leads to better or worse

security figures, but different. This is an opesuis requiring additional work [48, 58].

Even so, we are reaching a point where reducinglitnensions to deep-nanometric technologies
is not improving neither the security nor perforroarf the implemented designs, as we have seen
that new attacks appear exploiting the leakagenfofmation that were previously not relevant. For
this reason, in last years few works have presethiedirst implementations of cryptographic cirsuit

using emerging technologies.

4 EMERGING TECHNOLOGIES AND DEVICES IN THE “M ORE THAN M OORE” SCENARIO

Advances in emerging post-CMOS technologies giwe pptions to the designers to meet the
mentioned three major goals that require lightweigpplications such as security, cost and
performance. While nanometric technologies try @intain the expected performance of Moore's
law by scaling and/or reducing power consumpti@w technologies can provide novel devices that
can be very beneficial for the development of n@l structures. These new implementations are
intended to improve the performance while maintegnor even improving the security metrics

against DPA attacks in lightweight cryptography laggions.

In last years, several researchers studied thefiteefa secure cryptographic applications of the
unique |-V characteristics of emerging devices,chhare not available with conventional MOSFET

devices [53-57]. There are two categories whensiflasg the I-V characteristics: the first one



includes those devices exhibiting tunnelable pttamwhich appear in carbon nanotubes, graphene,
silicon nanowire transistors (SiNW), and transitioretal dichalcogenide (TMD) tunnel FETs
(TFETS), being all already experimentally fabrichta the second group are included devices with
atypical switching behaviors like negative capaw® FETs and ionic FETs [53-55]. Among all of
them, Tuneling FET devices are of special inte[84t56]. Especially, Ill-V TFETs appear more
promising due to their higher conduction currenbnfpared to conventional CMOS transistor, the
TFET has asymmetric doping where the source and dra p-type or n-type doped, respectively. In
TFET, a sub-60 mV/decade slope in the |-V charg&ttercan be achieved [55], thus enabling the

supply voltage scaling to further address conveali€ MOS challenges such as oxide breakdown.

Combining these emerging technologies with DPL-8aS®IL gates as presented in [55,56], the
implementation area of the KATAN32 block ciphermmintained equal but reducing the power
consumption from 170.19 pW to 9.76 pW, for CMOS Chhd TFET CML, respectively. The
security evaluation of TFET CML implementation stsoe clear DPA resistance when compared
with the static TFET implementation, where a susfidsattack was carried out [55]. Thus both

power reduction and security improvement are aduev

Besides the possible approaches based on emergaigpaiogies, the usage of FinFETs is
becoming an appealing solution for lightweight ¢ography. FInSAL adiabatic logic using FINFET
transistors is presented in [57] as countermeasgaest DPA attacks, the generic FinSAL and the
FinSAL inverter schematics are shown in Figure 4d@ 11b respectively. Authors reduce the energy
of the implemented Sbox circuit from 360 pJ (obtdinfrom the conventional FINFET
implementation) to 58 pJ for their FINSAL implematinin. In the case of the security evaluation,
authors retrieve the correct key for the convemtioRINFET circuit but not for the FInSAL

implementation, achieving higher security level.

With this information is clear that emerging teclugies offer advantages due to their I-V



characteristics that can be exploited to design t®wlogies to improve the DPA resilience and
performance of lightweight cryptographic devicebeTwork developed in the future on this topic

will be of maximum interest for cryptohardware commity.

5 CONCLUSIONS

Incorporating cryptography in modern electronicstesns is probably the main challenge in security
of current Information Society. Data privacy, autteation and confidentiality are recognized
between the most valuable rights of people. Low-groglectronics plays an irreplaceable role in this
topic, through the implementation of cryptograpdligorithms in portable circuits and systems, in the
so-called lightweight cryptography, mainly in thellscenario. This paper has reviewed the state of
the art focuses on stream and block ciphers, thgtementation and the ways of reducing power
and energy. Furthermore, the relationship betweenrgy and power reduction has been analyzed
and finally, the expected evolution within emergieghnologies has been visited. Open issues have
been mentioned and opportunities for new investgathave been presented, encouraging the low-

power community to participate in.
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Figure 9. Countermeasure classification at differenabstraction levels
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TABLE |
STREAM CIPHER POWER COMPARISON

Design Power Bits o_f state Power/bit
(uW, @10 Mhz) register (uw)
Grain80 109.4 160 0.683
Grainl28 167.7 256 0.655
Mickey80 196.5 200 0.982
Mickey128 310.7 320 0.970
Trivium 175.1 288 0.607
TABLE Il

POWER AND ENERGY FOR MULTI -BIT STREAM CIPHERS

Design Grain80 Trivium
x1 x4 x8 X16 x1 X2 x4 x8 x16 x32 X64

Power (uW) 109.4 126.6 150.7 200.5 175.1 182.8 184.6 203.4 2144 2825 .2374

E“?p%’b“ 1004 3.16 1.88 125 1751 914 461 254 134 088 058

TABLE Il
COMPARATIVE SUMMARY OF REDUCING POWER IN STREAM CIPH ERS REFERENCES
Trivium Dynamic power Supply Clock rate ~ Technology
or mean current voltage
Grain radix-16 0.8C pA 1.tV 100 KHz 350 nn
[24]
Trivium radi»-16 0.68pA 1.tV 100 KHz 350 nn
[24]
Trivium 1007 pw 18V 25 MHz 18Cnm
[22]
Trivium-FPLP 71z pW 18V 25 MHz 18Cnm
[22]
Trivium 23€ pw 12V 25 MHz 130 nn
[22]
Trivium-FPLP 17€ pw 12V 25 MHz 130 nn
[22]
Trivium 21¢uw 1.2V 25 MHz 9C nm
[22]
Trivium-FPLP 17¢ pw 12V 25 MHz 9C nm
[22]
Trivium 5.8 mwW 3.8V 25 MHz 350 nn
[23]
Trivium-MPLP 4.3 mwW 3.5V 25 MHz 350 nn
(23]
Trivium-FPLP 4.4 mW 3.3V 25 MHz 350 nn

(23]
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