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Power and Energy issues on lightweight cryptography 

Antonio J. Acosta*, Erica Tena-Sánchez, Carlos J. Jiménez and José M. Mora 

Abstract — Portable devices as smartphones, smart cards and other embedded devices need 

encryption technology to guarantee security. Users store private data daily in electronic devices 

making use of cryptography to ensure data confidentiality, needing reliable authentication 

mechanisms. Typical encryption security is based on the usage of algorithms that are mathematically 

secure, but often requiring expensive computing and power resources. The implementation of 

security mechanisms on dedicated hardware has been shown as a first-order solution to achieve both 

required security and low power consumption with reduced resources, in the so-called lightweight 

cryptography. Upcoming Internet of Thing (IoT) is requiring such solutions extensively. 

Furthermore, the physical implementation of the encryption algorithm can leak side-channel 

information that can be used by an attacker to reveal secret key or private data. Therefore, the 

physical implementations of low-power cryptographic devices have to be carefully considered at 

algorithmic, circuit and layout levels, in order to be secure against active and passive attacks. A 

great effort has been recently devoted to the implementation of secure lightweight cryptography, 

occupying an increasingly large interest from academy and companies, to meet the challenges of IoT. 

The paper is a survey of i) lightweight cryptography algorithms; ii) techniques to reduce power 

applied to cryptohardware implementations; iii) vulnerability analysis of low-power techniques 

against side-channel attacks; and iv) the possibilities opened to emerging technologies and devices in 

the “More than Moore” scenario. 

 
Keywords — Cryptography, lightweight cryptohardware, low power, secure hardware, emerging 

technologies 



 

 

1 INTRODUCTION  

In current Information and Communication Techonology (ICT)-based world, cyber-security plays a 

key-role in everyday life, being recognized as an inalienable right of people. As a foundation of 

cyber-security, cryptography is widely used for authentication and encryption purposes (smart cards, 

smartphones, etc), access control (restricted areas, car lock systems, etc), payment (e-commerce), e-

voting systems, etc. [1, 2]. In the upcoming Internet of Things (IoT) world, the growing in endpoints 

takes place from the 12 billion units now installed up to 20 billion “things” that will ship in 2020, 

with about two-thirds of them consumer applications; whereas hardware spending on networked 

endpoints will reach 3 trillion USD [3, 4]. These numbers forecast a scenario where cryptographic 

hardware will provide solutions with an increasing demand of energy efficiency, hardware reliability, 

system integration, portability and security.  

In this scenario, the involved hardware resources will be necessarily forced to operate under 

extremely low power consumption requirements, in order to accomplish portability and even battery-

less autonomous operation in most cases, as for instance RFID tags, sensor nodes and smart cards. In 

those devices, the implementation of approved conventional cryptographic NIST standards, like the 

AES block cipher and the SHA-3 hash function, leads to unfeasible solutions in terms of hardware 

resources, timing performance, power and computing resource consumption [5]. This matter sets the 

start point for the Lightweight Cryptography, i.e., the subfield of cryptography aiming to provide 

solutions tailored for resource-constrained devices [5]. 

Cryptographic algorithms aim to convert secret data into an unreadable code for non authorized 

persons, protecting secret information from theft or alteration, and also enabling authentication. The 

encryption process converts plaintexts on ciphertexts using a key, and decryption retrieves plaintext 

using the same or another key. There are three main categories of encryption mechanisms: 

Secret/Symmetric Key Cryptography (SKC, the same key is used by sender and receiver), 



 

 

Public/Asymmetric Key Criptography (PKC, different keys are used) and Hash functions (no keys 

are used). In lightweight cryptography, the SKC mechanism is the most used, because the simplicity 

of algorithms and reduced cost of implementations. For this reason, in this paper only will be 

considered SKC solutions, which can be roughly classified in block ciphers and stream ciphers, 

depending on the way that data are encoded: bit by bit or through data blocks, see Figure 1 for 

clarification. Stream ciphers generate a keystream that is XORed (XOR operation) with the plaintext 

(pt) bit by bit. They implement some kind of feedback mechanism so that the keystream is 

continuously changing producing different ciphertexts (ct) for the same plaintext in each encryption, 

depending on the key, the initial value, and the encryption cycle. On the other hand, block ciphers 

encrypt one block of data at a time using the same key on each block. 

In last years, a huge amount of references deal with conceptual, algorithmic, software, and hardware 

solutions that may be taken into account in lightweight cryptography, as it can be stated in some 

surveys [5-11]. Great effort has been devoted to provide and analyze lightweight solutions at all 

description levels. In this work we provide a brief overview of the power-related figures of crypto-

hardware devices, with a special focus to the power and energy consumption of hardware-

implemented lightweight cryptography algorithms, as well as the techniques to reduce power applied 

to cryptohardware implementations.  

There exist several implementations of well known lightweight cryptographic algorithms that are 

especially conceived to use few resources [12-29]. A key point to select a specific algorithm, built 

either as a block or stream cipher, is the time needed to perform an encryption/decryption, as well as 

the energy needed to encrypt/decrypt the plaintext. The relationship between time and energy 

involved sets an interesting niche for low-power solutions.  

Besides hardware resources, the most important requirement in a cipher is security that concerns two 

different issues. First, security strength is referred to the ability of the algorithm to keep protected the 



 

 

private information. Each existing algorithm has some inherent security according to both the 

mathematic encryption formulation and the key length, being obviously the cipher more secure as the 

key length increases. With current computer capabilities, key lengths below 56 bits are not secure at 

all. For lightweight cryptography, NIST recommends a 112-bit key to provide a good trade-off 

between hardware complexity and a reasonable level of security [5]. Even if a cryptographic 

algorithm is mathematically secure, its physical implementation leaks side-channel information that 

can be used by third parties to reveal secret information. This information can be exploited by the 

known as side-channel attacks (SCAs) and fault injection attacks, classified in Figure 2. Fault 

injection attacks are non-invasive active attacks that insert any kind of malfunction on the operation 

during encryption, using this wrong result to retrieve the secret key of a device. SCAs on 

cryptographic devices are non-invasive passive attacks that use certain physical information leaked 

during normal encryption such as power consumption [32], time delay [33], or electromagnetic 

radiation [34] to find the secret key. SCAs usually require minimal cheap equipment; hence they are 

easy to carry out and are a big threat for designers, thus being the most studied ones [31-34]. Thus, 

security concerns both the mathematic algorithm and its physical implementation. Hence, it is 

necessary to perform vulnerability analysis against side-channel attacks on lightweigth 

cryptohardware, being easy to understand the influence of low-power design techniques on such 

aspect.  

Finally, to complete the snapshot of power-aware lightweight cryptography, the possibilities opened 

to emerging technologies and devices in the “More than Moore” scenario will be considered in near 

future. In parallel to quantum cryptography world, the design of cryptographic circuits using new 

devices is of maximum interest. 

This survey is organized as follows. In Section 2 we revise the state of the art in lightweight power-

reduced and energy-reduced stream and block ciphers at algorithmic, architectural and 



 

 

implementation level. Section 4 studies the effect of power reduction on vulnerability of ciphers 

against side-channel attacks. In Section V a prospection of ciphers based on next generation devices 

is foreseen. Conclusions and References close the paper. 

2 POWER AND ENERGY IN L IGHTWEIGHT CRYPTOGRAPHY  

In lightweight cryptography, the interest is mostly focused on algorithms combining security and 

reduced resources, mainly power or energy consumption. The power consumption depends on the 

algorithm itself, the design architecture and the implementation. Hence, for a selected algorithm, 

different implementation architectures lead to different power and energy consumptions. Finally, for 

a selected architecture, the hardware implementation may include techniques that reduce power 

consumption. In this section, we discuss power consumption at these three levels, considering both 

stream and block ciphers. 

As mentioned in Section 1, stream ciphers are SKC ciphers that generate a keystream that is XORed 

with the plaintext to obtain the ciphertext (Figure 3). The keystream is generated serially, through a 

pseudorandom sequence generator fed with a random seed value: the secret Key and an Initialization 

Vector (IV) using linear and non-linear shift registers. On the other side, block ciphers operate on 

large blocks of digits with a fixed transformation that combine the plain text and the key with simple 

operations such as substitutions and permutations in multiple rounds (Figure 3).  

Since stream and block ciphers are quite different at algorithmic, architectural and implementation 

levels, separated analysis of both types of ciphers are needed and considered. 

2.1 Power consumption issues at algorithmic level 

The main aspects that influence the power consumption in lightweight cryptography at the 

algorithmic level, are related not only to the selection of the algorithm, but also to the size of the 

internal state for stream ciphers. 



 

 

2.1.1 Stream ciphers algorithms 

The generation of the pseudorandom bit sequence is usually done using shift registers with linear and 

non-linear feedbacks [27]. Thus, the power consumption of a stream cipher will have a strong 

dependence on the size of the shift registers and the complexity of the feedback function. 

The eSTREAM Project [28] was an initiative to select the most suited stream cipher for secure 

applications. A comparison of power consumed by Grain, Mickey and Trivium stream ciphers 

hardware implementations, finalist of eSTREAM Project, is made in [29]. While the key size for 

Trivium is 80 bits, for Mickey and Grain there are two different proposals, with key a size of 80 and 

128 bits, what involves a different size of the state register. The results shown in Table 1 reflect the 

power consumption of the different proposals as presented in [29], but adding the number of bits of 

the state register and the power consumption per bit of the state register. As it can be seen in the table, 

the main contribution to power consumption comes from the bit count of the state register. The higher 

number of bits in the state register, the higher power consumption. The second factor influencing 

power is the complexity of the cipher's feedback function. Trivium has a simpler feedback function, 

so its power consumption per bit of the state register is smaller, but Mickey, with more complex 

feedback consumes more power per bit of the state register than the others.  

2.1.2 Block cipher algorithms 

Block ciphers algorithms are more complex than stream ciphers ones. There are many proposals of 

block ciphers, which can be grouped in two families: Substitution-Permutation Networks (SPN) and 

Feistel Networks (FN) [9]. In an SPN, the cipher performs two operations: confusion and diffusion. A 

layer of Substitution boxes, known as Sboxes, performs confusion, which is simply a permutation of 

a small subset of data. Diffusion is achieved through the use of a permutation of the whole space, 

usually linear. In FN ciphers, data block is split into two equal pieces and the encryption is performed 

in multiple rounds, which implements permutation and combinations derived from the primary 



 

 

function or key. Considering only lightweight block ciphers, within the SPN category are Klein, LED, 

Present, Prince, Midori, and within FN are Hight, Simeck, Simon, Speck, Misty, Lblock, Piccolo.  

The characteristics of proposed block ciphers, including power consumption, have been extensively 

analyzed. However, a fair comparison between all of them is not possible, by the use of different 

technologies and design options. In [7], Noekeon, Hight, Iceberg, Katan, Present and AES block 

ciphers were designed in a 65nm technology, taking the care in designing them with the same 

interface. In [8], the analysis of [7] was extended to include recent block ciphers, evaluating the area, 

power consumption and energy of eleven lightweight block ciphers, but using a 130 nm technology. 

In [9], a compilation of the data offered by several published surveys is made, offering a ranking of 

ciphers based on different factors. Klein, mCrypton, Prince, Noekeon and Present were selected as 

the least energy/bit ciphers, being all of them SPN ciphers. From these results, it seems that the SPN 

based ciphers have the best performance for the energy per bit parameter. However, the power-based 

classification includes the FN-type Hight cipher, with Katan and Present, in the ultra-low power 

ciphers category. 

2.2 Factors related to power consumption at the architecture level 

2.2.1 Stream ciphers architectures 

As already mentioned, stream ciphers have an internal structure that is defined by the algorithm. The 

best way to decrease power consumption and specially, energy per bit, uses multi-bit stream ciphers, 

that is, stream ciphers which generate several bits in one clock cycle. These architectures maintain the 

size of the internal state but increments the number of bits used for feedback. So, in each clock cycle 

n bits are generated in parallel. Figure 4 shows a general multi-bit architecture for the Trivium stream 

cipher. 

These architectures only increase the number of logic gates generating the feedback bits, whose 

power consumption is usually much lower than that of the shift registers. Therefore, in the multi-bit 



 

 

architectures, the power increases slightly, but the energy per bit, the most important merit factor in 

the lightweight cryptography decreases. [29] presents power results for multi-bit implementations of 

several stream ciphers summarized in Table II. It can be observed that in multi-bit architectures, 

although the power consumption increases as the number of bits generated in each clock cycle 

increases, the value of the energy per bit is reduced. 

2.2.2 Block ciphers architectures 

Block ciphers perform a set of operations iteratively, carrying out a series of rounds that can be 

executed in a more parallel or a more serial way. As it is shown in Figure 3.b, implementation of 

block ciphers can execute each round in a clock cycle, called rolled implementations. But other 

implementations can execute several rounds in a clock cycle, known as unrolled versions, shown in 

Figure 5,. In general, rolled implementations need lower resources, but at the cost of more clock 

cycles to complete an encryption operation. From the point of view of power consumption or energy 

per bit, results may be different. 

In [10], a comparison between different implementations of block ciphers is made, but only in terms 

of power and energy consumed. Their analysis is also carried out comparing different implementation 

architectures that involve the realization of circuits that require different numbers of clock cycles, not 

only comparing the power consumption of different ciphers, but also comparing the power 

consumption of different architectures for the same cipher, obtaining conclusions about the best 

architecture of implementation according to different parameters. A power consumption model for 

ciphers was developed, concluding that the energy consumed by a circuit during an encryption 

operation depends quadratically with the degree of unrolling. In tests performed on different ciphers, 

they obtain lower power and energy per bit for those implementations with fewer unrolled rounds 

and, therefore, a greater number of clock cycles to complete the encryption. The rolled 

implementations have less area, less power consumption and less energy per bit. But they expend 



 

 

more clock cycles to produce the output. 

2.3 Factors related to power consumption at the implementation level 

In this subsection, we will concentrate on techniques for semicustom design methodology with 

optimizations which will be done at RTL and logic level. 

The implementation and design aspects that influence power consumption are summarized in [17, 18]. 

On the one hand, the main parameters affecting dynamic power consumption are nodes capacitances 

in the implementation, supply voltage, operation frequency and switching activity. These elements 

play an important role to improve power efficiency. Different techniques that optimize previous 

parameters to reduce dynamic power consumption are presented in [17-23]. On the other hand, the 

leakage power is dominant in nanometric technologies, with contributions depending on the size of 

the circuit and the technology used.  

Depending on the chosen cipher and the cryptographic application, several techniques for reducing 

dynamic and leakage power consumption can be applied, as it is shown below. 

2.3.1 Low-power stream ciphers implementations 

Clock gating technique (Figure 6) has been applied in Grain and Trivium stream ciphers with radix-

16, including some temporary registers to store intermediate results and additional signals to disable 

clock [17, 24]. The mean power consumption has been reduced significantly, down to 1.2 µW for 

Grain and 1.02 µW for Trivium, measured at 100 kHz.  

Reducing switching activity has been applied in hardware implementation of the Trivium stream 

cipher [22, 23] with the parallelization technique (Figure 7). In [22] a low power version, synthesized 

in three technologies (180, 130 and 90 nm), showed that dynamic power consumption decreases in all 

cases, by a factor about 18-30%, although 4-7% additional standard cells are used, when comparing 

to the conventional implementation of Trivium. In [23], two versions of low power Trivium 



 

 

implementation using logic parallelization (named as MPLP and FPLP) were presented applying the 

same technique. Electrical and logical simulations were applied in a 350 nm standard cell technology 

in order to obtain precise power results. The improvement in dynamic power consumption was quite 

high (15-25%), at the reduced cost of additional 6% in area occupation. 

In literature, few contributions about analyzing and reducing power consumption in ASIC 

implementations have been published. A summary of them is shown in Table III. 

2.3.2 Block ciphers implementations 

For block ciphers, the block that plays a dominant role in the power consumption is the 

implementation of the substitution block S-box [8, 10], because of its size and complexity. Several 

styles for implementing the S-box are presented in the literature: look-up table (LUT), Canright, 

Decode Switch-Encode (DSE) and combinations of them, [16-19, 21, 25, 26]. Some of them have 

been shown more appropriated in terms of low power consumption. In [18] the hardware 

implementation of AES is optimized for low power using an S-Box implementation with 

combinational logic and pipelined to lower switching (glitching) activity. Furthermore, in order to 

reduce the signal activity, an advanced variant of sleep logic technique is applied. Whenever the 

output of a combinational circuit is not needed, changes of the input data will nevertheless cause 

switching activity. In order to prevent the undesired switching activity, the inputs of the 

combinational circuit are masked using AND gates and a sleep signal (Figure 6). 

In [25], the DSE S-Box implementation limits the spurious switching activity by one-hot coding. In 

[21], the mixed design style for the S-box use gating in the inputs to reduce the signal activity. The 

AES design can save up-to 13 % in power consumption or 20-30% in energy consumption. 

In [16], the LUT based S-box consumes much less energy as compared to the Canright S-box. In both 

the LUT and Canright architectures, the switching activity in the circuit is roughly proportional to the 



 

 

signal delay across the input and output ports. In the case for DSE S-box, it consumes much less 

energy because the total switching activity in the delay period is much lower. A design using 4-bit S-

boxes is more efficient in terms of energy consumed per cycle than a design using 8-bit S-boxes. This 

is primarily due to the fact that a 4-bit S-box will typically have a lower signal delay as compared to 

an 8-bit S-box. In [16] when a series of S-boxes are connected sequentially; the energy consumed by 

each S-box in a given period of time is likely to be more than the previous S-box, as the switching 

activity of the S-boxes are likely to increase from the first to the last. 

In [20], it is shown how clock gating, applied at round function level (Figure 8) can affect and 

improve the consumption of the most common lightweight block ciphers. Experimental results show 

that the technique is able to reduce the energy consumption in most block ciphers by over 60% while 

incurring only a minimal overhead in hardware (around 10-15%). This technique reduces principally 

the propagation of glitches across the unrolled implementation. In [17] this technique is also applied 

to block ciphers not specifically conceived to lightweight cryptography, as the case of AES cipher. 

The average load capacitance on the chip increase as more gates are placed on the hardware 

implementation. Minimizing combinational and sequential cells is mandatory for low power concerns. 

In [19] cells with large driving strengths are minimized and thus power is reduced. 

Logic depth in combinational circuits can negativelly affect power consumption, due to the different 

critical paths and the probability of glitches increases sharply which contribute to the power 

consumption [44]. In [7] different lightweight ciphers are compared in terms of the impact with the 

frequency and voltage scaling. The power consumption decreases in a non-linearly way with the 

supply voltage and the power reduction is also moderated by the critical path length increase. 

Summarizing, although stream and block ciphers are quite different, it is possible to apply similar 

techniques on their hardware applications in order to reduce dynamic power consumption as 



 

 

minimizing combinational and sequential cells, applying clock gating, using sleep logic, minimizing 

switching activity and reducing depth of combinational logic. Reported improvements in power and 

energy are considerable, but additional work is needed for future applications. 

3 SECURITY OF LIGHTWEIGHT CRYPTOGRAPHY AGAINST SIDE -CHANNEL ATTACKS  

When designing lightweight cryptocircuits, it should be ensured a tradeoff between performance 

and resources for a required security level, that designers need to achieve. In this kind of applications, 

performance are usually expressed in terms of power and energy consumption, latency and 

throughput, the latter being not as restrictive parameter as the others, because in lightweight 

applications it is not a design goal. Hardware resources can be expressed as occupied area, equivalent 

gates, or slices in the case of FPGAs, and the available inputs/outputs for the application. In these 

cases, designers try to meet three design aspects namely security, cost and performance. As a rule, it 

is very difficult to achieve the three design goals, but easy to reach two of them. For example, the 

design techniques that improve the security of the system without performance degradations are 

always linked to an increase in area and therefore cost increase. In another case, an increase of the 

security without increasing costs can be achieved with a reduced performance design. 

In previous sections, some power consumption reduction techniques for SKC lightweight ciphers 

have been shown, but it has not been analyzed how such low-power solutions affect the security of 

the implemented designs. It has been stated that the security against malicious attacks can be 

determined by the algorithm itself, the key length and the physical implementation of it [5], mostly 

vulnerable to SCAs. Among SCAs, the Differential Power Analysis (DPA) attacks exploiting the 

power consumption of the device during encryption have been shown as one of the most challenging 

threat that designers need to deal with [31]. Since Kocher presented the first DPA attack in 1999 [32], 

there have been numerous works revealing successful DPA attacks against both ASIC and FPGA 

hardware implementations of different algorithms either on block or stream ciphers [31, 32, 35-37]. 



 

 

Due to the enormous success of DPA attacks, several countermeasures have been presented to 

counteract them [30]. These countermeasures try to break the dependency between the processed data 

and the power consumption of the circuit during encryption and can be applied at different 

abstraction levels: at cell, gate or algorithm level as shown in Figure 9. At a cell level, depending on 

the used mechanism to break the data-power, the countermeasures can be classified as masking or 

hiding, being applicable to any stream or block cipher, because they are independent on the selected 

algorithm or architecture [30, 31]. 

Masking techniques try to remove the data dependency with power consumption by using a mask 

mixed with an intermediate value of the processed data [38, 39]. On the other hand, hiding focuses on 

raising the noise level in the system or seeks to have the same power consumption independently of 

the processed data, meaning that the system consumes the same amount of power regardless the 

processed data [40-43]. Hiding techniques appear to be more efficient than masking regarding 

security improvement, more specifically those applied at cell level known as Dual Precharge Logic 

(DPL) styles to achieve the same amount of power consumption per transition [30]. DPL gates 

compute always the output and its complementary, alternating precharge and evaluation phases, then 

having in all clock cycles one transition in the output node, achieving thus in all clock cycles the 

same power consumption independent on the data being processed (Figure 10a). 

Among DPL families, there are solutions that can be used with standard-logic cells as for instance 

Wave Dynamic Differential Logic (WDDL) [40] or Masked Dual-rail Pre-charged Logic (MDPL) 

[41], applicable for both ASIC or FPGA implementations. Dedicated full-custom solutions for ASIC 

implementations are the ones that achieve the best results in terms of security, including several logic 

families as Sense Amplifier Based Logic (SABL) [42] which schematic is shown in Figure 10b or 

Dynamic Current Mode Logic (DyCML) [43], among others. Current-mode logics are a priori 

discarded for lightweight cryptography because of static power consumption. For the remaining, the 



 

 

main problem with these countermeasures is still the increase in area and power consumption when 

compared to standard-cell based ones, which can be alleviated using alternate strategies. 

To remedy the high power consumption produced by DPL solutions, there exist some solutions: i) 

using power-optimized circuit proposals, as the one presented in [44]; ii) making use of alternative 

architectures, as the adiabatic one in [45, 46], iii) proposing new power-reduced DPL structures [47]. 

These alternatives achieve a reduction in the power consumption maintaining high security levels 

against SCAs. 

 To reduce area, the straightforward solution is the migration to deep nanometric technologies, 

where the open question [48] is how can be improved the power and area figures without degrading 

security metrics.  

Despite its increment in cost, integrating cryptocircuits in advanced CMOS technologies, some 

factors may affect negatively or positively the security against DPA of secure cryptographic devices, 

are appearing. With nanometric technologies, the area and dynamic power consumption can be 

reduced, but other factors as leakage are becoming more and more important. In 45nm technologies 

and below, leakage can be greater than the dynamic power, for this reason, several attacks exploiting 

leakage have been presented [49-51].  

The attacks exploiting leakage power during encryption are known as Leakage Differential Power 

Analysis (LDPA) attacks. These attacks are a real threat for security designers due to the fact that 

leakage is strongly data dependent. Since 2007, when the first LDPA attack was presented [49], 

several works with some theoretical and experimental LDPA attacks to different implementations 

have been presented [49-51]. To counteract LDPA attacks, several countermeasures have been 

proposed, for example in [52], authors present a LDPA countermeasure using standard cells, based on 

symmetric dual-rail logic (SDRL). It is shown how the security is improved, performing simulation 



 

 

and experimental based LDPA attacks over Sbox in AES implementations.  

As referred, designing cryptocircuits in nanometric technologies has brought new threats, as new 

weaknesses are appearing. Thus, two significant effects have to be balanced: as technology shrinks, 

global consumption and delay figures decrease, meaning that secure information could be easier to 

hide but, in the other hand, leakage power is revealing sensible information. It is not demonstrated 

that the integration of the same cryptocircuits in two different technologies leads to better or worse 

security figures, but different. This is an open issue requiring additional work [48, 58]. 

Even so, we are reaching a point where reducing the dimensions to deep-nanometric technologies 

is not improving neither the security nor performance of the implemented designs, as we have seen 

that new attacks appear exploiting the leakage of information that were previously not relevant. For 

this reason, in last years few works have presented the first implementations of cryptographic circuits 

using emerging technologies. 

4 EMERGING TECHNOLOGIES AND DEVICES IN THE “M ORE THAN MOORE”  SCENARIO 

Advances in emerging post-CMOS technologies give new options to the designers to meet the 

mentioned three major goals that require lightweight applications such as security, cost and 

performance. While nanometric technologies try to maintain the expected performance of Moore's 

law by scaling and/or reducing power consumption, new technologies can provide novel devices that 

can be very beneficial for the development of new cell structures. These new implementations are 

intended to improve the performance while maintaining or even improving the security metrics 

against DPA attacks in lightweight cryptography applications.  

In last years, several researchers studied the benefits for secure cryptographic applications of the 

unique I-V characteristics of emerging devices, which are not available with conventional MOSFET 

devices [53-57]. There are two categories when classifying the I-V characteristics: the first one 



 

 

includes those devices exhibiting tunnelable polarity, which appear in carbon nanotubes, graphene, 

silicon nanowire transistors (SiNW), and transition metal dichalcogenide (TMD) tunnel FETs 

(TFETs), being all already experimentally fabricated; in the second group are included devices with 

atypical switching behaviors like negative capacitance FETs and ionic FETs [53-55]. Among all of 

them, Tuneling FET devices are of special interest [54-56]. Especially, III-V TFETs appear more 

promising due to their higher conduction current. Compared to conventional CMOS transistor, the 

TFET has asymmetric doping where the source and drain are p-type or n-type doped, respectively. In 

TFET, a sub-60 mV/decade slope in the I-V characteristic can be achieved [55], thus enabling the 

supply voltage scaling to further address conventional CMOS challenges such as oxide breakdown.  

Combining these emerging technologies with DPL-based CML gates as presented in [55,56], the 

implementation area of the KATAN32 block cipher is maintained equal but reducing the power 

consumption from 170.19 µW to 9.76 µW, for CMOS CML and TFET CML, respectively. The 

security evaluation of TFET CML implementation shows a clear DPA resistance when compared 

with the static TFET implementation, where a successful attack was carried out [55]. Thus both 

power reduction and security improvement are achieved. 

Besides the possible approaches based on emerging technologies, the usage of FinFETs is 

becoming an appealing solution for lightweight cryptography. FinSAL adiabatic logic using FinFET 

transistors is presented in [57] as countermeasure against DPA attacks, the generic FinSAL and the 

FinSAL inverter schematics are shown in Figure 11a and 11b respectively. Authors reduce the energy 

of the implemented Sbox circuit from 360 pJ (obtained from the conventional FinFET 

implementation) to 58 pJ for their FinSAL implementation. In the case of the security evaluation, 

authors retrieve the correct key for the conventional FinFET circuit but not for the FinSAL 

implementation, achieving higher security level. 

With this information is clear that emerging technologies offer advantages due to their I-V 



 

 

characteristics that can be exploited to design new topologies to improve the DPA resilience and 

performance of lightweight cryptographic devices. The work developed in the future on this topic 

will be of maximum interest for cryptohardware community. 

5 CONCLUSIONS 

Incorporating cryptography in modern electronics systems is probably the main challenge in security 

of current Information Society. Data privacy, authentication and confidentiality are recognized 

between the most valuable rights of people. Low-power electronics plays an irreplaceable role in this 

topic, through the implementation of cryptographic algorithms in portable circuits and systems, in the 

so-called lightweight cryptography, mainly in the IoT scenario. This paper has reviewed the state of 

the art focuses on stream and block ciphers, their implementation and the ways of reducing power 

and energy. Furthermore, the relationship between security and power reduction has been analyzed 

and finally, the expected evolution within emerging technologies has been visited. Open issues have 

been mentioned and opportunities for new investigations have been presented, encouraging the low-

power community to participate in. 
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Figure 1. Encryption and Decryption process for stream and block ciphers 

 

Figure 2. Attack classification. 
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Round funct. 

Key round 

Round funct. 

Key round 

… 



 

 

 

Figure 6 Clock gating and sleep logic techniques. 

 

Figure 7 Schematic for Trivium shift-register with paralellization technique [22] 

 

Figure 8 Round gating [20]. 

 



 

 

 

 

Figure 9. Countermeasure classification at different abstraction levels 

 

 
 

Figure 10. (a) DPL universal scheme using NMOS transistors to implement the differential pull-down 
network (DPDN) block logic function. (b) SABL logic style. 

 

 



 

 

 
 

Figure 11. (a) Generic FinSAL schematic. (b) FinSAL inverter schematic. 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

TABLE I 
 STREAM CIPHER POWER COMPARISON  

Design 
Power 

(uW, @10 Mhz) 
Bits of state 

register 
Power/bit 

(uW) 

Grain80 109.4 160 0.683 

Grain128 167.7 256 0.655 

Mickey80 196.5 200 0.982 

Mickey128 310.7 320 0.970 

Trivium 175.1 288 0.607 

 
 

TABLE II 
 POWER AND ENERGY FOR MULTI -BIT STREAM CIPHERS  

Design Grain80 Trivium 

 x1 x4 x8 x16 x1 x2 x4 x8 x16 x32 x64 

Power (uW) 109.4 126.6 150.7 200.5 175.1 182.8 184.6 203.4 214.4 282.5 374.2 

Energy/bit 
(pJ) 

10.94 3.16 1.88 1.25 17.51 9.14 4.61 2.54 1.34 0.88 0.58 

 

TABLE III 
 COMPARATIVE SUMMARY OF REDUCING POWER IN STREAM CIPH ERS REFERENCES 

Trivium Dynamic power 
or mean current 

Supply 
voltage 

Clock rate Technology 

Grain radix-16 
[24] 

0.80 µA 1.5 V 100 KHz 350 nm 

Trivium radix-16 
[24] 

0.68 µA 1.5 V 100 KHz 350 nm 

Trivium 
 [22] 

1007 µW 1.8 V 25 MHz 180 nm 

Trivium-FPLP 
 [22]  

712 µW 1.8 V 25 MHz 180 nm 

Trivium 
 [22]  

236 µW 1.2 V 25 MHz 130 nm 

Trivium-FPLP 
[22]  

178 µW 1.2 V 25 MHz 130 nm 

Trivium 
 [22]  

219 µW 1.2 V 25 MHz 90 nm 

Trivium-FPLP 
 [22]  

179 µW 1.2 V 25 MHz 90 nm 

Trivium 
[23] 

5.8 mW 
 

3.3 V 25 MHz 350 nm 

Trivium-MPLP 
 [23] 

4.3 mW 
 

3.3 V 25 MHz 350 nm 

Trivium-FPLP 
 [23] 

4.4 mW 
 

3.3 V 25 MHz 350 nm 
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