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Abstract Theauthors develop a typology of clinicians” workarounds when using barcoded medication
administration (BCMA) systems. Authors then identify the causes and possible consequences of each workaround.
The BCMAs usually consist of handheld devices for scanning machine-readable barcodes on patients and
medications. They also interface with electronic medication administration records. Ideally, BCMAs help confirm
the five “rights” of medication administration: right patient, drug, dose, route, and time. While BCMAs are
reported to reduce medication administration errors—the least likely medication error to be intercepted— these
claims have not been clearly demonstrated. The authors studied BCMA use at five hospitals by: (1) observing and
shadowing nurses using BCMAs at two hospitals, (2) interviewing staff and hospital leaders at five hospitals, (3)
participating in BCMA staff meetings, (4) participating in one hospital’s failure-mode-and-effects analyses, (5)
analyzing BCMA override log data. The authors identified 15 types of workarounds, including, for example,
affixing patient identification barcodes to computer carts, scanners, doorjambs, or nurses’ belt rings; carrying
several patients’ prescanned medications on carts. The authors identified 31 types of causes of workarounds, such
as unreadable medication barcodes (crinkled, smudged, torn, missing, covered by another label); malfunctioning
scanners; unreadable or missing patient identification wristbands (chewed, soaked, missing); nonbarcoded
medications; failing batteries; uncertain wireless connectivity; emergencies. The authors found nurses overrode
BCMA alerts for 4.2% of patients charted and for 10.3% of medications charted. Possible consequences of the
workarounds include wrong administration of medications, wrong doses, wrong times, and wrong formulations.
Shortcomings in BCMAs’ design, implementation, and workflow integration encourage workarounds. Integrating
BCMAs within real-world clinical workflows requires attention to in sifu use to ensure safety features’ correct use.
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Introduction

The authors herein identify and examine clinicians’
workarounds when using barcoded medication administra-
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tion (BCMA) systems. We then develop a typology of
workarounds, their causes, and the implications of
workarounds to BCMA processes. We also endeavor to
document workflows, procedures, and system designs that
likely engender workarounds and the medication errors
potentially facilitated by them. We delineate the causes of
these adaptations, and present staff’s explanations for their
actions. Finally, building on these findings, we suggest
methods to systematically find, examine, and correct BCMA
work and design processes that engender workarounds.

Background

The Institute of Medicine (IOM) estimates that, on average,
a hospitalized patient is subject to one medication adminis-
tration error per day, and deems medication administration
error a priority for patient safety intervention.' In hospitals,
the medication administration stage accounts for 26% to 32%
of adult patient medication errors>® and 4% to 60% of
pediatric patient medication errors.* Errors in this latter
stage of the medication process are far less likely to be
intercepted and far more likely to reach patients than in any
previous stage.>*® It is because medication administration
errors are so prevalent, so seldom intercepted, and so final
that BCMAs have been strongly recommended for all hos-
pitals."*”
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There is evidence that BCMA systems can reduce pharmacy
dispensing errors,® and there are reports that BCMA systems
can reduce administration errors,”'' although the latter
claims have not been clearly demonstrated.! What has been
demonstrated is that some users deviate from written
BCMA.-use protocols.'>'® These deviations, called violations
or workarounds, are staff actions that do not follow explicit
or implicit rules, assumptions, workflow regulations, or
intentions of system designers.'® They are nonstandard
procedures typically used because of deficiencies in system
or workflow design.'”” Although several BCMA work-
arounds have been documented, no systematic evaluation of
BCMA workarounds’ causes and possible outcomes has
been previously reported.

Design Objectives

The BCMAs are designed to enhance patient safety by: (1)
integrating the patient’s medication administration record
(MAR) with the medication administration process; (2) con-
firming the five “rights” of medication administration: right
patient, drug, dose, route, and time; and (3) helping to
ensure that users, most often nurses, follow medication use
and equipment use protocols.

Evaluation Research Strategy

The authors could not identify any preexisting comprehen-
sive lists of BCMA workarounds, perhaps because so much
of the literature has focused on BCMA’s many and impor-
tant advantages, and perhaps because of the complexity of
studying the entwined processes of workarounds’ causes
and often sub-rosa characteristics, BCMA’s evolving status
(with evolving work rules), and BCMA'’s intricate linkages
with other information technologies (ITs) (e.g., computer-
ized physician order entry, MARs, and pharmacy IT systems
and databases). As a result, this research required a multi-
disciplinary approach with on-the-floor observations; care-
ful interviews conducted in situ or through detailed discus-
sion to interpret actions taken; and analysis of BCMA-
related failures. Last, because all of these elements are
related to the sensitive issues of medication errors and
personal actions, they are difficult to uncover via a single
research approach.

Methods of Evaluation

We conducted a mixed-method study of BCMA use at a
470-bed Midwestern academic tertiary-care hospital and a
four-hospital, 929-bed East Coast health care system during
2003 to 2006.

Study Genesis and Research Synthesis

Individually, we were studying BCMA use at our respective
institutions or study sites (TW and B-TK: Midwest hospital;
JLT: four suburban East Coast hospitals.) Upon discussing
our analyses, we discovered we had been witnessing aspects
of the same phenomenon: BCMA workarounds. Building on
our separate research work, we combined five methods into
a triangulated research effort to generate the initial
workaround categories and the list of probable causes of
workarounds: (1) observation of BCMA use and shadowing
of staff administering medication, (2) interviews with staff
and with hospital leaders involved in medication adminis-
tration, (3) researcher participation in staff meetings about
BCMA use, (4) a failure modes and effects analysis (FMEA)
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of BCMA use, and (5) analysis of BCMA override log data
reflecting over 300,000 medication administrations and indi-
cating each drug, dose, patient, and reason for overrides.
(e.g., medication barcode is torn and thus unreadable by the
scanner, or pharmacy sent two 20-mg tablets but the scanner
will accept only one 40-mg tablet barcode).

The integration of the five methods proceeded as follows.
First, observations were used to watch the BCMA work
sequence leading to each workaround. Staff comments
sometimes cued observers to workaround causes. Second,
because the BCMA system requires the user to explain each
override in a text box or pull-down menu on the BCMA’s
computer, the user records the perceived causes and his or
her actions. These entries provided explanations that were
not verbalized or seen in the observations. The other three
methods—committee meetings to discuss BCMA use and
override data, interviews with users to capture information
not necessarily evident from the observations and BCMA
data logs, and data from the FMEA about BCMA use—
provided discussions and insights about workarounds by
persons knowledgeable about the technology and work
processes. Each of the five methods alone would provide
only a subset of workarounds and causes. By using all
methods and a grounded theory approach, each possible
category was iteratively expanded, reduced, or eliminated.
The methods and strategies are discussed in detail herein,
and are reflected in Tables 1, 2, and 3.

Data Sources

1. Structured observations'*'®'? (N = 62) and shadowing of
nurses (N = 31) using BCMAs were conducted during
medication administration at two hospitals (one Mid-
west, 2003-2004; one East Coast, 2005-2006). We ob-
served both day and evening shifts in intensive care and
medical surgical units. Researchers revealed that obser-
vations were conducted for a study of medication admin-
istration.

2. We conducted unstructured and semistructured inter-
views with three groups of participants. We interviewed
29 nurses using BCMA systems in conjunction with
BCMA observations (TW,'>81° JLT: one Midwest, 2003—
2004; and four East Coast hospitals, 2004-2006). Ques-
tions focused on the use of the BCMA and on its difficul-
ties and advantages. At the four East Coast hospitals, we
also interviewed one nursing informatics specialist, two
pharmacists, and two nurse leaders (JLT). At one addi-
tional East Coast tertiary-care academic hospital, we also
interviewed two IT directors, four pharmacists, and two
clinical nursing directors (RK).

3. Two authors (JLT, TW; 2003-2006) participated in hospi-
tal staff meetings about BCMA use and medication ad-
ministration procedures (e.g., multidisciplinary monthly
operational review meetings of BCMA use, medication
safety committee meetings, morbidity and mortality con-
ferences). Through discussions beginning with detailed
and aggregate computer data on alerts and overrides, the
meetings with experts and frontline users explored staff
practices, hospital policies, sources of and solutions to
BCMA problems, and over time, the impact of efforts to
improve BCMA operation and use. Meeting minutes and
freehand notes were reviewed.
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Table 1 m BCMA-Related Workarounds

Workaround Possible Errors Description or Example Data Sources
Omission of process steps
1. User scans medication from patient Wrong medication, dose, Staff are required to check the medication e Observation
drawer without visual check of route label and compare this visually with e FMEA
medication list, medication name, the eMAR before scanning. They might,
and dose. however, rely on the alarms from
scanning as the sole confirmation of
correctness.
2. Physicians do not review eMAR to  Inappropriate monitoring of Physicians may not be trained on, or ¢ Interview
verify current medications. medication; wrong have log-ins for, the BCMA, and e FMEA
medication, dose, route therefore eMAR access is difficult. Or ¢ Meeting participation

3. User administers medication
without reviewing parameters for
medication administration.

eMAR data are not presented in
manner usable for physicians.
Therefore, eMAR not routinely
reviewed and physicians not aware if
medications administered, held or
omitted, and do not stop unneeded

medications.
Wrong medication, dose, BCMA system cannot show all
route, time administration information for a

particular medication on one screen,
therefore, an icon appears to click to
see additional information. However,
the icon fails to reflect if information is
present or when information has been
updated, and is thus missed.

4. Users bypass policy for “medication Wrong medication, dose, Hospitals often require a second nurse to

double check” by 2nd provider, or
2nd nurse confirms without
reviewing medications.

route confirm medication name, dose, and
patient for high-risk medications.
BCMA may be set up to require the
documentation of this confirmation.
Documentation may be bypassed by

overriding the medication in the BCMA

system or by a pro forma confirmation
by another nurse.

5. User does not check/verify patient’'s Wrong medication dose, When a new medication order is

new medication orders before
administering medication.

6. User administers medication
without scanning patient ID to
confirm correct patient.

7. User administers medication
without scanning medication
barcode to confirm it is correct
medication, time, dose.

route processed, the BCMA system is

updated after pharmacist entry and the
order is available for nurse verification,
but is not final until verified. Staff
might not verify order for change in
the medication (dose change,
discontinue, etc.) before administering
the next medication dose in the eMAR.

Wrong patient Nurse scans medications but does not
scan patient before administering. ID
wristband may be missing, damaged
(by body fluids or patient), or
inaccessible because patient is sleeping
(and RN wishes not to disturb patient).

Wrong medication, dose, Medication barcode is present but not

route, time scanned, so BCMA cannot verify

medication and dose. Medication
barcode may be damaged or torn,
soaked, or crinkled. Scanner may not
be available.

Observation
FMEA

Observation
Interviews

FMEA

Meeting participation

FMEA

Observation

FMEA

Meeting participation
BCMA logs

Observation

FMEA

Meeting participation
BCMA logs

4. A FMEA of the medication use process and BCMA use
processes was performed at the Midwest hospital from
2003-2004. The multidisciplinary team comprised four
pharmacists, six nurse users, the pharmacist and nurse
managers of BCMA (dedicated positions to the technol-
ogy), one risk manager, two industrial engineers, two
physicians (TW), one quality improvement facilitator,

and the nurse patient safety officer. Team members
mapped medication use processes and identified failure
modes, causes of failure, and effects of failure on patient
care. A total of 202 failure modes were identified, and 92
were related to BCMA use. Failures meeting definitions
of workarounds, their causes, and their effects on patient
safety were extracted from meeting documents.
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Workaround

Possible Errors

Description or Example

Data Sources

Steps performed out of sequence
8. User documents medication
administration before medication is
administered and/or observed
ingested by patient.

Unauthorized BCMA process steps
9. Patient ID barcode placed on
another object (not on patient) and
user scans it.

Medication omitted or not
administered as
documented

Wrong patient

10. User prepares, scans, and transports Wrong patient

medications for >1 patient at a time
when administering medications.

11. User scans medication barcode after Wrong medication, dose,

barcode label has been removed
from the medication itself.

12. User has multiple medication
packages for full dose and scans the
same medication package multiple
times.

13. User takes the scanner separate
from cart into the room where the
cart alarm cannot be seen.

route

Wrong medication, dose

Wrong patient

Users are prompted to document

medication administration after
scanning medications. It may take
significant time for the nurse to
prepare medication for administration
(e.g., crush tablet, assemble infusion) or
for patient to ingest medications, and
therefore staff documents
administration first. With computer
carts that do not fit into patients’ rooms
(see below), medications are scanned
and documented as administered
before patients ingest them.
Medications not ingested by patients.

Reproducing patients” wristband ID

barcodes, and affixing them to nursing
station, COW, supply room, patient’s
room doorjamb, medication dispensing
machine, RN clipboard, scanner itself,
in nurses’ pockets or on belt rings, or
worn as a group of bangles on nurse’s
sleeve. Wrong patient ID may be
scanned.

Staff takes medications due for multiple

patients from medication room and
places them in their pockets or
prepares them together on the
medication cart. At administration, staff
scans patient ID wristband but
administers another patient’s
medications.

The barcode on the medication packaging

is scanned after the medication has
been removed from the package.
Example: staff remove all medications
from their packages and place barcodes
from the medication packages on their
sleeves or carts to scan them in one
motion. If patient is unable to ingest all
medications, unlabeled medications are
left on cart. As cart is wheeled from
room to room, unlabeled medications
accumulate.

A nurse has multiple medication

packages to deliver a full dose of
medication and scans one of the
packages multiple times instead of
scanning each package, e.g., nurses
believe that they have four 50-mg
medication tablets, but one or two of
the packages is of a different dosage or
a different medication that looks
similar in size and shape.

The computers linked to the scanning

device are mounted on carts (COW).
The COW may be left outside of
patient’s room because COWs are too
big or are tethered to electric outlets.
Staff scan medication barcodes outside
patient’s room and take medications
into the room and scan the patient. But
because cart is in hallway, nurse cannot
see alarm indicating medication is
being given to wrong patient.

® Observation
¢ FMEA
® Meeting participation

e Observation

e Interviews

e FMEA

® Meeting participation

¢ FMEA
* Meeting participation
¢ Observation

e Interviews

e Observation

¢ FMEA
® Meeting participation
e Observation

e Observation
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Workaround Possible Errors

Description or Example Data Sources

14. User gives partial dose but
electronically documents full dose.

Wrong dose administered
or documented as
administered

15. User disables audio alarms on
device.

Wrong patient, medication,
dose, route, time

Observation
Interviews

FMEA

Meeting participation
BCMA logs

Nurses scan medication barcode(s) for .
full dose; however, patient may refuse e
full dose or clinical situation warrants
partial dosing of dispensed medication e
(e.g., syringe of morphine 10 mg is .
dispensed, scanned, and documented
given, but only 4 mg is ordered and
administered). Also, half of medication
dose may be available and nurse scans
the medication twice to indicate a full
dose being administered, and re-orders
the remainder of the medication.
Documentation of a partial dose
administration requires extra steps to
change the order, note reason, etc.

Staff who are concerned that audible ¢ Observation
alarms will disturb patients sometimes ¢ Interviews
mute the alarms. The warnings of ¢ FMEA
wrong medication or patient are thus ¢ Meeting participation

not heard.

BCMA = barcoded medication administration; COW = computer on wheels; eMAR = electronic medication administration records; FMEA

= failure modes and effects analysis; ID = identification.

5. We reviewed BCMA override log data for 1 month at 4
East Coast hospitals (December 2005). BCMAs record the
number and types of alerts presented to users, the alert
overrides, and the user’s stated explanation for overrid-
ing the alert (from a standard list or free text). These
explanations, both those mentioned frequently (such as
medication label smudged or torn, patient wristband
missing, dose differing in some way from that ordered)
and those mentioned infrequently (such as patient com-
bative, or too agitated to scan) were used to identify
categories (types) and causes of workarounds. BCMA
alert overrides occur when a user documents medication
administration without a confirming barcode scan. This
can be precipitated by an alert indicating that the scan
does not match the medication order or the patient
identification (ID), or when the user does not or cannot
scan the barcode. Reasons for overrides are listed in
Tables 2 and 3 and are discussed in the Results section.
We then used the information from the override logs to
guide additional observations and interviews at the four
East Coast hospitals. In this way, the methods were
iterative and reinforcing.

Data Analysis

After collecting and examining all available occurrences of
apparent workarounds from each of the respective data
sources, we reached an agreed-upon definition of each
workaround. We examined hospital policies to ensure the
occurrences were workarounds. Then we re-examined each
workaround and its sources in an iterative fashion; combin-
ing the data into an overall final list of workaround types.
The iterative and multiple methods helped validate each
category.”*> When possible, subsequent interviews and our
participation in meetings for FMEA, morbidity and mortal-
ity conferences, and BCMA implementation also helped
validate the candidate workarounds and their causes. Only
workarounds and their causes that were actually observed,
reported, or documented are included in this analysis.

Workaround causes were classified according to the work
system model for Systems Engineering in Patient Safety
(SEIPS).?* Potential patient safety consequences of
workarounds were determined by the researchers using the
five rights of medication administration and associated
FMEA findings.

Sample Sizes for BCMA Override Log Data

Calculation of Medication Administrations Override
Percentage.

We analyzed 307,698 medication administrations, of which
274,550 (89.2%) generated no alerts or alerts leading to
cancellation or changing the medication. Of the remaining
33,148 alerts that were overridden, 1,376 were excluded from
this analysis because the override reasons were ambiguous,
or because of back-charting of medication administration, or
documentation alerts. Thus there were 31,772 medication
administration overrides that had listed reasons for being
overridden that we could code as to cause of the override.
Taking 31,772 as a percentage of the total administered and
documented medication administrations equals 10.3%. In
other words, 10.3% of all documented BCMA medication
administrations were overridden.

Calculation of Patients” Medication Administration
Ovwerride Percentage.

We analyzed 142,203 instances of one or more medications
administered to patients. Of those, there were no alerts or
alerts leading to cancellation or changing the patient 135,328
times (95.2%). Of the remaining 3,785 alerts that were
overridden, 837 were excluded from this analysis because
the override reasons were ambiguous or for back-charting of
medication administration. Thus there were 6,035 overrides
that had reasons we could code as to the cause of the patient
override. Taking 6,035 as a percentage of the total patient
medication administrations equals overrides of 4.2% of
administrations to patients.
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Probable Cause

Definitions, Explanations, and Examples from
Observations* and Interviews

Data Sourcest

Technology related
1. User exceeds preset medication
administration time

2. Multiple screens to complete
action

3. Multiple scans needed to read
barcode

4. Beeps for most functions

5. Information not readily
available

6. Computer cart or scanner is
too large, heavy, or bulky

7. Connectivity

8. Battery dies or is not charged
and other BCMA equipment
failure

9. User dissatisfied with BCMA

10. Other reported scanning
failures

11. BCMA engenders false sense of
security

Task related
12. Not typical barcode use
process

BCMA system times out a user after a preset number of

minutes because user has not confirmed medication
administration.

Finding medication information, orders on eMAR, or
completing administration may necessitate clicking
on multiple screens, especially if user needs to

change medication order, etc. User may perceive time
requirements onerous. One or more screens might not

be allowed (e.g., required field grayed out).

May be due to barcode, scanning technique, or
technology capabilities. User uncertain whether there
is barcode confirmation.

Scanners may emit beeps for each completed function.
Beeps for acceptable vs. wrong scans may be
confused or ignored.

Users do not know how to retrieve information, e.g.,
allergies, parameters for administration, or are
unaware it is there because of the user
interface/display.

COW does not fit into patients’ rooms. Computers
remain plugged into hall outlets, and cannot be
moved near patients’ beds. Also, reluctance to carry
scanning equipment back and forth from storage
areas to patient rooms.

Most BCMA systems are linked to the eMAR on
hospital’s server. Lost connection—wireless or
corded—prevents scanning.

Batteries fail on handheld devices or computer carts.
Experience with some batteries failing leads to
charging batteries continually, leading to batteries
failing more quickly. This led to replacement of
batteries in all machines in all hospitals of one
system.

Users know how to use BCMA systems but find them
slow or cumbersome. Often this response reflects
negative views of the software design.

Users report the barcode will not scan without
specifying whether difficulty is with the barcode,
scanner, or other BCMA function.

Users fail to perform required safety checks because
they rely on technology, e.g., they do not perform a

visual check of the patient’s ID band or of medication

name and dose.

Unfamiliar with variation from common procedure,
e.g., barcode inside different package, medication
packaging has multiple barcodes, medications from
patient’s home without barcodes.

8 patient and 33 medication
overrides logged
Observations

FMEA

Meeting participation
Observations

Interviews

FMEA

Observations
Interviews

Observations
Interviews

Observations
Interviews
FMEA

Observations
Interviews

Observations

Interviews

FMEA

Meeting participation

1 patient override logged
1,334 patient and 575 medica-
tion overrides logged. Exam-
ples: computer downtime, bat-
tery problems, scanner broken,
no scanner available, equipment
failure

Observations

Interviews

FMEA

Meeting participation
Observations

Interviews

FMEA

Meeting participation

318 patient and 24,620 medica-
tion overrides logged
Observations

Interviews

Observations

Interviews

FMEA

Meeting participation

8 patient and 1,385 medication
overrides logged. Examples:
medication at bedside/self-ad-
ministered, used patient’s own
medications

Observations

Interviews

FMEA
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Probable Cause

Definitions, Explanations, and Examples from
Observations* and Interviews

Data Sourcest

13.

14.

Standard BCMA scanning
procedure slower or more
difficult than other methods

Packaging discarded

Organizational

15.

16.

17.

18.

19.

20.

Only partial dose, too large of a
dose available, or different
formulation

Nonformulary medication

Medication order not in system

Medication does not have a
(readable) bar code

Patient does not have a
(readable) ID wristband
barcode

Preparation and dispensing
practices

Conflict between workflow efficiency and proper/safe
BCMA use, e.g., extra time to scan medications or to
return to supply room for each patient’s medications
or to retrieve scanning equipment that works. Also,
emergency medication administration may be viewed
as superseding scanning protocol.

Medication was administered without being scanned
and the packaging was discarded, preventing
confirmation scan.

Less than a full dose is available when nurse
administers medications, or syringe/medication tablet
contains more than the ordered dose. Nurse must
alter the automatic documented administration that is
based on the dose on the scanned barcode. Examples:
Partial dose: Pharmacy sends 10-mg tablet rather than
20-mg tablet. Nurse must document a partial dose
being administered and why. Then create an order to
administer the remainder when it arrives. Or nurse
may scan medication twice to document a complete
medication administration, deliver the partial dose,
and remember to administer remainder later. Too
large dose: If, for example, patient is to receive 4 mg
and the syringe contains 10 mg, the nurse scans
larger dose and must override overdose alarm and/
or change the automatic documentation to document
a smaller administered dose. Different formulation: Use
of suppository rather than oral form.

Medications or medications’ identifying numbers are
not yet cataloged in the hospital computer formulary,
or a unique barcode has not been created by the
hospital as the medication is not expected to be
prescribed. Therefore, medication does not have a
readable barcode.

The medication order is not in the eMAR (often orders
that are stat, verbal, or not yet entered by pharmacy),
and thus not in the eMAR. Nurse, however, desires
to administer medication promptly.

Barcodes often crinkled, smudged, torn, missing, or
covered by another label—the latter reminding staff
to scan barcode. Some medications are patients” own
from home without barcodes.

Patients” wristbands are cut, smudged, chewed,
deteriorated by fluids, never provided, or removed.
Also, patient has nonvalid ID wristband barcode
from prior admission or from another hospital within
the same health care system.

Size of tablet or syringe stocked by hospital is larger
than needed for typical medication order (e.g.,
morphine 10-mg syringes stocked, and typical dose is
2 mg). Also, information on medications may not yet
be programmed into system. (This differs from no.
13, above, because it reflects hospital buying/stocking
policies and programming workflow, rather than
difficulty with an individual order.)

12 patient and 35 medication
overrides logged

Observations

Interviews

FMEA

Meeting participation

51 medication overrides logged
Observations

Interviews

1,098 medication overrides
logged. Examples: giving a par-
tial dose or different formula-
tion, dosage strength not in au-
tomated medication dispenser,
medication dose supplied does
not match ordered dose. This
category is undistinguishable
from cause 20 (as root cause
may be stocking or dispensing
related).

Observations

FMEA

Observations
Interviews

FMEA

Meeting participation

7 patient and 8 medication
overrides logged

Observations

FMEA

5,062 medication overrides
logged. Examples: barcode
ripped, bent, or worn; barcode
not present; use patient’s own
medications

Observations

Interviews

FMEA

Meeting participation

3,631 patient overrides logged.
Examples: barcode unreadable,
ripped, not on patient.
Observations

Interviews

FMEA

Meeting participation

See cause 15

Interviews

FMEA
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Probable Cause

Definitions, Explanations, and Examples from
Observations* and Interviews

Data Sourcest

21.

22.

23.

24.

25.

26.

User not trained

Inadequate staffing

Viewed as another’s job

Unfamiliar with BCMA safety
features or seen as noncritical

Unaware of hospital policies

Safety procedures incompatible
with workflow

Patient related

27.

28.

Patient barcode not usable or
accessible

Patient activity interferes with
BCMA use

Environmental

29. Medication barcode remote

from scanner

User’s BCMA training inadequate, e.g., users do not
know: (1) which of several barcodes on medications
to scan, (2) which screens have needed information,
(8) computer confirmation procedures, or (4) how to
respond to allergy notification.

Nurses rush to complete tasks or omit steps because of
insufficient staffing for patient care needs. (Stated
justification for not having time to scan patients or
medications.)

Nurses believe pharmacy should create orders for
medications in BCMA systems when needed order is
not available, should prepare medications for
scanning, and should provide the exact medication
dose needed for the order to avoid multiple scans for
same operation (e.g., several tablets for one dose).

Unaware that scanning of patients and medication
barcodes affords added safety benefits beyond human
checks.

Users not aware of hospital medication use policies,
e.g., double-check of high-risk medications, barcoding
of patient medications brought from home. Problem
associated with high turnover of providers, use of
traveler and agency nurses, and RN transfers among
units.

[Note: Policy is to have the pharmacy place a barcode
on patient’s own medications.]

BCMA use may slow rapid medication administration
in emergency situations, especially when equipment
faulty (e.g., battery dies, screen out of alignment).
Also, with patients in contact isolation for infection
control, bringing scanning equipment into room
without covering it would contaminate it and a
plastic bag cover may interfere with scanning.

Patient ID band torn, wet, chewed, or not on patient.
Patient’s ID band is covered (e.g., covered with sterile
dressing for procedure or by blankets) and cannot be
easily accessed.

Patient does not accept scanning (e.g., combative, too
agitated), or the patient is engaged in an activity that
makes it difficult (e.g., central line being inserted,
showering, breastfeeding). Scanning or administration
would disturb patient (e.g., one who is asleep). Also,
patient may vomit or refuse medication after
administration documented.

When using a COW for administration, medications
requiring refrigeration are not on cart. Medication
barcode scanning requires carrying medication
package to scanner, scanning medication, returning
remaining medication to refrigerator (e.g., insulin
vial), and then back to patient to administer.

Observations
Interviews

FMEA

Meeting participation

Interviews
FMEA

Observations
Interviews

FMEA

Meeting participation

1 patient and 3 medication
overrides logged. Examples: no
barcodes necessary, no need to
scan.

Observations

Interviews

FMEA

Overlap with cause 13 and 18:
need for emergency administra-
tion, use patient’s own medica-
tions

Observations

Interviews

FMEA

Meeting participation

703 patient and 259 medication
overrides logged. Examples:
patient in isolation, patient off
unit, given elsewhere.
Observations

Interviews

FMEA

Meeting participation

4 patient overrides logged. Ex-
amples: central line being in-
serted, patient under sterile
drapes.

Observations

Interviews

FMEA

98 patient and 29 medication
overrides logged. Examples:
patient asleep, patient combat-
ive or refuses scan, family re-
quest, patient in bathroom or
shower, breastfeeding.
Observations

FMEA

4 medication overrides logged.
Examples: replacing dressing,
medication in refrigerator.
Observations
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Table 2 m Probable Causes of BCMA Workarounds

Definitions, Explanations, and Examples from

Probable Cause

Observations* and Interviews

Data Sourcest

30. Loud ambient noise

Noise in hallway or patient room (e.g., intensive care ¢ Observations

unit monitors, loud talking, patient distress noise)
prevents nurse hearing scanner alarms.

31. Location does not allow
appropriate BCMA use

Patient in area that does not allow BCMA use. e 373 patient and 13 medication
Examples: wireless connectivity loss, patient in

overrides logged.

operating room or radiology. ¢ FMEA

* Meeting participation

Abbreviations as in Table 1.

*Includes all floor observations, shadowing, BCMA, morbidity and mortality conferences, and FMEA.
tFor data on 1 month’s BCMA overrides logged: (1) data document existence but not prevalence of a cause; (2) some of the causes listed occur
in one BCMA system studied, but not in the system for which override reasons were counted; (3) similar data may illustrate multiple causes;

(4) not all causes involve overrides.

This study was approved by each researcher’s facility’s
internal review board. The BCMA vendors made hardware
and software modifications in response to some of our
reported findings, but no researcher was paid by them and
no researcher has financial arrangements with BCMA com-
panies.

System Description

The BCMAs usually consist of tethered or wireless handheld
devices for scanning machine-readable barcodes on patients
and medications, and are interfaced with electronic medica-
tion administration records (eMARs) displayed on handheld
devices or computers on carts (computers-on-wheels,
COWs).

BCMAs require that users: (1) scan their ID badges to access
BCMAs, (2) obtain medications from supply areas, (3) check
medication labels against the BCMA eMAR—a part of most
BCMA systems, (4) scan medication barcodes, (5) scan the
patient’s ID wristband barcode, (6) administer medications,
and (7) document (chart) medication administration.'? If
BCMAs detect mismatches between patient and medication
or medication and medication order, audible and/or visual
alerts are triggered. In response to alerts, users either change
their actions (e.g., find correct patient or medications), or
override alerts and document their reasons for overriding
the alerts (e.g., “Gave 1/2 20-mg tab that was sent [by
pharmacy] for a 10-mg order”). Similarly, if patients or
medication barcodes cannot be scanned because of missing
barcodes or scanning failures, users can override the scan-
ning function to administer medications. Every BCMA alert,
override, and medication administration is logged in a
central computer database. In some hospitals, visual double-
checks by another provider are documented for high-risk
medications; in many hospitals physicians also use BCMAs
to review eMARs.

Barcode Systems Studied

The BCMAs studied were Siemens Medication Administra-
tion Check using medication Admin Check version 23.4.1,
InfoLogix SL series wheeled two- and four-drawer medica-
tion carts with UL2601 300-W 28-amp medical batteries,
17-inch computer monitors, and wireless HHP ImageTeam
Linear scanners (implementation 6/2004-6/2005) and
McKesson Corporation Horizon Admin-Rx version 4.8
point-of-care barcoding system using handheld devices to

scan and display eMARs (implementation 12/2001-9/2004;
upgraded to version 6.3.2 in 8/2004; upgraded to version
6.6.2 in 11,/2006.) Siemens and McKesson comprise approx-
imately 30% of the nongovernmental market of hospital
BCMAs (Kelly J, Entropy Research, personal communica-
tion, February 14, 2007).

Evaluation Results

We identify 15 types of BCMA-related workarounds and 31
separate probable causes of the identified workarounds. We
then present the relationships among workarounds, proba-
ble causes, and potential errors as a result of workaround
occurrence.

Workarounds

We found 15 workaround types, which we placed into three
broad categories (Table 1). We also indicated 6 types of
linked potential errors with each workaround. The three
workaround categories are as follows.

Omission of Process Steps (Rows 1-7).
This category reflects workarounds in which a typical pro-
cess step is omitted, for example, failure to scan medication
or patient ID barcodes, failure to review BCMA system
computer screens or alerts, or failure to perform visual
checks of medications and the eMAR.

The workaround may manifest itself in many different
manners. To avoid scanning the patient’s actual ID wrist-
band, users were found to affix extra copies of patient ID
barcodes on desks, scanner carts, doorjambs, supply clos-
ets, or clipboards, or to wear extra copies themselves on
belt loops or their own arms. Other examples are scanning
one medication barcode twice when administering two
doses on the (possibly false) assumption that tablets or
vials are identical, or scanning barcodes from discarded
medication packaging. Medications also are not scanned
when barcodes are missing or damaged (crinkled,
blurred, covered by another label reminding them to scan
the label, or torn).

Steps Performed Out of Sequence (Row 8).
This workaround group denotes documenting medications
as administered before actually administering the medica-
tion or observing patient ingestion or administering medi-
cations and documenting it much later.
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Table 3: Connections of Causes, Workarounds and Error Risks

Omission of Process Steps

Workarounds|

T T
' i
' !
' i
' i

1. Userscans 1 13. User
med from pt ;2. Physicians do  jadministers
drawer without |not review eMAR 'med without
visual check of to verify current  ireviewing

. ' L I
med list, med ymeds. Additional parameters for
name and dose med given to pt. med admin

T
14. User bypasses
:required policy
ifor “med double
\check” by 2nd
:provider, or 2nd
murse confirms
Iwithout reviewing:
\meds .

before
administering
med

!
:6. User

15. User does not 1administers
\check / verify pt's;med without
\new med orders |scanning pt ID

tbarcode to

i

iconfirm correct
!

\pt

57. User
radministers med
\without scanning
1med barcode to
rconfirm it is the
:correct med, time
\& dose

Potential Medication
Errors

T T
' i
+ Wrong med, dose 1
:&/or route; Poor :
med monitoring; |

‘Wrong med,
dose and/or

‘Wrong med,
dose, route

route and/or time

Wrong med, dose

T
!
\
!
!
1 and/or route

Wrong med,
dose and/or route

Wrong pt

Wrong med, dose,
route and/or time

Potential Causes|

1. User exceeds pre-sef]
med admin time}

. 5,-NTu-lti-pl-e-scans needed]
to read bar code|

4. Beeps for mos
functions|

5. Information not_readily
__________ availabl]

6. Computer cart orf
scanner is too large, heav.

Tech-
nology-
related

7. BCMA system loses|

- connection with network
8. Battery dies or is no
charged and othe

BCMA equipment failure]

10. Other scanning

failure

11. BCMA engenders|
false sense of securit

12. Not typical bar code

_ - ____liscprocesy
13. Standard BCMA
scanning procedure]
slower or more difficult
than other methods|

Task-
related

14. Packaging discarded|

15. Only partial dose of
too large of a dose]
availablef

17. Med order not i
systern

18. Med does not have af
(readable) barcode]

19. Patient doesn't have
(readable) barcode]

31. Location doesn't allo

proper BCMA usg]

Organiz
ation-
related
24. Unfamiliar wit ! ! i !
BCMA safety features of : : v : v : v
_____ seen as noncritical
25. Unaware of hosF)l.tal ! v ! ! ! v
__________ Doliciey
26. Safety procedures| | : : :
incompatible with| . . . v . v
workflo ! ! ! !
' i i i i i
. 27. Pt barcode . | v | v | v | :
Patient-| . .
lated |-ccessibleornotusabld P e S e (R P
relate 28. Disrupts Patient] ! ' ' ' ' '
Activit ' | | | | |
29. Medication barcode] j . . . . X v
- _ Temote from scanned R e S e R e
Environ ! ! ! ! ! !
30. Loud ambient noise] ' ! ! ! ! !
ment |[---- - o ST oS oo o o oo oo m oo e i

Abbreviations: pt = patient, med = medication, eMAR = electronic medication administration record,
BCMA = barcoded medication administration; admin = administration
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Table 3: Connections of Causes, Workarounds and Error Risks (contd)

Out of
Sequence Unauthorized Process Step
. . . . . .
i i i i ' '
8. User documents 110. User . 112. User has | ' '
only some of meds |9. Patient ID \prepares, scans ! 11. User scans :multiple med :13, User takes lhe: !
Workarounds|*® documents med |bar code :& transports :med barcode aﬂer:packages for :scarmer separate :14. User gives !
admin before med |placed on ymeds for >1 pt ,barcode label has ,full dose and  ,from cart into the ,partial dose but
is administered another object |at a time when |been removed ~ |scans the same room where the  |electronically 115. User disables
and/or observed  |(not on pt) and :adminislering :from the med :med package cart alarm cannot :documents full :audio alarms on
ingested by pt user scans it 1meds ritself imultiple times 1be heard rdose device

'
1 Wrong pt, med,
:dose, route
Wrong dose  1and/or time
'

. . . Med omitted or not
Potential Medication| ,qministered as

Errors| documented |Wrong pt

Wrong med, dose
and/or route

Wrong med

‘Wrong pt and/or dose Wrong pt

Potential Causes|

1. User exceeds pre-sef] v
med admin time]

3. Multiple scans needed|
______ toreadbarcodel _________1________
4. Beeps for mosf]
__________ function __________f________
5. Information not readil
__________ available) N M1 _____
6. Computer cart o . . .
Tech- scanner is too large, heav : : :
nology- or bulky] ! ! !
related 7. BCMA system loses v v
| connection withnetworkl _ ___ L iiiiceiliociiiiiidiooooll]

8. Battery dies or is not} v
charged and othe

10. Other scanning

failure

11. BCMA engenders|
false sense of securit

12. Not typical bar code

Task 13. Standard BCMA| ! ' '
scanning procedure] v v ' v ' v I
related | jower or more difficuld i i i
than other methods| ! ! !

14. Packaging discarded| ' ' '
15. Only partial dose off
too large of a dose]
available

18. Med does not have aj
(readable) barcode

19. Patient doesn't havel v
_____ (readable) barcodel |kl tod_o_]
Organiz 20. Prcp&dispcnfing E E
practices

ation- »
related |- - - -2l Usernottrained) ¥ ____{ _______ oo I A [ AN

24. Unfamiliar wit | X .
BCMA safety features o . v . .
seen as noncriticall ! ! !

25. Unaware of hospitall ' ' I
__________ T I (S SO N AN S N SRR SN AN
26. Safety procedures|
incompatible with| v v

l \ i
i i i
i i i
! ! !
workflow ! ! !
i i i
i i i
! ! !
i i i

Patient- | _ ) 27. Pt barcode v

inaccessible or not usable]

related [ --- 58- ]-)l-sr- - ]','. """""""""""

. upts Patient v

Activit

29. Medication barcode

| remote fromseanmer] | Ll e el e cciee e eeeciieciibeccicaiid oo
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31. Location doesn't allow v

proper BCMA usg]

Abbreviations: pt = patient, med = medication, eMAR = electronic medication administration record,

BCMA = barcoded medication administration; admin = administration
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Unauthorized Process Steps (Rows 9-15).
This category describes workarounds that change how a
process step is performed or that add new steps. Disabling
audio alarms on BCMA devices that signal alerts or sepa-
rating the scanning device from the COW are workarounds
that preclude alerts from being heard or seen, thus disabling
the technology’s safety features.

Probable Causes of BCMA Workarounds

Table 2 lists the categories of workarounds’ probable causes
and defines and illustrates each cause. The last column lists
data sources and any supportive data from the BCMA
override logs. The probable cause categories are as follows.

Technology-Related Causes of Workarounds (Rows 1-11).
These include problems with BCMA software or hardware
as they are used in practice, e.g., failing batteries of handheld
scanners or linked computers, difficult-to-read or navigate
screens, and alert beeps that sound like confirmation beeps.
In addition to hardware and software limitations, these
reasons include both negative and positive perceptions of
the technology, i.e., resistance to BCMA use (negative), or
overreliance on BCMA'’s ability to catch all errors (positive).

Task-Related Causes (Rows 12-14).

These include aspects of BCMA protocols with which users
are unfamiliar or believed slow performance, e.g., nurses
speed their work and circumvent BCMA protections by
carrying several patients’ medications on one tray or by not
scanning medication IDs or patient IDs. Staff may also
believe circumstances justify circumventing BCMAs, e.g.,
giving emergency medications. In other instances, they
administer medications without scanning, discard the pack-
aging, and retroactively chart (back-chart), precluding any
mismatch alert.

Organizational Causes (Rows 15-26).

These are linked with most of our identified workarounds,
and generally involve organizational policies incompatible
with safety. Examples of these include patients or medica-
tions without barcodes (due to organizational or workflow
flaws), medication barcodes covered by a label reminding
users to scan barcodes, and pharmacies sending only partial
doses. Hospital policy may not fit with BCMA procedures,
e.g., barcodes should be placed on home-brought medica-
tions but are not. Workarounds are also enabled by inade-
quate technology-use training, inadequate staffing, and staff
misunderstanding of BCMA’s role in patient safety.

Patient-Related Causes (Rows 27-28).
These comprise staff decisions regarding patients’ special
circumstances, e.g., patients refusing medications, vomiting
medications, sleeping, agitated, receiving central lines, or in
contact isolation. Staff may therefore not scan patient IDs or
document administrations before medications are ingested.
For hospitals permitting home-brought medications, these
medications are often not barcoded and scanned.

Environmental Causes (Rows 29-31).
These result from the hospital’s physical structure and from
locations of persons, medications, and related technologies,
e.g., some hospital areas lack wireless BCMA connectivity
(operating rooms, laboratories). Some doorways and patient
room configurations hinder bedside access of the BCMA
COWs. Also, medications stored remote from the scanner
(e.g., those that require refrigeration) necessitate multiple
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trips to scan, dispense, and return. Loud ambient noise in
rooms or hallways may prevent nurses from hearing scan-
ner warning alarms.

Connecting Workarounds, Causes, and Potential
Errors

In Table 3, we show the relationships among workarounds,
their probable causes, and the potential medication errors
associated with each workaround. In the table, checked cells
indicate which causes are associated with which
workarounds; the row beneath the workarounds reflects the
errors that may result from workarounds.

Although some causes might generate errors directly (e.g.,
loud ambient noise obscuring BCMA alarms, resulting in an
administration error), our listed causes generally lead to
workarounds, and those workarounds subsequently in-
crease risks of errors.

Key to the impact and persistence of the workarounds is the
multiplicity of relationships among causes and work-
arounds. In other words, workarounds may result from one
or more causes and a cause may be associated with multiple
workarounds. Organization-related and technology-related
causes are associated with all 15 of the identified
workarounds. Task-related causes, the smallest grouping,
are nevertheless linked to 14 of the 15 workarounds, as most
workarounds are a result of time-saving efforts. Patient
issues and environmental causes each contribute to seven
workarounds.

The structure and organization of clinical hospital work are
factors for all 15 workarounds. For example, workarounds 6
and 7 are efforts to administer medications when confront-
ing problematic patient or medication barcodes and/or
when scanners fail. Workaround 9, affixing extra copies of
patients’” ID barcodes to other locations (e.g., nursing
stations, clipboards, COWs, supply rooms, doorjambs,
bangles around nurses’ sleeves) is a time- and effort-saver
allowing required computer documentation of medication
and patient barcodes without the necessity (or protec-
tions) of bedside patient scanning. Not visually inspecting
medication lists or medications before scanning
(workaround 1) reflects confidence in the technology and
saves time but increases wrong-medication and wrong-
dose risks.

Table 3 can be read from several perspectives. Focusing on
the probable causes, each of the 31 causes facilitates multiple
workarounds, without simple one-to-one cause-and-effect
relationships. For example, slow or difficult BCMA proce-
dures (row 13) are associated with 14 workarounds. Medi-
cations without readable barcodes (row 18) are associated
with only two categories (workarounds 7 and 12), but link to
almost all potential error categories—wrong patient, medi-
cation, dose, route, and/or time.

Focusing on workarounds, we see that each workaround can
result from many causes, e.g., administering medications
without scanning them (workaround 7) is linked to 19 of the
31 probable causes, including almost all organizational- and
task-related causes, along with many technology-related
causes (in addition to risks of wrong medication, dose, and
time).
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Discussion

We set out to examine BCMA workarounds and their
causes. We found that many workarounds were engendered
by difficulties with the technology and by interactions
between BCMA technologies and other environmental, tech-
nical, work processes, workloads, training, and policies. In
doing so, we have documented and categorized types of
workarounds during BCMA use. We identified 15 BCMA-
related workarounds in three categories: omitted steps,
incorrect sequence, and unauthorized steps. We find these
workarounds are associated with 31 probable causes, cate-
gorized as technology-related, organizational, task-related,
patient-related, and environmental. These causes include
obvious difficulties in using BCMAs (e.g., unreadable or
missing barcodes, large/bulky COWSs, medication packages
not matching prescribed doses, battery failures) along with
staff-perceived limitations of BCMAs and staff overestima-
tion of BCMA’s risk-elimination abilities. Many of these
causes have never been examined in this context; some are
new to the barcode literature, e.g., role of refrigerated
medications and distance from patients, hallway-dwelling
COWS with noise-obscuring alarms, special BCMA prob-
lems of contact isolation and patient refusals.

These data show that as with all health care technologies,**>’

suboptimal design and implementation of BCMAs can facili-
tate new medication administration hazards,>15%%32 lead
clinicians to deviate from required safe-use protocols, re-
duce the technology’s safety benefits,'>'> and enhance the
probability of medication errors. None of these identified
workarounds were malicious, and many were engendered
by system design deficiencies. Although individuals are
often blamed for circumventing safety rules, these rules
might be viewed as inappropriate in some circumstances,
e.g., waking patients to scan their IDs to administer intrave-
nous medications. Thus, workarounds perceived as neces-
sary by the user for patient care, efficiency,®® or safety,*
may be beneficial, neutral, or dangerous for patients’ safe-
ty®*?*37  Some workarounds are clearly intentional
tradeoffs, e.g., providing urgently needed medications with-
out taking the time to scan the patient or medication.
Therefore, reiterating existing rules or enacting more rules
may not reduce workarounds.’®** BCMA patient safety is
best served by improving system design, workflow integra-
tion, and implementation,®”***® especially BCMA-specific
impediments.*”*

Despite these difficulties, our data also suggest that BCMAs
offer many valuable benefits. We have presented the num-
ber and percent of overrides, but BCMAs have an important
role in alerting users to drug-patient mismatches. Unpub-
lished data for 1 year (June 2006-May 2007) from the four
East Coast hospitals indicate there were 23,828 BCMA alerts
of drug or patient mismatches that apparently led users to
change their action instead of overriding an alert, e.g.,
change the medication or patient. That is nearly four for
every 1,000 times a medication was administered or patient
identified. Moreover, continuing modifications to BCMAs
and to hospital policies reduced several workarounds and
addressed some of the software screen issues in our study
hospitals. Focused educational efforts based on interim
findings helped providers use the equipment more effi-
ciently (see Recommendations section)

Although staff frequently blame the technology, and many
problems are indeed due to hardware or software design, a
significant source of difficulties is not malfunctioning tech-
nology but rather barriers generated by how the technology
is designed for and used in organizations, and how staff
respond to its use.>*%>! Each organization must evaluate its
social, technological, and physical contexts when selecting
and implementing IT,%>°¢ e.g., BCMAs.

These causes (and related workarounds) are neither rare nor
secret. They are hiding in plain sight,® obscured by faith in
technology, clinicians” need to focus on patients, the medical
ethos of getting the job done, limited communication among
hospitals with similar systems, and dispersed oversight of
BCMAs used across many clinical services and units. Per-
sistent workarounds and their causes are reported fre-
quently by hospital staff. Vendors know of many.
Workarounds are discussed routinely by committees over-
seeing BCMA use. They are the focus of educational cam-
paigns and appear in the literature.'*'*

The evolving and encompassing nature of BCMA requires
direct observation of technology use, user interviews, real-
istic review of override data, and proactive process change.
All of this information should be applied to make protocol
compliance user friendly and intuitive. With rare exceptions,
it should be easier to follow policy than work around it.
When it is not, stressing the patient safety reasons for the
protocol becomes essential, as does continual coaching of
staff on protocols (in contrast to punishing for not follow-
ing).

There are several limitations to our data and to generaliz-
ability. Our data undoubtedly do not enumerate all possible
workarounds or causes, even though we found similar
workarounds and causes across multiple hospital sites.
Nurses were aware that they were being observed adminis-
tering medications using BCMA. This awareness may have
affected their behavior. However, the expected change in
behavior would have been in favor of their greater compli-
ance with BCMA use protocols, not in the direction of the
commission of additional workarounds. Some actions orig-
inally considered workarounds may have become institu-
tionalized as “best practices.” Our observations and data
would therefore not capture these.

We studied two widely used, state-of-the-art systems, thor-
oughly integrated into highly regarded hospitals with con-
siderable IT implementation resources. It is therefore likely
that other institutions will find additional types of causes,
workarounds, and outcomes. Upgraded BCMA versions
and differing patient-load profiles will inevitably engender
new and potentially unforeseeable workarounds and causes
(see Recommendations section). Additionally, there are
functions in advanced BCMAs (e.g., daily and lifetime
limits, look-alike-sound-alike warnings, drug reconciliation)
that we have not examined. These functions might offer
additional protections, although we predict they would
probably also offer more workaround opportunities.

Some of our causes are unequivocally linked to specific
workarounds (medications that are missing barcodes cannot
be scanned), and some are less tightly coupled, e.g., confu-
sion caused by multiple barcodes on medication packages
does not automatically imply that nurses will seek
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workarounds (and one of those multiple barcodes is proba-
bly correct). We do not infer from our data which probable
causes and/or workarounds generate the most or least
medication errors, or the severity of errors that may occur.
This is not a study of specific errors or patient harm, so we
list only types of potential errors that are facilitated by each
workaround. Similarly, the override data do not directly
reflect workarounds’ or causes’ frequencies; they are staff
explanations for BCMA overrides.

This combination of research methods and data sources does
not offer the same level of certainty afforded by randomized
clinical trials. But the complexity of the user-machine-
patient—environment-policy interface necessitates use of
our multimodal and qualitative methods for gaining a
deeper understanding of BCMA use in situ.

Conclusion

The research presented here provides an initial but critical
step to understanding how BCMA systems are actually used
in the challenging reality of hospital practice, why BCMA
workarounds are so common, and what hospitals can do to
find them and then to address their causes and unintended
consequences. Although BCMA systems are intended to
advance medication safety, our data reveal that integrating
BCMAs within real-world clinical workflows requires criti-
cal attention to ensure that technology safety features are
used as intended and that systems are designed to support
this use. As with any technology in complex organizations,
workarounds will occur.

Compliance with patient safety protocols is best achieved by
configuring BCMAs for efficient as well as safe patient care.
It is not enough to tell staff to “do it right.” Instead, repeated
examinations and corrections of BCMAs’ actual uses are
needed to optimize their role in preventing medication
errors. This research provides the groundwork and sug-
gested methods to help health care organizations, clinicians,
and BCMA vendors realize their patient safety and effi-
ciency goals.

® Efforts to address workarounds should include investi-
gation of technology, task, organization, patient-related,
and environmental circumstances, in addition to increas-
ing staff compliance.

® BCMA implementation requires meticulous attention to
its actual use in situ. If possible, use multidisciplinary
teams to review both qualitative (e.g., observational) as
well as quantitative data.

® Evaluators and implementation teams should work with
technology vendors to align hardware, software, user,
policy, workflow, and patient safety needs. However,
hospitals must maintain ultimate control.

® Ensure BCMA system design incorporates up-to-date
standards for user interface design.

® Negotiate contracts that maximize vendor responsive-
ness to clinical, workflow, user, and safety needs, and
especially oblige them to address technical problems that
lead to invalid alerts and the need to override.

® Preimplementation assessments to identify user, environ-
ment, policy, workflow, and patient issues are critical.
Examples are:
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e Software interface characteristics, device size, nature
and location of information in BCMA software, and
methods for data acquisition should be assessed.

¢ Environmental issues such as wireless coverage, inter-
ference from other machines, noise, space for COWs
should be assessed.

e Policy considerations to review might include new
policies for medication administration of different
medication forms, policies for what to do when scan-
ning is not possible.

e Patient concerns include placement of bar codes for
neonates (body parts too small and sensitive for
bands), children (choking hazard), and people in con-
tact isolation.

These issues must all be considered together and not inde-
pendently.

® Postimplementation assessments should drive hospital
educational efforts, policy, workflow changes, and re-
quests to vendors.

® New workarounds will emerge in response to changes in
technology, workflow, and patient types. Evaluation of
actual technology use must be ongoing.
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