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Abstract

The Internet of Things (IoT) is becoming the most relevant next Internet-
related revolution in the world of Technology. It permits millions of devices
to be connected and communicate with each other. Beside ensuring reliable
connectivity their security is also a great challenge. Abounding IoT devices
have a minimum of storage and processing capacity and they usually need
to be able to operate on limited power consumption. Security paths that
depend maximum on encryption are not good for these resource constrained
devices, because they are not suited for performing complicated encryption
and decryption tasks quickly to be able to transmit data securely in real-
time. This paper contains an overview of some of the cryptographic-based
schemes related to communication and computational costs for resource
constrained devices and considers some approaches towards the devel-
opment of highly secure and lightweight security mechanisms for IoT
devices.
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1 Introduction

In near future, the Internet of Things (IoT) will be an essential element
of our daily lives. Numerous energy constrained devices and sensors will
continuously be communicating with each other, the security of which must
not be compromised. Even nowadays IoT with its millions of unsecured
devices is in no way immune to attacks. Such attacks can compromise
gateways and deeper levels of IoT networks and disturb their performance,
paralyze infrastructures, make systems fail and even put human lives in
jeopardy. Such attacks could be classified as physical, network, software and
encryption attacks [1, 2].

In physical attacks the system is accessed through proximity, for example
inserting a USB drive. Such tampering with a system or network can enable
the attacker to take over its control and extract data, or corrupt the system
performance with a malicious code that opens a backdoor without being
noticed, or force the system to get shut down by a distributed denial of service
(DoS) attack. The Owlet WiFi Baby Heart Monitor [1] susceptibility is one
case which shows how devices with the best of acceptation, such as adjusting
parents when their babies experience heart troubles, can be dangerous if taken
advantage of by a dishonest party. The connectivity element makes them
vulnerable and manufacturers and developers should take extra steps to secure
devices at the hardware layer. There are also physical attacks which target the
energy consumption and in such battery drains even if the system is in sleep
mode.

In the network type of attacks, the attackers attempt to listen to what is
flowing through the network by inserting themselves between the user and
the device which is also called “Man in Middle attack”. The goal is stealing
passwords, creating fake identification and diverting the network packets
to the desired locations for data analysis. Monitoring and eavesdropping,
node subversion, node malfunctions, replication attack are different types
of attacks on IoT Networks. The jeep hacking was a type of attack which
exploits firmware update vulnerability. In this attack they hijacked the Jeep
vehicle over the Sprint cellular network and were able to discover that they
could make it speed up, slow down and even drive it as they wish. It was
one of the proofs of the various emerging [oT attacks. Manufacturers and
developers often ignore the security of peripheral devices or networks, and
thus the consequences can be dangerous [1].

When some malware is installed into a network program or any malicious
software sends a virus, or corrupts the data, or keeps watch on performing
activities, these can be classified as software attacks. The mirai botnet was
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the largest Distributed DoS attack ever happened and was launched on the
service provider using an IoT botnet. The 10T botnet was made by malware
called Mirai. Once the devices and computers were infected with Mirai, they
continuously search the internet for affected IoT devices and then use known
default user identities and passwords to log in, affecting them with malware.
Trojan horse, worm, logical bombs are types of software attacks [1].

Encryption attacks directly affect the heart of the algorithmic system.
The attacker tries to find the encryption keys and if succeeds learns how the
algorithms were developed. Usually in such cases attackers develop their own
algorithms with the goal of installing them and taking control of the system.

Various security mechanisms are developed in order to handle such types
of attacks. But many IoT devices have to be operated on minimum power
and hence, with less storage capacity, memory, and processing capability, i.e.
they are resource-constrained devices. In such cases the application of most
of the standard security mechanisms can easily fail and other “light weight”
cryptographic approaches should be introduced which use less memory and
power and are highly secure.

Further this paper is organised as follows. Point 2 is an introduction to
lightweight cryptography and its variants along with an overview of various
lightweight ciphers. In Point 3 a general metric for the performance analysis
of lightweight algorithms is presented. In Point 4 some aspects of future work
are considered and the last point concludes the paper.

2 Lightweight Cryptography Algorithms

There are conventional methods of cryptography such as the Advanced
Encryption Standard (AES), Secure Hash Algorithms (SHA-265), Rivest—
Shamir—Adleman (RSA) and Elliptic curve cryptography (ECC) which work
on systems that have abundant computational power and memory capacities,
but they cannot perform well with embedded systems and sensor networks.
Therefore, lightweight cryptography methods are proposed to overcome
many of the problems of conventional cryptography when applied to sys-
tems having constraints related to physical size, computational requirements,
limited memory, and energy consumption. Lightweight cryptography permits
the application of secure encryption for devices with limited resources.
Many efforts are made to develop lightweight cryptography algorithms
along with higher security [3]. In communication systems encryption is
already deployed as standard on the data link layer. But in many cases,
encryption in the application layer is more effective as it is giving an end to
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Figure 1 Implementation of lightweight cryptography at the application layer.

end data protection from the device to the server and allows for implementing
security independently from the type and structure of the communication sys-
tem. The encryption mechanism should be applied at the processor processing
the application as shown in Figure 1 and on the available resources, therefore,
it should be as lightweight as possible.

In resource constrained IoT devices having limited computing speed,
low power backups and smaller size (circuit size, ROM/RAM sizes), the
power is greatly dependent on the hardware such as the circuit size or the
processor in use. Thus the size becomes the reference point for the lightness
of the encryption method and also for the power consumption. The latter
is dependent on the computing speed and execution time, so the number
of computations that determines the processing speed usually is considered
to be an index of the lightness of the algorithm. The throughput of any
cryptographic system is calculated as the average of total plain text in a
number of k bytes divided by the average encryption time and in the case of
decryption, throughput is calculated as the average of total cipher text divided
by the average decryption time.

Since encryption is a technology for securing the overall system the
lightweight cryptography needs to adopt a method that is evaluated as
ensuring sufficient security in the light of modern cryptography. The Inter-
national Standards Organization (ISO) and the International Electrotechnical
Commission (IEC) are maintaining standards about information and com-
munication technology. According to these standards the algorithms to be
considered as “light weight cryptography” should follow requirements related
to [4]:

e Security strength for lightweight cryptography. The minimum is 80-
bit, but is suggested that at least of 112-bit security should be applied
for systems that will give security for maximum longer periods.
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Figure 2 Types of lightweight cryptography.

o Hardware implementation properties. The chip area covered by the
cryptographic mechanism and the energy consumption should be less
compared to existing ISO standards.

e Software implementation properties. The code size and required
RAM size should have fewer resource requirements than in existing
standards for the same platform.

e The generality of the lightweight properties claimed for the crypto-
graphic mechanism.

2.1 Classification of Lightweight Cryptography Algorithms

A classification of lightweight cryptographic algorithms is shown in Figure 2.
There are two major types of cryptography algorithms: symmetric and
asymmetric.

2.1.1 Symmetric encryption

Symmetric encryption uses the same key for both encryption and decryption
of data. This method of encryption is secure and relatively faster. The major
drawback of symmetric key encryption is the sharing of the key between the
two communicating parties. An attacker can decrypt the data if he has access
to the key. Symmetric key algorithms assure the confidentiality and integrity
of data but do not guarantee authentication. This type of encryption uses three
types of algorithms based on hashing, stream and block ciphers.

e Hashing: This method is based on producing a “hash” with a private
key that can be verified with a public key. For lightweight cryptography,
PHOTON [5] Spongent [6] and Lesamanta LW [7] are defined as stan-
dards for hashing methods within ISO/IEC 29192-5:2016. Conventional
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crypto hash functions for MD5 and SHA1 and other modern hash
methods are not convenient for IoT devices. National Institute of Stan-
dards and Technology (NIST) has thus recommended new hashing
methods such as SPONGENT, PHOTON, Quark, and Lesamnta-LW.
These methods generate a much smaller memory footprint and have
an input of just 256 characters (whereas conventional hash functions
have up to 264 bits). Chaskey Cipher is a permutation based lightweight
cryptography method for signing messages (MAC) using a 128-bit key.
The Chaskey takes a 128-bit block using a 128-bit Addition-Rotation-
XOR-based permutation [8].

e Streaming: A stream cipher is a symmetric key cipher in which plain-
text digits are combined with a pseudorandom cipher digit stream. In this
type each plaintext digit is encrypted one at a time with the analogous
digit of the keystream, to give a digit of the cipher text stream as a
result. Mickey V2 is a lightweight stream cipher and was written by
Steve Babbage and Matthew Dodd. It creates a key stream from an 80-
bit key and a variable length initialization vector (of up to 80 bits).
The keystream has a maximum length of 240 bits [9]. Trivium is also
one lightweight stream cipher and it was developed by Christophe De
Canniere and Bart Preneel and has a low footprint for hardware. It
uses an 80-bit key and generates up to 264 bits of output, with an 80-
bit IV [10]. Grain and Enocoro are the Light Weight Stream Ciphers
which have 80 bit and 128-bit key respectively. Grain has relatively low
power consumption and memory [11]. Ecarno is defined by Hitachi and
is included in ISO/IEC 29192 International Standard for a lightweight
stream cipher method.

e Block: A block cipher is an encryption method that applies a determin-
istic algorithm along with a symmetric key to encrypt a block of text,
rather than encrypting one bit at a time as in stream ciphers. PRESENT
and CLEFIA for block methods are defined as standards for lightweight
cryptography within ISO/IEC 29192-2:2012. One of the first to show
promise for a replacement for AES for lightweight cryptography is
PRESENT [12] It operates on 64-bit blocks and uses a substitution-
permutation method. CLEFIA is a well known lightweight block cipher
was defined by Sony and has 128, 192 and 256-bit keys and 128-bit
block sizes.

Many lightweight cryptography algorithms were developed among them
several symmetric algorithms use AES (Advanced encryption standards) as a
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Table 1 Comparison of various symmetric lightweight ciphers
Ref. No Algorithm Keysize Block size  Merits
[13] AES 128 128 Supports larger key sizes. Faster in
both hardware and software.

[14] PRESENT 80/128 64 Ultra lightweight cipher. Energy
efficient.

[15] RECTANGLE 128 64 Fast implementations using bit-slice
techniques.

[16] HIEGHT 128 64 Ultra-lightweight. Provides high
security. Good for RFID tagging.

[17] CAMELLIA 128 128 Resistance to brute force attack on
keys. Security levels comparable to
AES.

[18] TWINE 80/128 64 Good for small hardware. Efficient
software performance.

[19] SIMON 128 128 Supports several key sizes. Performs
well in hardware.

[19] SPECK 128 128 Performs better in software.

[20] XTEA 128 64 ‘Works based on network

[21] KTANTAN 80 32/48/64  Very efficient hardware-oriented
block cipher algorithm.

[22] TREYFER 64 64 Aimed at smart card applications.

Extremely simple algorithm.

[23] Lilliput 80 64 Reduces the delay and increases the
speed of operation.

[24] PRINCE 128 64 Overhead for decryption on top of
encryption is negligible.

standard. Table 1 shows some of the different symmetric algorithms and their
merits. Examples of lightweight algorithms with some industry applications
are given in Table 2.

2.1.2 Asymmetric encryption

Asymmetric cryptography is a cryptographic system that utilizes two types
of keys; public keys that may be distributed widely and private keys which
are known only to the owner. The generation of the public keys depends on
cryptographic algorithms based on one way mathematical functions. Thus
the public key can be openly distributed without compromising security as
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Table 2 Various lightweight ciphers used for industry applications

Ref. No Algorithm Applications

[25] A5/1 2G GSM protocol still uses this algorithm.

[26] Atmel Ciphers. Stream ciphers used by the secure memory, crypto
Memory and CryptoRF families of products from
Atmel.

[27] Crypto-1. Stream cipher used by the Mifare classic line of
smartcards.

[28, 29] Css Content of DVD discs is encrypted by the content

scrambling system.

[30] Dsc. Stream cipher used to encrypt the communications of
cordless phones.

[31] Hitag2 Megamos. Stream ciphers used in the car immobilizers
implemented by different car manufacturers.
[32] Kindle Cipher (PC1). Amazon used it at least up until 2012 for the DRM

scheme protecting its e-book using the Mobi file format.

[33] Oryx. Stream cipher Oryx was chosen by the telecom industry
association standard (tia) to secure phone
communications in North America.

[34] CMEA This block cipher was used by the telecom industry
association standard to secure the transmission of phone
numbers across telephone lines

for achieving effective of security the requirement is keeping the private
key private [35]. In such this type of systems, any person can encrypt a
message using the receiver’s public key, but the encrypted message can
only be decrypted with the receiver’s private key. Asymmetric lightweight
cryptography algorithms are highly recommended for devices with resource
limitations. Asymmetric ciphers are computationally far more demanding
than their symmetric counterparts. There are conventional asymmetric algo-
rithms such as Rabin/RSA which is based on integer factorization prob-
lem, ECC/HECC which are based on Elliptic Curve Discrete Logarithm
Problem.

The Rivest-Shamir—Adleman (RSA) is the most popular algorithm for
asymmetric cryptography which supports key sizes from 1024 to 4096
bits. As such, it is well known for the various public key cryptosystems
that researchers propose. But, its large hardware footprint and its resource
demanding implementations guide researchers go for other algorithms which
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Table 3 Comparisons of key sizes in bits of ECC and HECC
Security level  Elliptic curve HECC Genus 2 HECC Genus 3

256 94 47 32
512 128 64 43
1024 174 87 58
2048 234 117 78
4096 313 157 105
8192 417 209 139

are more convenient for applications in constrained devices [36]. Rabin is
somewhat similar to RSA. There is one main difference in the complexity of
the factorization problems that they depend upon. The encryption for Rabin is
faster than RSA. But, the decryption is less efficient. BluJay [37] is a hybrid
Rabin-based scheme that is suitable for lightweight platforms and is based on
WIPR and Hummingbird-2. The encryption by BluJay is significantly faster
and more lightweight than RSA and ECC for the same level of security.

Elliptic Curve Cryptography (ECC) and its counterpart HECC (Hyper
Elliptic Curve Cryptosystem) HECC have been considered as one of the best
suits for power constraint devices in embedded systems. It is being observed
that as security increases the key size of the conventional asymmetric algo-
rithm such as RSA grows much faster as compared to ECC. ECC and HECC
are more suitable for devices which need lightweight cryptography due to
their lesser resources such as memory, computational power, and energy.
HECC is a generalization of elliptic curves. As the genus increases, the
arithmetic of encryption gets more and more complex, but it needs fewer
bits than ECC for the same level of security. As HECC’s operand size is
smaller, it is considered to have better performance than ECC and to be
more attractive for applications in resource-constrained devices. Example
of an application requiring smaller operand and less computational power
is E-commerce where lightweight cryptography is needed in order to make
faster transactions [38]. In Table 3a short comparison of ECC and HECC
algorithms is presented [39, 40].

An example of algorithm based on the Discrete Logarithm Problem
(DLP) in Finite Fields is EIGamal [41]. This algorithm is of less interest for
application in resource constrained platforms because its computation is more
intensive than RSA and the result of the encryption from plaintext results in
an increase of two times in the size of the ciphertext. It is also considered
vulnerable to some types of attacks, like chosen encryption attacks.
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There are some application specific asymmetric algorithms which are
known for their performance and their resistance to quantum computer based
decryption approaches, such as MSS, NTRU, McEliece, MQ, YAK. Merkle
Signature Scheme (MSS) is a hash based cryptography and uses typical AES
based hash functions. It is popular because of its smaller code size and faster
verification process them RSA and ECC [42]. NTRU is one of the open
source public key cryptosystems that utilizes lattice-based cryptography for
encryption and decryption of data. NTRU was patented but was placed in the
public domain in 2017. It has two algorithms NTRUEncrypt, for encryption,
and NTRUSign, for digital signatures. Like other prominent public key
cryptosystems, it is also resistant to attacks using Shor’s algorithm and its
performance is significantly better. Regarding the performance of NTRU in
equivalent cryptographic strength, it should be noted that NTRU executes
costly private key operations much faster than RSA. Performance time of
RSA private operation increases as the cube of the key size, while as that of an
NTRU operation increases quadratically [43]. NTRU provides the same level
of security comparable to RSA and ECC and therefore is highly efficient and
suitable for embedded system. RSA is 200 times slower in key generation and
almost 3 times slower in encryption and about 30 times slower in decryption
as compared with NTRU. The drawback of NTRU is that it produces larger
output, which may lower the performance of the cryptosystem if the number
of transmitted messages is complex and crucial but it is safe when it is
implemented when the recommended parameters are used [44].

McEliece is an asymmetric algorithm which was not largely accepted
because of its larger public and private key matrices as compared to RSA.
The encryption and decryption are faster than RSA. McEliece was not used to
produce signatures, but the signature has been constructed based on Nieder-
reiter scheme which is a variant of McEliece. From a security point of view,
Niederreiter provides the same security level as McEliece [45]. MQ requires
9690 bytes for the public key and 879 bytes for the private key and is based
on the problem of solving multivariable quadratic equations over finite fields.
It is commonly accepted that multivariate cryptography is more successful
for building signature schemes basically because multivariate schemes give
the shortest signature among quantum resistant algorithms [46].

In 2010 Feng Hao proposed the public key authenticated key agreement
protocol YAK. Like other protocols, YAK normally requires a public key
infrastructure to distribute authentic public keys to the parties involved in
the communication. YAK provides different security properties. One is the
private key security in which an attacker cannot learn the user’s static private
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key even though if all session-specific secrets in any compromised session
is known. Another is full forward secrecy in which session keys that were
securely settled in the past uncorrupted sessions will remain incomputable in
the future even when both users’ static private keys are not closed. In such
types of key security the attacker cannot compute the session key even if he
acts like a user but has no permission to the user’s private key [47].

2.2 Signcryption

There are various mechanisms for lightweight cryptography algorithms effec-
tively to address the issues with resource constraint devices. Signcryption is
one of them. This is a new public key cryptographic primitive that executes
the functions of digital signature and encryption in a single logical step
and with a cost lower than that required by the traditional approach of
signature followed by encryption [48]. The biggest advantage of signcryption
over the application of signature followed by encryption is the reduction of
computational cost and communication overhead which can be shown by:

Cost (signcryption) < Cost(signature) + Cost(encrypt)

Many signcryption schemes that have been proposed are based on HECC.
The Authors in [49] propose a signcryption scheme which greatly improves
efficiencies for software and hardware applications but could not address
forward secrecy and public verification. In [50] an efficient HECC based
encryption scheme is developed which saves computational time and com-
munication overhead up to 40% due to small key size, but is missing to show
forward secrecy, authentication and availability properties.

A signcryption scheme with forwarding secrecy based on HECC that
provides functionality and public verifiability which is more suitable for
resource constraint devices is proposed in [51], but it uses zero-knowledge
protocol for public verifiability. In [52] a public verifiable signcryption
scheme with forwarding secrecy based on HECC is considered. There in
public verifiability, a third party can verify the authenticity of the sender
without cracking the confidentiality and knowing the private key of the
receiver. In this case, the third party just needs the signcrypted text and some
additional parameters. A mathematical model of public verifiability property
is not given the paper.

Approach to smart card resistance as well as to offline password guessing
attack in proposed in [53], based on secure signcryption on HECC with
sensor-based random number. Limitations related to the generation of random
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Table 4 Coefficients for general metric
Platform Performance metric «a B

A woT

Area/bit 1 0 0 0 O

Th=Ng/Tg 0 -1 0o -1 o0

Th/A -1 -1 0o -1 O

Hardware FOM= Th/GE? -2 -1 0 -1 0
Th /(A * Ep) -1 -1 -1 -2 0

Power 0 -1 1 0 O

Energy per bit 0 0 1 1 0

Cycles/block 0 0 0 0 1

Software Through output 0 -1 0 -1 0
Code size * cycle count/block size 1 0 0 1 1

numbers is one drawback of this scheme. In [54] an implementation of
HECC based signcryption approach is described, but it is not implemented
for resource constrained devices.

3 General Performance Metric for Lightweight
Cryptography Algorithms

Considering different works in the literature related to the performance analy-
sis of different lightweight cryptography algorithms the authors in [55] come
up with a generalized metric that attempts to allow performance compari-
son of lightweight algorithms by presenting a uniform formula to represent
current and future performance metrics. Such a general metric for hardware
design is given by:

A>TH EX,Ch
Ng

General Metric(A*, Tg, E},CE,NB) =

where: A is the area; T p the time to encrypt one block; E is the energy; Cp is
the number of cycles to encrypt one block; N g is the block size; o 8 A 7 and
u are power coefficients. This general metric includes respective coefficients
representing different performance metrics. By stating the appropriate value
of these coefficients all the different metrics related to the performance of the
various cryptographic ciphers could be covered. In Table 3 the values of the
different coefficients used to derive different performance metrics by using
the general metric are given.
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The retrieving of different performance metrics using the values of the
coefficient given in Table 4 can be illustrated by the determination of the
so-called Figure of Merit (FOM).

FOM = General metric = A_z,Tgl, Egl, Ccy, Ngl

This shows that any performance metric can be derived without any confusion
and ambiguity. As an example of performance efficiency the throughput per
area (Th/A) can be derived as:

Th/A = General metric = A~ 1, Tgl, E%, C%, Ngl.

For a HECC based signcryption scheme that has various major operations
such as hyperelliptic curve divisor multiplication (HECDM), Encryption and
Decryption, inverse division, addition, subtraction, and key hash operations,
the computational cost is calculated by the time required for the execution of
these major operations. For example using an implementation platform with
a pc running on c# with 1.70 GHz processing speed and intel i3 CPU, 4 GB
RAM capacity and OS WINDOWS 7, the time for the encryption followed
by signature approach for a 5 kb and 10 kb text file is noted to be 276 ms and
293 ms respectively. For signcryption using HECC and SHA-256 it is found
to be 246 ms and 269 ms respectively. This shows that the cost of signcryption
is less than the cost of the approach of signature followed by encryption. In
this sample case considering the general metric for software, the calculated
throughput is:

Tp0E 2567

N = = 0.019 block/ms

Throughput =

In this way it is possible to find the efficiency and performance of differ-
ent lightweight cryptography algorithms and their lightness in respect to
application for securing resource constraint devices to be evaluated.

4 Future Work

Recently many lightweight cryptographic algorithms had evolved in securing
the resource constraint devices in IoT. ECC and HECC combined with sign-
cryption had shown the remarkable results in computational cost and energy
consumption. There is a generalized signcryption algorithm for low comput-
ing devices which is proposed in [56]. This general approach which uses
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Trusted Third Party
1.Set up EC public parameters.
2. Generate IDs for both parties.
3.Choose alightweight hash function
4.8elect encryption algorithm
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3.Send the signcrypted message to Bob. 3. Accept the message only if authenticated.

Figure 3 General approach for lightweight cryptography.

(P4 — Public parameters, IDa — Identity of Alice, IDg — Identity of Bob, S — Selected
Algorithms for hash and encryption, to — Timestamp)

all the security features can be used in developing lightweight cryptographic
mechanisms for devices with little computing power.

In Figure 3 the general approach towards lightweight cryptography is
illustrated, where three parties are involved in the system during communica-
tion. The sender and receiver need to share their public parameter (Pu), their
identities (ID) and choose among several available algorithms (S) for hash
generation, encryption, and decryption. Along with this signcryption helps in
reducing the time required for the total cryptographic process which makes
the scheme more efficient.

In future, scope for researchers after referring the general approach is to
implement zero knowledge protocol for verification purpose for signcryption
using lightweight cryptography algorithm HECC. Which can improve the
security level of the system while the use of lightweight encryption algorithm
and signcryption scheme will make the system having resource constraint
devices more efficient and secure.

5 Conclusion

From the presented in this paper survey and analysis of lightweight cryptog-
raphy algorithms, it can be concluded that there is a need for more secure
efficient lightweight cryptography mechanisms that could be suitable for
implementation in resource constraint devices for IoT. Such mechanisms
should have lower computational cost, lower power consumption and should
provide same or higher level of security. On solution is the use of different
schemes such as signcryption, zero knowledge protocol along with secure
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and lightweight cryptography protocol which can solve some of the major
issues of security as well as allow the development of highly efficient security
mechanism for low resource constraint devices in IoT.
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