A Study on Improvement of the Military
IdAM Using Edge-Sovereign Identity (ESI)

Gyudong Park!, Gi-Yoon Jeon' and Jong-Oh Kim?"

LCommand and Control Systems PMO, Agency for Defense Development, Seoul,
Korea

2 Future Innovation Systems Co., Ltd, Daejeon, Korea

E-mail: iobject@add.re.kr; gyjeon@add.re.kr, jokim@fisys.co.kr
*Corresponding Author

Received 11 March 2022; Accepted 14 March 2022;
Publication 23 July 2022

Abstract

A framework-level IdAM integration approach requires a stable network
infrastructure. Information framework’s operation may be significantly
restricted when the network is disconnected from the remote IdAM service.
Moreover, military networks, especially tactical networks, are volatile, and
network disconnection is also high. In this paper, we proposed an Edge-
Sovereign Identity (ESI) that expanded the concept of SSI for use in the
military field, designed the structure and function of the proposed con-
cept, and demonstrated its usefulness and validity through examples and
prototypes.
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1 Introduction

Authentication and access control, which restrict unauthorized access and
allow only authorized access, are fundamental functions of all information
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frameworks and networks. Recently, authentication and access control and
identity and authorization management are evolving into an integrated con-
cept or solution called IAM (Identity and Access Management) or IdAM.
So far, most information frameworks have built their IdAMs on their own.
As a result, the cost of building IdJAM became a significant burden on the
information framework, and the disadvantage of performing identity manage-
ment and user login for each information framework occurred. Furthermore,
IdAMs built for each information framework are not desirable in terms of
security as they make the possibility of cyberattacks high [1].

Since IdAM is virtually a common feature of all information frameworks
and networks, it will be easy to solve the above problems by building IdAMs
in an integrated manner and allowing multiple frameworks and networks
to share them. However, the above issues are mainly related to identity
management and authentication functions. On the other hand, it is desirable
to perform authorization and access control by the resource owner. Therefore,
so far, integration attempts for IAM have mainly focused on the integration
of identity management and authentication.

IdAM integration is possible so that many information frameworks build
and share all or some of the functions of IdAM in common or that other infor-
mation frameworks utilize the parts of the existing information frameworks.
For example, in the military field, the U.S. military, led by DISA (Defense
Information Systems Agency), is promoting enterprise-wide identity man-
agement and authentication service to be shared by all their information
frameworks. Meanwhile, in the private sector, there are many cases in which
small services utilize or rely on identity management and authentication of
extensive services such as Facebook or Kakao talk.

Integration and sharing of IdAMs between information frameworks are
possible when there is no conflict of interest and more significant profit based
on sufficient trust between information frameworks. Therefore, it is virtually
impossible to integrate IdAMs of all information frameworks. So, in the
future, many frameworks still have to invest in the cost of building IdAM,
and users who use the system will have to endure inconvenience.

In particular, there is an integrated approach from a completely differ-
ent direction regarding identity management. Self-Sovereign Identity (SSI)
allows individuals to fully own and manage their digital identities. Through
this, each individual can directly store and collect their identity attribute
information in their digital ledger and use it to log in to the systems.
Furthermore, SSI integrates framework-specific identity management in the
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individual aspect. In this way, the inconvenience of framework-specific
identity management can be completely or significantly eliminated. For ref-
erence, SSI has recently been attracting more attention due to the advent of
blockchain technology, a suitable implementation technology [2, 3].

A framework-level IdAM integration approach requires a stable net-
work infrastructure. Information framework’s operation may be significantly
restricted when the network is disconnected from the remote IdAM service.
Moreover, military networks, especially tactical networks, are volatile, and
network disconnection is also high. Therefore, an approach that correctly
duplicates the functions of IdAM in preparation for network disconnection
is required. For example, it is appropriate to place authentication near users
and access control near resources. Furthermore, it is advantageous to estab-
lish centralized identity management and authorization, where integrity at
the level of all forces or frameworks is essential. However, in this case,
identity and authorization management may be restricted in case of network
disconnection.

However, one can solve these problems mainly by using the self-
sovereign identity. Therefore, in this paper, we first proposed a method to
improve the IdAM of the Korean military based on self-sovereign identity. In
addition, in this paper, we also proposed an Edge-Sovereign Identity (ESI)
that expanded the concept of SSI for use in the military field and designed
the proposed concept’s structure and function. Finally, we demonstrated its
usefulness and validity through examples and prototypes.

2 Related Works

Strengthening personal information protection is a global trend supported by
government laws. For example, the EU is enforcing the strengthening of the
rights of information subjects, corporate accountability, and clarification of
requirements for the transfer of personal information to the EU through the
General Data Protection Regulation (GDPR), which took effect on May 25,
2018 [4]. Here, personal information means identity information.

New legislation, including GDPR, may also motivate research or the
development of new technologies. [5] explains that the GDPR places higher
demands and responsibilities on service providers handling personal data,
returning control over personal data to individuals. Moreover, it is evaluated
that it is challenging to meet the needs of GDPR with the current imple-
mentation of IdAM. In addition, [5] proposed a unique identity information
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management platform using blockchain technology, innovative contract tech-
nology, and a design concept.

Interest and demand for personal information or identity information pro-
tection are increasing, and research and development of required technology
are also active. Development of technologies related to identity information
protection should consider user convenience and improve identity informa-
tion protection both. It is not desirable for identity protection improvement
technology to add only a burden to the user. Therefore, new technologies
should not add or somewhat reduce the burden on users and provide more
functions and convenience if there is an additional burden.

In [6], identity attributes are divided into ID and non-ID features. The ID
attribute is an attribute that uniquely identifies a target and can be used for
authentication of the target. The non-ID attribute is an attribute that can
be used further to verify authentication as a characteristic of the target.
ID attributes include RFID, QR code, fingerprint, iris, and PUF (Physi-
cal Unclonable Function). Examples of non-ID attributes include (biolog-
ical, physical, chemical) characteristics, behaviour, sociability, disposition,
appearance, place, time, etc. In addition, the non-ID attribute can also be used
to provide better services to users or perform better access control.

[7] argued that better service can be provided to customers by utilizing
behaviour information generated and accumulated from IoT. Furthermore,
this study focused on smartphones, one of the representative [oT devices. This
is because smartphones track and accumulate owners’ online activities and
geographic locations in real-time. If a large amount of individual smartphone
information can be obtained, the field of application will be endless.

In [8], various challenges related to the construction of IJAM were inves-
tigated, classified, and analyzed. Typical examples include inconvenience in
managing IDs and passwords by the system, risk of productivity degradation
and issuance costs in case of loss of IDs or passwords, and risk of users who
have experienced such inconvenience taking notes of IDs and passwords. It is
also noteworthy to mention the challenge of improving user convenience that
it would be very convenient if the information could be provided according
to the user’s role.

3 Edge-Sovereign Identity (ESI)

This chapter describes ESI’s concept, function, and structure to improve the
tactical network IdAM applying the idea of the identity of self-sovereign.
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3.1 Concept Extension

Unlike conventional methods, this paper proposes a plan to distribute man-
agement and approval authority to individuals or edges (units) for all or part
of the non-ID attributes mainly used for explanation rather than identification.
For example, an individual’s mobile phone number and performance mission
corresponds to non-ID attributes.

An individual’s mobile phone number is one of the essential identity
information managed by almost all organizations, along with the office’s
wired phone number. In addition, to promptly notify the relevant personnel
in an emergency, it is desirable to double the means of personal contact as
much as possible. Moreover, individual mission information can be used to
quickly find the corresponding number of people. Finally, of course, this
information can also be used to improve authentication or access control.
Therefore, these additional attributes must be included in the IdAM identity
management target.

All individuals have full authority over their cell phones. Moreover,
all commanders have the power to assign duties to their subordinates. So,
naturally, each individual and commander can also manage the identity
attribute information. In addition, it is reasonable to allocate the function to
an individual or unit to allow the authority to continue to be exercised even
in the event of a network disconnection from remote identity management.

To this end, as shown in Figure 1, this paper proposed the concept of ESI
that enables edge-level identity management such as units by expanding the
existing individual-level identity management concept.

Edge-Sovereign [denV

Self-Sovereign
Identity
For
Individual

/For Commander\

Figure 1 Edge-sovereign identity concept.
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3.2 Main Functions

Based on the ESI concept proposed in this paper, it is required to develop the
following additional functions to improve the existing [dIAM.

3.2.1 Personal identity management

The personal identity information management function allows individuals
to manage and store their identity information without any permission. This
function consists of a Ul (User Interface) and storage. The UI is provided
through a personal terminal or an edge network. The storage is located in a
private medium such as a smartphone or shared storage in the edge network.
For example, the personal identity information management function may
manage a mobile phone number owned by an individual.

3.2.2 Identity management at the edge

The identity information management function at the edge manages the
identity attributes of the number of members or visitors at the edge level.
The identity information management function at the edge also consists of
a UI and storage provided at the edge network level. In addition, both Ul
and storage should be implemented and delivered at the edge network level.
For example, the identity information management function at the edge may
manage an individual’s task or mission.

3.2.3 Identity synchronization

Identity information managed at the individual or edge level should be
bottom-up synchronized with a remote central identity information reposi-
tory. The identity information of the central repository must also be top-down
synchronized in whole or in part for redundancy. And the identity information
synchronization function should be implemented especially considering the
network disconnection and recovery situation.

3.3 Proposed Architecture

Figure 2 shows the improved IdAM framework by applying ESI concepts and
functions. The structure proposed in this paper mainly focuses on identity
management functions, and other parts are intentionally omitted.

As shown in Figure 2, the proposed structure duplicated the identity
management functions at the individual and edge at the edge network level.
Through this, even when the central remote identity management module and
the network are disconnected, it is possible to manage and utilize the identity



A Study on Improvement of the Military IdAM Using ESI 1441

Edge IdAM Root IdAM
’ Indi/Egde Central

Identity Mgr Tactical Identity Mgr

Edge N/W

N/W
Edge Identity Edge Identity
Information Information

Individual
Identity

Information

Figure 2 ESI-based tactical IdAM architecture.

attributes continuously. In addition, as a fundamental principle, edge-level
identity information could be stored on the edge network, and individual-
level identity information is stored on personally owned devices or edge
network.

3.4 Operation Example

This section describes the usefulness of the proposed concept, function, and
structure of ESI-based tactical IJAM through some operation examples.

3.4.1 Operation continuity

All units must perform their duties in response to all situations, and for this
purpose, the mission support system must have operation continuity capa-
bilities. And operation continuity capabilities are mainly realized through
redundancy. Therefore, the identity management architecture based on the
extended self-sovereign identity concept proposed in this paper can also be
one of the approaches for operational continuity management.

Tactical units that rely on tactical or wireless networks may frequently
face external network disruption. However, the dual identity management
function built at the individual or edge level enables continuous operation
regardless of whether the external network is disconnected or not.

However, in an urgent situation where the external network is discon-
nected, a condition that requires a change of individual mission may occur
quite frequently. In addition, new or other unit personnel may be assigned
to the unit even when the external network is disconnected. However, even
in this case, the ESI-based framework grants temporary access to the system
so that the relevant personnel can utilize some functions. Figure 3 shows the
difference between the legacy and ESI frameworks in this situation.
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Figure 3 Legacy vs. ESI framework.

3.4.2 Additional authentication and access control

Situations, where users forget their IDs and passwords, occur more often
than expected, especially in commercial services. One of the representative
solutions to solve this is to utilize the authentication of a third party (com-
munication company) using a mobile phone or smartphone. And additional
authentication may be required, especially when accessing sensitive informa-
tion. If such a situation occurs, it is possible to use a personal mobile phone
number for the same purpose.

In the case of the command-and-control system, it is not possible to
use carrier authentication because it is not linked to the Internet. However,
text message transmission is possible. Therefore, it is possible to perform
additional authentication by inputting the received character string into the
command control system screen.

Depending on the task performed, users may have different information
or functions to access. To this end, the system should be able to recommend
information or functions suitable for the user or limit inappropriate informa-
tion by utilizing the information on the individual’s mission of the identity
management function. The former may be mainly implemented through a
recommendation system, and the latter may be implemented through access
control of IdAM. For example, a user with a ‘B’ task should be significantly
restricted in the information and functions they can access compared to a
user with an ‘A’ mission. In addition, detailed tasks such as ‘information,’
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‘operation,’” ‘firepower,” ‘personnel, and ‘logistics’ should be able to be
assigned separately, and it is necessary to recommend or restrict access to
information or functions accordingly.

3.4.3 Data matching

Identity information stored and managed at the individual or unit level in the
event of a network disconnection should be transferred, stored and updated
in a central remote identity management store when restoring the network.

3.4.4 Authentication and access log information

Suppose user authentication and access log information of multiple units
are accumulated and integrated for a long time. In that case, it can be a
precious enormous data resource available in the recommendation system or
IoB (Internet of Behaviors) technology.

4 Prototype

This paper presents the ESI concept and function feasibility through proto-
type development.

Figure 4 shows the identity information management screen for each
individual. Through this screen, each individual can check basic information
such as their mission and update their e-mail and phone number.

Figure 5 shows the edge-level identity information management screen
that commanders can use. As shown in Figure 5, the commander can
check the identity information of the subordinates and assign a new task
or mission to them. And when a subordinate modifies the personal identity

Individual Identity Management
1D
Name
Rank
E-Mail
Phone#

Mission

=]

Figure 4 Individual identity management.



1444  G. Park et al.

Edge Identity Management

D Name Rank E-Mail Phone# Mission
addusert ZHE 3 o9 member3@email.com 01M-111-1111 =2

addpro i I B4 m234kk@email.com 011-123-1122

adduser Zios ES - member] @email.com 010-332-2233
k3345 it oo bh544@email.com 011-333-3333

sig77 37| ol 4 sjg@email.com 010-432-4321 S0
Ibh123 ol s =9 Iby@email com 010-454-5435

1jk5678 ol =7 e ljk@email.com 012-788-8758

cho88 - oy cho@email.com 032-342-1423 S

cms721 ol 4 oz cms@email.com 014-342-4355 T B 59

=3

Figure 5 Edge identity management.
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Figure 6 Identity storage implementation and deployment.

information, the modified data is stored in the identity information DB with
the commander’s approval.

Figure 6 shows the implementation of redundant edge-level identity
information storage separated from the central identity information storage
to realize the ESI concept. Individual identity storage devices were omitted
in the ESI prototype and were integrated and implemented in edge identity
information storage. And we also implemented a bidirectional data matching
system between central and edge repositories.
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5 Conclusion

This paper reviewed IdAM integration efforts to improve efficiency and
convenience. In addition, this paper described the necessity of an integrated
approach at the system level and the individual level in the military field. And
in particular, considering the commander-centric operation concept, which
is a characteristic of the military information system, the idea of SSI was
extended and proposed to the idea of edge sovereignty. In addition, after
designing the structure, function, and procedure of ESI, we presented its
usefulness and validity through some examples and a prototype. In addition,
the concept and implementation of ESI are expected to contribute to the
development of information systems in the military field through subsequent
research and development.
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