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Abstract

Enabling trustworthy Vehicle to Vehicle (V2V) communication given the
wireless medium and the highly dynamic nature of the vehicular environment
is a hard challenge. Eavesdropping and signal jamming in such highly
dynamic environment isareal problem. This paper proposes anatureinspired
multidimensional Moving-Target Defense (MTD) that employs real time
spatiotemporal diversity to obfuscatewirel esssignalsagainst attacker reach. In
gpace: the mechanism manipul ates the wirel ess transmission pattern and con-
figuration to confuse eavesdroppers. In Time: we manipul ate the transmission
payload, by intentionally injecting some fake datainto the real transmission.
Further, the mechanism changes the data transmission granularity over time
from fine to coarse grained data chunks. As a case study, we assumed the
direct transmission model acrossdynamic multi-pathsrelayed communication
via vehicles traveling on a multi-lane road. The system is evaluated based
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on a complete analysis of the system model and comprehensive simulated
scenarios. Results showed the effectiveness of the presented approach with
an increased confusion factor, amassive reduction in the intercept probability
and clear increase in the channel secrecy.

Keywords: Security, Diversity, Moving target defense, Vehicle to Vehicle
(V2V) communication.

1 Introduction

Smart grids, Smart buildings, Smart infrastructure, Smart cities and many
more are examples for the evolution supporting our future of our current
lifestyle. Wireless communication is the supporting pillar enabling such
evolution. Ensuring wireless communication security and resilience against
attacks and eavesdroppers is the main concern of the modern research
community.

Vehicle to vehicle communication is long been considered as an enabler
for many services supporting Smart cities [1, 2]. Nowadays, there are many
vehicles to vehicle (V2V) applications, such as emergency braking, velocity
adjustment to avoid vehicles crash, effective transportation to avoid passage
congestion, hazardouslocation notifi cationstransmitted to theroad/site station
[3-5]. In V2V networks, the transmitted data propagates from the source
vehicle to reach destination vehicle in relatively high-speeds subject to the
road conditions. Smart V2V communicationsimpose achallengein designing
robust communication systemsto overcome the deterioration offered by rapid
wireless channel variations. The broadcast nature of the radio propagation
and the heterogeneous environment in V2V, makes the data transmission
vulnerable to eavesdropping attacks. User’s data can be easily overheard,
altered, or blocked by malicious parties.

Unfortunately, many studies proved that eavesdroppers and attackers
can still decrypt the heavily encrypted data, even with the deployment of
computationally expensive resources [20]. This paper introduces a Mov-
ing Target Defense (MTD) technique and a real-time attacker-confusing
model. This mode ensures security and reliability of the data transmitted
during V2V communication on a highway. A traffic flow mode relying on
Nagel-Schreckenberg rules for Cellular Automata (CA) is used to generate
the base for road mapping, and vehicle behavior patterns including location
and speed [6, 7]. The proposed traffic flow model introducesagroup of random
vehiclesmoving in atwo-lane highway. The proposed model appliesaruntime
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diversification mechanism for signalstransmitted between random source and
destination by controlling the active relays “vehicles’ across the path.

This model aims to increase the attacker’s confusion through a muilti-
dimensional diversity employment acrosstime and space. The spatiotemporal
diversification is introduced by run-time content manipulation, path alter-
nation, and data granularity change. In time, the system alternate between
real and fake data sources to obfuscate the transmitted content. Further,
the system changes the data chunk granularity. In space: the system uses
a real-time shuffler to establish random paths depending on the vehicle's
position across the road lanes. The goa is to distribute the users data
(real/fake) over the entire physical space. Such diversification makes it
amost impossible for an eavesdropper to get meaningful portion of the
transmission.

In this paper, amathematical model with detailed mathematical derivation
is built to define and organize the V2V manipulations over the available road
lanes. Furthermore, our motivation is to strike a security versus reliability
trade off (SRT) in V2V cooperative systems. Therefore, this model induces
enough confusion to the eavesdropper and complicates the signal tracking in
the runtime to enhance the system security and reliability.

Further, we used Channel secrecy to evaluate the system effectiveness.
Channel secrecy was presented by [8] to determine the relationship between
the channel capacity of the main link (from source to destination) and the
wiretap link (from source to eavesdropper). Recently, many studies focus
on studying various techniques for selecting the best communication relays
and its influence on the system’s channel secrecy. Various studies presented
different systems like Decode-and-Forward (DF) and Amplify-and-Forward
(AF) that depend on selecting the optimal number of vehicular transmission
relays and showed their influence on the channel secrecy and intercept
probability without a direct link [9]. In this paper, we assumed the direct
transmission model across dynamic multi-paths relayed communication via
vehicles traveling on a multi-lane road.

The main contributions of this paper can be summarized as follow:

e Presenting a spatiotemporal moving-target defense that uses a mixture
of real and fake data scattered via diversified paths relayed via traveling
vehicles across multiple lane roads.

e Derive a mathematical closed-form expression for the channel-secrecy
capacity, outage probability, and intercept probability for the proposed
direct transmission model with fake/real data alternation.
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e Evaluating the proposed system security by measuring the induced level
of confusion, followed by a case study for the intercept probability, the
channel secrecy capacity, outage probability and SRT.

e Studying different datatransmission scenarioswith respect to the channel
secrecy capacity and the intercept probability in V2V communication.

The paper is organized as follows: Section 2 describes the threat model of the
proposed security model. Section 3 describes the proposed V2V single/dual -
hop cooperative system model, using moving target defense through the
diversification of dynamic multi-paths followed with the fake data injection
mechanism. Section 4 illustrates the security evaluation of our proposed
system model with adetailed derivation of the used mathematical equations.
Section 5 presents numerical resultsto confirm the advantages of our proposed
V2V system. Finally, the conclusion of the presented work isin Section 6.

2 Threat Model

I'n vehicular communication environment, there are various kinds of attackers
including Compromised-Key Attack, Eavesdropping, Man-in-Middle attack,
and Denial-of-Service attack [10]. Most of these attacks are either passive
attackers by which they can hear the data and observe the operation without
interfering with the working system, or active attackers who usually intend to
severely change the transferred data preventing legitimate users to access or
useit.

In thiswork, we propose amulti-dimensional MtD against attacksrelying
on the static nature of wireless communication regardless of their objectives.
We assume a powerful eavesdropper where attacker exists in a multiple
locations across the road. In this scenario, eavesdropper can act as hormal
user remotely controlling multiple vehicles across the road.

In the proposed model, we present amulti-dimensional MtD manipulating
wireless transmission across time and space. The presented approach uses
fake/real datainjection, path diversification, data size change. Thereby, it will
be very hard for a powerful attacker to determine the path where the data
chunks are sent. Even if he succeeded to determine some of the used paths, he
won't determine the rest because of the frequent dynamic behavior change of
the model. Moreover, in case the attacker was able to obtain any of the sent
data chunks, he will not be able to distinguish whether the obtained the fake
or real one.
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3 System Model

In this section, a dynamic data transmission scenario in V2V systems is
presented based on a MTD mechanism. Figure 2 shows how the source
vehicle communicates with the destination vehicle by exploiting the nearby
moving vehicles on the highway. It depicts how each vehicle negotiates with
its neighbors to find the nearest vehicles in order to build diverse paths to
create a moving target defense system. These paths vary at each time instant
according to a certain lookup table that is filled from the dynamic traffic
flow model presented in Section 3.1. Each path might consist of a single or
multiplevehiclesto assist the data transmission from the source to destination.
The objective of this identification lookup table is to determine the distance
between the nearby vehicles. In other words, vehicles can communicate with
the closest vehicle if the separated distance between them was less than a
maximum tolerance. Moreover, this model, unlike the traditional broadcast
signals, offers an additional beneficial advantage, which is the network
congestion reduction.

3.1 Vehicular Traffic Flow Cellular Automata Model

Nagel-Schreckenberg rulesdescribe agroup of vehicles moving on ahighway,
composed of two crossable lanes. During the simulation running, the vehicles
behavior across the road including their updated velocities and positions are
calculated. The simulated road is assumed to be with length (L) cells. Either
zeroor only onevehicleoccupieseach cell of theroad at different timeinstants.
The model constrains that the vehicles velocity cannot exceed a specified
maximum velocity (V,,,q.). During the simulation time, any vehicle (i) on
the road is defined by its position (X;) and velocity (V;). The empty sites
in front of the i*" vehicle; i.e. gap between any two consecutive vehicles
is denoted by d;(t) = X;+1 — X; — 1. The movement of vehicle (i) from
timestept tot + 1 isthen defined by Nagel-Schreckenberg model four rules
asfollow:

Acceleration : Vi(t) = min(Vi(t) + 1, Vinax (1)

)
)

Deceleration : Vi(t) = min(d;(t), Vi(t) 2
Randomizedbraking : Vi(t + 1) = min(V;(t) — 1,0) (3
Movement : X;(t +1) = X;(t) + (Vi(t + 1) 4

At each discretetime step ¢ to ¢ + 1, both the position and velocities of al the
vehiclesmust be updated. During the vehicles movement acrosstheroad, they
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might change their location from one lane to the other. The rules for updating
the vehicles location with respect to the road lanesis as follows [6]:

Incentive criterion : Vi(t) = min(V; + 1, Vinaa (5)
Safety constraint 1 : dpreq > d; (6)
Safety constraint 2 : deyee > dsafe (7)

where d,,..q and ds,.. are the gaps between the targeted vehicle (i) and the
preceding vehicle and the succeeding vehicle in the target lane respectively;
and d,, . is the maximum possible gap of the preceding and succeeding
vehicles in the target lane. Figure 3, shows a detailed flow chart of the des-
cribed traffic flow model.

3.2 Benign Employment Real Fake Data Mechanism

This section presents a dynamic data transmission scenario in V2V systems
based on two different security levels, MTD and benign employment for real
and fake data.

Figure 1 shows a schematic diagram of multi-hop direct transmission
scenario consists of a single source (requested vehicle) S and multi-vehicles

Figurel Benign Employment Real Fake Data Mechanism system Model in presence of an
eavesdropper.
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which assist requested vehicle (source) to deliver the transmitted signal
to its legitimate destination securely. Due to the wireless nature and the
broadcast process, the eavesdropper may be able to overhear some or al the
transmitted data based on his capabilities. Our scenario considers the worst
case which composed of multi-eavesdroppers whom cooperate together to
catch meaningful information.

From Figure 1, it's obvious that the system operates on two channels: the
main channel from the source vehicle to the destination vehicle, and awiretap
channel from source vehicleto any illegal user (Eavesdroppers).

The source node transmits the message to the legitimate destination node
using M different hops (based on the assisted vehicles on the sel ected path) as
demonstrated in Figure 2. In the first hop, source node request to send datato
selected vehicleat timeinstant ¢;, thecontroller start to search about the nearest
three vehicles at each time instant ¢;. Consequently, a shuffling sequence of
thetransmitted data alternate between real and fake databased on the dynamic

Packetl = = -
Packet 2

Packet3 = — -
Packet 4 — = -

Figure 2 A simple V2V communication scenario based on diversification active paths in
presence of an eavesdropper.
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Figure3 Proposed traffic flow model flow chart.

filled table from Linear Feedback Shift Register (LFSR). From this context,
the controller decides the second hob to transmit data (either Coarse-grained
Chunks or Fine-grained Chunks). The number of total hobs decided based
on the search engine at each time instant to select the best candidate in the
transmission process. Generally, our system model composed of L vehicles
existed on different 2 lanesto create | paths.

In Coarse-grained Chunks data, source node divides its message to ele-
ments and sends every element to distinct directional path during every part
covering digoint space instead of broadcasting them. Figure 1 depicts that
the source start to multi-casting the partial signals x4 in each hob, towards a
various paths P,| P = 1,2, ..., I where g isthe Coarse-grained Chunks data.
Each hob denotes to the total number of used vehiclesthat it hasin multi-hob
direct transmission.

Whereas during the Fine-grained Chunks data, source select a specified
path and transmit data as whole bulk. Figure 1 depicts that the source node
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start to multi-casting the whole signal = . in each hob, towards a certain
path P,|P =1,2,...,I, wherezisthe Fine-grained Chunks data. Each hob
denotes to the total number of used vehicles that it has in multi-hob direct
transmission.

We will investigate two various scenarios for these chunk data. When
these untrusted existed vehicles try to attack the received partial messages
individually; or these untrusted existed vehicleswork together to intercept the
arrived message at the destination.

For simplicity, in the analysis, we assume that we have five different
paths to transmit the partial messages. The trusted fading channels assumed
to be frequency-flat fading which denoted by h,; modeled as a Gaussian
random variable with mean 1,4 and avariance o2,. The fading channels from
source node at the each hab at each time instant ¢; towards p-pathsis denoted
by hsq,. while, the untrusted fading channels assumed to be frequency-flat
fading which denoted by h,. modeled as a Gaussian random variable with
mean ps. and avariance o2,. The fading channels from source node towards
eavesdropper is denoted by k.. Additionally, the channel gains h4, and A,
are independent and identically distributed (iid) with exponentially random
variable distribution. Finally, we have additive white Gaussian noise in all
transmission hobs with the same variance N,,.

4 The Proposed Security Evaluation Model

4.1 Proposed Vehicle-to-Vehicle Confusion Sequence
Description

As mentioned before, a real-time diversification is realized by giving the
source vehicle the right to send the transmitted signals through multiple
paths relayed through the surrounding selected vehicles. At each time instant,
spatial diver sity isinduced by manipulating the path sel ection of theavailable
vehicles. While, temporal diversity isinduced by the aid of the dynamically
generated Look-Up Table (LUT).

The proposed security model usesthe dynamic time-based LUT randomly
filled with the available nearby vehicles in both lanes. Such randomization
dynamically assigns different paths for the packets to be transmitted in this
time slot. The dynamic change of such table, and the continuous changein the
vehicles positions increase the level of confusion to a great extent.

Figure 4 showsaflowchart for the proposed model, which is used to fulfill
thedynamic LUT. For better understanding the proposed model, Table 1 shows
an illustrative example for different vehicle availability in the road lanes and
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Figure4 Flowchart of data and paths shuffling of V2V system during different time instant.
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Tablel Example of channel prioritiesfor sending the Red (R) and Fake (F) data
Timelnstant¢; Nearest Vehicles DataChunk  Path Sequence  Priority

tl ‘/17‘/37‘/77‘/9 Dq P17P27P3 R
ta Vi, Vo, Vs, Vs T, P F
t3 Vo, Vs, Va Ty Ps R
ty Vi Dy /T, 2 RIE

how they are used to fill the LUT, creating the random paths. The selected
vehiclesasrelaysin the LUT are based on the nearest vehiclesin both lanes.
The appropriately engaged vehicles are used to build adequate and possible
paths with single/multi vehicle-hops. To increase the depth of confusion, we
consider two scenarios where we change the data representation granularity.
We use coarse grained and fine grained data chunks.

4.2 Randomization Procedure

The shuffling sequence of the transmitted data changes in both time and
frequency directions over the available channel spectrum. Moreover, the
priority of sending real data in the different channel spectrum changes at
each time instant according to the shuffling sequence of the LFSR.

To better understand the proposed shuffling model, Table 2 shows an
illustrative example of the different paths-availability and how they arefilled
according to the generated data traffic sequence at each time instant.

Based on the nearest vehicles and the appropriate created paths at each
time dot, the dynamic LUT is generated to determine whether the system will
send real or fake data, or both (in case there is more than one available path).
ThisLUT isfilled using a shift for LFSR contents at each time instance. The
channel priority assignment is based on the LFSR contents.

We use Confusion Factor (CF) to indicate how much harder for an eaves-
dropper to synchronize his pattern and attack-window to eavesdrop/intercept
the transmitted data.

As per the number of manipulationsinduced over time and space increase,
cracking this pattern becomes amost impossible for anyone with no pre-
knowledge of the system’ sreal-time configuration pattern. Therefore, based on
the DBF technique and theillustrated M TD security model, we have multiple-
security levels which makes the interception process almost tends to zero.

Next section presents the security derivation for the proposed system
model with Single and Multi Eavesdropper’s availability and with the
above-mentioned MTD randomization technique.
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5 Security Evaluation

This section presents a traditional wireless system model and analyzes the
SRT in the Rayleigh fading channels. In Figure 1 source node at each hob
transmits a signal by transmitting power P, and data rate R; given by the
Shannon capacity.

The physical layer security improvement by using C's; was examined by
authorsin Ref. [8, 11-18]. Typically, the transmission system is secure when
the destination node can reliably communicate with the source node, while
eavesdropper fails to decode the transmitting signal. To be specific, due to
the broadcast nature, eavesdropper might succeed to overhear and decode the
transmitted signal x, which is transmitted by power P, and rate R,.

5.1 Single Eavesdropper

According to Wyner’sresults[8] and Shannon capacity [19], the main channel
secrecy capacity C'g, at each node (at each hop) is given by the following
eguation:

Cua = tom (14 a5 ). ®
sd

where, v = P,/c?2, is the Signal to Noise Ratio (SNR). The total channel
secrecy capacity from source node to the desired destination node is given by

I T
g
ot = 33 o (14 P ). ©
sdp

p=1i=1

Similarly, the wiretap channel secrecy capacity C's. is given by thefollowing
eguation:

Cse = loga <1 + ‘hse’2d?;> ) (10)
(1) Security Analysis: Theintercept event occurred when the wiretap capac-

ity Cs. becomes higher than the data rate R, [8, 19]. Therefore, the
intercept probability (Pjptercept) Of the direct transmission is described

asfollow

Pintercept - Pr(cse > Rd)a (11)
By substituting Equation (10) in Equation (11), the intercept probability
becomes

Pintercept = PT(|hse‘2 > (Oé dge))a (12)
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where, a = (2f¢ — 1)/4. Let Ty = ad%. Since |hs.|? follows an
exponentia distribution, the intercept probability becomes as follow

Pintercept = €xp <_FQ2> ) (13)
0-8(:‘

Reliability Analysis: As shown in the previousequations, when R,
increases (or P; decrease), the systemsecurity should be improved;
i.e, the intercept probabilityreduces. Such improvement will overcome
the cost of transmission reliability degradation; i.e, outage probability
increases. specifically, the outage probability of the mainlink increases,
when R increases.

Therefore, the outage probability (P,,:) of a direct transmission from
main link [19] is obtained as follows

Pout = Pr(csdtot < Rd)

I T
= PT (Z Z |h5d(z‘,p) |2 > (Oé dgdp)) )

p=1i=1
I
I'
- 1— | | T
exp( 2 ) , 14
p=1 sd

where, I'; = adgdp. Combining Equations (13) and (14) yieldsto

I-1
I'y
P.,=1— (P (Tpole/o2y) | | -2, 15
out ( mtercept) * eXp 0_2 ( )

p=2 sd

where, I', = I'y,, /'y isthe distance ratio betweenthe S — D and S — F
links. For simplicity, we assumed that the main link |h4|? and wiretap
link |hse|? are independent and identically distributed (i.i.d.) random
variables.

In this paper we denote the ratio between the channel gain of the main to
wiretap linksby A,,. = o%/02. Throughout this paper, we refer to A,,,. asthe
main-to-eavesdropper ratio (MER). Thereof we can simplify Equation (15) by
the following

I-1
I'h
Pout =1- (Bntercept)(rp/)\me) * H exp < U2p> ) (16)
p=2 sd
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where0 < Piptercepr < 1, A > 1,andI’ > 0. Itisobserved from Equation (16)
that any increasein Py, zecept Will reduce P,,,;. Thisprovesthetradeoff relation
between the security and reliability. SRT essentially hingeson A, I' and the
number of paths, but it isindependent of P, and R,. Therefore, asthe distance
ratio I' increased, the OP significantly increased. Moreover, when we select
more paths to transmit data between transmitter and receiver, the intercept
probability will be decreased in case of coarse-chunk data. Specifically, asthe
exploited active paths increase the attacking process will be harder, as per if
the attacker succeed to select the correct path with real data; which isdifficult
process and required much time, he will catch non meaningful data. On the
other hand, as we send different data on different paths, the overall rate will
be increased. This approach not applicable in long distance separations as
per the direct transmission failed to sustain the requirements. Therefore, our
assumption is valid in this scenario as the distances between vehicles on the
road isrelatively small.

5.2 Multi Eavesdropper

According to Wyner’sresults[8] and Shannon capacity [19], the main channel
secrecy capacity C, at each node (at each hop) is given by the following
eguation:
Csq = loga <1 + \hsdQZ> ; (17)
dsd
where, v = P,/o2, is the Signal to Noise Ratio (SNR). The total channel
secrecy capacity from source node to the desired destination node is given by

I T
Codir = > > logo (1 + 1hsde, 2d3> , (18)
sdyp

p=1 i=1

Similarly, the wiretap channel secrecy capacity C's. isgiven by the following
equation:

Cio = l0g (1 + |hs€]2dz> . (19)
The total channel secrecy capacity from source node to the eavesdropper to
consider the worst case scenario is given by

K

v

Cseror = Z loga <1 + ‘hSEk’Qda ) ) (20)
k=1 sek
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Where, K isthe number of active cooperated eavesdropper, &k = 1,2,3,..., K

1) Security Analysis: Theintercept event occurred when the wiretap capac-
ity Cs. becomes higher than the datarate Rd [8, 19]. Therefore, the IP
Pintercept Of the direct transmission is described as follow

f)intercept = PT(Csetot > Rd), (21)
By substituting Equation (19) in Equation (21), the | P becomes

mtercept Z P ‘hsek |2 a d?ek )) (22)

where, a = (2fta — 1) /4. Let Ty, = ad?, . Since |hs, |* follows an

seg "

exponential distribution, the IP becomes as follow

s r
2
F)intercept = H €xp <_O_2k ) ) (23)

k=1 Sép

2) Reliability Analysis: As shown in the previous equations, when Ry
increases (or P; decrease), the system security should be improved; i.e,
the I Preduces. Suchimprovement will overcomethe cost of transmission
reliability degradation; i.e, OPincreases. specifically, the OP of the main
link (S — D) increases, when R, increases.

Therefore, the OP P,,,; of adirect transmission from S — D link [19] is
obtained as follows

Pout = P (Csdwt < Rd)

- Z Z ’hsdu P) > dsgp) |

p=1i=1
I
Iy
=1- -t 24
[Lexp ( 02) , (24)
p=1 s
where, I'y = adgdp. Combining Equations (23) and (24) yields to

2/ 2
Pout =1- (Pintercept)(rrase/gs‘i)

H exp <> H exp < ) , (25)
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where, I, = Flp/l“gk, isthedistanceratio betweenthe S— D and S — F
links.

In this paper we denote the ratio between the channel gain of the main to
wiretaplinksby \,,e = o2,/02,. Throughout this paper, werefer to A, asthe
main-to-eavesdropper ratio (M E'R). Thereof we can simplify Equation (25)
by the following

Powr = 1 - (Pintercept)(rp/kme)
H P (‘) H exp ( > (26)

where 0 < Pigercept < 1,Ame > 0, and I' > 0. It is observed from
Equation (26) that any increasein Py ercepe Will reduce P,,. This provesthe
tradeoff relation between the security and reliability. SRT essentially hinges
on A\p.e, I', the number of paths and the number of active eavesdroppers, but
it isindependent of P; and R,. Therefore, its obviously that as the number of
used paths increased, the attacker probability to intercept meaningful infor-
mation becomes harder. Whenever, asthe number of the active eavesdroppers
increased the intercept probability will be increases.

6 Results

This section demonstrates the simulation results, showing the performance of
the proposed V2V system model with Monte Carlo simulation. Table 2 shows
thedetailed parametersusedinthismodel . Using Nagel - Schreckenberg model,
thevehiclescapacity withintheroad cellscan bedetermined at any timeinstant
during the simulation running. Figure 5, shows the calculated road capacity
during the simulation time. These values are important for the estimation of
the possible paths between the vehicles for successful file transmission.

AS we mentioned before, the main target of our model is to confuse the
attacker and harden the process of obtaining the transmitted data chunks.

Table2 Simulation Parameters

Parameters Value
Road Length (L) 1000 cells
Number of road lanes 2 lanes
Maximum car velocity (Vinaz) 5cdls

Minimum transmission rate (Rd) 2 bits/S/Hz
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Confusion Factor (CF) isdefined as metrics often used by researchersworking
in the encryption domain to evaluate the strength of their mechanisms. It
mainly measures the complexity level for the attacker to attack the signals.
The attacker may succeed to overhear the transmitted data if he follows the
same variation of the CF pattern.

Figures 6 and 7 depict the CF of the calculated paths at certain time
instant (ti) using a certain numerical algorithm. It is obvious that each path
varies dynamically according to the available vehicles in each lane based on
the generated lookup table data. Wherein, CF is obtained from the selection
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of random paths; there is no clue which path is better than the other. In
the proposed scenario, the exploited randomization technique resulted in a
maximum variation points shown in the CF graph belongs to path 2. While,
random vehicles in path 1 follow a different pattern which make path 2 and
path 3 have higher CF. Figure 6 shows the variations of CF during the whole
trip from lane 1 to lane 2 cross a different random selected paths.

Figure 7 illustrates the variation difference in CF for the vehicle hops for
each lane at any timeinstant. In other words, the CF of the vehicles variation
in both lanes at any time is calculated to utilize whether the transmitted data
type was fine- or coarse-grained. Although the increase of the CF leads to
significant channel secrecy enhancement, the system reliability decreased.
We discuss the channel secrecy and system reliability for the proposed V2V
system next.

In order to determine the proposed system performance, the intercept
probability for the two data transmission scenarios is depicted in Figure 8.
It shows that the intercept probability of the proposed V2V system model in
case of fine-grained chunks of data, is better than coarse-grained chunks of
data. Additionally, it can be noticed that theintercept probability isdecreasing
in a uniform fashion with respect to the MER increase.

Figure 9 illustrates the outage probability of our proposed V2V system
model for both data transmission scenarios. This figure shows that the outage
probability in case of data transmission as a coarse-grained chunk through
a single path, is better than representing it as a set of fine-grained chunks
sent through multi-paths. Wireless channel problems such as scattering and
fading is the main reason behind that. The fine-grained data chunks will face
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more difficulties and high chance of failure reducing the overall reliability.
The outage probability follows different pattern than the intercept probability
with the variation of MER. The outage probability decreaseswith theincrease
of MER.

6.1 Single Eavesdropper

Figure 10 illustrates the proposed V2V ergodic channel secrecy capacity
comparison between our presented system model in[20] and our new real /fake
datainjection; taking into consideration the aforementioned two scenarios of
the transmitted data in case of single eavesdropper; i.e. coarse-grained and
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Figure 10 Ergodic channel secrecy capacity C's versus MER of proposed V2V model,
comparison of proposed system model with different transmitted data type using Real/Fake
datainjection in case of single eavesdropper.

fine-grained data chunks. Figure 10 demonstrates that the channel secrecy
capacity is enhanced in case of transmitting data as fine-grained chunks
using multi-paths from the source to the destination vehicles. Moreover, the
benign employment of real/fake dataasset the roseimprovement inthe overall
channel secrecy capacity as it increases the attacker window which reduces
its opportunity to attack the real data in the appropriate path. This confirms
that if the eavesdropper succeeds to pick up a certain path (data flow), it is
very difficult to be able to pick the rest of the data. Therefore, the picked
data will not be understandable for him. From this context, our proposed
model achieves highest channel secrecy capacity in case of transmitting
Coarse-grained chunks using the above-mentioned spatiotemporal diversity
approach.

Figure 11 depicts the intercept probability for the two data transmission
scenarios. It shows that the attacker opportunity to attack a meaningful data
in the illustrated V2V system model in case of aternate between rea/fake
datainjection is mere reduce. Furthermore, it's obvious from Figure 11 that
the intercept probability of multi-cast the transmitted data as fine-grained
chunks, is lower than coarse-grained chunks of data whether in case of
real-time shuffler to alternate between the injected fake data or without it.
Additionally, it can be noticed that the intercept probability isdecreasing asthe
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Figure 11 Intercept probability Pintercep: VErsus the number of used paths I — Paths of
Proposed V2V model, comparison of proposed system model with different transmitted data
type using Real/Fake data injection in case of single eavesdropper.
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Figure 12 Outage Probability P,.: versus the number of used paths I — Paths of
Proposed V2V model, comparison of proposed system model with different transmitted data
type using Real/Fake data injection in case of single eavesdropper.

number of selected pathsincreased as per the attacker window of opportunity
increased too.

Figure 12 illustrates the outage probability of our proposed V2V system
model for both data transmission scenariosand compare between the previous
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presented model in[20] and thereal -timefake datainjection. Thisfigure shows
that the outage probability is significantly increased as the number of used
pathsincrease as per the probability of losing data due to the wireless channel
problems is increased. This Wireless channel problems are for example
scattering and fading’s the main reason behind the reduction of the overall
reliability. In our assumption, we consider a high way traffic vehicles, which
guarantees that the distance between each consecutive vehicles is relatively
small. From this context, the tradeoff between the security and reliability
become a vital role. How can we transmit data between legitimate users
securely with a good overall system reliability? Therefore, we study this
tradeoff relation and compare it with the previous approach.

Figure 13 presents the trade-off relation between the outage and intercept
probability in the proposed V2V system model. The outage probability from
Equation 14 isinversely proportion with the number of used paths, thereof as
the number of used paths increased the overall system reliability decreased.
Additionally, if weinjected much fake data, the eavesdropper will be confused
and the confusion factor will beincreased but the overall rate will be reduced.
Therefor, it's obvioudly that Figure 12 follow the opposite direction of
Figure 11. The fine-grained data chunks will face less difficulties and small
chance of failure increasing the overall reliability.

Intarcept Probability
s
I

Coarse-grained Chunks
of the Transmitted Data

— o Proposed Coarse-grained Chunks
| of the Transmitted Data using MTD
Fine-grained Chunks
of the Transmitted Data
Propased Fine-grained Chunks
of the Transmitted Data with MTD

2 EF Outage Probability
Figure 13 Intercept probability Pintercept VErsus Outage Probability P,.. of Proposed
V2V model, comparison of proposed system model with different transmitted data type using

Real/Fake data injection in case of single eavesdropper.
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Therefore, Figure 13 shows that while the intercept probability increases,
the outage probability decreases, and vice versa. In other words, when the
CF increases the secrecy is much better, but the overall system reliability is
reduced. With the increase of the eavesdropper’s confusion probability asthe
CFincreases, the probability of datalost dueto thefading nature of the channel
also increases. Therefore, the outage probability increase as the CF increase.

Security at the physical layer is usually less costly than the upper layers
and stronger as well. However, that might come with a cost on the reliability.
The reliability here referees the physical channel. The negative effect on
the reliability shown in the figures, can be compensated-for by reliable data
transfer at thetransport layer. Indeed, thiswill add to thetraffic load. However,
it may be areasonable price to pay for the added security.

6.2 Multi Eavesdropper

Figure 14 illustrates the proposed V2V ergodic channel secrecy capacity
comparison between our presented system model in[20] and our new real/fake
datainjection; taking into consideration the aforementioned two scenarios of
the transmitted data in case of single eavesdropper. Figure 10 demonstrates
that the channel secrecy capacity is lower than the channel secrecy capacity
illustrated in Figure 10 as per the wiretap channel increased due to the
cooperation between K — eavesdropper to catch more data than it was only

e 7~

Ergodic Channel Secrecy Capacity (bits/sec/Hz)

—— Coarsa-grained Chunks of the Transmitted Data
—&— Proposed grained Chunks of the Data using MTD
Fine-grained Chunks of the Data
—&— Propased Fine-grained Chunks of the Transmitted Data with MTD
I I I I I
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0 10 20 30 a0 50 &0 70 80 %0 100
Mean to Eavesdropper Ratio (MER)

Figure 14 Ergodic channel secrecy capacity C's versus MER of proposed V2V model,
comparison of proposed system model with different transmitted data type using Real/Fake
datainjection in case of multi eavesdropper.
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single eavesdropper. However, the presented system model combine between
two different level of security; benign employment of real/fake datainjection
with multi-casting the transmitted data using Coarse-grained chunksincrease
theoverall channel secrecy capacity even with k-eavesdroppers. Thisinjection
increases the attacker window which reduces its opportunity to attack the real
dataintheappropriate path. Thisconfirmsthat if the cooperated eavesdroppers
succeed to overhear a certain path (data flow), it is difficult to be able to pick
the rest of the data. Therefore, the selected data will not be understandable
to them. From this context, our proposed model achieves the highest channel
secrecy capacity in both cases either with single or multi eavesdroppers using
the above-mentioned spatiotemporal diversity approach.

Figure 15 depicts the intercept probability for the two data transmission
scenarios in case of existing multi eavesdroppers. It shows that the attacker
opportunity to attack a meaningful data in theillustrated V2V system model
in case of aternate between real/fake data injection is merely reduced but
with the increment of the cooperated eavesdroppers, the increament of their
opportunity to overhear almost most of the transmitted data. Furthermore,
it's obvious from Figure 15 that the intercept probability of multi-cast the
transmitted data as fine-grained chunks, is lower than coarse-grained chunks
of data whether in case of real-time shuffler to alternate between the injected
fake data or without it. On the words, when K — 00 = Pipiercept — 1.

t o8- 8-0-8-0-0-0-0-0-0-8-0-8-0-0-0-0-0-0-8-0-0-0-0-0-0-0-0- 800

%

’\(

{=]
:
L 2
— -~

Intercept Probability

| = Fine-grained Chunks of tha Transmitted Data
| —©— Propesed Fine-grained Chunks of the Transmitted Data with MTD
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Figure 15 Intercept probability Pintercepr VErsus the cooperated eavesdroppers
K — eavesdropper of proposed V2V model, comparison of proposed system model with
different transmitted data type using Real/Fake datainjection in case of multi eavesdropper.
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Figure 13 presents the trade-off relation between the outage and intercept
probability in the proposed V2V system model. The outage probability from
Equation (26) is inversely proportion with the number of used paths and
the intercept probability is directly proportional with the number of active
eavesdroppers, thereof as the number of used pathsincreased the overall sys-
tem reliability decreased. Whereas when the number of active eavesdroppers
increased, the probability of attack a meaningful data increased, then the
overal intercept probability will be increased. Additionaly, if we injected
many fake data, the eavesdropper will be confused and the confusion factor
will be increased but the overall rate will be reduced.

Therefore, Figure 16 shows that while the intercept probability increases,
the outage probability decreases, and vice versa. Comparing Figure 13 with
Figure 14, its clearly appeared the when the active eavesdropper whom
cooperated with each othersincrease, theintercept probability will beincrease,
then the overall security versus Reliability will be worse than the tradeof
relation illustrated in Figure 13. In other words, when the CF increases
thesecrecy ismuch better, but theoverall systemreliability isreduced. Withthe
increase of the eavesdropper’s confusion probability as the CF increases, the
probability of datalost due to the fading nature of the channel also increases.
Therefore, the outage probability increase as the CF increase.

Therefore, as a conclusion, From Equation 26 its obviously that as the
number of used pathsincrease, the attacker probability to i ntercept meaningful

Intercept Probability
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Figure 16 Intercept probability Pintercept VErsus Outage Probability P,.. of Proposed
V2V model, comparison of proposed system model with different transmitted data type using
Real/Fake data injection in case of multi eavesdropper.
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information becomes harder. Whenever, as the number of the cooperated
eavesdroppers increase the intercept probability will increases. On other
words, when I — oo = Piutercept — 0. While, when K — oo =
Pintercept —1

7 Conclusion

This paper introduced a spatiotemporal diversity as a Moving target Defense
(MtD) mechanism to secure V2V wireless communication. The presented
mechanism induce MtD through, wireless communication characteristics
manipulation, data transmission path diversification, data-chunk granularity
change, and alternating data transmission between real and fake data sources.
Thegoal isto obfuscatethe user’sdataand to increasethe attacker’sconfusion.
A mathematical model was built to define and organize the V2V signal
manipulations over a two-lane road. A traffic flow model based on Nagel-
Schreckenberg rules for cellular automata was developed to generate the
base for road mapping vehicle location and speed as a base for run-time
diversificationinduction acrosstimeand space. Using Monte Carlo simulation,
results showed that there is an inverse proportional relationship between
security and reliability. Moreover, simulations showed that with the increase
of diversification dimensionality the system becomes more effective. The pre-
sented MtD managed to increase the channel secrecy, attacker confusion, and
minimize the intercept probability to a great extent. Our future work includes
employing machine-learning mechanisms to control diversity manipulation
towards optimal security and reliability tradeoff.
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