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Abstract

The Semantic Web and the Linked Open Data (LOD) initiatives pro-
mote the integration and combination of RDF data on the Web. In some
cases, dataneed to be analyzed and protected before publication in order
to avoid the disclosure of sensitive information. However, existing RDF
techniques do not ensure that sensitive information cannot be discov-
ered since all RDF resources are linked in the Semantic Web and the
combination of different datasets could produce or disclose unexpected
sensitive information. In this context, we propose a framework, called
RiAiR, which reduces the complexity of the RDF structure in order
to decrease the interaction of the expert user for the classification of
RDF data into identifiers, quasi-identifiers, etc. An intersection process
suggests disclosure sources that can compromise the data. Moreover, by
a generalization method, we decrease the connections among resources
to comply with the main objectives of integration and combination of
the Semantic Web. Results show a viability and high performance for
a scenario where heterogeneous and linked datasets are present.
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1 Introduction

With the advance of the Semantic Web and the Linked Open Data
initiatives, more and more RDF documents are available on the Web.
RDF describes resources as triples: (subject, predicate, object),
where subjects, predicates, and objects are all resources iden-
tified by their IRIs. Objects can also be literals (e.g., a number, a
string), which can be annotated with optional type information, called
datatype. Since the last decade, RDF is attracting more and more
people, and data is gathered and published by different sources (e.g.,
companies, governments) for many purposes such as statistics, testing,
and research proposals. For instance, according to [21], more govern-
ments are becoming e-governments, since they are part of the LOD
initiatives, providing their data to have a more flexible data integration,
increasing the data quality, and offering new services. However, as
more data is available, sensitive information (e.g., diseases, salaries,
or bank accounts) could be sometimes provided or inferred leading
to compromise the privacy of related entities (e.g., patients, users,
companies).

Data can be analyzed and protected before being published on
the Web [24, 41], or limited in access for queries over controlled
scenarios [35, 48]. In this work, we only focus on the protection of
RDF data, expressed as documents, by the analysis of the data before
publication. A privacy protection of the RDF data is tricky, since the
use of different published heterogeneous datasets could break some
protection. For instance, the combination of well-known datasets as
DBpedia and Enipedia' produces sensitive information of places of
interest (e.g., schools, hospitals, production factories), regarding their
proximity to nuclear power plants (high contamination resource).

According to [41], anonymization is one common and widely
adopted technique for sensitive data protection that has been

!Enipedia is a dataset containing data related to the production of energy and its
applications. The information available on Enipedia is provided by governments,
which support the LOD. http://enipedia.tudelft.nl
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successfully applied in practice. It consists on protecting the entities
of interest by removing or modifying identifiable information to make
them anonymous before publication, while keeping the utility of the
data. This latter is modified according to certain criteria of the exist-
ing values (e.g., taxonomies, ranges) to satisfy some conditions of
anonymity (e.g., k-anonymity?, l-diversity?). To apply anonymization,
it is necessary to identify and classify the data (see D in Figure 1) into:
(1) main entities, which are the entities of interest, and (ii) related data
that is directly or indirectly associated to the main entities and can
compromise their privacy. The related data can also be classified as [6]:
(1) Identifiers, data that directly identify a main entity (e.g., security
social number); (ii) Quasi-identifiers, data that can be used to link with
other data to identify a main entity (e.g., birthday, postal code, gender);
(ii1) Sensitive information, which is the data that compromise a main
entity (e.g., diseases); and (iv) Unsensitive information that does not
have a particular role or impact.

Expert User
. Classification
_

D >

. " oD
v
— Sensitive
Adversary .
BK . . Information
(Privacy risks)
revealed

Figure 1 Anonymization framework inspired from [29]; D is the data to be
published, BK is the Background Knowledge; and pD the protected data obtained
by the anonymization process, considering the classification made by the expert user.

Anonymizer

Zk-anonymity is one of the most used common condition, that consists on making
entities undistinguished from at least £ — 1 other entities, because they have similar
information [43].

3]-diversity is an extension of the k-anonymity model that protects the correspond-
ing sensitive values within a homogeneous group.
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A classification, which is performed by an expert user (see Expert
User in Figure 1) who knows previously the data and is responsible
of protecting model, is based on predefined assumptions about how
an adversary can take advantage over these data. These assumptions
are called Background Knowledge. The background knowledge (see
BK in Figure 1) is the information related to the published data, which
can be used by adversaries to discover sensitive information of the
main entities. Due to the huge complexity of the RDF structure, a
classification requires a high interaction of the expert user. Moreover, all
RDF’s elements can be considered as main entities, and they can also be
classified into identifiers, quasi-identifiers, sensitive information, etc.,
making the RDF protection complex.

Works on RDF anonymization are limited [24,41]. They mainly
apply generalization and suppression operations over taxonomies (each
RDF’s element has a defined taxonomy) to anonymize the RDF doc-
ument. Defined areas (neighborhood) are also provided [24], where
anonymization properties as k-anonymity are satisfied. Various anony-
mous RDF documents are generated by the combination of all values
from the taxonomies and a measure is required to choose the best option.
However, the exhaustive method to select the best anonymous RDF
document makes these approaches unsuitable for complex cases, since
a greater quantity of values to take into account, needs a more elaborate
anonymization process (more possible solutions).

Since RDF forms a directed, labeled graph structure with data,
where the edges (predicates) represent the named link between
two resources, represented by the graph nodes (subjects and
objects) [36], databases and graphs anonymization techniques could
be applied, but they are limited and inappropriate for privacy protection
in the Semantic Web, as we detail in Section 3.

Thus, in the context of RDF data, the following limitations are
identified:

1. RDF anonymization techniques are limited and designed for a
particular and ideal scenario, which is inappropriate when having
several linked heterogeneous datasets [4,24,41,48];

2. The non-consideration of IRIs as external and reachable resources
makes the current RDF solutions unsuitable for protection on the
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Web, since other available resources could link or infer sensitive
information;

3. The presence and consideration of resources (IRIs and Blank
nodes), which are a fundamental part of the RDF data, makes the
database oriented methods [26, 30,31, 33, 44] unsustainable for a
large quantity of resources due to the number of JOIN functions
needed to satisfy the existing normalized models;

4. Graph anonymization techniques assume simple, undirected and
unlabeled graphs [5,7,8,22,27,28,52,53,56]; thus, the reduction
of complexity of the RDF structure to a simple graph is necessary
for the application of graph solutions, but inappropriate for the
Semantic Web, since properties and semantic relations among
resources would be ignored;

5. The complexity of the RDF structure requires a high interaction
of the expert user to identify and select the RDF’s elements to
be protected (main entities), and the ones related to the main
entities (identifiers, quasi-identifiers, sensitive information, and
unsensitive information); and

6. Approaches based on conceptual RDF representations are needed
in order to provide more general solutions that can be serialized
later on different formats (e.g., RDF/XML, Turtle, N3, JsonLD).

To overcome these limitations, we propose a framework, called RiAiR
(Reduction, Intersection, and Anonymization in RDF) , which is inde-
pendent of the serialization formats and providers. The proposal is
designed for RDF documents, considering their elements (IRIs, blank
nodes, literals) and the scenario, where a huge quantity of information
is available. The complexity of the RDF structure is reduced to make
possible the task of classification and to suggest potential disclosure
sources to the expert user, decreasing his interaction. Moreover, by
a generalization method, we reduce the connections among datasets,
preserving the main objectives of the Semantic Web (integration
and combination), and protecting the sensitive information at the
same time.

We validated our anonymization approach through several experi-
ments. We evaluated the viability and the performance of the proposal
with respect to the related work. Results show a real viability of our
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approach for linked heterogeneous datasets and a high performance of
the anonymization process of quadratic order with respect to the triples
of the the data to be published (n) and the ones from the background
knowledge (m) (i.e., O(n? + m?)).

The paper is organized as follows. Section 2 presents a moti-
vating scenario to illustrate the disclosure of sensitive information
on the Web. Section 3 surveys the related literature. Terminologies
and concepts are presented in Section 4. Section 5 describes our
approach. Section 6 shows the experiments to evaluate the viability and
performance of our approach. Finally, we present our conclusions in
Section 7.

2 Motivating Scenario

The goal of the Semantic Web is to publish datasets, mainly as RDF,
describing and combining resources on the Web for an open access.
The datasets are usually treated and protected before being published;
however, sensitive information could be deduced using related infor-
mation available from other datasets. To illustrate this, let’s consider a
scenario in which a data manager X works for a government to publish
a dataset A, related to energy production and its applications, on the
Web*.

An extract of the dataset A to be published is shown in Table 1.

Figure 2 shows the schema of the dataset A to be published. Note
that the properties prop:Latitude, prop:Longitude, rdfs:1label,
and cat:radioactive define values, while the properties prop:City,
prop:Country, and cat:Fuel_type define resources.

Table 1 An example of the data extracted from Enipedia dataset

o cat:Fuel - cat:radio- N prop:City prop:Country R R

NE. type active rdfs:label (rdfs:label) (rdfs:label) prop:lat. | prop:long.
1 art:Nuclear true Hartlepool gf:/zggzl United Kingdom 54.6824 —-1.2166
2 art:Nuclear true Limerick Pottstown United States 40.2257 —75.5866
3 art:Nuclear true Neckar Neckarwestheim Germany 49.0411 9.1780
4 art:Nuclear true Beaver Valley Shippingport United States 40.6219 -80.4336

4The example provided uses an extract from Enipedia dataset.
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Energy Production Dataset
(extracted from Enipedia)

cat:Fuel_type
prop:Latitude -vP

rdfs:label
rdfs:label

Figure 2  Structure of the data extracted of the enipedia dataset.

Table 2 Some places of interest available in the DBpedia dataset

e rdf:type rdfs:label prop:lat. | prop:long.
1 dbo:School Hartlepool College of Further Education 54.6839 -1.2109
2 dbo:School | English Martyrs School and Sixth Form College 54.6754 -1.2362
3 dbo:School Coventry Christian Schools 40.2505 -75.5930
4 dbo:School HA([Iderlin-Gymnasium Lauffen am Neckar 49.0704 9.1394

5 dbo:School Pennsylvania Cyber Charter School 40.6385 -80.4549

As a data manager, X should pay attention about the side effect of
publishing the dataset A on the Web, since it can produce sensitive
information for entities already published. For instance, DBpedia®,
which is a linked open dataset extracted from Wikipedia, can be used
as background knowledge in order to discover sensitive information
related to places of interest. This dataset can be easily connected by
the use of properties, such as prop:Latitude and prop:Longitude
present in the dataset A as well. Table 2 shows some places of interest
available in the DBpedia dataset.

By the intersection among coordinates (prop:Latitude and
prop:Longitude) of nuclear power plants (dataset A) and the ones
of places of interest (dataset DBpedia), one can easily identify their
proximity in a defined Region. A Region is an area obtained by
the maximum distance between a nuclear power plant and a place
of interest. The following SPARQL query produces the intersection

SDBpedia does not contain sensitive information, since all data correspond mainly
to well-known entities (e.g., places, governments, actors, singers).
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between the dataset A to be published and the dataset DBpedia. Note
that a Region of 100 km was used to obtain the results.

SELECT DISTINCT

?Place 7g bif:st_distance(?g,bif:st_point(".$long.",".$lat."))
AS 7distance

FROM

<http://dbpedia.org> WHERE {?p rdfs:label ?Place ;

geo:geometry ?g ; rdf:type dbo:School .

FILTER

(bif:st_intersects (?g, bif:st_point (".$long.", ".$lat."), 100)
&& (lang(?Place) = \"en\"))}

ORDER BY ASC(7distance)

Table 3 is the result of the intersection between the dataset A and
dataset DBpedia. It shows in row 1 that a school is less than 500 meters
distance from a power nuclear plant in United Kingdom. It also shows
which hospitals, universities, and any other crowded places are close to
power nuclear plants in a defined area. One can even identify which are
the dirtiest power nuclear plants (prop:Carbonemissions) and the
places next to them. If this combined information is available on the
Web, it can be misused against the nuclear power plants to stop their
production and management, and even against the places of interest
near to them.

Figure 3 illustrates graphically the intersection between dataset
DBpedia and the dataset A. The resource Region links School,
University, Hospital and Power Plant resources.

To protect the dataset A to be published, X needs to identify and
classify the data, according to the assumptions of how an adversary
can obtain or produce sensitive information, using the background
knowledge, as follows. The information of a Power Plant resource

Table 3 Some places of interest next to Nuclear Power Plants

}1\)1(1)1;1::[1;1 ant City Country School D}%?::)c €
Hartlepool cepoct United Kingdom | piartlepaol Coflege of 0.40244
Hartlepool Gartlepoct United Kingdom E:fg?gthMgg‘ryﬁggﬁgg 148812
Beaver Valley | Shippingport United States E?g:fgrl \éi?llg O?yber 2.5761
Limerick Pottstown United States Coventry Christian Schools | 2.81988
Neckar Neckarwestheim | Germany E;ll(flg rﬁlzfl}:lrg:]? ;;um 4.2998
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Dbpedia Dataset

@ relocates Energy Production Dataset
(extracted from Enipedia)
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Figure 3 Intersection between energy production dataset and other datasets.

of type nuclear (art:Nuclear) is sensitive, if there is at least a place
of interest (e.g., School) in a defined Region®.

o Keys: (Identifiers/Quasi-Identifiers): Properties prop : Longitude
and prop:Latitude are keys since both values indicate the
position of a Power Plant, which belongs to a defined Region.

e Sensitive Information: A resource dbo:School and its properties
are sensitive information, since they define the places of interest.

e Unsensitive Information: Other values and properties, which are
not considered in the previous types, are unsensitive information.

Once X has established the classification, a protection technique
based on this classification, should be used to protect the disclosure
of sensitive information. Thus, the following challenges are defined in
this study.

e Provide an easy classification of the RDF data (keys, sensitive

information and unsensitive information);
e A similarity measure able to evaluate the intersection between the
data to be published and the background knowledge, to suggest

disclosure sources; and

®Considering only DBpedia dataset as external related information (background

knowledge).
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e Select the most appropriate protection taking into account the
complexity of the RDF data and the objectives of the Semantic
Web.

Our contribution in this study is as follows:

e A general framework designed for RDF documents, indepen-
dent of the serialization formats, in a scenario where linked and
heterogeneous resources are presented; i.e., the Web;

1. A method to reduce the complexity of the RDF structure of
the data to be published, simplifying the task of analysis,
performed by the expert user;

2. A method to suggest disclosure sources to the expert user,
based on node similarity, reducing the task of data classifica-
tion; and

3. An anonymization operation, based on a generalization
method, to decrease the relations among resources from dif-
ferent datasets, to preserve the main objectives of integration
and combination of the Semantic Web.

The following section presents the related work of RDF anonymiza-
tion.

3 Related Work

In this work, we focus on anonymization techniques as a solution to
protect the sensitive information since it has been widely adopted
for sensitive data protection [41]. To the best of our knowledge,
works on RDF document anonymization are limited [24, 3741, 48];
however, due to the particularity of the RDF data, other domains where
anonymization has been extensively studied could be applied, such as:
databases [16,26,30,31,44,51] and graphs [5,7,8,22,27,52,56]. To
evaluate and classify the existing works, we identified the following
criteria of comparison according to the challenges and objectives of
this work:

1. The complexity of the data, which should be aligned with the one
of RDF structure, considering heterogeneous nodes and relations,
increasing the expressibility and difficulty of the representation;
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2. The type of classification method for identifiers, quasi-identifiers,
sensitive and un-sensitive information due to the high quantity
of entities, properties and values available on the Web, making
difficult the task of the expert user; and

3. The conditions of anonymity that are proposed in the current
proposals to identify the most appropriate ones for the Semantic
Web.

Following sections describe the RDEF, databases, and graph
approaches in the context of anonymization.

3.1 RDF Document Anonymization

For RDF documents, the authors in [41] provide an overview of RDF’s
elements over the role in anonymization (e.g., explicit identifiers, quasi-
identifiers, sensitive data). They propose a framework to anonymize
RDF documents, which satisfies the k-anonymity condition. They con-
sider the use of taxonomies for values and relations (each type of value
and relation has its own taxonomy). Generalization and suppression
operations are applied over these taxonomies to anonymize the RDF
document. Once the operations are applied, several anonymous RDF
documents are produced by the use of all value combinations from
the taxonomies. A measure for anonymous solutions that satisfied the
k-anonymity condition, is proposed to select the best option. In [24],
the authors extend the previous work defining an area (neighborhood),
where the k-anonymity condition is satisfied. The exhaustive method to
select the best option makes these approaches unsuitable for complex
cases, since a greater quantity of values to take into account, needs
a more elaborate anonymization process (more possible solutions).
Moreover, the authors assume a classification of the data provided
by the model and they do not specify how this classification was
performed.

Additionally, there are some works on the context of statistical
queries [4,48] based on grouping operators (e.g., SUM, AVG, MAX)
and others based on expert-defined sanitization queries [37—40] to
remove identifiers, but we only focus on the protection of RDF
documents.
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3.2 Database Anonymization

In some cases when one has small RDF data, a common practice
can be to convert the RDF to a structured dataset as tables to reuse
existing techniques. Anonymization in databases has been extensively
studied and many works are available in the literature. One of the most
used work is proposed in [42], the authors define a condition, called
k-anonymity, where an entity cannot be identified, since there is at
least £ — 1 other similar entities. However, the problem of satisfying
the k-anonymity condition is NP-hard, producing different studies
where the complexity and an efficient solution are addressed. For
instance, to anonymize the data, the authors in [33] apply techniques
based on neural networks, the authors in [2] apply genetic algorithms,
while in [33] the authors use matching learning. Non-perturbative
operations, such as generalization and suppression methods, where
data is modified according to certain criteria of the existing values
(e.g., taxonomies, ranges), are mainly used to satisfy the k-anonymity
condition [3]. Other studies use perturbative operations, such as
Micro-aggregation/clustering methods, where the entity values are
replaced or modified by the centroid of the clusters, adding in some
cases new entities to satisfy conditions of anonymization in each
cluster [47,55].

According to [30], k-anonymity condition does not protect the
sensitive values, since k similar entities can have the same sensitive
information, which is the one required by the adversary. For that,
the authors in [30] extend the k-anonymity condition considering
a diversity (/) of sensitive values for each set of similar entities
(I-diversity). However, the disclosure is still possible due to the attribute
distribution of the dataset. The authors in [26] propose a condition
where the distribution of each sensitive attribute should be close/similar
to the whole attribute distribution in the dataset (t-closeness). Other
studies extend the previous mentioned conditions to address particular
assumptions of the background knowledge. The authors in [31] propose
a (k,T)-anonymization model over spatial and temporal dimensions.
Other works apply the conditions of anonymity to different values
as the authors [44] do, where 1-diversity condition is satisfied by the
sensitive information as well. The 1-diversity condition is extended
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in the clustering proposal work [51], defining a (k, 1, #)-diversity
model, which takes into account the cluster size, the distinct sensitive
attribute values, and the privacy preserving degree of the model.
An improvement of certain conditions is made for special scenarios;
for instance, the authors in [19] divide numerical sensitive values
into several levels, getting a better protection for numerical values.
Also, properties of the data such as utility, value distribution, etc., are
considered to propose anonymization models. The work in [16] takes
into account the association between quasi-identifiers and the sensitive
information as a criterion to control the use of generalization hierarchy.
Some semantic features are added in recent works. The authors in [34]
provide a (1, d)-semantic diversity model based on a clustering method.
They analyze the distance among sensitive values (d) to consider more
actual diversity. According to [45], a value can be quasi-identifier and
sensitive information at the same time, proposing a method that can treat
“sensitive quasi-identifier” and satisfying the conditions of 1-diversity
and t-closeness.

Differential Privacy as k-anonymity is another well-used technique
to provide privacy. The authors in [13] propose a perturbation method
for true answer of a database query by the addition of a small amount of
distributed random noise. This method is extended by other authors as
in [23], where they improve the accuracy of a general class of histogram
queries while satisfying differential privacy. The work in [32] is a non-
interactive setting model, generalizing probabilistically the raw data
and adding noise to guarantee differential privacy. Other studies are
focused on the privacy of anonymized datasets, since a dataset, in the
context of databases, can be affected by updating and removing opera-
tions, which can expose the sensitive information. The authors in [46]
propose an architecture which protects the main entities for databases
that require removing operations frequently. They apply generalization
operations based on hierarchies (non-perturbative method). The model
satisfies k-anonymity condition; however, the architecture needs to
verify the anonymous data for each new deleting request in order to
protect the privacy of the original datasets. A centralized scenario is
required to apply this proposal.
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Works on database anonymization approaches that satisfy
k-anonymity and its variations, assume that the classification of data
into identifiers, quasi-identifiers, sensitive and un-sensitive information
is provided by a user expert, who knows the data, focusing mainly on
the method to satisfy the conditions of anonymization. In the Semantic
Web, it is unable to understand the detailed characteristics of external
datasets, and assume all the background knowledge possessed by
adversaries. Moreover, as more information is involve, more complex
is the task of converting the RDF data to a structured normalized model,
since a high granularity (many tables) is produced due to the use of IRIs,
acting as foreign-keys.

Following section describes the works related to graph
anonymization.

3.3 Graph Anonymization

RDF data can be represented as a graph structure, having labeled-
nodes, and directed and labeled-edges. In the literature, there are
several works in the context of social media, where the authors assume
a simple network as undirected, node-unlabeled and edge-unlabeled
structure [7,27,52] (see Group 9 in Table 4). These works focus on the
privacy through the number of edges among nodes, since an adversary
can have the information about the relations, which can be the only
one with a particular number (k-degree condition). The work in [7]
proposes a greedy algorithm to satisfy the k-degree by partitioning
all nodes to n clusters. Each cluster becomes uniform with respect
to the quasi-identifier attributes and the quasi-identifier relationship
(generalization). To choose the best n values, two criteria are taken
into account: (i) each cluster has to contain at least k nodes and (ii)
minimize the information loss of the data. The authors in [27] propose an
algorithm to satisfy the k-anonymity condition over the number of edges
of each node. They also rename the k-anonymity as k-degree condition.
The proposal consists in two steps: (i) Degree Anonymization, where a
degree sequence of the graph (descending order) is generated to group
similar nodes with the same degree and (ii) Graph construction, where
an algorithm decides among which nodes a new edge is added according
to satisfy the k-degree condition. In [52], the authors anonymize a graph
by adding random edges. They provide an analysis on the spectrum
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Table 4 Related Work Classification

Requirements
G Work
Conditions . Classification
of Anonymity Complexity of data Method
1 [41] k-anonymity RDF L (g’ll,agia[ljsn
k-anonymity Manual
2 [24] neighborhood RDF 1, QI, SI, USD
Differential Manual
3 [48] privacy RDF (SI)
Differential Manual
4 [4] privacy RDF (SI)
. Structured Manual
[33] k-anonymity data (1, QL SI, USD)
k-anonymity Structured Manual
6 [26,30,31,44] and variations data {1, QI, SI, USI)
P [13] Differential Structured Manual
privacy data SI
Differential
. Structured Manual
8 [23,32,46] privacy and
variations data (S
Undirected, Manual
9 [7,27,52] k-degree node-unlabeled,
edge-unlabeled (I, QL SI, USI)
Undirected, Manual
10 [5,8,22,56] k-degree node-labeled,
edge-unlabeled (I, QL. SI, USI)
Undirected,
node-labeled, Manual
n (28] k-degree edge-labeled (I, QL SI, USI)
(weight)
Undirected
k-degree j Manual
12 [53] 3 - node-labeled,
I-diversity edge-unlabeled 1, QI, SI, USI
[37,38] . Manual
13 [39.40] Sanitization RDF (1, QI, Si, UST)
14 | Our proposal Intersection RDF A%}Ogi‘; ¢

57

of the graph to measure the impact of the anonymization solution.
The spectrum is directly related to the topological properties such as
diameter, presence of cohesive clusters, long paths and bottlenecks, and
randomness of the graph. Works in this group only take into account
the number of relations as a condition of anonymity (k-degree), butin a
scenario where a diversity of nodes is present, the number of operations
to satisfy the k-degree condition increases exponentially. Moreover,
diversity of edges values is not analyzed and the authors assume that
the classification of the data is provided by the expert user.
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Other works manage more complex graphs by assuming labeled-
node structure as in [5,8,22,56] (see Group 10 in Table 4). The authors
in [5] demonstrate assuming several attacks that removing identifiers
and renaming the nodes in an arbitrary manner, from a social graph, is
an ineffective anonymization mechanism. Walk-based attacks are able
to compromise the privacy for modest numbers of node (around 90%);
thus, it has been proven for the authors that removing identifiers of the
datais not a well protection. The authors in [8] assume that the adversary
knows only degree-based information, which is the number of relations
(edges) that has each node. To anonymize the graphs, they add new
nodes instead of edges, since they affirm that “introducing new nodes
does not necessarily have an adverse effect. To the contrary, adding new
nodes with similar properties could better preserve aggregate measures
than will distorting the existing nodes”. To satisfy the k-anonymity
condition, an algorithm following four steps is provided: (i) Optimally
partition degree sequence (descending order), (ii) Augment graph with
new dummy nodes, (iii) Connect original graph nodes to new dummy
nodes, and (iv) Insert inter-dummy-node edges to anonymize dummies.
In [22], the authors propose an anonymization technique that protects
against re-identification by generalizing the input graph. They general-
ize the graph by grouping nodes into partitions, and then publishing the
number of nodes in each partition, along with the density of edges that
exist within an across partitions. To preserve the privacy of individuals,
which are represented as nodes in a social network, the authors in [56]
assume that an adversary may have the background knowledge about
the neighborhood of some target individuals. Two properties are taking
into account: (i) node degree in power law distribution [14] and (i1)
small-world phenomenon [50] to ensure a low loss of data. They
greedily organize nodes into groups and anonymize the neighborhoods
of nodes in the same group to satisfy the k-anonymity condition.

Works in this group have the same drawbacks as the previous
one, which are related to the modeling of social graphs as a simple
structure (even if the graph is node-labeled), and the assumption of the
classification, which is provided by the expert user.

The authors in [28] work also on the context of social networks
by ensuring the privacy of main entities, which are the nodes in the
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graph (see Group 11 in Table 4). They consider a weight over edges,
since it can represent affinity among two nodes, frequency among
two persons, or similarity between two organizations. They propose
a Gaussian Randomization Multiplication strategy due to its simple
implementation in practice and responds to the dynamic-evolution
nature of social networks, since it is very hard and costly to collect
the information in advance in a huge and dynamic scenario. This
work represents in a better way the scenario present in the Semantic
Web. However, edges-labeled are reduced to values and they are not
considered as reachable resources which can be used to disclosure the
sensitive information. Also, this work assumes that the classification of
the data is provided by user expert.

Another work is presented in [53] (see Group 12 in Table 4), the
authors assume a more complex graph than the previous described
groups. In fact, in addition of the node degree, they also assume
the values of the nodes as sensitive data. They propose a frame-
work, which satisfies k-anonymity and l-diversity conditions. They
generate a sequence of 3-tuples (id, node-degree, and its respective
sensitive value). A grouping algorithm is applied over the list to group
similar triples, following certain criteria to satisfy the conditions of
anonymization (k-anonymity and I-diversity). The sequence is called
KDLD sequence, when all the defined conditions are satisfied. From
the KDLD sequence, the graph is rebuilt. Then, they propose a
graph construction technique adding nodes to preserve utilities of the
original graph. Two key properties are considered: (i) Add as few noise
edges as possible; (i1) Change the distance between nodes as less as
possible.

In general, graph anonymization approaches assume a simple struc-
ture of the data as an undirected and unlabeled-edge social media graph.
Also, k-degree is a one of the common conditions of anonymity used
for the authors; however, considering a diversity of nodes as in RDF
and using the existing solutions to satisfy the k-degree condition, the
complexity increases considerably.

The following section summarizes and discusses the works related
to anonymization.
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3.4 Summary and Discussion

Existing techniques in the context of RDF document anonymization are
really limited. In [24,41], the authors reduce the complexity of RDF
structure to micro-data, where a huge quantity of information such
as heterogeneous nodes and relations is simplified and anonymized.
However, in a scenario where thousands of heterogeneous resources
are present, the current solutions are not appropriate due to the greedy
algorithm to generate all possible solutions (anonymous RDF) and then,
their measure to evaluate and select the most adequate one.

Since RDF data can be converted, in some cases, to a structured data
as databases, database anonymization techniques could be also applied.
Small RDF data can be managed by these solutions; however, reducing
the complexity of big RDF data into structured models can produce
a high semantic information loss (properties), and a huge granularity
of the structured normalized-model. Moreover, solutions are proposed
for simple cases where data satisfy conditions of anonymity, but
when a diversity of values is present, the complexity of the solutions
increases exponentially. As RDF data can be also represented as a graph,
anonymization graph approaches have been explored in this work.
The simplicity of the graph structure assumption makes the current
approaches not adequate for the Semantic Web, where heterogeneous
nodes and relations are present. Some criteria of anonymization, such
as k-degree, can be adopted to the Semantic Web, but the solutions to
satisfy these criteria have to be modified according to the complexity
of the RDF structure.

Most of the works in RDF documents, databases and graphs
anonymization assume that the classification of the data required to sat-
isfy the conditions of anonymity, is provided by expert user. However,
the scenario of the Semantic Web complicates the task of classification,
since it is difficult to understand the detailed characteristics of external
datasets, and assume all the background knowledge possessed by
adversaries.

Table 4 shows our analysis in this regard. Note that none of the
works on database and graph anonymization satisfies the criteria of
complexity of data (heterogeneous nodes and relations). Moreover,
the classification on the data is mainly provided by the proposals
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and there is no information about how it was performed. We assume
that the process to classify the data has been manual. Thus, a new
anonymization approach able to cope all requirements is needed to
provide an appropriate protection of sensitive information for the
Semantic Web.

Before describing how our approach addresses these requirements,
the following section introduces some common terminologies and
definitions of anonymization in the context of RDF.

4 Terminologies and Definitions

For the Semantic Web, RDF is the common format to describe
resources, which are abstractions of entities (documents, persons,
companies, etc.) of the real world. RDF uses triples in the form of
(subject,predicate, object) expressions also named statements,
to provide relationships among resources. The following elements
compose the RDF triples:

— An IRI, which is an extension of the Uniform Resource Identifier
(URI) scheme to a much wider repertoire of characters from the
Universal Character Set (Unicode/ISO 10646), including Chinese,
Japanese, and Korean character sets [12].

— A Blank Node, representing a local identifier used in some
concrete RDF syntaxes or RDF store implementations. A blank
node can be associated with an identifier (rdf :nodeID) to be
referenced in the local document, which is generated manually
or automatically.

— AlLiteral Node, representing values as strings, numbers, and dates.
According to the definition in [9], it consists of two or three parts:

e A lexical form, being a Unicode string, which should be
in Normal Form C’ to assure that equivalent strings have a
unique binary representation.

e A datatype IRI, being an IRI identifying a datatype that
determines how the lexical form maps to an object value.

"It is one of the four normalization forms, which consists on a Canonical Decompo-
sition, followed by a Canonical Composition. http://www.unicode.org/reports/tr15/
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Table S Description of sets

Set Description

1 Aset of IRIs is defined as: I = {41, 22, ..., 4} | Vi; € I, 4; is an IRL.

L A set of literal nodes is defined as: L= {I1,l2, ..., lm } | VI; € L, ; is a literal
node.

BN A set of blank nodes is defined as: BN = {bn1,bna,...,bn,} [ Von; € BN,
bn; is a Blank Node.

e A non-empty language tag as defined by “Tags for Iden-
tifying Languages” [1], if and only if the datatype IRI is
http://www.w3.0rg/1999/02/22-rdf-syntax-ns#langString.

Table 5 describes the sets of RDF’s elements that we use in our
approach description.

After the definition of sets of RDF’elements, we formally describe
a triple in Definition 1.

Definition 1 Triple (¢): A Triple, denoted as t, is defined as an atomic
structure consisting of a 3-tuple with a Subject (s), a Predicate (p), and
an Object (0), denoted as t :< s,p, 0 >, where:

— s € I U BN represents the subject to be described, that can be an
IRI or a blank node;

— p € 1 is a predicate defined as an IRl in the form
namespace_prefixz:pre dicate_name, where namespace_prefix
is alocal identifier of the I RI, in wh