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Abstract

UOV and Rainbow are multivariate signature schemes, which are known to be efficient and
secure enough against known attacks under suitable parameter selections, and have been
expected to be post-quantum cryptography. Recently, new variants of UOV and Rainbow,
called Circulant UOV and Circulant Rainbow respectively, were proposed by Peng and Tang.
In these variants, the signature generation is faster than the original schemes since circulant
matrices appear in the process of signature generation. However, such circulant structures
weaken the security. In this paper, we study the structures of these circulant variants and
show that they are vulnerable against Kipnis-Shamir’s attack.
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1. Introduction

A multivariate public key cryptosytem (MPKC) is a
public key cryptosytem whose public key is a set of mul-
tivariate quadratic forms over a finite field. It has been
expected that MPKCs will be post-quantum cryptogra-
phy since the problem of solving a system of multivari-
ate non-linear polynomials is NP-Hard [1,2]. The unbal-
anced oil and vinegar signature scheme (UOV) [3,4] and
Rainbow [5] can be considered to be two of the most
successful multivariate signature schemes since the sig-
nature generations are efficient and the security against
known attacks are enough under suitable parameter se-
lections. In fact, several MPKCs submitted to NIST’s
post-quantum cryptography standardization project [6]
are based on UOV and Rainbow.

Recently, Peng and Tang proposed new variants of
UOV and Rainbow called Circulant UOV [7] and Circu-
lant Rainbow [8] respectively. In these variants, coeffi-
cients of quadratic forms in the central maps are chosen
such that circulant matrices appear in the process of
signature generation. Since inverting a circulant matrix
is faster than inverting a random matrix, the signature
generation of Circulant UOV /Rainbow is faster than the
original scheme. However, such “circulant” structures
weaken the security critically. In this paper, we study
the structures of Circulant UOV and Circulant Rainbow
carefully and conclude that equivalent secret keys can be
recovered by Kipnis-Shamir’s attack [4,9] in polynomial
time.

2. UOV

We first describe the unbalanced oil and vinegar sig-
nature scheme (UOV) [3,4] and Kipnis-Shamir’s attack
on UOV [4,9].

Let n, 0, v > 1 be integers with v > 0, n = 0+ v, g be

a power of prime and F, a finite field of order g. Define
the quadratic map G : F} — F9, x = "(z1,...,2,) —
G(x) ="(g1(x), ..., 90(x)) by

g(x) = Z x; - (linear form of z,y1, ...
1<i<o

Tp)

+ (quadratic form of xoy1,...,2,), (1 <1 <o),

where the coefficients in the right hand side are elements
of F,. The unbalanced oil and vinegar signature scheme
(UOV) is constructed as follows.

Secret key. An invertible affine map S : Fj — Fj and
the quadratic map G defined above.

Public key. The quadratic map F':= Go S : Fy — Fg.
Signature generation. For a message m = *(myq, ...,
m,) € Fg to be signed, choose u1, ..., u, € F, randomly,

and find (y1,...,%,) € Fy with
gl(yla"'7y07u17"'auv):mla (1)
ER) go(ylv"'7y07u17~~~7uv):mo~

The signature for m is z := S7  (y1, ..., Yo, Uty - - -, Us)-

Signature verification. The signature z is verified if
F(z) = m holds.

Note that, due to the definition of G, the equations in
(1) are linear equations of (y1,...,¥,). Then a signature
is generated in time O(n3) on UOV. It is well-known that
UOV with o = v (balanced oil and vinegar signature
scheme, [3]) is broken by Kipnis-Shamir’s attack [4,9].
The basic idea of Kipnis-Shamir’s attack is as follows.
Kipnis-Shamir’s attack. Suppose that o = v and, for
simplicity, S is a linear map expressed by an nxn matrix.
Let f1(x), ..., fo(x) be quadratic forms in F(x) and G,
F; (1 <1< 0) be the coefficient matrices of g;(x), f1(x)
respectively, ie. ¢/(x) = 'xG;x + (linear form of x),
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f1(x) = xFix + (linear form of x). By the definitions
of G, F, we see that

Gl:(OO * ),Flztsc:lszfs<00 * )s.
* *q * *y

Since

0o * \ [ 0, =
* *, * *,
we have

W11W2:S—1<;0 : >s

for two linear sums Wy, Ws of Fi, ..., F,. It is known
that an attacker can recover an invertible n x n matrix

S such that
%, ok
38, =< oo )

in polynomial time by a linear algebraic approach on
W Ws (see [9] for the detail). Once such a matrix S;
is recovered, an attacker can generate dummy signatures

since
*
%y ’

When v > o, the original Kipnis-Shamir’s attack [9] is
not available since

(%) (% )4 ()

This attack was arranged in [4] to be available also for
v > o. However, its complexity is no longer polynomial
time but O(¢"~° - (polyn.)). The parameter v is thus
taken sufficiently larger than o to construct a secure
UOV.

0o
'S1F1S1 ='(851)G1(SS1) = < .

3. Circulant UOV

In this section, we describe the construction of Circu-
lant UOV (C-UOV, in short) [7], a variant of UOV.

For 1 <[ <o,let A;, B; be v x 0- and v X v- matrices
respectively, ¢; € Fy be a row vector and d; € F, such
that g;(x) = 'x (8{’[
UOV, A;, By, ¢, d; are chosen randomly. On the other
hand in Circulant UOV, A; and c; are given as follows.

¢
§l> X + ¢;x + d;. In the original
1

Ay = (31,32,337o~-»ao)7
Ay = (ag,ar,az,...,a,1),
Az = (ap-1,80,a1,...,8, 2),
Ao = <a2aa3;a47"'aaoaal)7
(2)

e = ( (1) (1))
1= Cl,CQ,Cg,...,CO,CO+1,...,Cn ;

_ (2) (2)

C2 = (CoyC1,C2y -+, Co1,Coi1s-v Cn ),
_ (3) (3)
C3 = (60—17607617 cee3Co—2,Co 155 Cn )a
_ (0) (0)

Co = (€2,€3,Cay.,Co,CL,Co 1y Cn ),

where aj, ..., a, € F are column vectors and ¢y, ...,

Co,s 05)21, ey ey c&,") € F, are constants. Note that By,
d; are also random. We can easily check that, for such
Ay, ¢y, the linear equations (1) solved in the process of
signature generation of UOV are given by

Qg Gz Q3 ... Qo Y1 B
a a1 Qo1 | | Y2 B2
Qo1 Qp g o2 [ [y [ =|Bs |, (3)
az a3 g ... g Yo Bo
for constants aq, ..., oo, B1, ..., Bo € Fy depending

on uj, ..., Uy. The matrix in the left hand side of the
equation (3) is a “circulant” matrix and is known to be
inverted in time O(n?) (see, e.g. [10]), which is faster
than O(n?) for a random matrix. Thus the signature
generation of Circulant UOV is faster than the original
UOV.

4. Kipnis-Shamir’s attack on C-UOV

In this section, we study the security of Circulant
UOV against Kipnis-Shamir’s attack. For simplicity, we
suppose that S is a linear map expressed by an n x n
matrix.

Due to (2), we see that

A = A1Pl71
1

for 1 <1 < o, where P := [ I) is an o X o matrix

1
representing a cyclic permutation. We now prepare the

following lemma.

Lemma 4.1 Let A be an v X o matriz, By, By be v X v
matrices, C' be an o X o matriz and

(0, A (0, HAC)
Hl"(A Bl)’ HQ'_<AC B, )

If Hy is invertible, the following (i) and (i) hold.
) _ ¥, %
(i) H:= H'Hy = N
(ii) There exists a polynomial hq(t) of degree o such that
hi(t)? is a factor of the characteristic polynomial

det(t - I, — H) and hl(H):< 80 : >

Proof (i) Let Ly, Lo, L3 be 0 X 0, v X 0 and v X v ma-
t
trices respectively such that Hfl = (Ll Lz) . Since
Ly Ls
L, 'L
-1 _ 1 2\
H.H; _H(L2 Lg) =1,,

it hold *LyA = I, and L3 A = 0. Then we have
t
i Lo, AC « ([ C %
H=1H H2—( L3AC %, )‘( 0 )

(ii) Let M7, M5 be v x 0 and v X v matrices respectively

_(C M .
such that H = (O Mz) . We obtain
‘MyA = AC,

from the (1, 2)-blocks of the both hand sides of the equa-
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tion H1H = H,. Then, for any integer [ > 1, we have
("Ma)'A = (*Mo)' " AC = (*My)' 72 AC? = ... = AC".

This means that, for the characteristic polynomial hq (t)
of C, it holds

hi(‘Mz)A = Ahy(C) = 0.

We thus conclude that the characteristic polynomial of
M> has a factor hq(t), and then

hl(C) *

won= ("5 1) = (L)

(QED)
Based on the lemma above, we propose the following
attack on Circulant UOV.

holds.

Kipnis-Shamir’s attack on C-UOV.
Input: The coefficient matrices Fp, ...
quadratic forms fi(x),..., fo(X).
Output: An invertible linear map S : Fjy — Fy such

thatSSlz(go : )

Step 1. Take two linear sums Wy, Wy of Fy, ..., F,
such that Wj is invertible. Compute W := W~ L.
Step 2. Compute the characteristic polynomial w(t) :=
det (t- I, — W) of W and factor w(t) = ws (t)?ws(t) by
two polynomials wy (t), wa(t) of degree o and v — o re-
spectively. If wq(t) is not square-free, go back to Step 1
and change Wy, Ws.

Step 3. Compute w; (W) and take an invertible n x n

matrix S such that wq (W)S" = ( 80 : )
Step 4. Output S; = 5.

, F, of the

Due to (i) of Lemma 4.1, we see that

W=s5"1 ( O )S
0 %y
for some o x o matrix Wj. Then there exist polynomials
wi (t), wa(t) as given in Step 2. Since, if wa(t) is square-

free, the characteristic polynomial det(¢- I, — W7) of Wy
is determined uniquely by wy (t), it holds

(0,
w (W) =S 1( 0 : )s.

We can easily check that S’ in Step 3 satisfies

! *o *
S8 ={( .

The attack above is in polynomial time since it in-
cludes only basic linear operations. Table 1 describes the
results of experiments of Kipnis-Shamir’s attack against
Circulant UOV on Magma [11] ver.2.22-3 on Windows
8.1, Core(TM)i7-4800MQ, 2.70GHz for the parameters
selected in [7] as 80-, 100- and 120-bit security parame-
ters. Note that, in these parameters, the numbers m of
quadratic forms in F' do not coincide with o since the
“minus” is applied on Circulant UOV (see §5 of [7]). It
is easy to see that the “minus” does not disturb Kipnis-
Shamir’s attack. Due to the results in this table, we can

Table 1. Kipnis-Shamir’s attack on Circulant UOV.
[ ¢ n m] o v || Time (Security) |
31 99 33 | 34 65 0.59s (80bit)

31 123 41 | 43 80 1.64s (100bit)
31 | 156 52 | 53 103 6.54s (128bit)

conclude that Circulant UOV is not secure at all against
Kipnis-Shamir’s attack.

Remark that further discussions are required in the
case that the field F, is of even characteristic. When
q is even, the coefficient matrices F1, ..., F, cannot be
symmetric and then an attacker uses Fj + 'F} instead
of Fj itself. Such matrices are symmetric and also skew-
symmetric. It is known, for two n x n skew-symmetric
matrices Ry, Ro, that the matrices Ry, Ry are not invert-
ible if n is odd and the minimal polynomial of Rfle is
of degree n/2 if n is even (see, e.g. [12-14]). This means
that the attack proposed in this section is not directly
available for even characteristic cases, and we must ar-
range it to be available also for even characteristic cases
in the future.

We also remark that, if A; is not of full-rank, Step
1 of our attack always fails since W; ' does not exist.
However, in such a case, an attacker can recover partial
information of S. When the rank of A; is, for example,
o — 1, there exist an invertible o X o matrix D and a
v x (0 — 1) matrix A’ such that A; = (0, A’)D and then

= tS(iD IU> (01 Mil) (D IU>S holds. We can recover

an n X n matrix Sy with (D L,)SSO = ( *01 in : ) by
elementary linear operations on F}. It is easy to see that,
once such an Sy is given, one can reduce the problem
of recovering an equivalent key of (o0,v)-UOV to that
of (o — 1,v)-UOV by taking the lower-right (n — 1) x
(n — 1) minor matrices of *SoF1 S0, ..., SoF,So. This
means that the attacker can recover an equivalent key
by applying our attack on such smaller size matrices.

5. Rainbow and Circulant Rainbow

Rainbow [5] is a multi-layer version of UOV. We now
describe a 2-layer version.

Let 01, 02, v, n, m > 1 be integers with n = 01 4+02+v,
m = o1 + 0. Define the quadratic map G : Fj — F" by

Z x; - (linear form of xp, 41,..., %)
1<i<oy
+(quadratic form of zp, 41, .., %),
(]- S l S 01)7
q(x) = .
Z Zoy4i - (linear form of @y, y1,...,2,)
1§’i§02
+(quadratic form of @, 41,...,T5),
(01 +1<I< m)

The signature scheme Rainbow is constructed as follows.
Secret key. Two invertible affine maps S : Fi — Fy,
T:F7 — F" and the quadratic map G defined above.

Public key. The quadratic map F':=ToGoS:Fy —
Fo.
q
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Signature generation. For a message m € F" to be

signed, let w = (wy,...,wy,) := T~}(m). Choose u;,
-y Uy € Fy randomly and find (Yo, 41, -, ym) € F?

with

Cy Up) = Wo, 41,

901+1(y1a sy Ym, UL, -

(4)

o) gm(ylw‘-aymuulw"?uv):wm'

After that, find (y1,...,9,,) € Fg' with

gl(yla"'7ym7ula"'7uv) = wq,

(5)

) 901(y1""aymau1a"'7“’1)):w01'

The signature for mis z := S™ Y (y1, ..., Ym, U, .. ., Uy).

Signature verification. The signature z is verified if
F(z) = m holds.

Note that (4) is a system of 0 linear equations of o9
variables Yo, +1, - .., Ym and (5) is a system of oy linear

equations of oy variables y1, ..., Yo, -
The coefficient matrices Gi, ..., Gy, of ¢1(x), ...,
gm(x) are written by
0,, 'A;
! / 9 (1 S j S 01)3
Aj B
G; = 0o, O 0
0 0, 'Cj |, (+1<j<m),
0 C; D,

where A;, B;, C;, D; are (02+v) X01-, (02+v) X (024v)-
, U X 0g- and v X v- matrices respectively. Similarly to
UOV, the coefficient matrices F, ..., Fy, of fi(x), ...,

fm(x) are given by
) s

Fj = tS( Oor
* o+
and then the complexity of Kipnis-Shamir’s attack on
the original Rainbow is O(¢°2T"~° - (polyn.)).

In Circulant Rainbow [8], the matrices A;, C; above
are chosen similarly to (2), and then the systems of lin-
ear equations (4), (5) in the signature generation are also
written by circulant matrices similar to (3). The signa-
ture generation of Circulant Rainbow is thus faster than
that of the original Rainbow.

However, similarly to Circulant UOV, the attacker can
recover an invertible linear map S : Fj — Fj such

that 551 = 0 o
0217V

given in §4. It is easy to see that, once such an S; is
recovered, the attacker can recover further information
of S and T, which is sufficient to generate dummy sig-
natures for arbitrary messages (see, e.g. [15]). We thus
conclude that Circulant Rainbow is also insecure.

* *

o1

) by Kipnis-Shamir’s attack

6. Conclusion

Circulant UOV [7] and Circulant Rainbow [8] are new
variants of UOV [3,4] and Rainbow [5]. These variants
use “circulant” structures in the quadratic forms to ac-
celerate the signature generations of UOV and Rain-
bow. However, as described in §4, such circulant struc-
tures weaken the security critically, especially against
Kipnis-Shamir’s attack [4,9]. This situation is similar

to ELSA, another fast variant of Rainbow proposed at
Asiacrypt 2017 [16] and broken at IWSEC 2018 [17]. We
thus consider that we must study the security quite care-
fully when we attempt to improve the efficiency of these
schemes.
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