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Abstract: To overcome the problems of long detection time and large detection
error in traditional vulnerability detection methods for the authentication
protocol in the internet of technology (IOT), this paper proposes a new method
based on improved wavelet packet for vulnerability detection of the
authentication protocol in the IOT. This method uses the improved wavelet
packet to preprocess the data packet and form a small amount of original data.
Combined with the method of protocol state diagram, it improves the coverage
of traversal path and the effectiveness of trial cases. At the same time, it uses
the method of sending TCP detection packets to detect whether there is
vulnerability in the IOT authentication protocol. The experimental results show
that the proposed method can effectively reduce the detection time and improve
the detection accuracy, with the highest detection accuracy of 98.2%.

Keywords: improved wavelet packet; IOT; internet of technology;
authentication protocol; vulnerability detection; traversal path; protocol state
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1 Introduction

The existence of the internet of things effectively promotes the global human
communication without borders and obstacles, and effectively promotes the development
of society. The development of all walks of life is inseparable from the internet of things.
All kinds of data and information are transmitted through the Internet of things.
Therefore, in order to ensure the security of information exchange of the internet of
things, the internet of things authentication protocol can be applied. Through the internet
of things authentication protocol, the port of information transmission in the internet of
things can be detected to improve the security of the internet of things communication.

Copyright © 2023 Inderscience Enterprises Ltd.
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However, the internet of things authentication protocol can not fully guarantee the
communication security of the internet of things, and the internet of things authentication
protocol also has vulnerabilities that can be attacked. Therefore, effective detection of the
security authentication protocol vulnerabilities of the internet of things can greatly
improve the communication security of the internet of things. However, there are still
some problems to be overcome in the detection of security authentication protocol
vulnerabilities in the internet of things at this stage, such as large bandwidth loss and
imperfect programming technology. Due to the long-term operation of the internet of
things, there are a lot of loopholes in the whole system at this stage. In order to improve
the security of internet of things communication, it is necessary to study a vulnerability
detection method of internet of things authentication protocol (Chang et al., 2016; Qiang
et al., 2016; Wang and Zhou, 2018).

At present, relevant scholars have made some very significant research results.
Ling and Sun (2019) proposes a vulnerability detection method for the authentication
protocol in the internet of technology (IOT) based on improved ant colony algorithm.
This method uses pseudo-random proportional rule to optimise the state transition
function in the IOT, and triggers ant colony to search path through neighbour information
of nodes and arc information which are not covered on monitoring boundary. The
identification node of the concentration of pheromone can get the corresponding
vulnerability boundary information and complete the vulnerability detection of the
authentication protocol in the IOT. However, the detection accuracy of this method is low
and it is difficult to ensure the security in the IOT. In Zhao and Chen (2019),
a vulnerability detection method for the security authentication protocol in the IOT based
on hidden Markov model is proposed. This method uses the hidden Markov model to
build the word set model, and uses the word set model to observe and train the training
sample sequence in the IOT, and generates the HMM detector to complete the
vulnerability detection of the security authentication protocol in the IOT. However, the
detection efficiency of this method is low, which is difficult to meet the detection
demand. In He and Ye (2019), a vulnerability detection method for the security
authentication protocol in the IOT based on AOP and dynamic stain analysis is proposed.
In this method, firstly, the pole coordinates of sensors are constructed by covering the
vulnerability discovery algorithm, and the dynamic stains between the closest nodes are
obtained. At the same time, the edge’s arc information sequence corresponding to any
node is calculated, and the number of new sensors that need to be added between each
node is obtained. However, the detection accuracy of this method needs to be further
improved.

To solve the problems of low detection accuracy and low detection efficiency in the
above methods, an improved wavelet packet based vulnerability detection method for
internet of things authentication protocol is proposed. The overall scheme of this method
is as follows:

1 To improve the effect of wavelet packet processing, the threshold value of wavelet
packet is improved. The improved wavelet packet is used to preprocess the measured
data to improve the detection accuracy.
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2 According to the pre-processing results, combined with the protocol state diagram
method, increase the coverage of detection traversal path, and use the method of
sending TCP detection packets to complete the detection of security authentication
vulnerabilities in the internet of things.

3 Experimental verification. Taking the detection accuracy, detection efficiency and
missed detection rate as experimental indexes, the proposed method is compared
with Ling and Sun (2019), Zhao and Chen (2019), He and Ye (2019), and the
experimental results are analysed to prove the effectiveness of the proposed method.

Through the above scheme, the accurate and fast detection of internet of things security
authentication protocol is realised to ensure the operation security of internet of things.

2 Vulnerability detection of the authentication protocol in the IOT

To accurately detect the vulnerability of internet of things authentication protocol,
based on the above overall research scheme, the vulnerability of internet of things
authentication protocol is detected.

2.1 Packet preprocessing

The tested data are set as:
() =y (t)+n,(¢), i=12,....,n )

In the above formula, y, (7) represents the original data; n, (¢) represents the noise, and
the signal can obtain the corresponding wavelet packet sequence after the wavelet packet
decomposition. Then there are,

w=60+y @)

In the above formula, @ represents signal coefficient and ¥ represents noise coefficient.

If W and W™ respectively represent wavelet packet transform and inverse operation
(Wang and Zhou, 2018), the wavelet packet threshold preprocessing method of data is as
follows:

w=W(f) (3)
w, =17 (w,4) 4)
y=w"(w,) (5)

In the above formula, 77 represents the threshold de-noising operator, that is, the
threshold function; A represents the threshold. The core step of wavelet packet
preprocessing is the threshold de-noising operator and threshold calculation. In the
improvement of wavelet packet, it mainly aims at the following aspects, specifically as
follows:
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(1) Selection of threshold function:

Threshold function is the most critical part of the whole de-noising process. Different
values of threshold function make different de-noising curves and different rules of
threshold processing for different sizes. Combined with the above analysis, it is necessary
to determine an adaptive threshold adjustment which can be made by signal type and
noise situation.

(2) Determination of threshold value:

In the process of wavelet packet threshold de-noising, the selection of threshold value has
a great influence on the de-noising effect. Firstly, the threshold value needs to divide the
signal and the wavelet packet coefficient of noise. If the threshold value is too small,
it means that the wavelet packet coefficient of noise has some residual; otherwise, if the
threshold value is too large, it will kill the signal.

(3) Determination of decomposition layers:

In the process of de-noising the original data with wavelet packet threshold, the first step
is to decompose the signal with wavelet, and at the same time, the number of
decomposition layers that meet the conditions should be selected. If the number of
decomposition layers is too low, the amplitude of the signal and noise coefficients will be
small, and it is difficult to distinguish the signal and noise coefficients, and affect the
final de-noising effect. On the contrary, if the number of decomposition layers is too
high, it means that the wavelet threshold amplitude of the signal will be seriously
compressed, and the de-noising effect of the signal will also be affected.

In the process of wavelet packet de-noising, when the threshold value is determined,
different threshold rules are selected for wavelet packet coefficients with different
threshold values to obtain brand-new wavelet packet coefficients (Tao and Sun, 2016;
Zhao et al., 2016), which are reconstructed to obtain the de-noising signal. The above
processing rule is the determination of wavelet packet threshold function.

The hard threshold function can be expressed in the following forms:

w,w|2/1

n(w’ﬂ)={0,|w|</1 ®

The soft threshold function can be expressed in the following forms:

w—A, |w|2/1
n(w,A)=10, W< 2 (6)
w+Ad, w<-A4

In the above formula, 77 represents threshold de-noising operator; A represents
threshold; w represents wavelet packet coefficient.

Compared with the hard threshold, the soft threshold has certain continuity at the
threshold point, and all wavelet packet coefficients higher than the threshold are shrunk.
This shows that the soft threshold can effectively remove more noise than the hard
threshold, and the signal has higher continuity (Liu et al., 2016; Zhu, 2018), but this will
cause the original components of the signal to be killed, and the important information in
the signal will be lost.



Vulnerability detection of the authentication protocol 5

On the basis of the above analysis, a semi soft threshold function is proposed by
combining the soft and hard threshold methods, and the expression of the semi soft
threshold function is as follows:

0, |W|S/1
n(wA.4)= sgn(W)%, A<|w<4, @)
w, |w|>ﬂ

In the above formula, A, represents the lower threshold value; A, represents the upper
threshold value, where:

A, = 0\2InN ®)

On the basis of the above, the threshold function is improved as follows (Li and Li, 2019;

Yao et al., 2016):
=24
o 2)

n(w,A)= 1+ ©

0,|w|<ﬂ»

According to formula (9), it is necessary to add exponential function to the above
threshold function to process the wavelet coefficients.

Based on the above analysis, combined with the sample entropy algorithm, the
threshold function is adjusted as follows:

A
sgn(w)| W-———— |, [w|>41
YOS i L) o
N

Os |W| < /1

To adjust the threshold function adaptively, first of all, it is necessary to analyse the noise
in the wavelet packet coefficients of noisy signals. Because in the process of wavelet
de-noising of signals, it is necessary to compare each wavelet coefficient and the size of
the threshold one by one, so in the subsequent research process, it is hoped that each
parameter corresponds to an adjustment parameter value. Combined with the above
analysis, the threshold value can be obtained. The calculation method of function
adjustment parameters is as follows (Wu et al., 2016):

1 The wavelet packet coefficients of the data are divided into several subsequences of
the same length in order, and then £,,, can be obtained by moving &, backward one
digit.

2 The sample entropy (Guo et al., 2019; Peng et al., 2019) of the above subsequence is
calculated, and the obtained value is set as the sample entropy of the intermediate
data points of the subsequence, to obtain the corresponding sample’s entropy
sequence, then:
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§={5,5,,....5,} an

3 By normalising the extremum of the sequence, the sequence of adjusting parameters
of threshold function can be obtained

§, =k —min_ (12)

max s min

Let s= (sl,sz,...,sk) be the adjustment parameter, and it is brought into the improved
threshold function, so that it can have the self adaptability of the noise distribution of
wavelet packet coefficient.

The calculation formula of threshold estimation is:

A=0,2logN (13)

In the above formula, o, represents the standard deviation of noise; N represents the
length of signal. Among them, when the variance of noise is larger, the wavelet threshold
is also large, and noise interference can be reduced as much as possible (Tang et al.,
2016). When the noise variance is reduced, the threshold value is smaller, and the
wavelet packet coefficients of the effective data can be better preserved.

2.2 Improved wavelet packet

After completing the above packet processing, it is found that the threshold can affect the
noise removal effect, and reducing the threshold can improve the effectiveness of wavelet
packet coefficients, so the wavelet packet algorithm is improved. Wavelet packet analysis
is a method to analyse the signal change while keeping the window area unchanged.
Wavelet packet can optimise the time and frequency window locally by changing the
window shape. Wavelet packet decomposition can adaptively select the corresponding
frequency band according to the characteristics of the signal, so as to improve the
accuracy of the detection results. Through the above analysis of data preprocessing
threshold, it can be seen that the noise variance will affect the adjustment parameters,
resulting in detection errors. Therefore, the wavelet packet threshold is improved to
ensure the accuracy of the final detection results. Using the logarithmic function of
decomposition layers to improve the above threshold, the improved threshold is estimated
as follows:

P 0,+2log N (14)

In(j+1)

In the process of wavelet packet threshold de-noising, the threshold divides the original
data and the existing data, and the coefficients processed by the threshold are processed
by wavelet packet inverse operation to obtain the pre processed data packets (Jiang et al.,
2016; Shi et al., 2018). The noise in the original data packets can be estimated as:

i(t)=f(t)-5(¢) (15)

It can be seen from formula (15) that the more noise is removed, the greater the sample
entropy of 7i(¢) is. When the signal is killed, there are some regular signals in 7i(¢).
If the complexity of 7i(¢) decreases, the sample entropy will also decrease. The sample
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entropy is set as the basis for determination, and the maximum value of estimated sample
entropy of noise signal is selected as the basis for determination, where the estimation
formula of threshold is:

ﬂl = ﬂ/maX(Samp[En]) (16)
The operation steps for determining the number of layers of wavelet packet
decomposition are as follows:

1 The initial number of wavelet decomposition layers is set as j =1, and the
maximum number of decomposition layers is setas j__=6.

2 According to the above operations, the sample entropy corresponding to the wavelet
packet coefficients of different layers is calculated and the average value is obtained.

3 Assuming that the set constraint conditions are met, the number of decomposition
layers selected is j—1, otherwise, it is judged that j > j ., if’itis true, the number
of decomposition layers J can be determined; otherwise, repeat the operation steps 2
and 3.

On the basis of the above analysis, the specific operation process of the threshold
de-noising method based on improved wavelet packet is given as follows (Chen et al.,
2016; Zhou and Yue, 2017):

1  The appropriate mother wavelet is selected, and the above operations are combined
to determine the number of decomposition layers to decompose the noisy signal with
wavelet packet, to obtain the different wavelet packet nodes and the corresponding
coefficient sequence of wavelet packet on the maximum decomposition scale.

2 The sample’s entropy sequence corresponding to the wavelet coefficient sequence is
calculated and standardised to obtain the improved adaptive threshold function and
the adjusted parameter sequence.

3 The initial threshold value is set, and the corresponding threshold increment is
selected, that is, the threshold size is:

A =hta (17)

4 After getting the denoised wavelet packet coefficients and performing the wavelet
packet inverse operation, the preprocessed data packets can be obtained and part of
the original data can be obtained at the same time.

2.3 Vulnerability detection of the authentication protocol in the IOT based on
improved wavelet packet

On the basis of the original data obtained above, in order to ensure the accuracy of the
detection results, it is necessary to carry out fuzzy test on different data packets. Because
the basic block contains a lot of repeated parts, the statistical results of test cases are not
accurate. In order to effectively solve this problem, it is necessary to reduce the formation
efficiency of test cases. At the same time, it is necessary to traverse all test samples to
obtain the largest basic block, and divide the samples into:
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e  maximum basic block
e remained basic blocks.

The protocol state diagram is a kind of relation diagram which is constrained by the
relevant rules of the authentication protocol in the IOT. Through the state diagram
of the authentication protocol in the IOT, different values in the whole protocol can be
randomly mutated, and the corresponding test stress can be formed at the same time.

If there are multiple undetected packets in the whole authentication protocol of the
IOT for repeated verification, each file may contain an overlapping number of basic
blocks. In order to improve the efficiency of the whole algorithm, it can be removed
optimally. At the same time, it can effectively test the repeated execution path in the
formation process, improve the algorithm’s traversal speed to the basic block (Zhou and
Zhu, 2019), and reduce the execution time.

The finite state machine is mainly composed of the following five parts, and the
specific calculation formula is as follows:

Py =50,8S,M,F,L (18)

In the above formula, s, represents the initial state of the authentication protocol in the
IOT, and it is also the beginning of the whole state space. Combined with the above
analysis, it can achieve any other state after a series of transformations; M represents the
test case set; S represents the state set of P, .

Analysis of the above conclusions shows that FSM can better reflect the message
driven protocol, the protocol state can be transferred from some state to the
corresponding state, and it can also reflect the context sensitive authentication protocol in
the 10T, and it is related to the historical trajectory of the packets.

After analysing the basic block after de duplication, we need to associate the
constraints between different basic blocks, and set up the state diagram in the
authentication protocol of the IOT. The maximum traversal depth needs to be set to
ensure the reduction of traversal efficiency. This paper mainly uses the state graph as the
input to traverse the system. After completing a state traversal, it needs to carry out the
transition between each state to ensure the effectiveness of the whole algorithm.

The following uses the corresponding packet capturing tool to obtain the packets of
the authentication protocol in the IOT, completes the packet preprocessing through
Section 2.1, filters and de duplicates the name and port number of the authentication
protocol in the IOT (Chen et al., 2016; Lu and Feng, 2016). Then the contents contained
in the packets are divided. Through the association function, multiple fields are managed,
the authentication protocol chart in the IOT is established, the fuzzy test is carried out in
combination with the execution path, and the whole test is monitored and analysed.
The specific operation process is as follows:

(1) Start;

(2) Obtain the data package of the target object;

(3) Preprocess the data package;

(4) Process the packets of the authentication protocol in the IOT in blocks;

(5) Setup the status chart of the authentication protocol in the IOT;
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(6) The whole graph is traversed according to first traversal mode with different depth,
and test cases are formed at the same time, which are sent to the system server;

(7) Send the detection packet, and determine whether the detection target is alive or not;
(8) End of ergodic graph;
(9) End.

The performance of fuzzy testing mainly depends on the proportion of effective test cases
and the path coverage of the authentication protocol in the IOT. The traditional test
method can not meet the development needs at this stage. At this stage, the method
mainly makes random byte variation for different fields of the authentication protocol in
the IOT. The number of test cases formed by the above methods shows a violent growth
trend (Li and Luo, 2018). Although the coverage of the whole algorithm is high, in the
actual application process, the running time is long, so the method is not available.

To further improve the comprehensive performance of the whole detection method,
we need to focus on the following aspects, as follows:

e to improve the operation efficiency, it is necessary to improve the automation of the
whole workflow, simplify the implementation of fuzzy test, and form the input file
required by the corresponding framework through the identification algorithm of the
authentication protocol field in the IOT

e adding the de duplication algorithm to the detection algorithm, the duplicate fields in
the authentication protocol in the IOT can be deleted, to reduce the formation of
redundant test cases, and increase the sample set

e the mutation device of user-defined test data is implemented, and the negative
characters in the process of test are expanded

e the relationship between various authentication protocols in the IOT is analysed
(Hao et al., 2016), to set up the status chart of authentication protocol in the IOT, and
effectively improve the coverage of the implementation path of the authentication
protocol in the IOT (Hao et al., 2016).

Figure 1 is used to show the specific flow chart of the whole framework work.

On the basis of the above analysis, combined with the automatic analysis and the
manual analysis, the function association of the basic blocks of the data package is
carried out, and the value constraints and length constraints among the basic blocks are
obtained. According to the preparation of the definition script for automatically forming
the original data, at the same time, the original data will be saved to the system server,
and the corresponding fields need to be set. According to the preparation of automation
script, the device IP, port and other types that are not monitored are bind, and the
communication with each target monitoring device is established. This paper uses the
method of sending TCP detection packet to detect whether there is a vulnerability in the
authentication protocol in the IOT.

According to the above process, the wavelet packet threshold is improved to obtain
accurate original data. According to the results of the original data, the TCP detection
packet method is used to analyse the relationship between various authentication
protocols in the IOT, and establish the state chart of authentication protocols in the 10T,
so as to effectively improve the coverage of the implementation path of authentication
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protocol in the IOT, and realise the vulnerabilities detection of authentication protocol in
the IOT. The above process only realises theoretical research and needs further
experimental verification.

Figure 1 Specific flow chart of framework work

Extraction of IoT
authentication protocols

v

Data transformation mutator

v

Fuzzer ‘

v

Monitoring platform
debugging

Target exception
information

End

3 Experimental verification

In order to verify the comprehensive effectiveness of the proposed vulnerability detection
method for authentication protocol in the IOT based on improved wavelet packet,
simulation experiments need to be carried out. The simulation experiment in this paper is
implemented in the network connected by switch, i.e., switched Ethernet, as shown
in Figure 2.

Figure 3 shows the structure of the experimental environment, in which the IP of the
attack host is 192.168.0.98, the IP of the attacked host is 192.168.0.93, and the IP of the
address of the gateway is 192.168.0.3.

3.1 Experimental scheme

According to the above experimental environment, the overall experimental scheme is:
select 10 GB of data from MySQL database, take the detection accuracy, detection
efficiency and missed detection rate as the experimental comparison index, and compare
the proposed method with Ling and Sun (2019), Zhao and Chen (2019), and He and Ye
(2019) for verification.



Vulnerability detection of the authentication protocol 11

e Detection accuracy: it refers to whether the method can completely identify the
vulnerabilities in the authentication protocol in the IOT. The higher the detection
accuracy is, the more complete the vulnerabilities can be detected by the method, and
the more secure the operation in the IOT can be guaranteed.

e Detection efficiency: in the case of the same number of vulnerabilities, the shorter
the detection time is, the higher the detection efficiency of the method is.

e Missed detection rate: the missed detection rate refers to the probability that the
method fails to detect the vulnerability, which is an important index to evaluate the
detection performance of the authentication’s vulnerability detection method for
IOT. The higher the missed detection rate is, the worse the detection performance
of the method is.

Figure 2 Topology of local area network (see online version for colours)

PC1 PC2 PC3 PC4

Figure 3 Topology of experimental environment (see online version for colours)

192.168.0.3

switch

192.168.0.93 192.168.0.98
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3.2 Comparison results of test accuracy
The comparison results of the four detection methods are shown in Figure 4.

Figure 4 Comparison results of detection accuracy of different detection methods
® The method method

G Method of Ling and Sun (2019)

Method of Zhao and Chen (2019)

@) Method of He and Ye (2019)

100 B

Detection accuracy / (%)

100 300 500 700 900 1100
Number of test samples / (a)

According to Figure 4, with the increasing number of samples, the detection accuracy of
the four detection methods is also changing. Compared with the traditional three
detection methods, the detection accuracy of the proposed method is significantly higher,
with the highest detection accuracy of 98.2%. Because this method improves the
threshold value of traditional wavelet packet algorithm, obtains the improved wavelet
packet algorithm, uses the improved wavelet packet algorithm to preprocess the internet
of things data packets, extracts the effective internet data, thus greatly improves the
detection accuracy of authentication protocol vulnerabilities.

3.3 Comparison results of test efficiency

In order to further verify the effectiveness of the proposed method, the following needs
to compare the detection efficiency of four vulnerability detection methods for
authentication protocol of IOT. The specific comparison results are shown in Table 1.
According to the above experimental data, with the continuous increase of the
number of decomposition layers, the execution efficiency of various detection methods
does not change constantly. The execution efficiency of the traditional three 10T
authentication protocol vulnerability detection methods has been in a linear downward
trend, but the execution efficiency of the proposed detection methods has been in a very
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stable state. The proposed method uses the protocol state graph method to improve the
coverage efficiency of traversal path in the detection process, so it greatly shortens the
detection time of authentication protocol vulnerabilities.

Table 1 Change of detection efficiency of four methods

Number of Detection efficiency (%)

decomposition Method in Ling Method in Zhao Method in
layers Proposed method  and Sun (2019) and Chen (2019)  He and Ye (2019)
j=1 98.51 98.74 98.58 94.21
j=2 97.84 97.85 98.14 93.14
j=3 98.54 96.96 97.85 92.20
j=4 99.69 95.85 97.21 91.15
j=5 99.47 94.25 96.32 90.18
j=6 98.89 93.41 96.27 89.23
j=7 97.66 92.36 95.61 88.26
j=38 98.85 91.12 95.62 87.34
j=9 97.69 90.45 94.64 86.37
j=10 96.47 89.78 94.81 85.78
j=11 98.58 88.25 93.71 84.75
j=12 99.69 87.63 93.66 83.95
j=13 99.74 86.27 92.51 82.54
j=14 99.50 85.54 92.74 81.48
j=15 99.20 84.60 91.30 80.25
Average 98.69 91.54 95.26 87.39

3.4 Comparison results of missed inspection rate

The comparison results of the four detection methods are shown in Table 2.

Table 2 Change of missed detection rate of four methods

Number of Missed detection rate/(%)

experiments Method in Ling Method in Zhao Method in
(times) Proposed method — and Sun (2019)  and Chen (2019)  He and Ye (2019)
1 0.15 0.15 0.12 0.18

3 0.12 0.18 0.19 0.23

5 0.11 0.22 0.18 0.27

7 0.08 0.26 0.16 0.31

9 0.07 0.30 0.17 0.35

11 0.09 0.35 0.20 0.42

13 0.06 0.38 0.15 0.48

15 0.03 0.42 0.13 0.56

17 0.00 0.47 0.18 0.62
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Table 2 Change of missed detection rate of four methods (continued)

Number of Missed detection rate/(%)

experiments Method in Ling Method in Zhao Method in
(times) Proposed method  and Sun (2019) and Chen (2019)  He and Ye (2019)
19 0.02 0.48 0.22 0.68

21 0.01 0.52 0.17 0.75

23 0.04 0.55 0.15 0.81

25 0.01 0.57 0.12 0.82

27 0.02 0.60 0.16 0.76
Average 0.06 0.39 0.166 0.52

Analysing the data in Table 2, we can see that the missing detection rate of the proposed
method is significantly lower than the other three detection methods, which shows that
the proposed method can accurately detect the loopholes in the internet of things
authentication protocol. The proposed method improves the coverage of traversal path,
effectively improves the detection range of authentication protocol vulnerabilities, and
completes the detection of authentication protocol vulnerabilities by using TCP packet
detection method, so the recall rate of the proposed method is significantly improved.

4 Conclusions

In view of the problems of low detection efficiency and accuracy in the traditional
vulnerability detection method for authentication protocol in the IOT, this paper proposes
a vulnerability detection method for authentication protocol in the IOT based on
improved wavelet packet. The following conclusions are proved in theory and
experiment. When detecting the vulnerability of the security authentication protocol in
the IOT, this method has high detection accuracy and efficiency. Specifically, compared
with the detection method based on the improved ant colony algorithm, the detection
accuracy is greatly improved, with the highest detection accuracy of 98.2%; compared
with the method based on the hidden Markov model, the detection efficiency is
significantly improved, with the average detection efficiency of 98.68%. Therefore,
it fully shows that the proposed detection method based on improved wavelet packet can
better meet the requirements of security authentication protocol detection in the IOT.
In the follow-up, we will focus on the study of some serious security problems, and
provide solutions to meet the needs to ensure the normal operation of the whole network.
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