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Abstract: As COVID-19 pandemic continued to propagate, millions of lives are currently at risk especially
elderly, people with chronic conditions and pregnant women. Iraq is one of the countries affected by the
COVID-19 pandemic. Currently, in Iraq, there is a need for a self-assessment tool to be available in hand for
people with COVID-19 concerns. Such a tool would guide people, after an automated assessment, to the
right decision such as seeking medical advice, self-isolate, or testing for COVID-19. This study proposes an
online COVID-19 self-assessment tool supported by the internet of medical things (IoMT) technology as a
means to fight this pandemic and mitigate the burden on our nation’s healthcare system. Advances in [oMT
technology allow us to connect all medical tools, medical databases, and devices via the internet in one
collaborative network, which conveys real-time data integration and analysis. Our IoMT framework-driven
COVID-19 self-assessment tool will capture signs and symptoms through multiple probing questions,
storing the data to our COVID-19 patient database, then analyze the data to determine whether a person
needs to be tested for COVID-19 or other actions may require to be taken. Further to this, collected data can
be integrated and analyzed collaboratively for developing a national health policy and help to manage
healthcare resources more efficiently. The IoMT framework-driven online COVID-19 self-assessment tool
has a big potential to prevent our healthcare system from being overwhelmed using real-time data collec-
tion, COVID-19 databases, analysis, and management of people with COVID-19 concerns, plus providing
proper guidance and course of action.
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1 Introduction

It was anticipated that 2020 is the beginning of an exciting decade in which we thought that we are mature
enough to face global challenges such as infectious diseases, global warming, space invasion, and yet
others. Undoubtedly, the development of basic science and technology frameworks toward data intensive
applications has improved in vital healthcare areas including neuroscience, genomics, pharmaceutical
development, medical imaging, and many others [1-4]. Eminent big technology innovations such as IoT
technology [5], digital and mobile health [6], big data methods [7], along with the advances in artificial
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intelligence and machine learning can work toward smart solutions to deliver essential insights into global
challenges such as COVID-19 pandemics via managing people with COVID-19 concerns and unlocking
modern therapeutic solutions [8-10].

Such inter-related technology innovations have a big potential for hospitals and clinical practices to
establish a highly interconnected digital ecosystem, enabled by Internet of Things (IoT) technology for real-
time data collection at scale, and empowered by machine learning and rule-based systems to comprehend
big healthcare data and to discover trends, represent medical databases, modeling risks and predict out-
comes [11-14]. The use of IoT technology for health and medicine is commonly referred to as the Internet of
Medical Things (IoMT), is an integration of medical devices, medical databases, applications, and people
connected to a healthcare information system via the internet [15-18]. A feasible network of healthcare
services is enabled using the IoMT technology so that different medical services are interconnected through
the applications of internet-based devices such as smart sensors and medical equipment [19,20].

The crucial role of IoMT technology comes into the picture when providing healthcare services to
remote areas or managing a large number of people in a natural disaster and global pandemics such as
the emerging COVID-19 [21]. Proper use of IoMT concepts and tools has a great potential to improve
healthcare services and medical operations. Current IoMT and real-time rule-based systems can incorporate
toward therapeutic data administration, portable medical care, and patients follow up [22-24].

While COVID-19 pandemic continues to propagate and the second wave is almost formulating, the Iraqi
health sector appears to be unprepared to handle the increasing number of infections. The acute shortages
of medical technology, ICU equipment, and the rapidly spreading virus has exacerbated the situation and
overloaded our hospitals. Currently, there is no automated system for COVID-19 self-management or
tracking patients who are self-isolated. The lack to reach all patients with COVID-19 concerns has resulted
in missing national collaborative emergency network, and thus we must push forward using innovative IoT-
based applications of self-management empowered by a rule-based approach to help contain COVID-19
pandemic.

In this study, we have formulated a consensus version of COVID-19 self-assessment supported by
clinicians with rich experience from different Iraq cities. As of 28 March 2021, more than 822,000 COVID-
19 cases and 14,157 deaths were confirmed in Iraq [25]. It is anticipated that Iraqi hospitals to overwhelm
with huge numbers of COVID-19 patients, while our healthcare system is highly likely to collapse due to this
pandemic. Patients can simply include their health status, i.e. signs and symptoms, to the IoMT-based
platform. The data goes through our COVID-19 patient database via the online COVID-19 self-assessment
tool, then the data can be managed and analyzed using the embedded rule-based approach. Early diag-
nostic will be suggested, and hospitalization alert will automatically be generated for reference. Further
treatment recommendations can be made as per the feedback from the prior analysis of data that are
already stored in the database.

This paper is organized as follows; Section 2 focuses on some countries that have managed to mitigate
the spread of the disease. Section 3 describes our framework providing a full picture of the components as
well as how these components are collaborating. Subsections within Section 3 present different components
and their functions. Section 4 covers the evaluation of our proposed framework as an interaction system, in
which a cognitive walkthrough has been applied to help identify usability issues. Section 5 describes the
most important findings and the strengths and limitations. Section 6 highlights the importance of using
combined technology of IoMT with the rule-based approach toward patient-centric systems as a means to
improve our healthcare quality of service.

2 Related works

Today, 196 countries, including Iraq, are still looking for cost-effective and practical solutions to confront
the outbreak of COVID-19. Healthcare authority in Taiwan has predicted to have a greater number of COVID-
19 infections, and therefore they started to specify several methods for many possible pathways including
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early COVID-19 identification, suppression, and resource provision to guard the community. Taiwan has
also integrated its national health insurance database to data from the immigration department as a means
of starting big data analysis to generate real-time warnings based on travel history and clinical signs and
symptoms. Further to this, they have made use of the latest technology including QR scanning codes,
integrated reporting of transport history, and yet others for possible early detection of COVID-19 cases [26].
Similarly, healthcare authority in India has launched “ArogyaSetu” a smartphone application to establish
links between people and important healthcare services [27].

Depending on discussions among government agencies and healthcare professionals, the spread of the
virus has been reduced in South Korea by adopting and integrating several strategies. They adopted an
approach called the 3T, which is the abbreviation for Trace, Test, and Treat [28,29]. The [oMT is essentially
applied in the “Trace” strategy.

In technology, the most innovative country is Germany. A smartwatch application has been launched in
Germany to reduce the spread of the virus and to detect infections. The vital signs (e.g., sleeping time, heart
rate, and body temperature) are collected from people wearing the smartwatch in order to predict if they are
infected with virus. An online map is used by the health authorities to access the collected data in order to
assess the spread of infections [30]. Furthermore, a fast diagnostic device has been developed by Bosch to
confirm COVID-19 infection hour by hour (as opposed to produce the outcomes in days). Rapid identifica-
tion and isolation of infected people can be fulfilled by using the device, and then, mitigate the spread of
the infections.

3 Framework design

The proposed framework assumes that it is possible to mitigate the problematic situation represented by
COVID-19 pandemic, and there is an urgent need to utilize the facilities offered by the IoMT methodology
supported by the rule-based approach for patients’ management. The core services of the framework
proposed herein, shown in Figure 1, consist of the registration (personal — identifiable data), online con-
sultation, storing the consultation data in COVID-19 patients database, COVID-19 diagnosis, and recom-
mended alert service based on the provided diagnosis. This section discusses the design of these services.
As mentioned previously, we propose an IoMT framework-driven online COVID-19 self-assessment tool. An
alert service requires an automatic reaction at the diagnosis terminal when a COVID-19 alert rises. To
control the spread of disease, it is important to report, identify, isolate, and handle the persons at early
stages. Our proposed framework can be divided into the following main services.

3.1 Registration and online consultation

The proposed framework starts with user registration, in which patients with COVID-19 concerns must
register their necessary information such as their names, ages, genders, and contact information to gain
access to the online self-assessment. Patient’s information will be securely stored in the COVID-19 database
center for further analysis and assessment. Patients also need to report their signs and symptoms that are
stored beside patients’ demographic for mining and knowledge discovery. The initial assessment of
patient’s health status will go through our rule-based approach to match their signs and symptoms against
the predefined rules.

Remote consultations have been adopted to minimize the infection risk, unnecessary visiting of hospi-
tals, and the burden on healthcare systems. The online consultation service consists of five sets of separate
tests, at the end of each test, patients are derived to the next one according to their answers. It is possible
that the patients can be diagnosed at the first test, and thus there is no need to transfer them to the next test.
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Figure 1: The proposed framework.

All the collected data from the online consultation service will also be persisted, i.e., the collected data are
sent back to COVID-19 database for further management and analysis.
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3.2 COVID-19 database

A centralized multidimensional database was designed in accordance with our framework requirements to
securely hold patients’ demographics, signs, and symptoms. It is one of the most important pillars in the
workflow process of IoMT system as data from the online consultation will be stored in a patients cloud
database server, which can be accessed by software components from each service within our framework,
such as COVID-19 diagnosis service or the online consultation.

3.3 Diagnosis

This is a multistep process guiding patients with COVID-19 concerns through a validated rule-based self-
assessment method to help determine whether patients with concerns need to be tested for COVID-19.
Anyone with COVID-19 concerns can complete this self-assessment for him/herself or on behalf of some-
body else if they are not able to do so. This self-assessment can inform the patients whether they have
COVID-19 at the time of the test, even if they are not showing any symptoms. The self-assessment is not
designed to detect previous infection with COVID-19. Also, it cannot check whether a person has any
immunity to COVID-19. Figure 2 shows the self-assessment service that consists of five steps. Each step
contents three actions, the first action represents a set of questions (TEST). The second action represents a
condition. The third action represents what the patient has to do when the result of the condition is “Yes,”
and when the result is “No,” the patient continues to the next step. As presented in Figure 2, the self-
assessment method starts with test 1, which is a set of questions within our rule-based approach examining
the presence of severe chest pain, difficulty breathing, feeling confused, or losing consciousness. Then
according to answers, patient may be advised to continue to step 2 or shall go directly to the nearest
emergency department via showing red alert as presented in Figure 2.

When patients continue to step 2, they are examined for any shortness of breath at rest or when laying
down, in addition to any current respiratory chronic conditions. In this step, patients may encourage to contact
healthcare professionals seeking advice with regard to their current symptoms (yellow alert), or continue their
self-assessment and move forward to step 3, in which patients will be examined for any new cough, onset fever,
shortness of breath, runny nose, and sore throat within the past 10 days. Yellow alert will also be issued when
patients show any combination of two or more symptoms, in which they are asked to immediately self-isolate
and be tested for COVID-19. Otherwise, they are encouraged to continue the self-assessment at step 4.

In step 4, patients are checked for the presence of painful swallowing, fatigue, achy muscle and joint,
headache and stuffy nose, vomiting, nausea, and diarrhea, and finally losing the sense of taste or smell.
When patients show combination of any two or more systems, they are strongly recommended to stay home
and practice social distancing until they feel better (yellow alert). It is also advised that patients need to be
tested for COVID-19 at this stage. The step 5 in this self-assessment, patients need to declare any outside
travel in the last 14 days, or did they have close contact with somebody who is confirmed as having COVID-
19. If so, they are advised to immediately self-isolate and to be tested for COVID-19. At the end of this
multistep process, participants are advised to take part in asymptomatic testing and help to raise public
awareness of social distancing and self-hygiene.

4 Cognitive walkthrough assessment

In this section, a cognitive walkthrough method has been applied to assess our framework as the seed of an
interaction system and to help identify issues of usability [31]. To define problems in the design stage, the
walkthrough is typically completed by several expert participants; however, this may also be achieved at
the testing stage. The walkthrough method should be considered with a first-time user and focusing on the
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Figure 2: COVID-19 self-assessment service.

usability of the system. Four questions are required to be discussed by the cognitive walkthrough method
during identifying task analysis and thereafter completed taking into consideration some pre-specified
questions, including the following tasks.

(1) User enrolment

(2) Signs and symptoms

(3) Alerts

(4) Decision support

Each task will then be performed by the participants in order to answer the following questions, which
are explained in detail in Table 1.
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(1) Will the participants attempt to fulfill the correct effect?

(2) Will the participants observe the true action is obtainable?

(3) Will the participants connect the true action with the effect to be fulfilled?

(4) If the true action is fulfilled, will the participants observe that is any progress may support the solving of
the task?

5 Discussion

The use of IoMT technology has already altered the way in which online services are accessed, commu-
nicated, and delivered. IoMT along with rule-based approach can potentially bridge the gap of traditional
patient/doctor consultations as well as improve healthcare delivery. Our framework provides a means of
online consultation and diagnosis supported by IoMT technology and rule-based method for patients with
COVID-19 concerns. This means individuals with concerns could have access to an authenticated medical
procedure for COVID-19 diagnosis whilst at home or on the move, rather than having to take an appoint-
ment in medical centers or hospitals. Additionally, highlighted in the framework of this paper once a
patient started to fill in signs and symptoms, there will be several assessment stages combined with
multilevels of alert.

One of the proposed framework limitations is the inability to detect previous infection with COVID-19.
Also, it cannot check whether somebody has any immunity to COVID-19. But on the other hand, this
framework does not have an increased timeframe with respect to the accessibility and gathering of required
information. Also, this framework is designed to save patients time in comparison to traditional methods of
visiting hospitals while ensuring safety and reduce the need to collect tens of people with concerns at the
same place. This shows that the framework offers both efficiency and effectiveness of managing patients/
doctor interaction particularly for those at the front line of this pandemic. This positive outcome will
therefore persuade all individuals with COVID-19 concerns to use our framework when becomes a standa-
lone online system with a regular basis and possesses an appropriate experiment doing so.

6 Conclusion

In this paper, we present an integration of two innovative concepts: real-time data integration and analysis
and IoMT technology. The use of these two paradigms for healthcare system can promote the crucial step
forward for the adoption of self-assessment tool as a means for the management of COVID-19 pandemic.
Our national healthcare system in Iraq is not well prepared to sustain such a huge number of daily
infections along with the increasing demand for helpful care services to identify symptoms and provide
guidelines for people with COVID-19 concerns. This was the main reason that pushed us to propose this
feasible and scalable solution to allow users (patient, physician, and hospital management) to take advan-
tage of this framework without the need of understanding complex standards or programming contexts.
Our framework has been designed to analyze patients’ input and propagate a response for the next action to
be taken by the patient. The red alert represents that the patient should report to the COVID-19 treatment
facility or nearest hospital with immediate effect, while the yellow indicates that the patient is highly likely
exhibiting above 80% of COVID-19 signs and symptoms, thus should be screened and further assessment is
crucial. Finally, no alert is presented when a patient does not show any symptoms at all. For future work,
we plan to integrate our framework with a physical sensor device like smartwatch to provide easier and
faster solution for the COVID-19 patients. Moreover, it is necessary to build a national Iraqi healthcare
information system based on IoMT to support any framework that may be designed to overwhelm any
health problems with huge numbers of patients.
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