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Abstract: The power grid is an important connection between power sources and users, responsible for
supplying and distributing electric energy to users. Modern power grids are widely distributed and large in
scale, and their security faces new problems and challenges. Information entropy theory is an objective
weighting method that compares the information order of each evaluation index to judge the weight value.
With the wide application of entropy theory in various disciplines, the subject of introducing entropy into
the power system has been gradually concerned. This article aims to study the smart terminal security
technology of the power grid perception layer based on information entropy data mining. This article
analyzes its related methods and designs a smart terminal for the power grid. On this basis, a data analysis
platform is built and a safety plan is designed. The result is that the average absolute error, root mean
square error, average absolute percentage error, and mean square error of the platform's power load
forecast are 1.58, 1.96, 8.2%, and 3.93, respectively. These error values are within the ideal range, and
the data processing ability is strong. The packet loss rate of the adversary's eavesdropping was tested, and
the average packet loss rates at locations a, b, c, and d were 1.05, 1.2, 1.81, and 2.2%, respectively. Data
packets will be definitely lost, so the platform is highly secure.
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1 Introduction

1.1 Background

The smart grid is the intelligence of the power grid, also known as “Grid 2.0.” It is based on an integrated, high-
speed two-way communication network. Through the application of advanced sensing and measurement

Shuai Ren: Energy Internet Technology Center, Liaoning Electric Power Research Institute of State Grid Corporation of China,
Liaoning 110055, China, e-mail: rdc2002@163.com
Defeng Chen: Energy Internet Technology Center, Liaoning Electric Power Research Institute of State Grid Corporation of China,
Liaoning 110055, China, e-mail: chendefeng27@163.com



* Corresponding author: Yaodong Tao, Product Department, Beijing DualPi Intelligent Security Technology Co. Ltd, Beijing
100088, China, e-mail: taoyaodong@dualpi.com

Shuheng Xu: Product Department, Beijing DualPi Intelligent Security Technology Co. Ltd, Beijing 100088, China,
e-mail: xushuheng@dualpi.com
Gang Wang: Energy Internet Technology Center, Liaoning Electric Power Research Institute of State Grid Corporation of China,
Liaoning 110055, China, e-mail: wangg_dky@ln.sgcc.com.cn
Zhibin Yang: Energy Internet Technology Center, Liaoning Electric Power Research Institute of State Grid Corporation of China,
Liaoning 110055, China, e-mail: 705761346@qq.com

Journal of Intelligent Systems 2022; 31: 817–834

Open Access. © 2022 Shuai Ren et al., published by De Gruyter. This work is licensed under the Creative Commons Attribution
4.0 International License.

https://doi.org/10.1515/jisys-2022-0117
mailto:rdc2002@163.com
mailto:chendefeng27@163.com
mailto:taoyaodong@dualpi.com
mailto:xushuheng@dualpi.com
mailto:wangg_dky@ln.sgcc.com.cn
mailto:705761346@qq.com


technologies and methods, the reliability and the goal of safety, economy, efficiency, environmental friendli-
ness, and safe use. Modern power grids gradually show interconnected, real-time, nonlinear, dynamic, and
random characteristics. These complex characteristics have brought new problems to the safe operation of the
power grid, for example, high construction cost, frequent maintenance, and it is difficult to ensure the safety of
the power grid in the harsh environment. The power grid is often faced with various faults and changes in
environmental factors. To avoid grid risks as much as possible and reduce failure losses, it is particularly
important to conduct a reasonable and effective analysis of the smart terminal security technology of the power
grid perception layer [1]. The information entropy theory is a weighting method that can effectively determine
the importance of each index. It has been widely used in multi-index decision-making problems and has
achieved relatively ideal results. Combining this method with big data and applying it to the research of power
grid security technology is of great value to the stability and reliability of the power grid.

1.2 Significance

Recently, large-scale power outages often occur, and power companies and employees have become more
aware of the importance of grid security. The causes of large-scale power outage mainly include natural
disasters, power grid management system and mechanism reasons, man-made accidents reasons, and
network security reasons. Among them, natural disasters are the most important cause of large-scale power
failure accidents. Such accidents have accidental occurrence, have a clear impact range on the power
system, and are not easy to spread, but are also accompanied by the combination of a variety of factors,
and the cause of network security is also an increasingly important reason. Relevant scholars realized that
when studying power grid security technology, it is difficult to meet the demands of today's power system
using only traditional methods. To find new ways to improve the current grid security technology, data
mining has been introduced. There will be a lot of data and a lot of information on the power system and
energy system. This information hides great values and needs people to mine it [2,3]. So many scholars have
paid attention to this point and established a data-driven thinking to deal with big data onto the power grid.
Then, the theory of “information entropy” is used in the big data onto the power grid, so as to study the
smart terminal security technology of the power grid perception layer.

1.3 Related work

Since the theory of information entropy was proposed, many scholars have studied it and used it in many
fields. Silva Vf found that entropy can be used to assess changes in rainfall and runoff. The level of
uncertainty in runoff data is higher than that in rainfall data. Rainfall and runoff changes can be obtained
based on marginal entropy, and rainfall and runoff carry the same information content. But the short-
coming of this article is the lack of actual data support [4]. The research on the spread of rumors is mainly
based on social and biological infection models or on public opinion dynamic models. Here, Wang pro-
posed a comprehensive model based on information entropy. The model takes into account factors such as
the role of memory, the herding effect, the subjective tendency to produce distortions, and the changes in
the degree of people's trust in each other. The change of trust degree is controlled by the confidence factor
β, and the tendency to produce distortion is controlled by the conservation factor K. This helps to limit the
decision-making of the spread of rumors, but the model's handling of details needs to be strengthened [5].
Lv has established an evaluation system consisting of 11 indicators. Lv takes Oxford and Fengzhen as the
research objects. Then, he established an intelligent growth evaluation model. The entropy method is used
to calculate the indicator weights, and the model is used to evaluate the development plans of these two
cities, and the indicator’s contribution to the level of intelligent growth is calculated from it. The results
show that the intelligence growth level of Oxford University is higher than that of Lv et al. [6]. Kim et al.
focused on filtering methods based on information entropy: IG (information gain), FCBF (filtering based on
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fast correlation), and mRMR (minimum redundancy and maximum correlation). FCBF has the advantage of
reducing the computational burden by eliminating redundant features that meet the approximate Markov
coverage conditions. However, FCBF only considers the correlation between features and classes to select the
best features. Kim et al. proposed an improved FCBF to overcome this shortcoming. When this method has high
requirements for practical operating conditions, its practicability is not strong [7]. Wang and Yao proposed a
novel objective reduction method based on Nonlinear Correlation Information Entropy (NCIE). The method is
embedded in Pareto-based and indicator-based MOEA, and the results show that this method significantly
improves the performance of Pareto-based MOEA on reducible and nonreducible MaOP. But it is not very helpful
to the performance of indicator-based MOEA [8]. Chaoliang et al. proposed a Demons algorithm based on
regional information entropy. It introduces inertial parameters to improve the convergence performance of the
algorithm. Simulation research and experiments of realistic infrared images show that the algorithm can match
images with different intensities, but the disadvantage is that the sharpness of the image may not be high [9].

1.4 Innovation

The innovations of this article are as follows: (1) Combining information entropy with smart terminals of the
power grid and introducing the security technology of smart terminals based on information entropy. (2)
Data processing of the smart grid is performed by using a linear regression function algorithm.

2 Power grid smart terminal security technology in view of
information entropy data mining

2.1 Smart terminal security technology for power grid perception layer

2.1.1 Grid smart terminal

To investigate the risks of smart terminals in the power grid, it is necessary to investigate the basic situation of
the terminals, so as to screen smart terminals of the power grid and screen out smart terminals that may be at
risk. Here are some classic smart terminals [10]. Intelligent terminals of the power grid specifically include
various types of energymeters, environmental monitoring equipment,measurement and sensing sensors, power
transformers, intelligent micro circuit breakers, relays and controllers, protocols, smart electricity meters, etc.

2.1.1.1 Smart meter

The basic equipment for data collection of smart meters is responsible for the collection [11]. In addition to
the traditional power metering functions, it also has intelligent functions such as user control and preven-
tion of electrical theft. Its topology is shown in Figure 1.

Figure 1: Smart meter network topology diagram.
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2.1.1.2 Negative control/special transformer power consumption information collection terminal

The power consumption information acquisition terminal is used to collect power consumption informa-
tion. It can ensure reasonable load and controllable residential electricity consumption [12]. Its structure is
shown in Figure 2.

2.1.2 Smart terminal security technology

In the recent years, the information security situation is very severe. The smart terminal of the power grid is
an important target for attacking the power network. It faces serious security risks. Electric power informa-
tion security risks are divided into three aspects: chip layer, terminal layer, and interaction layer, as shown
in Figure 3 [13]:

2.1.3 Calculation method of power quality of smart terminal

2.1.3.1 Filtering link

To improve the ability to resist high-order harmonic interference, it is necessary to add low-pass filtering
links in many places. First, discretize the analysis of the low-pass filter environment. The low-pass filter
transfer function is expressed as follows:

( )
( )

=

⋅

+

Y s πf X s
s πf

2
2

.c

c
(1)

Suppose =

+ /

k πf f
1

1 2 c s
, the expression of discrete low-pass filtering can be obtained by sorting out by the

linear regression function as follows:

( ) ( ) [ ( ) ( )]= + ⋅ − −Y n C n k Y n X n1 . (2)

Figure 2: Electricity information collection terminal.
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2.1.3.2 Preliminary data processing

It is important to standardize the data obtained by sampling and conversion, with a nominal value of 1. In
addition, it is also optional to filter the sampled data once to filter out the noise introduced by the
sample [14].

2.1.3.3 Realization of coordinate transformation

Next is the realization of coordinate transformation. To reduce the multiplication operation that consumes
multiple instruction cycles, the coordinate transformation is performed according to the following formula:
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Also, the CPU consumes a lot of time to calculate the sine and cosine. To improve the response speed,
the coordinate method is used for calculation. The look-up table first transforms to the 0–90 degree interval
according to the nature of the trigonometric function, finds the position of the array corresponding to the
angle to be calculated, and finally uses the median interpolation method to complete the calculation.

2.1.3.4 PI controller

A PI regulator is a kind of linear controller, which forms control deviation according to the given value and
the actual output value, forms the control quantity by the linear combination of the proportion and integral
of the deviation, and controls the controlled object. The mathematical expression of the PI controller
discretization is expressed as follows:

( ) ( )= ⋅U n k U n ,p p er (5)

( ) ( ) ( )= ⋅ / + −U n k U n f U n 1 ,i i er i (6)

( ) ( ) ( )= +U n U n U n .p iPI (7)

Figure 3: Security challenges of grid smart terminals.
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To ensure that the frequency amplitude is within the specified range of the national standard, it is
necessary to limit the output of the PI controller.

2.2 Power grid smart security technology based on data mining

2.2.1 Data mining

Data mining refers to the process of searching for information hidden in a large amount of data through
algorithms. Data mining is generally related to computer science and achieves these goals through a
number of methods such as statistics, online analytical processing, intelligence retrieval, machine learning,
expert systems (relying on past rules of thumb), and pattern recognition. Generally speaking, data mining
has several characteristics: Data mining technology helps users find interesting but not clear requirements
[15–17]. The data to be mined is large and difficult to process with traditional statistical methods. With
reference to the knowledge of probability and statistics, the rules in data mining are based on a certain
degree of confidence. Data mining systems often integrate the discovery, management, and maintenance of
rules [18–21]. The general structure of data mining is shown in Figure 4:

2.2.2 Intelligent prediction algorithm for power grid data based on data mining

The prediction model used for intelligent prediction of power grid data is a comprehensive prediction
model. Synthesizing various prediction information and prediction accuracy provided by various prediction
models improve prediction performance by optimizing and combining prediction results [22]. The structure
of the prediction model is shown in Figure 5. First, the extended smoothing analysis and the linear
regression analysis of the original data are performed separately, followed by a weighted synthesis, and
finally, the results are predicted.

Figure 4: Data mining model.
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2.2.2.1 Exponential smoothing analysis

The principle of the exponential smoothing analysis is to select each weight value as a descending exponen-
tial series. The exponential smoothing method finds the main development trend by eliminating the laws in
the historical sequence [23]. For a time series, the formula for a smoothing index is expressed as follows:

( )= ∝ + − ∝
−

f t f1 ,x x 1 (8)

where ∝ is the smoothing coefficient, fx is the smooth value at x, and
−

fx 1 is the smooth value at x-1.
The prediction model of the primary index is expressed as follows:

( )′ = ∝ + − ∝
+

t t 1 .x 1 (9)

It can be seen from the calculation formula of exponential smoothing that exponential smoothing is an
iterative calculation process. To use this method to predict, the initial value f0 must be first determined.
When the number of time series periods is greater than 20, then:

=f t .0 1 (10)

When the number of periods in the time series is less than 20, the average value of the previous
observation should be used instead of [24], such as:

=

+ +f t t t
3

.0
1 2 3 (11)

2.2.2.2 Linear regression analysis model

The linear regression model is used to determine the correlation between variables. The univariate linear regres-
sion model can explore the linear relationship between X and Y [25]. Its general form is expressed as follows:

Figure 5: Predictive model of intelligent analysis.
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= +Y a bX. (12)

where a represents the estimated value of Y. X is the independent variable, a and b are unknown parameters, and
b is the regression coefficient.

2.2.2.3 Determination of weights in comprehensive forecasting

Here, linear combination prediction is used to determine the weight of each single prediction model [26].
There are n single prediction methods, and the error of the ith prediction method is expressed as

follows:

∣ ∣∑= −ε f f .i
t
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2 (13)
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Finally, the predicted value is calculated by weighted processing and comprehensive analysis [27].

2.3 Power grid terminal security technology based on information entropy

2.3.1 Information entropy

The concept of entropy was originally a term dedicated to thermodynamics, which describes the degree of
chaos in the distribution of energy in space [28]. The entropy theory has important applications in many
fields, for example, in the field of the chemical industry, computer science, and physical biology. With the
development of entropy theory, various fields regard it as an important parameter. Humans try to use the
entropy theory to reason and evaluate things, so as to get various ideas and opinions about world affairs.
Therefore, the concept of entropy thought came into being [29]. Claude Elwood Shannon combined entropy
with information theory and proposed information entropy. For any random variable, the greater its
information entropy, the more information is needed to understand it clearly, indicating that its uncertainty
is also greater. At the same time, information entropy is also a quantitative description of the degree of
system order. With the development of information theory, entropy theory has received more and more
attention and has been gradually applied to the field of electric power.

Information entropy is divided into discrete information entropy and continuous information entropy
according to the nature of random variables [30]. Among them, the definition of discrete information
entropy is expressed as follows:

( ) ( ) [ ( )]∑= −

−

E X C p i p ilog .
i

n

b
1

(15)

where C is a constant, ( )p i represents the probability of X taking the ith value, and b can take different
values, and so we obtain the following:

=

→

+

p plim ln 0.
p 0 (16)

So when p(i) = 0, there are:

( ) [ ( )] =p i p ilog 0.b (17)

The definition expression of continuous information entropy is given as follows:
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( ) ( ) ( )∫= −

∞

−∞

E X f x f x xlog d . (18)

Among them, f(x) is the probability density function of random variable X, and continuous information
entropy is used to describe the average uncertainty of the information source [31].

2.3.2 Power grid security analysis based on information entropy

Currently, the urban power grid is in an important period of large-scale development and upgrading.
Therefore, how to achieve a more reasonable, objective, and comprehensive safety assessment while
planning work has important practical significance [32].

Then set up a risk evaluation model to evaluate the risk. For any (x, y) risk evaluation problem, the
quantitative risk can be evaluated according to the following calculation formula:
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(19)

where ′λj is the weight coefficient of j, hj is the entropy value of index j, and m is the number of indexes.

2.3.2.1 Entropy calculation formula used for safety assessment

Define fij as follows:
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where n represents the exact number of digits of A.

2.3.2.2 Entropy calculation formula used for safety assessment

It can be seen from the formula that when the entropy value is close to 1, even if the entropy value of each
indicator is slightly different, the entropy weight will change. For example, the entropy values of the two
indicators of a particular scheme are almost the same. If both indicators are close to 1, the corresponding
entropy weighted value is very close [33]. However, the phenomenon of entropy jumping occurs frequently.
That is to say, the weighting coefficient obtained according to the previous entropy weighting calculation
formula will vary greatly. In the (x, y) evaluation problem, the entropy weight of the ith evaluation index of
the power grid is expressed as follows:
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2.3.2.3 Power grid security assessment model based on information entropy

Since it is difficult to determine the weight coefficients ofm evaluation indicators [34], it is necessary to use
the calculated entropy weight A to weigh the evaluation matrix R. Normalizing the weighting matrix B, the
following formula is obtained:
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3 Data mining power grid smart terminal experiment based on
information entropy

3.1 Design of intelligent terminal for power grid on account of data mining

3.1.1 Overall architecture of grid smart terminals

Smart terminals must be able to participate in remote control tasks, form a complete communication
network for the power grid, and realize reliable communication connections between the central controller
and power equipment such as DG, energy storage, and loads. Regarding data transmission, the intelligent
terminal receives the adjustment and control commands of the central controller and sends them to the
corresponding basic equipment controller.

Due to the rapid development of science and technology, the grid system has also developed very
rapidly. Today, China's power grid system has integrated network, automation, and smart technology to a
certain extent. As shown in Figure 6, it is the overall architecture of the grid smart terminal designed in this
experiment. It mainly includes an intelligent cloud platform, big data processing layer, network layer, and

Figure 6: Grid smart terminal structure.
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infrastructure layer. Power smart terminals include smart car charging piles, power distribution network
terminals, and smart meters.

3.1.2 Overall system arrangement

Based on the large platform of grid smart terminals, this experiment redesigned a grid data platform based
on data mining. In this platform, big grid data are collected and analyzed, so that the system predicts
various grid data such as power load data. This experiment also designed a security plan for the smart
terminal of the power grid to ensure the security of the power grid.

3.2 Data mining-based power grid data analysis platform experiment

3.2.1 Design of power grid data analysis platform

3.2.1.1 Construction of grid data analysis platform

This platform is a platform on which data mining algorithms are applied. By deploying data mining
algorithms on this platform, it can process data. Figure 7 shows the structure of the grid data analysis
platform. The platform includes portals, data source servers, and other parts.

The workflow engine is used in the platform to edit the workflow and perform mining tasks. The
heartbeat mechanism is used to communicate between the Master node and the DataNode data node. In
this system platform, the Master node is separately deployed in a server, and then there are seven servers as
DataNode data nodes. The overall architecture of the analysis platform includes four parts: the data layer
mainly provides data storage and reading and writing services; the component layer is the core layer of the
platform, and the same layer provides a variety of components to complete data preprocessing and data
mining task; service layer is the layer for system management and production and editing workflow; and
portal for data analysis and display.

Figure 7: Platform topology diagram.
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3.2.1.2 Intelligent analysis process of grid data

The intelligent analysis process of the platform is divided into multidimensional analysis of historical data
and time series prediction. A multidimensional database can be simply understood as follows: storing data
in an n-dimensional array, rather than storing it in the form of records like a relational database. So it has a
lot of sparse matrices and people can look at the data through a multidimensional view. The intelligent
analysis process is shown in Figure 8:

The grid business data layer uses the SQL Server database to store historical data and perform data
preprocessing. It is then saved in a database based on the multidimensional data model. It digs balls for
various needs, performs multidimensional correlation analysis and time series forecasting, and finally
displays the digging information in front of users in a graphical form.

3.2.2 Data prediction experiment results of grid smart terminal

3.2.2.1 Analysis of power load forecast errors

To scientifically evaluate the accuracy of the prediction data of the power grid data analysis platform of the
power grid intelligent terminal, the error index usually needs to be analyzed. To comprehensively evaluate the
overall accuracy of the platform for power load forecasting, four indicators of average absolute error (MAE),
average absolute percentage error (MAPE), mean square error (MSE), and root mean square error (RMSE) are
finally selected for error analysis and evaluation of three grid load data forecasting algorithms. Figure 9 shows
the four error values of the power load forecast by the grid data analysis platform within one day.

Figure 9 shows that the maximum value of the mean absolute error occurs at 20:00 and the value is 2.3.
The maximum value of the root mean square error occurs at 14:00, and the value is 2.56. The maximum
value of the average absolute percentage error occurs at 8:00, and the value is 14.3%. The maximum mean
square error occurs at 14:00, and the value is 5.45. Figure 9 shows that the minimummean absolute error is
0.6, minimum RMSE error is 0.65, minimum mean absolute percentage error is 4.3%, and minimum MSE
error is 2.1%.

We averaged the four error values of MAE, PMSE, MAPE, and MSE at different times and presented in
Table 1:

From Table 1, we can see the average value of each error at different times. These values are within the
ideal range, which proves that the error value of the power load forecasting based on the data mining power
grid data analysis platform is relatively small and the accuracy rate is high.

Grid service database

Grid service

database

Prediction and

analysis data

preprocessing

Multidimensional data

model data warehouse

Multidimension

al correlation

analysis

prediction

model

Visual display of analysis results

Figure 8: Grid data analysis process.
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3.2.2.2 Data processing efficiency

To verify the data processing efficiency of the platform, this article uses a large-scale data set as the input
data. When the input data scale is the same, processing efficiency of this platform and the SPSS software's
prediction algorithm for massive data is compared. Let the processing time of this platform be T1, the
processing time of SPSS is T2, the input data size is continuously increased, and the processing time of the

two algorithms on the massive data is recorded. Table 2 presents the efficiency comparison result.
The processing time of both the platform and the SPSS increases with the increase of the data set. When

the dataset is 400 MB, the processing time of the two is close. But with the increase of the data set, the
processing time of this platform does not increase much, and the processing time of SPSS increases greatly.
It shows that the data processing effect of this article is significantly improved, and with the increase of the
data quantity, the efficiency improvement is more obvious.

Table 1: Mean value of error

Average value

MAE 1.58
PMSE 1.96
MAPE 8.2%
MSE 3.93
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Figure 9: Grid load forecast error value.

Table 2: Efficiency comparison

Enter dataset size (MB) T1 (min) T2 (min)

400 1.3 1.5
1,000 5 6
4,096 8 28
10,240 12 62
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3.3 Grid smart terminal security solution

3.3.1 Design of smart terminal security scheme

The smart grid communication security solution proposed in this experiment includes two parts: equipment
authentication and data encryption. Smart meters and collection terminals are first certified for lightweight
devices. When the authentication is passed, the data communication is continued. If the authentication is
not passed, the authentication will be terminated to ensure the security of the system. The system adopts
lightweight data encryption algorithm to ensure the security and integrity of data.

3.3.1.1 Analysis and design of lightweight equipment certification protocol

Lightweight data encryption algorithm is a packet cryptography algorithm, it has a strong differential
resistance analysis ability, and encryption speed is much faster than DES, compared to some low-performance
processor situations. In the smart grid information collection system, there are multiple communications
between the smart meter terminal and the collector. In the upstream direction, the smart meter collects various
power information, including current, voltage, and power consumption, and uploads it to the collector and its
upstream business system. In the downstream direction, the business system issues control commands to adjust
the operating status of the power user side. In the communication process, once an illegal device is connected to
maliciously send false control commands, it will lead to instability of the power grid system. Therefore, in this
experiment, based on the problems of the current mainstream lightweight device authentication protocols, a set
of lightweight device authentication protocols suitable for smart meters and collectors is improved and designed
to ensure the credibility of the identities of the communicating parties.

3.3.1.2 Analysis and design of lightweight data encryption algorithm

When communicating with the information collection system, if the attacker obtains the user's name,
address, meter data, billing history, meter IP, etc., it will cause the user's privacy disclosure, damage the
user's interests, and affect the development of the smart grid. In this experiment, a lightweight encryption
algorithm is designed. The algorithm adopts the symmetric key algorithm with fast encryption speed,
makes rational use of key resources, solves the problem of key update, and ensures the confidentiality
of data to the greatest extent.

3.3.1.3 Experimental environment configuration

The experimental system configuration is presented in Table 3.

Table 3: Experimental configuration environment

Software and hardware To configure
CPU Intel Core i5
Dominant frequency 2.5 GHz
Memory 8 G
Hard disk 256 G
Operating system Windows 10
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3.3.2 Analysis of the safety results of the smart terminal of the power grid

3.3.2.1 Key security analysis

The key is constantly updated. During key transmission, the slave needs to ensure the accuracy of receiving
the request and the master needs to ensure the accuracy of receiving the response. This experiment has
done 10 tests to simulate the actual communication environment and send data packets to verify the
performance of key update. The results are presented in Table 4.

The master and slave devices record the status of 1,000 communication request update packets and keys.
It can be seen from the table that the theoretical number of key updates is the same as the number of keys
updated in the actual communication process. The results show that the key updates of the master device and
the slave device are synchronous, and the system realizes the goal of the self-organization management.

3.3.2.2 Adversary key tracking

We conducted an experiment, and the eavesdropping packet loss rate is shown in Figure 10. During the
communication process, three different locations were set up, and 10 groups of experiments were con-
ducted at each location, and each group sent 5,000 data packets.

Table 4: Key update synchronization between master and slave devices

Number of requested
packets

Number of retransmitted
packets

Packet retransmission
rate (%)

Number of theoretical
updates

Actual update
times

1,000 85 8.5 28 28
2,000 167 8.4 57 57
3,000 290 9.7 83 83
4,000 399 10 124 124
5,000 464 9.2 156 156
6,000 580 9.7 173 173
7,000 736 10.5 196 196
8,000 820 10.3 213 213
9,000 956 10.6 258 258
10,000 1,019 10.2 281 281
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Figure 10: Eavesdropping packet loss rate.
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After calculation, the average loss rate of data packets at location a is 1.05% and that at location b is 1.2%.
The average loss rates of positions c and d are 1.81 and 2.2%. Therefore, the enemy will certainly have the
problem of packet loss when eavesdropping on data communication. Once a packet is lost, the enemy eaves-
dropping fails. From this point of view, the overall data packet loss rate is not more than 6%, and the average is
below 1.8%, indicating that the data confidentiality and security of this article are good (Figure 11).

3.3.2.3 Data encryption and decryption analysis

This experiment uses the more classic RSA and DES algorithms to explore the time-consuming situation of
these two encryption and decryption processes. The time of 100 experiments was counted.

Both RSA and DES encryption and decryption algorithms consume less time as the data length
increases. For the RSA algorithm, its encryption and decryption time are on the order of hundreds of
milliseconds. It can be seen from the figure that when the data length is between 200 Byte and 264 Byte,
the average time consumption of the RSA algorithm is 478 ms. For DES whose encryption and decryption
take less than 10 ms, the average time for the data length between 200 Byte and 256 Byte is 1.24 ms. It can be
seen from the experiment that the encryption and decryption of the platform's security scheme are good so
that no matter whether a high-level or low-level algorithm is used, the encryption and decryption time is
relatively ideal, which meets the requirements of timely communication.

4 Discussion

With the construction of power grids, more andmore smart terminals are used in all aspects of the power grid. The
construction of smart grid terminals is now very strong, but with the change in grid structure and the development
of emerging industries, the level of construction of smart grid terminals needs to be further improved. Datamining
technology has the advantages of the huge computing scale, advanced algorithm, and strong function. In the
actual engineering project test, the application of data mining technology to the analysis and processing of power
grid data has high reliability and practicability. Applying data mining to the smart terminal perception layer of the
power grid can improve the performance of the power grid and increase its security.
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Figure 11: Time-consuming encryption and decryption of different algorithms.
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5 Conclusion

This article introduces the related methods of smart terminal security technology of power grid perception
layer based on information entropy data mining. This article first introduces the security technology of the
smart terminal of the power grid and then introduces the security technology of the smart terminal based on
data mining and information entropy. Finally, this article designs a power grid smart terminal, designs a
data analysis platform based on data mining, and uses the platform to perform experiments to obtain the
results: (1) The average absolute error, root mean square error, average absolute percentage error, and
mean square error of power load forecasting are 1.58, 1.96, 8.2%, and 3.93, respectively. These error values
are all within the ideal range. (2) The platform data processing time is short, and the efficiency is high. This
article also designed a security plan, analyzed the plan, and obtained the result: (1) Test the packet loss rate
of the adversary's eavesdropping; the average packet loss rates at positions a, b, c, and d are 1.05, 1.2, 1.81,
and 2.2%, respectively; the problem of packet loss will occur when the enemy eavesdropping. (2)Whether it
is RSA or DES encryption and decryption algorithms, time consumption is within the ideal range.

Smart grids must be more reliable – smart grids provide reliable power supply wherever and whenever
users are. It provides adequate warning of possible grid problems and tolerates most grid disturbances
without outages. It can take effective corrective action before the user is affected by the outage, so as to
protect the grid users from the impact of power interruption.

6 In the future

Smart grids must be more environmentally friendly – smart grids reduce environmental impact through
innovations in generation, transmission, distribution, energy storage, and consumption, also further
expand the access to renewable energy. Where possible, in future designs, smart grid assets will take up
less land and have a less physical impact on the landscape. The smart grid must be safe to use – the smart
grid must not harm the public or grid workers, that is, the use of electricity must be safe.

Conflict of interest: The authors state no conflict of interest.

Data availability statement: The data that support the findings of this study are available from the corre-
sponding author upon reasonable request.
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