
c© de Gruyter 2009
J. Math. Crypt. 3 (2009), 1–18 DOI 10.1515 / JMC.2009.001

Distortion maps for supersingular genus two curves

Steven D. Galbraith, Jordi Pujolàs, Christophe Ritzenthaler
and Benjamin Smith

Communicated by Hugh Williams

Abstract. Distortion maps are a useful tool for pairing based cryptography. Compared with elliptic
curves, the case of hyperelliptic curves of genus g > 1 is more complicated, since the full torsion
subgroup has rank 2g. In this paper, we prove that distortion maps always exist for supersingular
curves of genus g > 1. We also give several examples of curves of genus 2 with explicit distortion
maps for embedding degrees 4, 5, 6, and 12.
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1 Introduction

Let C be a nonsingular, geometrically irreducible, projective curve over Fq, where q is
a power of a prime p. The Jacobian variety of C is denoted by Jac(C), and the q-power
Frobenius map is denoted by π; we identify Jac(C)(Fqn) with the degree zero divisor
class group of C over Fqn for each n > 0. Let r be a prime dividing #Jac(C)(Fq) and
coprime to p. We define the embedding degree to be the smallest positive integer k
such that r divides qk − 1; note that Fqk is the field generated over Fq by adjoining the
group µr of rth roots of unity in Fq. Throughout,

er : Jac(C)[r]× Jac(C)[r]→ µr ⊂ F∗qk

denotes a non-degenerate, bilinear, and Galois-invariant pairing on Jac(C)[r], such as
the Weil pairing or the reduced Tate pairing; we refer the reader to [1, 2, 8, 7, 16, 17]
for details on pairings and pairing-based cryptography.

An elliptic curve E over Fq is supersingular if #E(Fq) is congruent to 1 modulo p.
If E is a supersingular elliptic curve, then End(E) is an order in a quaternion algebra.1
More generally, an abelian variety A of dimension g over Fq is supersingular if it is
isogenous over Fq to a product Eg, where E is a supersingular elliptic curve; in this
case, End0(A) := End(A)⊗Z Q is a Q-algebra of dimension (2g)2 as a Q-vector space.
Finally, a curve C is supersingular if Jac(C) is a supersingular abelian variety. When
Jac(C) is supersingular, the embedding degree k is bounded above by a constant k(g)
depending only on the genus g of C (see [8, 19]).

1If A is an abelian variety, then EndK(A) denotes the ring of endomorphisms of A defined over a field K,
and End(A) the ring of endomorphisms of A defined over an algebraic closure of K. Unless otherwise noted,
all morphisms are defined over the algebraic closure of the base field.
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Bilinearity is an important property of pairings in cryptography: for all integers a
and b and elements D1 and D2 of Jac(C)[r], we have er(aD1, bD2) = er(D1, D2)ab.
For bilinearity to be useful, however, it is necessary to have er(D1, D2) 6= 1. The Weil
and Tate pairings are non-degenerate: for each non-zero divisor class D1 of order r,
there is a divisor class D2 such that er(D1, D2) 6= 1. A problem arises when one wants
to pair two specific divisors D1 and D2 where er(D1, D2) = 1; this can happen, for
example, when for efficiency reasons both divisors are defined over Fq and k > 1. In
these situations we need distortion maps.

Definition 1.1. A distortion map for a non-degenerate pairing er and non-zero divisor
classes D1, D2 of prime order r on C is an endomorphism ψ of Jac(C) such that
er(D1, ψ(D2)) 6= 1.

Distortion maps were introduced by Verheul [29] for elliptic curves in the case where
the divisors D1 and D2 are defined over the ground field. We stress that our definition
depends on the choice of divisor classes, and also on the pairing. In general, there is
no single choice of ψ that is a distortion map for all pairs of divisor classes on C.

The goal of this paper is to provide, for certain supersingular curves, a collection
of efficiently computable endomorphisms such that there is a suitable distortion map
in the collection for any pair of non-zero divisor classes on the curves. Note that the
Frobenius or trace maps may be used as distortion maps for some pairs of divisor
classes, even on ordinary curves. However, to be able to handle all possible pairs of
non-zero divisor classes one needs extra endomorphisms, and it seems to be necessary
to restrict to supersingular curves to present general results.

The problem of finding distortion maps for elliptic curves is relatively easy to han-
dle: if D1 and D2 are nonzero divisor classes on an elliptic curve and er(D1, D2) = 1,
then any divisor D3 of order r that is independent of D2 (that is, 〈D2〉 ∩ 〈D3〉 = {0})
satisfies er(D1, D3) 6= 1. This follows from the non-degeneracy of the pairing, and the
fact that the r-torsion of an elliptic curve has rank 2. An algorithm to find distortion
maps for any supersingular elliptic curve has been given by Galbraith and Rotger [10].2

In this paper we discuss the situation for g > 1, with particular emphasis on curves
of genus 2. For curves C of genus g > 1, the r-torsion of the Jacobian has rank 2g,
so independent divisors may have a trivial pairing. Indeed, elementary linear algebra
implies that for every non-trivial divisor D of order r, there exists a basis for Jac(C)[r]
such that D pairs trivially with all but one of the basis elements.

In Section 2, we prove that distortion maps always exist for supersingular abelian
varieties. However, existence of distortion maps is not sufficient for cryptographic
applications: we also need explicit descriptions of distortion maps, so that they can
be computed in practice. Elements of End(Jac(C)) are more complicated to handle
than endomorphisms of an elliptic curve, as they generally do not correspond to maps
from C to itself. Ideally, we would like an algorithm to construct distortion maps
for any given supersingular abelian variety, but this seems to be completely out of
reach. The best we can currently achieve is to work on a case-by-case basis. The main

2Note that there is a missing condition in Lemma 5.1 of [10], which should require that ψ(P ) 6= 0. Since the
degree of ψ in [10] is d, which is much smaller than r, this condition is always satisfied in the applications.
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contribution of this paper, therefore, is to give sets of distortion maps for genus 2 curves
which are potentially useful in practice.

In Section 3, we provide a list of examples of supersingular curves with suitable
embedding degrees. We explore each example in depth in the subsequent sections,
providing non-trivial, efficient, explicit distortion maps. Section 4 presents distortion
maps for curves with k = 4 obtained by reduction of CM curves over Q. Section 5
deals with the cases k = 5, which only arises when p = 5, and k = 6 which occurs for
all p ≡ 2 mod 3. Section 5.3 gives a construction for curves with k = 6 when p ≡ 2
(mod 3) (and p 6= 2). This is one of our main results: while the existence of supersin-
gular abelian varieties with k = 6 was proven by Rubin and Silverberg [19], an explicit
construction for these abelian varieties as Jacobians of curves has not previously ap-
peared in the literature. Finally, Section 6 treats the case k = 12 in characteristic p = 2.

Our results for k = 4 and k = 12 are conditional: they depend on the assumption
(verified in practice) that some denominators can be canceled, which is the case if
they are prime to r. Subsequently, Takashima [23] has obtained unconditional results
for some of these curves. In these cases, there seems to be no straightforward explicit
decomposition of Jac(C): even when we know that the Jacobian is isogenous to a
product E × E, the degrees of the induced morphisms from C to E are unknown.
For k = 5 and k = 6, our results are unconditional. In these cases, our curves are
twists of y2 = x6 + 1, which has two degree-2 maps to an elliptic curve E. We use this
structure to avoid the assumption on the denominators.

2 The existence of distortion maps

We begin by showing that distortion maps always exist for supersingular abelian vari-
eties. This generalizes the work of Schoof and Verheul [30] on supersingular elliptic
curves.

First, we recall an important theorem of Tate [24]. Suppose A is an abelian variety
over a finite field K of characteristic p, and let G = Gal(K/K). Choose a prime l 6= p,
and let Tl(A) := lim←−A[ln] be the l-Tate module of A. Let EndG(Tl(A)) be the ring of
endomorphisms of Tl(A) commuting with the action of G. Tate’s theorem states that
the canonical injection

EndK(A)⊗Z Zl −→ EndG(Tl(A))

is an isomorphism.

Theorem 2.1. Let A be a g-dimensional supersingular abelian variety over Fq, and
let r be a prime not dividing q. For every two non-trivial elements D1 and D2 of A[r],
there exists an endomorphism φ of A such that er(D1, φ(D2)) 6= 1.

Proof. Let d be an integer such that the qd-power Frobenius map acts as an integer
multiplication on A. Let K = Fqd and G = Gal(K/K). By definition, EndK(A) is
contained in End(A), so we may view EndK(A)⊗ZZr as a submodule of End(A)⊗ZZr.
By Tate’s theorem, EndK(A) ⊗Z Zr is isomorphic to the Zr-module EndG(Tr(A)) of
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endomorphisms commuting with the qd-power Frobenius — but the qd-power Frobe-
nius is an integer, so it commutes with every endomorphism of A (and Tr(A)). Thus
EndG(Tr(A)) = End(Tr(A)). Since Tr(A) ∼= Z2g

r as a Zr-module, we have

EndK(A)⊗Z Zr
∼= EndG(Tr(A)) ∼= M2g(Zr).

Hence EndK(A) ∼= End(A) also has rank (2g)2. By reduction,

EndK(A)⊗Z Z/rZ ∼= M2g(Z/rZ).

Let D3 be an element of A[r] such that er(D1, D3) 6= 1. There exists some matrix Φ

in M2g(Z/rZ) corresponding to a mapping of the subspace 〈D2〉 into 〈D3〉. Let φ be a
preimage in End(A) of Φ: by construction, er(D1, φ(D2)) 6= 1. 2

Remark 2.2. It is important to note that the proof of Theorem 2.1 is not constructive:
in practice it is not feasible to construct an element of End(A) given a corresponding
matrix in M2g(Z/rZ).

3 Embedding degrees of supersingular genus 2 curves

In this section we list some supersingular genus 2 curves which are of potential interest
for applications. First, we recall the results of Rubin and Silverberg [19] classifying the
possible embedding degrees for simple supersingular abelian varieties of dimension 2.
We focus on the case where q is an odd power of p: this gives the largest values for k,
and so is usually the most interesting case in practice.

Theorem 3.1 (Rubin–Silverberg [19]). Let q be an odd power of a prime p. The precise
set of possible embedding degrees for simple supersingular abelian surfaces over Fq is
given in the following table.

p Possible embedding degrees k
2 {1, 3, 6, 12}
3 {1, 3, 4}
5 {1, 3, 4, 5, 6}
≥ 7 {1, 3, 4, 6}

We note that other embedding degrees, such as k = 2, may be realised using non-
simple abelian surfaces. Since large embeddings degrees are of the most interest, we
focus on the cases k = 4, 5, 6, and 12. Our examples are briefly described below.

k = 4: The curve y2 = x5 + A over Fp where p > 2 and p ≡ 2, 3 (mod 5) is super-
singular, and has embedding degree 4. More generally, reductions modulo certain
primes of each of the CM curves listed by van Wamelen [27] have embedding
degree 4. We discuss these curves in Section 4.

k = 5: The curves y2 = x5 − x ± 1 where p = 5, described by Duursma and Saku-
rai [6], are supersingular and have embedding degree 5. We discuss these curves
in Section 5.2.
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k = 6: An abelian variety over Fq has embedding degree 6 if the characteristic polyno-
mial of its Frobenius endomorphism is T 4−qT 2 +q2. A result of Howe, Maisner,
Nart, and Ritzenthaler [12, Theorem 1] implies that these abelian varieties have a
principal polarisation if and only if p 6≡ 1 (mod 3). Hence, Jacobians of curves of
genus 2 can have embedding degree 6 only when p 6≡ 1 (mod 3). In Section 5.3,
we give an algorithm to construct supersingular curves with embedding degree 6
when p ≡ 2 (mod 3) and p ≥ 5, by taking suitable twists of the curve y2 = x6+1.

k = 12: The curves y2 + y = x5 + x3 + b over F2m where b = 0, 1 are supersingular,
with embedding degree 12. We discuss these curves in Section 6.

4 Curves with embedding degree 4

Let p be a prime, and let C/Fp be a curve of genus g ≥ 1 such that End(Jac(C))
contains an automorphism α which generates a CM-field F = Q(α) of degree 2g
over Q. We denote by π the p-power Frobenius map of Jac(C) and let σ denote the
topological generator of Gal(Fp/Fp) defined by σ(x) = xp. One has for all integer j,
πjα = ασj

πj .
Given endomorphisms α1, . . . , αn of Jac(C), we let Z[α1, . . . , αn] denote the sub-

ring of End(Jac(C)) generated by the αi. Similarly, we let Q[α1, . . . , αn] denote the
Q-algebra Z[α1, . . . , αn] ⊗Z Q. Since Z[α1, . . . , αn] is a finitely generated Z-module,
Q[α1, . . . , αn] is a finite dimensional Q-vector space. In general, neither Z[α1, . . . , αn]
nor Q[α1, . . . , αn] is commutative.

Proposition 4.1. Let C and F be as above. Let assume that there exists a generator α
of F/Q whose minimal field of definition is Fp2g and such that α commutes with ασ.
Then Jac(C) is supersingular, and

End0(Jac(C)) = Q[π, α] =

 ∑
0≤i,j≤2g−1

λi,jπ
iαj : λi,j ∈ Q

 .

Proof. We will first show that for all j, ασj ∈ F . By assumption ασ commutes with α
and so with any element of F . By [14, Theorem 3.1], since the degree of F is 2g, it is
its own commutant in End0(Jac(C)) so ασ ∈ F . By induction we can assume that ασj

is in F . Clearly ασj

is a generator of F and ασj+1
commutes with ασj

. Hence ασj+1

belongs to F .
We will now show that as a Q-vector space, Q[π, α] has a direct sum decomposition

Q[π, α] = Q(α)⊕ πQ(α)⊕ π2Q(α)⊕ . . .⊕ π2g−1Q(α).

We will prove by induction that the sum
⊕t

i=0 π
iQ(α) is direct for each 0 ≤ t ≤ 2g−1.

The case t = 0 is trivial. For the inductive step, assume Un =
⊕n

i=0 π
iQ(α) is direct

for 0 ≤ n ≤ 2g − 2; we will show that Un ∩ πn+1Q(α) = {0}. Suppose the contrary:
then there exists a non-zero z in Q(α) such that πn+1z is in Un. Dividing by z, we
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write πn+1 = z0 + πz1 + · · ·+ πnzn, with coefficients zi in Q(α) for 0 ≤ i ≤ n, and
with at least one of the zi not zero. Let us write

0 = πn+1α− ασn+1
πn+1

= (z0 + πz1 + · · ·+ πnzn)α− ασn+1
(z0 + πz1 + · · ·+ πnzn)

= z0α+ πz1α+ · · ·+ πnznα− z0α
σn+1 − πz1α

σn − · · · − πnznα
σ

= z0(α− ασn+1
) + πz1(α− ασn

) + · · ·+ πnzn(α− ασ).

Since α is only defined on Fp2g , ασj 6= α for 1 ≤ j ≤ 2g − 1; Now Un is a direct sum,
therefore all of the coefficients zj must be zero, which is a contradiction.

We see that Q[π, α] is a direct sum of 2g Q-vector spaces, each of dimension 2g;
it is therefore a Q-vector space of dimension (2g)2. A classical result of Tate [24,
Theorem 2] then implies that

End0(Jac(C)) = Q[π, α],

and that Jac(C) is supersingular. 2

Suppose C is as in Proposition 4.1. Since Jac(C) is supersingular, for every pair
(D1, D2) of non-trivial points of order r there exists a distortion map φ by Theorem 2.1:
that is, an endomorphism φ such that er(D1, φ(D2)) 6= 1. By Proposition 4.1, there
exist rational numbers λi,j such that φ =

∑
i,j λi,jπ

iαj in Q[π, α]. Let m be the least
common multiple of the denominators of the λi,j ; the endomorphism mφ is an element
of Z[α, π].

Assumption 4.2. We assume that for every pair (D1, D2) of non-trivial points of or-
der r on Jac(C), a distortion map φ may be chosen such that m and r are coprime,
where m is as above.

Remark 4.3. It is instructive to consider the case where Jac(C) is a supersingular
elliptic curve E. In this case, End(E) is a maximal order O in a quaternion algebra
Q[π, ψ] where π is the q-power Frobenius and ψ is some other endomorphism. In most
cryptographical applications E is constructed by the CM method, so ψ2 = −d for
some relatively small positive integer d (see [10] for more details). Hence Z[π, ψ] is
contained in O, and Assumption 4.2 holds in this case when r > d.

Corollary 4.4. Let p be a prime, and let C/Fp be a curve of genus g ≥ 1. Assume that
End0(Jac(C)) contains a CM-field F of degree 2g generated by an element α whose
minimal field of definition is Fp2g and such that α and ασ commute. If Assumption 4.2
holds, then for all pairs (D1, D2) of non-zero points of order r on Jac(C) and all non-
degenerate pairings er there exists a distortion map of the form πiαj with 0 ≤ i, j ≤
2g − 1.

Proof. Theorem 2.1 shows that there exists an endomorphism φ that is a suitable dis-
tortion map for (D1, D2); Proposition 4.1 shows that φ is in Q[α, π]. Under Assump-
tion 4.2, we may take an integer m prime to r such that mφ is in Z[α, π] and

er(D1,mφ(D2)) = er(D1, φ(D2))m 6= 1;
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so mφ is also a distortion map for (D1, D2). Since mφ is an integer combination of the
endomorphisms πiαj , we must have er(D1, π

iαj(D2)) 6= 1 for some 0 ≤ i, j ≤ 2g−1:
otherwise, if all er(D1, π

iαj(D2)) = 1, then we would have er(D1,mφ(D2)) = 1 by
the linearity of the pairing. 2

Now, we would like to have control over the embedding degree.

Proposition 4.5. Let C̃/Q be a curve of genus g ≥ 1 such that End0(Jac(C̃)) contains
a CM-field F of degree 2g; let Φ be the type of F and let F ′ be the associated reflex
field. If p is a prime which is inert in F ′, then Jac(C̃) has good reduction at p and the
characteristic polynomial of the p-power Frobenius endomorphism is

P (T ) = T 2g + pg.

In particular, the embedding degree k of C̃ is 2g/t, where t is an odd divisor of g.

Proof. Since p is not ramified, Jac(C̃) indeed has good reduction at p ([14, §6 The-
orem 6.1]). The rest of the proposition is the simplest case of [14, §6 Theorem 6.2]:
with Lang’s notation

T 2g · P (1/T ) = det(I −Rl(π)T ) =
∏
τ∈T

∏
p|p

(1− α(p)τT f(p)),

where Rl is the representation on the l-adic Tate module of the reduction of Jac(C̃)
at p for some prime l not equal to p, T is a certain set of embeddings of F , α is a
CM-character associated to Jac(C̃) and F ′, and p ranges over the primes over p in F ′.
Since the residue degree f(p) of p is 2g, we have p = p. Further, since deg(P ) = 2g
we have #T = 1, so

det(I −Rl(π)T ) = 1− α(p)τT 2g.

The only possibility is det(I − Rl(π)T ) = 1 + pgT 2g. It remains to determine the
embedding degree for a prime r dividing #Jac(C)(Fp). Since r divides P (1) = 1 + pg,
it must divide p2g − 1; so the embedding degree k is 2g/t where t is an odd divisor
of g. 2

Corollary 4.6. Let C̃/Q be a curve of genus g ≥ 1 such that Jac(C̃) is absolutely
simple, and such that End0(Jac(C̃)) contains a Galois CM-field F of degree 2g. If p is
a prime which is inert in F , then Jac(C̃) has good reduction at p and the characteristic
polynomial of the Frobenius endomorphism π is

P (T ) = T 2g + pg.

In particular, the embedding degree k of C̃ is 2g/t, where t is an odd divisor of g.

Proof. We only need to prove that if F ′ is a reflex field associated to F then F ′ = F .
Since Jac(C̃) is absolutely simple and F is Galois, any type (F,Φ) is simple (also
called primitive) by [14, §3 Theorem 3.5], and so F ′ = F (see [21, Example II.8.4]).

2
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Remark 4.7. Note that while Proposition 4.5 and Corollary 4.6 are ‘local’, one needs
to start from a CM curve over a number field to get a curve over a finite field with
the stated properties. Consider for instance the elliptic curves E : y2 + y = x3 and
E′ : y2 + y = x3 + x over F2. Both E and E′ have j-invariant 0, so these curves are
twists, and End0(E) = End0(E′). Both End0(E) and End0(E′) contain the CM-field
Q(ζ3), where ζ3 is a primitive third root of unity. The prime 2 is inert in Q(ζ3), but the
2-power Frobenius has characteristic polynomial T 2 + 2 on E and T 2 + 2T + 2 on E′.
This is because E is the reduction of a CM curve defined over Q, while E′ is not.

We now give an explicit example. The following proposition generalizes the example
of the curve y2 = x5 + 1 over Fp where p ≡ 2, 3 (mod 5); the results of this section in
that case were first presented in [9].

Proposition 4.8. Let g be a positive integer such that 2g + 1 is prime, let p be an odd
prime such that p is primitive modulo 2g + 1, and let A be a nonzero element of Fp.
The curve C : y2 = x2g+1 + A is supersingular, and the characteristic polynomial of
Frobenius on Jac(C) is P (T ) = T 2g + pg. Moreover, its embedding degree k is 2g. In
the case g = 2, we obtain k = 4. If Assumption 4.2 holds, then there exists a distortion
map of the form πiαj with 0 ≤ i, j ≤ 2g − 1, where α is the automorphism defined
by (x, y) 7→ (ζ2g+1x, y), where ζ2g+1 is a primitive (2g + 1)th root of unity.

Proof. The automorphism of Jac(C) induced by α generates the cyclotomic field F of
degree (2g+1)−1 = 2g contained in End0(Jac(C)). Since p is a primitive root modulo
2g+ 1, both ζ2g+1 and α are defined over the minimal extension Fp2g . Moreover α and
ασ commute. Applying Corollary 4.4 under Assumption 4.2, we see that Jac(C) is
supersingular, and that there exist distortion maps in the stated form. We now prove
that P (T ) = T 2g + pg. Clearly C can be lifted to a curve C̃ : y2 = x2g+1 + Ã over Q
with CM by the same cyclotomic field F . The prime p is inert in F , since p is primitive
modulo 2g + 1. Therefore, to apply Corollary 4.6 we need only prove that Jac(C̃) is
absolutely simple. By [14, §3 Theorem 3.5], Jac(C̃) is absolutely simple if F has a
simple type; but this is shown in the last example of [14, p. 34]. We already know
that the embedding degree divides 2g. Since p is primitive modulo 2g + 1, we have
pg ≡ −1 (mod 2g+ 1). Hence 2g+ 1 divides #Jac(C)(Fp), and the smallest integer k
such that pk ≡ 1 (mod 2g + 1) is 2g. 2

In the case g = 2, Proposition 4.8 considers the curve C : y2 = x5 + A over Fp.
When p > 2 is a prime such that p ≡ 2, 3 (mod 5), the curve C has embedding
degree 4. Takashima shows in [23] that Assumption 4.2 holds in this case. Let D1 be
a nonzero element of Jac(C) of order r, defined over Fp (and hence fixed by π). It is
easy to show that er(D1, α

j(D1)) 6= 1 for some 1 ≤ j ≤ 3; this supports the suggestion
in [4] of using α as a distortion map. When implementing pairings, it is desirable to
use denominator elimination techniques to improve efficiency (see [1]); to this end, the
map αj might be composed with a trace map (see Scott [20] for an example of this in
the elliptic curve case).

In [27] and [28], van Wamelen describes the nineteen C-isomorphism classes of
curves of genus 2 over Q whose Jacobians have CM by the ring of integers of a CM-
field. Each isomorphism class of curves is presented with a representative curve and
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an explicit endomorphism α̃ generating the CM-field (see [18] and [27]). Reducing
modulo suitable inert primes we obtain curves over Fp with endomorphisms α defined
over Fp4 ; using the result of [14, p. 119], the results of this section apply to these curves.

5 Curves with embedding degree 5 and 6

We now consider genus 2 curves over Fp with embedding degree 5 and 6. We show in
§5.2 and §5.3 that one can obtain such curves as twists of the curve C : y2 = x6 + 1.
To prove the existence of efficiently computable distortion maps it suffices to give a Z-
module basis for a sub-module of End(Jac(C)) of bounded index; we do this in §5.1.

5.1 The endomorphism ring of the Jacobian of the curve y2 = x6 + 1

Let p be a prime such that p ≡ 2 (mod 3). Let E denote the elliptic curve y2 = x3 + 1
over Fp, and let πE denote its p-power Frobenius map. Let ζ3 be a primitive cube root
of unity in Fp2 , and let ρ3 be the automorphism (x, y) 7→ (ζ3x, y) of E over Fp2 .

Lemma 5.1. With E, ρ3, and πE defined as above,

(1) E is supersingular,

(2) the characteristic polynomial of πE is T 2 + p, and

(3) Z[πE , ρ3] is an order of index 3 in End(E).

Proof. Observe that πE ◦ ρ3 6= ρ3 ◦ πE when p ≡ 2 (mod 3), so End(E) is non-
commutative; it follows that E is supersingular. The characteristic polynomial of πE

has the form T 2 − tT + p, where −2√p ≤ t ≤ 2√p; but p divides t because E is su-
persingular [22, Theorem V.3.1]. The only such t is 0, so the characteristic polynomial
of Frobenius is T 2 + p. Since E is supersingular, End(E) is isomorphic to a maximal
order of the quaternion algebra ramified at p and∞; its discriminant is therefore p [31,
Cor. 5.3]. Explicit calculation shows that Z[πE , ρ3] is an order of discriminant 3p, and
thus an order of index 3 in End(E). 2

Let C be the curve y2 = x6 + 1 over Fp; we let πC denote the p-power Frobenius
map on C, and also the induced endomorphism of Jac(C). Let f : C → E be the
morphism defined by f(x, y) = (x2, y), and let f ′ : C → E be the morphism defined
by f ′(x, y) = (1/x2, y/x3). We define homomorphisms

µ : E × E −→ Jac(C)
(P,Q) 7−→ f∗(P ) + f ′

∗(Q)− 2D∞

and
µ̃ : Jac(C) −→ E × E

P +Q−D∞ 7−→ (f∗(P ) + f∗(Q), f ′∗(P ) + f ′∗(Q)),

where D∞ = (∞+) + (∞−) is the divisor at infinity on the desingularisation of C.
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Observe that µ̃ ◦ µ = [2]E×E and µ ◦ µ̃ = [2]Jac(C), so µ and µ̃ are (2, 2)-isogenies.
We can therefore define an injective (group) homomorphism

T : End(Jac(C)) −→ End(E × E)
ψ 7−→ µ̃ ◦ ψ ◦ µ.

While T is not a ring homomorphism, one easily checks that

T (ψ)T (ψ′) = 2T (ψψ′)

for all endomorphisms ψ and ψ′ in End(Jac(C)).
Since Jac(C) and E × E are isogenous, it follows from Lemma 5.1 that C is super-

singular, and that the characteristic polynomial of πC is (T 2 + p)2 (and in particular,
we have π2

C = [−p]). Let χ and ρ6 denote the automorphisms of C (and the induced
endomorphisms of Jac(C)) defined by

χ(x, y) = (1/x, y/x3) and ρ6(x, y) = (ζ6x, y). (5.1)

Let A = Z[πC , χ, ρ6] denote the subring of End(Jac(C)) generated by πC , χ, and ρ6.
We will compute an upper bound for the index of T (A) in End(E×E) = M2(End(E)).

Lemma 5.2. The images of πC , χ, and ρ6 in End(E × E) are given by

T (πC) = 2

(
πE 0
0 πE

)
, T (χ) = 2

(
0 1
1 0

)
, and T (ρ6) = 2

(
ρ3 0
0 −ρ2

3

)
.

Proof. We prove the result for ρ6; the computations for πC and χ are similar. Consider
a point (x2, y) on E. We have f∗(x2, y) = (x, y) + (−x, y)−D∞ in Jac(C), and D∞
is fixed by πC , χ, and ρ6, so

ρ6 ◦ f∗(x2, y) = (ζ6x, y) + (−ζ6x, y)−D∞.

We have
(f∗ ◦ ρ6 ◦ f∗)(x2, y) = ((ζ6x)2, y) + ((−ζ6x)2, y)

= 2(ζ3x
2, y)

= ([2] ◦ ρ3)(x2, y),

while

(f ′∗ ◦ ρ6 ◦ f∗)(x2, y) =
(
1/(ζ6x)2, y/(ζ6x)3

)
+
(
1/(−ζ6x)2, y/(−ζ6x)3

)
=
(
1/(ζ3x

2),−y/x3
)
+
(
1/(ζ3x

2), y/x3
)

= 0.

In the same way f ′∗
(
1/x2, y/x3

)
= (x, y) + (−x,−y), so

(f ′∗ ◦ ρ6 ◦ f ′∗)
(
1/x2, y/x3

)
=
(
1/(ζ6x)2, y/(ζ6x)3

)
+
(
1/(−ζ6x)2,−y/(−ζ6x)3

)
=
(
1/(ζ3x

2),−y/x3
)
+
(
1/(ζ3x

2),−y/x3
)

= ([−2] ◦ ρ2
3)
(
1/x2, y/x3

)
,

while (f∗ ◦ ρ6 ◦ f ′∗)
(
1/x2, y/x3

)
= 0. 2
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Theorem 5.3. If C, πC , χ, and ρ6 are defined as above, then the index of Z[πC , χ, ρ6]
in End(Jac(C)) divides 2834.

Proof. Using Lemma 5.2, we see that the images of 1+ρ3
6, 1−ρ3

6, χ+χρ3
6 and χ−χρ3

6
in End(E × E) are the “projectors”

4

(
1 0
0 0

)
, 4

(
0 0
0 1

)
, 4

(
0 1
0 0

)
, and 4

(
0 0
1 0

)
.

Composing with the images of πC and ρ6, we get

M2(4Z[πE , ρ3]) ⊂ T (A) ⊂ (M2(End(E)).

Since Z[πE , ρ3] has index 3 in End(E), the index of T (A) in M2(End(E)) must di-
vide 28 · 34. Suppose r is a prime different from p, 2 and 3. Following the proof of
Theorem 2.1, by tensoring with Z/rZ we get an isomorphism

Tr : End(Jac(C))⊗ Z/rZ ∼−→M2(End(E))⊗ Z/rZ 'M4(Z/rZ),

and Tr(A) is of index dividing 28 · 34 in M4(Z/rZ). 2

If D1 and D2 are non-zero points of Jac(C) of order r, then by Theorem 5.3 we can
find a map Φ in M4(Z/rZ) such that er(D1,Φ(D2)) 6= 1. Hence there exists a ψ in A
such that 2834Φ = Tr(ψ), and

er(D1, ψ(D2)) = er(D1, [2834]Φ(D2)) = er(D1,Φ(D2))2834
6= 1.

Remark 5.4. Applying the construction of [11, p. 12] with the group-scheme iso-
morphism η : E[2] → E[2] mapping (−1, 0) to itself and (ζ6, 0) to (1/ζ6, 0), we
see that Jac(C) ∼= (E × E)/Graph(η). Moreover, if λ is the canonical polarization
on Jac(C) and λE×E is the split polarization on E × E, then λE×E = µ̂(2λ)µ. There-
fore, if D1 and D2 are elements of Jac(C)[r], then

eλ
r (D1, D2)8 = e2λ

r (2D1, 2D2)
= e2λ

r (µµ̃D1, µµ̃D2)
= e

λE×E
r (µ̃D1, µ̃D2)

= eλE
r (f∗(D1), f∗(D2)) · eλE

r (f ′∗(D1), f ′∗(D2)),

where the pairings eλ
r , e2λ

r , eλE×E
r , and eλE

r are defined as in [15, §16]. In particular,
if C ′ is any twist of C then we can pull back points of Jac(C ′) first to Jac(C) and
then to E × E, thus reducing computation of the pairing on Jac(C ′) to computing two
pairings on E.
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5.2 Curves with embedding degree 5

The construction in this subsection applies only in characteristic 5. We will construct
an isomorphism defined over F520 from the curve C : y2 = x6 + 1 over F5 to the
curve C ′ : y2 = x5 − x + b where b = ±1. Let q = 5m where gcd(m, 10) = 1. The
characteristic polynomial of the (q-power) Frobenius for C ′ is

P±m(T ) = T 4 ± 5(m+1)/2T 3 + 3 · 5mT 2 ± 5(3m+1)/2T + 52m.

Observe that
P+

m(T )P−m(T ) = T 8 + qT 6 + q2T 4 + q3T 2 + q4,

so (T 2 − q)P+
m(T )P−m(T ) = T 10 − q5. Let N := #Jac(C ′)(Fq). Since N is equal

to either P+
m(1) or P−m(1), it follows that N divides q5 − 1. Let r | N be a large

prime. The embedding degree of elements of Jac(C) of order r is therefore k = 5.
The characteristic polynomial of the q5-power Frobenius is (T 2 − 55m)2, so the full
r-torsion is defined over Fq10 , but not over Fq5 .

The curve C ′ is a special case of the family of curves y2 = xp − x + b over Fp of
genus (p−1)/2 considered by Duursma and Sakurai [6]. Efficient pairing computation
on these curves over extension fields Fpm was studied by Duursma and Lee [5].

We define an isomorphism φ1 from C : y2 = x6 + 1 to C1 : y2 = x5 + x over F5 by

φ1(x, y) =
(

1− 2x
x− 2

,
y

(x− 2)3

)
.

Let u be an element of F54 satisfying u8 = −1, and let φ2 be the isomorphism from C1
to the curve C2 : y2 = x5 − x defined by φ2(x, y) = (u2x, 2uy). Finally, let w be an
element of F55 satisfying w5 − w + b = 0, and let φ3 : C2 → C ′ be the isomorphism
defined by φ3(x, y) = (x+ w, y).

Theorem 5.5. Let C : y2 = x6 +1 and C ′ : y2 = x5−x+ b with b = ±1 be the curves
over F5 defined above. Let φ = φ−1

1 φ−1
2 φ−1

3 : C ′ → C be the composition of the iso-
morphisms defined above, and let πC , χ, ρ6 be the endomorphisms of Jac(C) as defined
in Section 5.1. Let r > 3 be prime divisor of #Jac(C ′)(F5m) where gcd(m, 10) = 1.
Suppose D and D′ are points in Jac(C ′)[r]. Then there exists a distortion map for
(D,D′) of the form

φ−1πi
Cχ

jρl
6φ (5.2)

where 0 ≤ i < 4 and 0 ≤ j, l < 2.

Proof. We know there exists a distortion map ψ for the pair (D,D′) in End(Jac(C ′)).
The index of Z[φ−1πCφ, φ

−1χφ, φ−1ρ6φ] in End(Jac(C ′)) must divide 2834 by Theo-
rem 5.3. If r > 3, then 2834ψ is also a suitable distortion map for the pair (D,D′).
Hence, there exists a distortion map of the form∑

i,j,l

ai,j,lφ
−1πi

Cχ
jρl

6φ,

where the sum is over 0 ≤ i < 4, 0 ≤ j < 2, and 0 ≤ l < 2, with the ai,j,l in Z. The
result follows by the argument at the end of the proof of Corollary 4.4. 2
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In practice, one might prefer to use simpler maps than those of Equation (5.2). For
example, in many applications it is convenient to use the distortion map onC ′ proposed
by Duursma and Lee [5], given by

ψ : (x, y) 7−→ (ρ− x, 2y)

where ρ is an element of F55 satisfying ρ5 − ρ+ 2b = 0.

5.3 Curves with embedding degree 6

Let p be an odd prime such that p ≡ 2 (mod 3). The main contribution of this section is
Theorem 5.6, which gives a construction of supersingular genus 2 curves over Fp with
embedding degree 6. Equation (5.1) gives a set of distortion maps for these curves,
and Theorem 5.3 shows that they are sufficient for cryptographic applications (that is,
when the orders of the divisors are different from 2, 3, and p).

Let ζ6 be a primitive sixth root of unity in Fp2 , and set ζ3 := ζ2
6 . We wish to construct

a curve C ′/Fp with embedding degree 6; the characteristic polynomial of Frobenius on
Jac(C ′) must therefore be T 4 − pT 2 + p2. Following [13, p. 32], we obtain C ′ by
twisting the curve C : y2 = x6 + 1 with respect to a suitable automorphism. The
following theorem gives an algorithm to find C ′.

Theorem 5.6. Let p ≡ 2 (mod 3) be an odd prime. Let γ ∈ Fp satisfy γp2−1 = ζ3, and
let a = γp, b = ζ2

3γ
p, c = γ, and d = ζ3γ. The genus 2 curve

C ′ : Y 2 = (aX + b)6 + (cX + d)6

is defined over Fp, and is supersingular with embedding degree k = 6.

Proof. Observe that γp2
= ζ3γ; hence γp6

= γ, so γ is an element of Fp6 . Also note
that γp+1 = ζ3 and that ad− bc = −ζ3 − 2 6= 0. Taking the p-power of the coefficients
of the polynomial (aX + b)6 + (cX + d)6, and using a = cp and b = dp, we find

(apX + bp)6 + (cpX + dp)6 = (cp
2
X + dp2

)6 + (cpX + dp)6

= (ζ3(cX + d))6 + (aX + b)6

= (aX + b)6 + (cX + d)6,

so C ′ is defined over Fp. Let φ : C ′ → C be the isomorphism defined over Fp by

φ : (X,Y ) 7−→ (x, y) =
(
aX + b

cX + d
,

Y

(cX + d)3

)
.

Write π′ for the p-power Frobenius map on C ′ (and the induced endomorphism of
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Jac(C ′)). Since ap = ζ3c, bp = ζ3d, cp = a, and dp = b, we have

φπ′(X,Y ) =
(

aXp+b
cXp+d ,

Y p

(cXp+d)3

)
=
(

ζ3(cpXp+dp)
apXp+bp , Y p

(apXp+bp)3

)
= ρ3

(
cpXp+dp

apXp+bp ,
Y p

(apXp+bp)3

)
= ρ3χ

(
apXp+bp

cpXp+dp ,
Y p

(cpXp+dp)3

)
= ρ3χπ

(
aX+b
cX+d ,

Y
(cX+d)3

)
= ρ3χπφ(X,Y ),

and therefore
π′ = φ−1ρ3χπφ.

Using χπ = πχ, χρ3 = ρ−1
3 π, πρ3 = ρ−1

3 π, and π2 = [−p], we find

(π′)2 = φ−1[−p]ρ2
3φ and (π′)4 = φ−1[p2]ρ3φ,

and in particular

(π′)4 − [p](π′)2 + [p2] = φ−1[p2](ρ2
3 + ρ3 + [1])φ.

But ρ2
3 + ρ3 + [1] = 0, so π′ satisfies the characteristic polynomial T 4 − pT 2 + p2 = 0,

and the embedding degree of C ′ is therefore 6. 2

Remark 5.7. Explicit equations for C ′ which do not depend on the element γ are given
in [3, Table 9].

Finally, we exhibit distortion maps for Jac(C ′). We know φ−1Z[πC , χ, ρ6]φ has
small index in End(Jac(C ′)) by Theorem 5.3. As in Theorem 5.5, it follows that for
any pair of points on Jac(C ′) one can choose a distortion map of the form

φ−1πi
Cχ

jρl
6φ

where 0 ≤ i < 4 and 0 ≤ j, l < 2.

6 Curves with embedding degree 12

Let m be an integer such that m ≡ ±1 (mod 6). The curves C : y2 + y = x5 + x3 + b
over F2m with b = 0, 1 were studied by van der Geer and van der Vlugt in [26] and [25]
for their applications in coding theory.

Let π denote the 2m-power Frobenius endomorphism of Jac(C). Its characteristic
polynomial is

P±m(T ) = T 4 ± 2(m+1)/2T 3 + 2mT 2 ± 2(3m+1)/2T + 22m,

so Jac(C) is supersingular and simple over F2m . We have

P+
m(T )P−m(T ) = T 8 − 22mT 4 + 24m
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and
(T 8 − 24m)(T 8 + 22mT 4 + 24m)P+

m(T )P−m(T ) = T 24 − 212m,

so the embedding degree is k = 12.
The automorphisms of C have the form

σω : (x, y) 7−→ (x+ ω, y + s2x
2 + s1x+ s0)

where ω is any root of the polynomial

T 16 + T 8 + T 2 + T

= (T 6 + T 5 + T 3 + T 2 + 1)(T 3 + T 2 + 1)(T 3 + T + 1)(T 2 + T + 1)(T + 1)T,

and where s2 = ω8+ω4+ω, s1 = ω4+ω2, and s0 is a root of y2+y = ω5+ω3 (the other
root is s0 + 1). For each choice of ω, we arbitrarily fix one of the corresponding values
of s0, and denote the resulting automorphism by σω; we will view these automorphisms
as elements of End(Jac(C)). These automorphisms satisfy the relations

σωσω′ = ±σω′σω = ±σω+ω′ .

Fix a root τ in F26 of T 6 +T 5 +T 3 +T 2 +1, and set ξ = τ 4 +τ 2 and θ = τ 4 +τ 2 +τ .
Note that ξ and θ are roots of the polynomial T 16 + T 8 + T 2 + T , and that θ2 = θ+ 1,
τ 8 = τ + 1, and θ + τ = ξ.

Proposition 6.1. If C, π, στ , σθ, and σξ are defined as above, then End0(Jac(C)) =
Q[π, στ , σθ], and we have a direct sum decomposition (of Q-vector spaces)

End0(Jac(C)) = Q[π, στ , σθ] = Q(π)⊕ στQ(π)⊕ σθQ(π)⊕ σξQ(π).

Proof. We easily verify the relations

πσω = ±σω2mπ,

σ2
τ = [−1],

σθστ = ±σξ,

π3στπ
−3 = ±σ

τ 23 = ±στ+1 = ±στσ1,

πσθπ
−1 = ±σθ2 = ±σθ+1 = ±σ1σθ.

Let F denote Q(π); since F is a degree-4 CM field, it is a 4-dimensional Q-vector
space. Since σ1 commutes with Frobenius, σ1 is an element of F by [21, II, Proposi-
tion 1].

The sum F ⊕ στF is direct, because στ is not in F , so F ⊕ στF is an 8-dimensional
Q-vector space (though it is not a Q-algebra). Suppose (F ⊕στF )⊕σξF is not a direct
sum: then there exists some non-zero z in F such that σξz lies in F ⊕ στF . Dividing
by z, there exist some z1 and z2 in F such that

σξ = z1 + στz2.
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Since ξ is in F23 , we have σξ = π3σξπ
−3. The relations above imply

z1 + στz2 = π3σξπ
−3

= π3(z1 + στz2)π−3

= z1 ± στ 23 z2

= z1 ± στσ1z2.

Since F ⊕ στF is a direct sum and σ1 6= ±1, we have z2 = 0: that is, σξ must lie in F .
This is a contradiction, because σξ does not commute with π: hence F ⊕ στF ⊕ σξF
is a direct sum. Finally, suppose (F ⊕ στF ⊕ σξF )⊕ σθF is not a direct sum: then

σθ = z1 + στz2 + σξz3

for some z1, z2 and z3 in F . Again using the relations above, we have

0 = σ1σθπ
3 ± π3σθ

= σ1(z1 + στz2 + σξz3)π3 ± π3(z1 + στz2 + σξz3)
= σ1(z1 + στz2 + σξz3)π3 ± (z1 ± στ 23 z2 ± σξ23 z3)π3

= (σ1 ± 1)z1π
3 ± (σ1 ± σ1)στz2π

3 ± (σ1 ± 1)σξz3π
3

= z1(σ1 ± 1)π3 ± στz2(σ1 ± σ1)π3 ± σξz3(σ1 ± 1)π3.

This last equality holds because σ1 is in F and commutes (up to sign) with στ and σξ.
Since F ⊕ στF ⊕ σξF is direct and σ1 6= ±1, we must have z1 = z3 = 0. Therefore
σθ = στz for some z in F ; but this is a contradiction, since σθ is defined over F22 ,
while στ is defined over F26 . We conclude that (F ⊕ στF ⊕ σξF )⊕ σθF is direct.

We therefore have Q[π, στ , σθ] = F ⊕ στF ⊕ σξF ⊕ σθF , so Q[π, στ , σθ] is a 16-
dimensional Q-vector space. But End0(Jac(C)) is a 16-dimensional Q-vector space
containing Q[π, στ , σθ]; hence End0(Jac(C)) = Q[π, στ , σθ]. 2

Let r be a large prime. One can show that for any non-trivial pair (D,D′) of divisors
in Jac(C)[r] there exists a distortion map of the form

πiσj
τσ

l
θ

where 0 ≤ i < 4 and 0 ≤ j, l < 2, subject to an assumption analogous to Assump-
tion 4.2. We will not give the details here, as Takashima [23] has proved this result
unconditionally.
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