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Abstract: In this paper, we introduce the notion of secret key encryption with non-interactive opening (SKENO).
With SKENO, one can make a non-interactive proof r to show that the decryption result of a ciphertext C
under a shared secret key K is indeed plaintext M without revealing K itself. SKENO is the secret key analogue
of public key encryption with non-interactive opening (PKENO). We give a generic construction of SKENO from
verifiable random function (VRF) with certain stronger uniqueness, for example, the Hohenberger—Waters
VRF and the Berbain—Gilbert IV-dependent stream cipher construction. Although the strong primitive VRF
is used, by taking advantage of the features of the stream cipher, we can still achieve good performance with-
out sacrificing much of the efficiency. Though our VRF-based SKENO construction does not require random
oracles, we show that SKENO can be constructed from weak VRF (which is strictly weaker primitive than VRF)
in the random oracle model.
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1 Introduction

1.1 Public key encryption with non-interactive opening (PKENO)

Let us first consider the following scenario. Assume that a sender Alice computes a ciphertext C of a message
M by using a receiver Bob’s public key pkj;. In order to solve the dispute in some circumstances, Bob would
like to prove the correctness of the corresponding plaintext-ciphertext pair (C, M), for example, when the in-
formation M sent to Bob is not the expected one. The easiest way to prove this is that Bob opens his secret key
sk, demonstrates the decryption algorithm and shows that the decryption result of C under skj is M. How-
ever, in this naive way, no other ciphertext encrypted under pkj remains secure since sk has been opened
and anyone can decrypt any ciphertext encrypted under pkj. To securely capture this situation, Damgard,
Hofheinz, Kiltz and Thorbek [17] have proposed the notion of public key encryption with non-interactive open-
ing (PKENO), where Bob can make a non-interactive proof 7 which proves that the decryption result of C
under skj is M without revealing sk itself. As a concrete case where PKENO is required, Damgard, Hofheinz,
Kiltz and Thorbek [17] mentioned the following scenario: “Player A sends a secret message to player B who
(perhaps at some later time) checks what he receives against some public information. For instance, it may be
that the message is supposed to be information for opening a commitment that A established earlier. If the check
is OK, B will be able to proceed, but otherwise some ‘exception handling’ must be done. The standard solution
to this is to have B broadcast a complaint and A must then broadcast what he claims to have sent privately,
allowing all players to check the information.”

A generic construction of PKENO from identity-based encryption (IBE) has been shown in [10] and also
from strongly existentially unforgeable one-time signature (OTS) in [5, 27]. Regarding other generic construc-
tions of PKENO, it is known that PKENO can be constructed from group signature [21] and can be constructed
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from enhanced chosen-ciphertext secure public key encryption [16]. Concrete constructions of PKENO have
also been proposed in [24, 25, 31].

The main idea behind the PKENO construction is to make a decryption key which only works for the
corresponding ciphertext, where the decryption key is set as a proof. For the sake of readability, we intro-
duce the generic construction of PKENO (based on IBE and OTS) proposed by Damgard, Hofheinz, Kiltz
and Thorbek [17] as follows: Bob runs (pkg, skg) « IBE.KeyGen(1¥), that is, sky is a master key of the un-
derlying IBE scheme (with a soundness property where it is efficiently verifiable if a given user secret key
usk[ID] was properly generated for the identity ID). Alice runs (vk, sk) «— OTS.KeyGen(1¥) and computes
C « IBE.Enc(pkg, vk, M), that is, a verification key vk is regarded as the identity of the underlying IBE
scheme, and computes o «— OTS.Sign(sk, C). The PKENO ciphertext is (C, o, vk). Bob can decrypt (C, o, vk)
such that Bob verifies that 1 = OTS.Verify(vk, o, C) and computes usk[vk] «— IBE.Extract(skg, vk) and M
IBE.Dec(usk[vk], C). Then, usk[vk] can be set as 7, since anyone can prove whether M = IBE.Dec(r, C) or not.
Other ciphertexts encrypted by pky remain secure assuming that a different vk is chosen in each encryption
(this is a reasonable assumption of OTS).

1.2 PKENO with the KEM/DEM framework and its limitations

A PKENO scheme for the KEM/DEM (key encapsulation/decapsulation mechanism) framework has also been
proposed by Galindo [24]. To encrypt M, Alice computes (K, C,) « Encapsulation(pkg) and C, — DEM(K, M),
where DEM is a symmetric cipher, and sends C = (C;, C,) to Bob. Bob can compute K « Decapsulation(skg, C,)
and M < DEM(K,GC,). In Galindo’s scheme, Bob can make a non-interactive proof = which proves that
the decapsulation result of C,; under sk is K without revealing skj itself. The construction methodology of
the Galindo PKENO scheme with the KEM/DEM framework is also the same as that of the previous PKENO
scheme, where for a proof 7 anyone can compute K’ « Decapsulation(rr, C,) and check whether K = K’ or
not. That is, no verifier can verify 7 without knowing K. This setting is acceptable if K is an ephemeral value
that changes per session (for example, in the KEM/DEM usage). However, in some other applications, where
the secret key K is negotiated beforehand among a group of people and it is then used by symmetric cryp-
tosystems to do encryption for a relative period of time,! the Galindo scheme does not work since the opening
of K will expose unrelated messages as well.

Here, we clarify the situation where a ciphertext is encrypted by a shared key as follows:

o Let K be a shared key of Alice and Bob, and suppose that Charlie does not have K.

o Alice sends C to Bob, where C is a ciphertext of a message M under the key K.

o For Charlie, Bob wants to prove that the decryption result of C is M without revealing K.

We note that the scenario of Damgard, Hofheinz, Kiltz and Thorbek can be considered even in the above set-
ting, where player A and player B share a key. However, PKENO is not capable of handling the above situation
even when a PKENO scheme with the KEM/DEM framework has been proposed. Note that the proof itself is
the decryption key in the previous PKENO schemes. Since opening the shared key K is not an option any-
more, K should not be recognized as a proof. Thus, we need to investigate a new methodology to handle the
situation where a ciphertext is encrypted by a shared key which cannot be revealed.

One may think that authenticated encryption, where it is computationally infeasible to produce a cipher-
text which is not previously produced by an encryptor, is enough to achieve our goal. More precisely, in the
definition of INT-CTXT (integrity of ciphertexts) [4, 8], for a key K, an adversary A wins if A (who is given the
challenge ciphertext C*, which is computed by K, and is allowed to issue the decryption query C # C*) can
produce a ciphertext C’, where the decryption result of C’ under K is not L (that is, C' is a valid ciphertext).
That is, by using an INT-CTXT secure DEM, anyone who has a shared key K can prove that a ciphertext C is
computed by exactly K by executing the decryption algorithm. Moreover, we can achieve INT-CTXT security

1 This is especially the case for an IV-dependent stream cipher, where K has remained unchanged for many sessions while IV is
changed for each session and sent in plaintext form for synchronization.
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by using a classical “encrypt-then-MAC” methodology (see [4, Theorem 5]) which is also efficient. However,
this observation is wrong, since it is hard to satisfy the above scenario, that is, for anyone who does not have K,
Bob wants to prove that the decryption result of C is M without revealing K by using authenticated encryption
only.

1.3 Our contribution

In this paper, we define the notion of secret key encryption with non-interactive opening (SKENO), where Bob
can make a non-interactive proof = which proves that the decryption result of C under K is M without reveal-
ing K itself and we give a generic construction of SKENO from a verifiable random function (VRF) [1, 2, 18,
19, 29, 33, 35] and the Berbain-Gilbert IV-dependent stream cipher construction [6], where IV is an initial
vector.

In the Berbain—Gilbert construction, pseudo-random function (PRF) [26] is regarded as a key scheduling
algorithm (KSA) and a pseudo-random number generator (PRNG) [9, 42] is regarded as a pseudo-random
generation algorithm (PRGA). From an n-bit initial vector IV and a k-bit secret key K, a PRF (say Fx(IV))
outputs an m-bit initial state (say y) which is used as an input of a PRNG. Finally, the PRNG (say G(y)) outputs
an L-bit keystream Z,,. A ciphertext Cis Z;;, @ M, where & is the exclusive-or operation. Berbain and Gilbert
give a composition theorem, where the composition G o Fy, is also a PRF such that G o F : {0,1}" — {0, 1}-.
Therefore, G o F can be a secure stream cipher, where no adversary A can distinguish whether G(F (IV)) is a
truly random number or not, even if A can select IV.

A VRF is a PRF that provides a non-interactively verifiable proof: Given an input value x and its out-
put y = Fg(x), a proof 7(x) proves that y is the output of the function F indexed by SK given the input x
without revealing the secret key SK itself. Several applications of VRFs have been considered, for example,
non-interactive lottery systems used in micropayment schemes [37], resettable zero-knowledge proofs [36],
updatable zero knowledge databases [32], set-intersection protocols [28], compact e-cash [3, 13], adaptive
oblivious transfer protocols [30], keyword search [23] and so on. We make it clear that, to the best of our
knowledge, the usage of a VRF for the SKENO functionality has not appeared in the literature.

We set IV as an input of the VRF (as in the Berbain—Gilbert construction) and set a shared key K as a secret
key of the VRF. The VRF leads to an m-bit initial state, which is the input to the PRNG for generating an L-bit
keystream Z,,. A ciphertext Cis Z;,, ® M. We set 77 := (7' = g (x), y = Fx(IV)) a proof of (IV, C, M), where
K := SK. Due to the VRF functionality, one can prove that the m-bit initial state is the result of the underlying
VRF without revealing K. Moreover, to prevent a chosen-ciphertext attack, we apply message authentication
code (MAC), as in the conversion from CPA-secure DEM to CCA-secure DEM [40].

Although the VRF primitive is a relatively expensive assumption, our construction can be considered to
be efficient in environments where the key and IV setup phase is not executed frequently, since the execution
of the PRNG will play a dominant role in the encryption and decryption process.

We remark that although PKENO implies SKENO (for a pair (PK,SK) of a PKENO scheme we can set
SK = K), this PKENO-based construction is too strong to construct SKENO. Especially, anyone can compute
a ciphertext (as in PKE) and SK is not used for encryption. Again, our goal is to make a non-interactive proof
for C which is made by K (as in SKE). Therefore, we do not use this PKENO-based methodology to construct
SKENO.

We also have to clarify that we do not propose the SKENO in order to replace PKENO. We just provide an-
other option in the environment where the symmetric key setting is used and efficiency is considered some-
how crucial. Since the core part of the encryption scheme is the stream cipher, which is very efficient over any
other encryption scheme and most importantly when large amounts of stream data need to be encrypted, our
scheme shows a speed advantage over other schemes because in this situation users do not need to change
the key so frequently under the premise that the encryption is done under a continuously long keystream
generated by the stream cipher. If the WEP protocol implemented RC4 in this way, it would not be broken
so badly. So, if we consider an environment where large amounts of video stream data need to be encrypted
and supposing that the secret key in SKENO is somehow negotiated beforehand, then our proposed SKENO
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is obviously faster than PKENO. Notice that once the key is agreed, we can manage to change the IV instead
of the key to achieve a new session key, which will reduce the cost of the key negotiation part. Still someone
may question the key negotiation cost itself. It is hard for us to draw a concrete conclusion about this, but
what we can say is that for a relatively restricted environment we believe that SKENO provides another very
comparable solution to the underlining problem.

As arelationship between VRF and KEM, Abdalla, Catalano and Fiore [1, 2] showed that VRF can be con-
structed from (VRF-suitable) identity-based key encapsulation mechanism (IB-KEM). By utilizing our result,
we can show that SKENO can be constructed from a VRF-suitable IB-KEM. This relation seems to be of inde-
pendent interest.

Concluding, in comparison to the previous version [15] of the present work, in this full version we give the
detailed proof of the security of our SKENO construction under indistinguishability under chosen-ciphertext
and prove attacks (IND-CCPA), since in [15] we only gave the construction. Moreover, we discuss whether
there is room for constructing SKENO from weaker cryptographic building blocks than VRF, for example,
from weak VRF (WVRF) [12]. In Section 6, we show that SKENO can be constructed from wVRF in the random
oracle model and discuss the difficulty of wVRF-based SKENO construction in the standard model.

2 Preliminaries

In this section, we define PRNG and VRF. We denote as State the state information transmitted by the adversary
to himself across stages of the attack in experiments.

2.1 Pseudo-random number generator (PRNG)

A pseudo-random number generator (PRNG) G : {0, 1}"" — {0, 1}* is used to expand an m-bit secret seed into
an L-bit sequence, m < L.

Definition 2.1 (Pseudo-randomness of PRNG). We say that a function G : {0,1}™ — {0,1}* is a PRNG if for
all probabilistic polynomial-time (PPT) adversaries A, the following advantage is a negligible function of the
security parameter A:

Advgst () = |Pr[y* ooz 6oz Sk b« A0tz b=b'] - %'

2.2 Verifiable random function (VRF)

Next, we define VRF by referring to the Hohenberger-Waters VRF definition [29] as follows: Let F : {0, 1}* x
{0,1}" — {0, 1} be an efficient computable function, where k = k(A), n = n(A) and m = m(A) are polynomials
in the security parameter 1. For all SK € {0, 1}*, we simply denote Fo : {0,1}" — {0, 1}"™.

Definition 2.2 ([29]). We say that F is a VRF if there exist algorithms (VRF.Setup, VRF.Prove, VRF.Verify) such

that:

. VRF.Setup(lA) outputs a pair of keys (PK, SK),

»  VRF.Prove(SK, x) outputs a pair (y, 7'), where y = Fy(x) is the function value of x € {0,1}" and =
T4k (x) is the proof of correctness,

«  VRF.Verify(PK, x, y, ') outputs 1 if y = Fg(x) and 0 otherwise.

In addition, three security notions are required:

e Provability: This guarantees that an honestly generated proof is always accepted by the Verify algo-
rithm, that is, for all (PK,SK) « VRF.Setup(1*) and x € {0,1}", if (y,7n’) «— VRF.Prove(SK,x), then
VRF.Verify(PK, x, y, ') = 1.
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« Uniqueness: This guarantees that no proof is accepted for different values y, # y, and a common x, that
is, for all (PK, SK) « VRF.Setup(1*) and x € {0, 1}", there does not exist a tuple (y,, y,, 7}, 73) such that
» # v, and VRF.Verify(PK, x, y;,m,) = VRF.Verify(PK, x, y,,7;) = 1. Note that no adversary can break
uniqueness, even if SK is opened, since such a tuple does not exist. This property is used for realizing
the proof soundness property (which is defined in Section 3).

o Pseudo-randomness: This guarantees that no adversary can distinguish whether an output of F is truly
random or not, that is, for all PPT adversaries A the following advantage is a negligible function of the
security parameter A:

Advpe (1) = |Pr[(PK, SK) « VRF.Setup(1"); (x*, State) « AYRFFProved& A proy;
b i {0,1% yy « Fo(x"); v, ‘i {0, 1}"; b pVRFProvesK, )(yb,State); b= b’] - z|,
where VRF.Prove(SK, - ) is the prove oracle that takes as input x € {0, 1}", x # x*, and outputs (Fg(x), 7).

We remark that as a similar cryptographic primitive of VRF, verifiable pseudo-random bit generators (VPRGs)
have been introduced by Dwork and Naor [20], where the holder of the seed can generate proofs of consistency
for some parts of the sequence without hurting the unpredictability of the remaining bits. Note that in our
SKENO construction we do not have to use VPRG (instead of PRNG) by assuming that the underlying PRNG
satisfies the soundness property, where no adversary can find (y,, y,) € {0, 1} x{0, 1} such that G(y,) = G(y,)
and y, # y,. The advantage Advls,‘l’{g‘g) (1" is simply defined as the probability that an adversary A produces
such y, and y,. Note that this requirement is natural, for example, Bertoni, Daemen, Peeters and Assche [7]
have mentioned that ‘loading different seeds into the PRNG shall result in different output sequences. In this
respect, a PRNG is similar to a cryptographic hash function that should be collision-resistant”.

2.3 Message authentication code (MAC)

Here, we introduce strongly existentially unforgeable against a one-time chosen-message attack (one-time
SsEU-CMA) MAC [11, 34]. A MAC consists of two algorithms, MAC and Vrfy. The MAC algorithm takes as inputs
a secret key K € {0,1}*> and a message M € {0,1}*', L,,L, € N, and outputs a tag t «— MACy(M). The Vrfy
algorithm takes as inputs K and ¢ and outputs 0 (reject) or 1 (accept). We require the following correctness
property that for all K and M we have Vrfy, (M, MAC,(M)) = 1. As in [11], we assume that MAC and Vrfy are
deterministic.

Definition 2.3 (One-time sEU-CMA). We say that a MAC scheme II is one-time sEU-CMA secure if for all PPT
adversaries A the following advantage is negligible in the security parameter:

Advy ST MA (1Y) = Pr[K E {0,135 (M°, State) — A(1Y); 17— MACK(M");
(M, t) — A(t", State); (M, t) # (M",t*); Vrfyg(M,t) = 1].

We additionally require that for all K and M we have Vrfy (M, MAC,(M)) = 0, where K # K ', with over-
whelming probability. This naturally holds, for example, a PRF-based MAC construction [38], where a tag is
computed by t «— PRFy (M) and (t, M) is verified as ¢ : PRF g (M). Since the output of a PRF can be regarded
as random, the probability that ¢t = PRF. (M) holds is estimated as 1/|R|, where R is a range of the underlying
PREF, and is negligible.?

2 Ran Canetti [14] stroke a note of warning against digital signature: “Is it OK for a signature scheme to allow an adversary, given
a verification key K,, a message M, and a signature o, to come up with a verification public key KL # K, such that o is a valid
signature for M with respect to KL?" Our requirement is the MAC case of his investigation.
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3 Secret key encryption with non-interactive opening (SKENO)

In this section, we give the definition of (IV-dependent) SKENO. We assume that each IV is randomly chosen
for each encryption. A SKENO consists of five algorithms: KeyGen, Enc, Dec, Prove and Verify.

Definition 3.1 (System operation of SKENO).

«  KeyGen(1"): This algorithm takes as inputs a security parameter A € N and returns a public verification
key VK and a secret key K.

e Enc(K, IV, M): This algorithm takes as inputs K, an initial vector IV ¢ {0, 1}" and a message M € {0, 1}*
and returns a ciphertext C. We assume that IV is also sent to a decryptor.

e Dec(K, IV, C): This algorithm takes as inputs K and C and returns M or L.

e Prove(K, IV, C): This algorithm takes as inputs K, IV and C and returns a proof 7.

o Verify(VK, IV, C, M, n): This algorithm takes as inputs VK, IV, C, M and r and returns 1 if C is the cipher-
text of M and IV under K and 0 otherwise.

We require correctness and completeness as follows:

Definition 3.2 (Correctness). For all (VK,K) « KeyGen(1'), IV € {0,1}" and M ¢ {0,1}}, there holds
Dec(K, IV, Enc(K, IV, M)) = M.

Definition 3.3 (Completeness). For all (VK,K) « KeyGen(1*), IV € {0, 1}" and for any ciphertext C, we have
that for M < Dec(K, IV, C) there holds Verify(VK, IV, C, M, Prove(K, IV, C)) = 1 with overwhelming probabil-
ity (note that M may be 1).

Next, we define security notions of SKENO, called indistinguishability under chosen-ciphertext and prove
attacks (IND-CCPA) and proof soundness.

Definition 3.4 (IND-CCPA). We say that a SKENO scheme IT is IND-CCPA secure if for all PPT adversaries A the
following advantage is negligible in the security parameter:

AdvE P (1Y) = [Pr[(VE K) — KeyGen(1h); (IV*, My, M, State) — A (1%, VK);
* % * % 1
b & 0,1} C° — Enc(K,IV", M} ); b — A°(C", State); b=b'] - |

where O := {Enc(K,-,-), Dec(K,-, "), Prove(K,-,-)}. Enc(K,-,-) is the encryption oracle which takes as input
IV € {0,1}* and M € {0,1}}, where IV # IV*, and outputs C « Enc(K, IV, M). Dec(K,-,-) is the de-
cryption oracle which takes as input IV € {0,1}" and C € {0, 1}, where (IV,C) # (IV*,C*), and outputs
M/1 « Dec(K,IV,M). Prove(K,-,-) is the prove oracle which takes as input IV ¢ {0,1}" and C € {0, 1}%,
where IV # IV*, and outputs 7 < Prove(K, IV, C).

IND-CCPA is stronger than the conventional IND-CCA since an adversary is allowed to issue the Prove oracle
in addition to the Dec oracle. Note that there is a restriction of the Prove oracle compared to the Dec oracle,
where IV* is not allowed to input the oracle. (This restriction is due to the restriction of the VRF.Prove oracle.)
We would like to indicate this as future work to be revisited.

Definition 3.5 (Proof soundness). We say that a SKENO scheme IT satisfies proof soundness if for all PPT ad-
versaries A the following advantage is negligible in the security parameter:

Advin(11) = Pr[(VK, K) « KeyGen(1'); (IV, M, State) — A(1*, VK, K);
C « Enc(K, IV, M); (M, 7t) « A(C, State); Verify(VK,IV,C, M,7t) =1; M # M].

Note that M € {0,1}* and L ¢ {0, 1}* and that A wins if 7 is a valid proof for M = L.
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Figure 1. IND-CCPA secure SKENO construction.

4 Our SKENO constructions

In this section, we give our IND-CCPA secure SKENO scheme. As in the conversion from CPA-secure DEM
to CCA-secure DEM using MAC [40], we can construct an IND-CCPA secure SKENO scheme. Let (VRF.Setup,
VRF.Prove, VRF.Verify) be a VRF and G be a PRNG. Briefly, Z,,, = G(Fx(IV)) is divided into two parts, say
Z, € {0,1}"1 and Z, € {0,1}*2, where L, + L, = L and L, is the key length of the underlying MAC algorithm
(MAG, Vrfy).

Protocol 4.1 (Proposed IND-CCPA secure SKENO).
«  KeyGen(1"): Run (PK, SK) « VRF.Setup(1") and output (VK, K) = (PK, SK).
e Enc(K, IV, M):Run (y, 7') — VRF.Prove(K,IV)and Zy < G(y), divide Z, = Z,||Z,, computec = M&Z,
andt = MAC, (c) and output C = (c, ).
e Dec(K,IV,C): Parse C = (c,t). Run (y, 7') « VRF.Prove(K,IV) and Zyy — G(y), divide Z;, = Z,[|Z,,
compute M = ¢ & Z, and output M if Vrfy, (c,t) = 1 holds and L otherwise.
e Prove(K,IV,C): ParseC = (c,t). Run (y, n') — VRF.Prove(K, IV)and Zy < G(y)anddivide Z, = Z,]|Z,.
If Vrfy, (c,t) = 1 holds, then set = = (y,7',0).
If Vrfy, (c,t) = 0 holds, then set 7 = (y, 7', 1).
«  Verify(VK, IV,C, M, n): Parse C = (c,t) and = (y, 7', n'"). Run Z, « G(y) and divide Z,, = Z,||Z,.
Ifn" = 1, VRF.Verify(VK, IV, y,7') = 1, Vrfy, (c,t) = 0and M = 1, then output I.
If " = 0, VRF.Verify(VK, IV, y, ') = 1, Vrfy, (c,t) = 1and c ® Z, = M, then output 1.
Otherwise, output 0.

We further demonstrate our construction by Figure 1 in order to give a direct visualization.

Here, we want to clarify some facts about the performance of our structure. The VRF we used here is a
very strong primitive and its speed is far from the traditional symmetric key ciphers. However, due to the
special property of the stream cipher, we put the VRF in the key scheduling algorithm which fortunately will
not affect much of the encryption and decryption speed, since the speed of the PRNG is to some degree equal
to the speed of the stream cipher. Take the final portfolio of eSTREAM project for example, HC-128 [41] is the
fastest among all the candidates; however, it becomes the slowest if the key scheduling part is taken into
consideration. In a real world environment where a stream cipher is used, the computational cost of a PRNG
is dominant and depending on the applications. If the key scheduling part is not performed so frequently,
then our scheme can still be treated as efficient compared with traditional symmetric key cryptography given
the additional functionalities, and more so with public key cryptography.
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5 Security analysis

In this section, we give the security proofs of our SKENO construction.

Theorem 5.1. Our SKENO construction is IND-CCPA secure if the underlying VRF satisfies pseudorandomness,
the underlying PRNG satisfies soundness and pseudorandomness and the underlying MAC is one-time sEU-CMA.

To prove Theorem 5.1, we use sequences of games [39]. Consider the following games:

e Game 1: IND-CCPA experiment

o Game 2: The same as Game 1, except if A queries IV # IV* such that either F,, (IV) = Fi(IV") or Fi(IV) =
y;, then abort.

o Game 3: The same as Game 2, except if A queries IV # IV* such that G(F(IV)) = G(y"), then abort.

«  Game 4: The same as Game 3, except if A queries (IV,C) # (IV*,C") such that Z, = ZJ, then abort.

e Game 5: The same as Game 4, except if A queries (IV,C) + (IV*,C")such that IV = IV* and Vrfyz. (c,t") =
1, where C = (c,t) and C* = (c*,t") (then, c # ¢* and ¢t = t" hold), then abort.

e Game 6: The same as Game 5, except all Z;, is randomly chosen instead of using PRNG G.

« Game 7: The same as Game 6, except the challenge ciphertext C* is computed by using y' & {o, 1}
(which is randomly chosen instead of y* = Fg(x)).
Let Succ; be the event that A wins in Game i. Then A’s advantage can be estimated as

1
Adv Isnlgé"\:lpgﬂ(l ) = |Pr[Succ,] - —| z |Pr[Succ;] — Pr[Succ;,,]| + |Pr[Succs] — >
and thus it remains to upperbound the right-hand side of the above inequality, a task we carry out in the
following claims:
Claim 5.2. There exists a PPT adversary B such that |Pr[Succ,] - Pr[Succ,]| < Advpse“d"(l )+ 1/2™.

Proof. 1t is straightforward to verify that if A queries IV # IV* such that F(IV) = Fi(IV"), then B can
immediately break pseudo-randomness of the underlying VRF as follows: B can query IV to the VRF.Prove
oracle, B obtains Fy(IV) and outputs 0 if y* = Fx(IV) and 1 otherwise. Note that Fi(IV) = y; happens
with probability at most 1/2™ since y; < {0, 1}"" according to the definition of pseudo-randomness and is
negligible. O

Claim 5.3. There exists a PPT adversary B such that |Pr[Succ,] - Pr[Succ,]| < Advimma 5 (1%).

Proof. Note that Fi(IV) ¢ {Fx(IV"), y;} holds in this game. So, if A queries IV # IV" such that G(Fx(IV)) =
G(y"), then B immediately breaks soundness of the underlying PRNG. O

Claim 5.4. There exists a PPT adversary B such that [Pr[Succ;] - Pr[Succ,]| < Adviy 5o MAah).

Proof. Let Cg;, be the challenger of the underlying OTS. B runs (VK, K) « KeyGen(1*) and gives VK to A. In
the challenge phase, A sends (IV*, Mg, M;) to B. B randomly chooses ¢* < {0, 1}** and sends c* to Cg;q. Cgig
computes t* «— MAC; (c*). B sends (c*,t") to A. If A queries (IV,C) # (IV*,C") such that Z, = Z;, then B
immediately breaks the underlying MAC. O

Claim 5.5. There exists a PPT adversary B such that |Pr[Succ,] - Pr[Succs]| < Advi5r MAY).

Proof. Let Cg;, be the challenger of the underlying OTS. B runs (VK,K) « KeyGen(1*) and gives VK to A.
In the challenge phase, A sends (IV*, My, M;) to B. B randomly chooses ¢* < {0, 1}* and sends ¢* to Csig-
Csig cOmputes t* « MAC, (c™). B sends (c*,t") to A. If A queries (IV,C) # (IV*,C*) such that IV = IV* and
VrfyZ; (c,t*) = 1, then B outputs (c, t) as a forged MAC, since (c, t) # (c*,t") holds. O

The following claim clearly holds:
Claim 5.6. There exists a PPT adversary B such that [Pr[Succs] - Pr[Succg]| < Advpmass (11).

Claim 5.7. There exists a PPT adversary B such that |Pr[Succg] — Pr[Succ,]| < Advpse“d"(l ).
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Proof. Let A be an adversary who can break the IND-CCPA security of our SKENO construction. We construct
an algorithm B that breaks the pseudorandomness of the underlying VRF. Let Cyyp be the challenger of the
underlying VRF. Cygr sends PK to B. B sets VK = PK and sends VK to A.

We begin with the phase 1 query.

o Enc: Let (IV, M) be an encryption query issued by A. B sends IV to Cygr as a VRF.Prove query, obtains
(y,m"), chooses Z;,, — {0,1}"1*2, divides Z,;, = Z,||Z,, computes c = M & Z, and t = MACy (c) and
returns C = (¢, t).

e Prove: Let (IV, C) be a prove %uery issued by A. Parse C = (¢, t). B sends IV to Cygr as a VRF.Prove query,
obtains (y,7'), chooses Z,,, < {0, 1}**'2 and divides Z,,, = Z,||Z,.

If Vrfy, (c,t) = 1 holds, then returns 7 = (y, 7', 0).
If Vrfy, (c,t) = 0 holds, then returns 7 = (y, 7', L).
o Dec: Let (IV, C) be a decryption query issued by A. B works as in the simulation of the Prove oracle, except
Breturns M = c @ Z, (if Vrfy, (c,t) = 1) or L (if Vrfy, (c,t) = 0).
In the challenge phase, A sends (IV*, M, M;') to B and B sends IV"* to Cygp. Cygr Selects b € {0, 1} and
computes y* such that y* = F,(IV*) (if b = 0) and y* & {0,1}" (if b = 1) and sends y~ to B. B randomly
chooses b" € {0,1}, chooses Zyy,. < {0,1}"1*"2, divides Z};, = Z}||Z}, computes ¢* = M;, & Z; and t* =
MAC,, (c*)and sends C* = (c*,t") to A.
We continue with the phase 2 query.
o Enc: The same as the phase 1 query. Note that A never issues IV* as an encryption query.
o Prove: Let (IV, C) be a prove query issued by A, where IV # IV*. Parse C = (c,t). We consider four cases
as follows:
-~ C=C":Bsends IV to Cygy as a VRF.Prove query and obtains (y, 7'). B chooses Z,, & {0,1}51*L2 and
divides Z;,, = Z,||Z,. Note that the case Z, = ZJ has been excluded in Game 4. Then, since Z, # Z;,
Vrfy, (¢*,t") = 0 holds due to the property assumed in Section 2.3. Therefore, B sets = = (y, ', 1)
and returns .

—  c¢=c"At #t":BsendsV to Cygy asa VRF.Prove query and obtains (y, 7'). B chooses Zy, & (o, bt
anddivides Z,, = Z,1|Z,.If VrfyZ2 (c*,t) = 1holds, then B sets = = (y, 7', 0) and returns 7. Otherwise,
since VrfyZ2 (c*,t) = 0 holds, B sets 7w = (y, 7', 1) and returns 7.

—  c#c*At =t":BsendsIV to Cygy asa VRF.Prove query and obtains (y, 7'). B chooses Z,,, & {0,1
and divides Z;y, = Z,||Z,.If Vrfy, (c,t") = 1 holds, then Bsets 7 = (y, ', 0) and returns 7. Otherwise,
since Vrfy, (c, t*) = 0 holds, B sets = (y, 7, 1) and returns 7.

- ¢ #c"At #t": In this case, B works as in phase 1.

o Dec:Let (IV,C) # (IV*,C") be a decryption query. Parse C = (c, t). First, we estimate the case IV = IV".
Note that the case VrfyZ; (c,t*) = 1 has been excluded in Game 5. Therefore, since VrfyZ; (c,t*) = 0 holds, B
returns L. Next, let IV # IV*. B works as in the simulation of the Prove oracle, except B returns M = cdZ,
(if Vrfy, (c,t) = 1) or L (if Vrfy, (c,t) = 0).

Finally, in the guessing phase, A outputs b’ € {0, 1}. Note that if b = 0 (that is, y* = Fi(IV*)), then C*
is a valid ciphertext of M;, (that is, in Game 6). So, A has an advantage. Otherwise, let b = 1 (that is, in
Game 7; then y~ is a random value and is independent of IV*, therefore, Pr[Succ,] = 1/2 holds). Then, the
probabilistic distribution of M; @ Z; and the probabilistic distribution of M; & Z; are identical. So, A has no
advantage in the case when b = 1. Therefore, if b’ = 4", then ‘B outputs 0, and 1 otherwise. O

}L1+L2

Theorem 5.8. Our SKENO construction satisfies proof soundness if the underlying VRF satisfies uniqueness and
the underlying MAC satisfies correctness.

Proof. Let (M, M) be a message pair and C «— Enc(K, IV, M) (these have appeared in the proof soundness
definition). We consider two cases.

If M = 1, since Verify(VK, IV,C, M, 1) = 1,7 = (y, 7, 7") satisfies #"" = 1, VRF.Verify(VK, IV, y,7') = 1,
and Vrfy, (c,t) = 0, where Z,||Z, = Zry = G(§). Since C = (c, t) is an honestly computed ciphertext of M
(such as C « Enc(K, IV, M)), for (y,n') « VRF.Prove(K,IV), y = 7 and VRF.Verify(VK,IV, y, ') = 1 hold
(the former holds due to the uniqueness property of the VRF). Therefore, Vrfy, (c,t) = 1 holds due to the
correctness property of the MAC. Therefore Verify(VK, IV, C, M, 7t) = 1 never holds.
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If M # 1, since Verify(VK,IV,C, M, #) = 1, & = (j, 7', ") satisfies #"" = 0, VRF.Verify(VK, IV, 3, 7') = 1,
Vn‘yZ2 (ct) = l,and c ® Z, = M, where Z,||Z, := Z}V = G(¥). Since C = (c,t) is an honestly computed
ciphertext of M, Verify(VK, IV,C, M, ) = 1 holds, where 7 = (y, 7',0) and (y, 7') «— VRF.Prove(K, IV). Since
M # M, c® Z, #+ M holds and therefore Verify(VK, IV, C, M, 7)) = 1 never holds. O

6 Discussion

One may think that SKENO can be constructed from weaker primitives, for example, wVRFs. Actually, Braker-
ski, Goldwasser, Rothblum and Vaikuntanathan [12] showed that there is no black-box construction of wVRF
from one-way permutation, whereas it is possible to construct wVRF from enhanced trapdoor permutation
(TDP) in a black-box manner. By combining the results of [22] and [12], wVRF is a strictly weaker primitive
than VREF, that is, there is no black-box construction of VRF from wVRF.

Briefly, wVRF has similar functionality to the VREF, but in the security definition an adversary is given an
output/proof pair {(y;, ;)} for randomly chosen {x;}. So, in the following we can explain how difficult it is
to achieve the functionality of SKENO if we replace the VRF with a wVRF. To answer encryption queries, the
simulator B (which is an adversary against the pseudo-randomness of the wVRF) needs to compute F, (IV).
However, recall that B is only given an output/proof pair {(y,,7;)} for randomly chosen {x;} and cannot ob-
tain a VRF value that is of B’s choice. Since IV is chosen by an adversary A (that is, IV ¢ {xi},‘.’:"iym holds
with overwhelming probability), it is hard to answer the query in the wVRF setting. Meanwhile, such a prob-
lem does not occur if we use a (non-weak-)VRF, because the simulator B (which is an adversary against the
pseudo-randomness of the VRF) can query IV to the VRF challenger and get the corresponding VRF value.
To bridge the initially chosen inputs {xi}ffllyw with adversarially chosen IV values, we can employ a ran-
dom oracle (say H) such that the value H(IV) is set as x. In other words, it seems hard to achieve the SKENO
functionality by using weaker primitives than VRF in the standard model. Constructing SKENO from weaker
assumptions in the standard model is an interesting question for future work.

7 Conclusion

The previously proposed non-interactive opening ciphertext techniques were aimed at public key cryptosys-
tems but cannot perform in the situation where a symmetric key cryptosystem is being used and the secret
key is shared among a group of people, since the key itself is not appropriate for opening in order to behave
as a proof. This paper fills the above gaps by proposing the first stream cipher based SKENO scheme that
can be proved to be IND-CCPA secure, which can provide non-interactive opening services in the shared key
environment.

Although we have to mention that the VRF primitive is a relatively expensive assumption, our construc-
tion can be considered to be efficient in the environments where the key and IV setup phase is not executed
frequently, since the execution of a PRNG will play a dominant role in the encryption and decryption process.

Acknowledgement: The authors would like to thank Dr. Takahiro Matsuda (AIST, Japan) for his invaluable
comments. The preliminary version of this paper appeared in the 13th International Conference on Informa-
tion and Communications Security, ICICS 2011 [15]; this is the full version.
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