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Abstract. Bilinear pairings derived from supersingular elliptic curves of embedding de-
grees 4 and 6 over finite fields Fom and F3m, respectively, have been used to implement
pairing-based cryptographic protocols. The pairing values lie in certain prime-order sub-
groups of the cyclotomic subgroups of orders 22 + 1 and 32" — 3™ + 1, respectively,

of the multiplicative groups ]F;m and IF;‘W. It was previously known how to compress

the pairing values over characteristic two fields by a factor of 2, and the pairing values
over characteristic three fields by a factor of 6. In this paper, we show how the pairing
values over characteristic two fields can be compressed by a factor of 4. Moreover, we
present and compare several algorithms for performing exponentiation in the prime-order
subgroups using the compressed representations. In particular, in the case where the base
is fixed, we expect to gain at least a 54% speed up over the fastest previously known
exponentiation algorithm that uses factor-6 compressed representations.
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1 Introduction

The Diffie-Hellman key agreement protocol [8] can be used by two parties A
and B to establish a shared secret by communicating over an unsecured channel.
Let G = (g) be a prime-order subgroup of the multiplicative group F of a finite
field IF;. Party A selects a private key a and sends g to B. Similarly, B selects
a private key b and sends g” to A. Both parties can then compute the shared
secret g”b. Security of the protocol depends on the intractability of the problem of
computing g“b from g¢ and gb; this is called the Diffie—Hellman problem in G.
The best method known for solving the Diffie-Hellman problem in G is to solve
the discrete logarithm problem in G, that is, computing a from g¢. If ¢ is prime
(say ¢ = p), then the fastest algorithms known for solving the discrete logarithm
problem in G are Pollard’s rho method [21] and the number field sieve [13]. To
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achieve a 128-bit security level against these attacks, one needs to select #G ~
2256 and p ~ 23°72 [11, Section 4.2]. Note that even though the order of G
is approximately 2256, the natural representation of elements of G, namely as
integers modulo p, are approximately 3072 bits in length. This brings an overhead
both to the efficiency of the protocol and to the number of bits that need to be stored
or transmitted. In recent years, there have been several proposals for compressing
the elements of certain subgroups of certain finite fields.

The first proposal was by Smith and Skinner in 1994 [28] (see also [4]). The
main idea is that Lucas functions can be used modulo a prime to perform exponen-
tiation in cryptographic applications. In fact, using this method the elements of the
order-(¢ + 1) subgroup G of ]F;} can be identified by their traces over IF;. More
precisely, the elements of G can be uniquely identified up to conjugation over F.
This construction yields a compression factor of 2.

Gong and Harn [12] obtained a factor-3/2 compression and efficient exponenti-
ation for the compressed form of the elements in the order-(p? 4 p + 1) subgroup
G of ]F;. Elements of G are represented by a pair of elements from [Fj,. Similarly,
Brouwer, Pellikaan and Verheul [6] obtained a factor-3 compression by represent-
ing elements of the order-(p? — p + 1) subgroup G of ]F;(, by a pair of elements
from F,,. Even though they did not give an algorithm to exponentiate the elements
in G in their compressed form, they noted that to exponentiate an element in G
it suffices to know its compressed form and the exponent. In 2000, Lenstra and
Verheul [18] showed that elements of the order-(p? — p + 1) subgroup G of ]F;(,
can be uniquely represented (up to conjugation over [,2) by their traces over F 2.
Note that the compression factor is the same as in [6]. An important contribution
of Lenstra and Verheul was a very efficient algorithm for exponentiation in G us-
ing the trace representation. More recently, Shirase et al. [26] observed that the
elements of the order-(¢ — /3¢ + 1) subgroup G of IF;(), where ¢ = 3™ for some
odd number m, can be uniquely represented (up to conjugation over IFy) by their
traces over [Fy, thereby achieving a factor-6 compression. They also presented an
algorithm for exponentiation in G. If g € G and c is its factor-6 compressed form
in [y, they first lifted ¢ to the trace of g in 2 and thereafter used an analogue of
the Lenstra—Verheul algorithm to exponentiate g.

Rubin and Silverberg [22] introduced a compression/decompression method
for finite field elements by using a rational parametrization of an algebraic torus.
For a positive integer k and a prime power ¢ the algebraic torus Ty is a ¢(k)-
dimensional algebraic variety over I, and its group Ty (IF,) of Fy-rational points
is isomorphic to the order-®j(g) subgroup of F;k. Here, ®;(g) is the kth-
cyclotomic polynomial evaluated at ¢, and ¢ is Euler’s totient function. Rubin
and Silverberg noted that one would hope to use only (k) elements in I, in order
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to (uniquely) represent elements of Ty (F,). For the cases k = 2 and k = 6,
they presented explicit compression/decompression algorithms for the elements
of T (IF4), and showed that the Smith—Skinner, Gong—Harn and Lenstra—Verheul
representations are based on certain quotients of the algebraic tori, T, T3 and T,
respectively, thus explaining the compression ratios of 2/¢(2) = 2, 3/¢(3) = 3/2
and 6/¢(6) = 3. Later, van Dijk et al. [9], improving on an earlier work [10], con-
structed an efficient bijection between Ty (Fy) x IF;" and ]F,}p ®F+m and obtained,
asymptotically, a compression factor of k/¢(k). In particular, when representing
i elements in Ty (Fy) for k = 30 and k = 210, they obtained compression factors
30i/(8i + 2) withm = 2, and 210i /(48i + 24) with m = 24, respectively.

We provide more details about some of the previous work in Appendix A.

Let ¢ = 2™, where m is odd, and note that

¢*—1=(g—-1)(g + 1)Ps(q)
=@ -1+ D@—v2¢+1D(q+v2q+1).

In this paper, we achieve a factor-4 compression for the subgroups G of T4(IF4) of
orders ¢ £ 4/2¢ + 1. We show that the elements of G can be uniquely represented
(up to conjugation over ;) using their traces over IF;, and that exponentiation in G
can be efficiently performed using the compressed representations. Our method
gives a better compression factor than the Smith—Skinner system. We note that our
factor-4 compression does not contradict the Rubin—Silverberg observation about
the necessity of using ¢(k) IF;-elements for representing elements of Ty (IF,) since
our construction compresses elements of subgroups of relatively small order of
T4(Fy) and the resulting set of compressed elements do not preserve the group
structure.
Let ¢ = 3™, where m is odd, and note that

q®—1=(¢> — (g + D)P6(q)
= (¢ — (g + (g — 3¢+ (g + 3¢ +1).

As mentioned earlier, Shirase et al. showed that by using traces over F; one can
achieve a factor-6 compression (up to conjugation over IF;) for the elements of the
order-(q — +/3q + 1) subgroup G of T¢(F,). Moreover, exponentiation in G can
be efficiently performed when elements are represented by their traces over F 2.
We observe that a similar compression technique and efficient exponentiation also
applies to the order-(q + /3¢ +1) subgroup G of T¢(FFy). Suppose that g € G and
¢ € Iy is its factor-6 compressed representation. We present six exponentiation
algorithms. The first works directly with the compressed element ¢. The second
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algorithm first lifts ¢ to the trace of g over I3, and then employs an exponentia-
tion algorithm of Scott and Barreto [25]. The third algorithm first lifts ¢ to g, and
then uses a conventional exponentiation method. In the fourth algorithm, we first
determine f>(x), the minimal polynomial of g over [F2, by partially decompress-
ing ¢ to an element in F,>. Then we construct Fye = Fg2[x]/(f2(x)), and use
a conventional exponentiation method. The idea of the fifth and sixth algorithms
is similar to the fourth algorithm except that we use the minimal polynomials of g
over I 3 and Fy, respectively. In the case where the base is fixed, the first al-
gorithm is expected to be at least 54% faster than the XTR3 algorithm presented
in [26].

Besides reducing transmission costs in the Diffie-Hellman and related proto-
cols, we observe that compression techniques have applications in pairing-based
cryptography where bilinear pairings derived from supersingular elliptic curves
of embedding degree 4 and 6 over finite fields Fom» and Fzm are employed. The
pairing values lie in prime-order subgroups of orders dividing ¢ &+ /2¢ + 1 and
q £ /3¢ + 1 (where ¢ = 2™ or ¢ = 3™) of F . and FJ,,, respectively, and
thus it can be beneficial to compress these pairing values.

The remainder of the paper is organized as follows. We begin in Section 2 by de-
scribing some cryptographic applications of our compression methods. Section 3
introduces some terminology and sets the notation that we will use throughout the
paper. Sections 4 and 5 describe our compression and exponentiation techniques
for the characteristic two and three fields. The exponentiation methods are com-
pared in Section 6. We make some concluding remarks in Section 7.

2 Cryptographic applications

In this section we give some examples of cryptographic protocols where our com-
pression techniques can be beneficial.

As described in Section 1, compression is useful in Diffie—-Hellman and related
key agreement protocols where the underlying group is a prime-order subgroup of
the multiplicative group of a finite field. Indeed, Koblitz [16] studied the efficiency
of discrete logarithm protocols when the underlying group G is a subgroup of
Te(Fy) for g = 3™, and where #G divides ¢ + /3¢ + 1.

Beginning with the seminal work of Joux [15], Sakai—-Ohgishi—Kasahara [23]
and Boneh—Franklin [5], bilinear pairings have been widely used to design pro-
tocols for various cryptographic tasks. These protocols can be described using
symmetric bilinear pairings e : G; x G; — G where G and G are groups of
prime order n. A necessary condition for the security of these protocols is that the
discrete logarithm problems in G; and G should be intractable. Such pairings can
be realized by selecting G to be a group of points in £1(FF;), where ¢ = 2" and
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E1:Y?24+Y = X3+ X + b, where b € {0, 1}, is a supersingular elliptic curve
over F, with #E(F4) = g = /2q + 1. This elliptic curve has embedding degree
4, i.e., the smallest positive integer k for which #E (IF;) divides qk —lisk =4.
Then G is the order-n subgroup of IF;}. For example, if a 128-bit security level

is desired, then one could use E1/F, : Y2 +Y = X3+ X withq = 21223 [1].
This curve has the property that #E£(F;) = 5n where n is a 1221-bit prime, and
so Pollard’s tho method for solving the discrete logarithm problem in G; or G
has running time approximately 261!, Moreover, Coppersmith’s algorithm [7] for
solving the discrete logarithm problem in G has running time very roughly 2128
(see Table 6 of [17]).

Symmetric bilinear pairings can also be realized by selecting G to be a group
of points in E»(F4), where ¢ = 3™ and E» : Y2 = X3 — X £ 1 is a supersingular
elliptic curve over I, with #E,(F;) = ¢ = /3¢ + 1. This elliptic curve has em-
bedding degree 6, and G is the order-n subgroup of ]F;(,. For example, if a 128-bit

security level is desired, then one could use E»/F; : Y2 = X3 — X + 1 with
g = 3°99 [1]. This curve has the property that #E>(F;) = 7n where n is a 804-
bit prime, and so Pollard’s rho method for solving the discrete logarithm problem
in G1 or G has running time approximately 24°2. Moreover, Coppersmith’s al-
gorithm for solving the discrete logarithm problem in G has running time very
roughly 2128,

In the Waters signature scheme [31], party A has a private key Z = zP and
a public key ¢ = e(P, P)*. In order to sign a message M, A first computes
H = Hash(M) € G, where Hash is a cryptographic hash function that hashes its
input elements into elliptic curve group elements, and chooses a random integer
r € [l,n —1]. Then A computes « = Z + rH and § = rP and sends (¢, B)
as her signature on M. A party B accepts A’s signature on M if and only if
e(a, P) = ¢-e(B, H). Our compression technique reduces the size of A’s public
key ¢ by a factor of 4 or 6. More precisely, at the 128-bit security level, the size of
the public key is reduced from 4892 bits to 1223 bits if E is used, or from 4841
bits to 807 bits if E5 is used. In order to verify A’s signature, B can check if the
compressed value of e(«, P)e(f, —H) is equal to the compressed value of .

Another pairing-based application is the identity-based key agreement protocol
of Scott [24]. In Scott’s protocol, party A first computes a particular pairing value
g € G, and sends P4 = g% to party B. Similarly, B computes the pairing value
g € G and sends Pp = gb to A. Finally, both A and B compute the shared secret
Pg =P /Il’ . (For details of the computations, please refer to [24].) If the symmetric
bilinear pairings described above are employed, then messages exchanged can be
compressed by factors of 4 or 6, and moreover the computations can take place
over smaller fields rather than [ 4 or Fye.
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3 Preliminaries and notation

Let g be a prime power, and let IF; denote a finite field with ¢ elements. Let n be
a prime such that gcd(n, ¢) = 1, and let k be the smallest positive integer such that
qk =1 (mod n). Then F « has a multiplicative subgroup of order n which cannot
be embedded in the multiplicative group of any extension field F; for 1 <i <k.
For such a triple (¢, k, n) we denote the multiplicative group of order n by u, and
call k the embedding degree of i, over IFy.

Let ¢ € Fyx and let s be a positive divisor of k. We assume that g is not
contained in any proper subfield of F «. The conjugates of g over Fgs are gi =

gqis for 0 <i < k/s. The trace of g over Fys is the sum of the conjugates of g
over [Fys, i.e.,

k
k_q

Trg(g) = Y gi € Fys. (3.1)
i=0

The minimal polynomial of g over Fys is the monic polynomial

k
E—l

Jes(x) = 1_[ (x —gi). (3.2)

i=0

Note that fg s(x) € Fgs[x]. When s = 1 we simply use Tr(g) and fg(x) by
abuse of notation. Also, we will assume that the conjugates of g over ;s are well
defined for any integer i by setting g = &; mod k/s-

We fix some notation for finite field operations that will be used in the remainder
of the paper. We will denote by A4;,a;, C;, F;, I;, S;, M; and m; the operations of
addition, addition by 1 or 2, cubing, exponentiation by a power of the characteristic
of the field, inversion, squaring, multiplication, and multiplication by 2 in [F; for
i =1,2,3. SR; ; will denote the cost of finding a root of a degree i irreducible
polynomial over F,;. We use sofi-O notation O(-) as follows: a = O(b) if and
only if for some constant ¢, a = O(b(log, b)°).

4 Multiplicative groups with embedding degree k = 4

In this section we concentrate on multiplicative groups u, with embedding degree
k = 4 over F;. In other words, we fix parameters (¢,7n) such that g is a prime
power, n is a prime, ged(g,n) = 1, ¢* = 1 (mod n), and ¢' # 1 (mod n) for
1 <i < 4. Finally, we let / be a positive integer and define t, = q¢+1—h-nto
be the trace of p, over IF; with respect to the cofactor h. Throughout the rest of
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this section we will assume that the cofactor 4 is fixed, and we simply denote the
trace of u, by t instead of #;,.

In the following lemma we show that g € w, together with its conjugates can
be uniquely represented by the pair (Tr(g). Tr(g")) of F,-elements. This already
gives us compression by a factor 2. Furthermore, we will show in Corollary 4.5
that in characteristic two finite fields it is possible to write all the coefficients of
the minimal polynomial of g over [, in terms of Tr(g) alone and hence achieve
compression by a factor 4.

Lemma 4.1. Let jup, be the multiplicative subgroup of ]F;‘4 of order n with embed-
ding degree 4, trace t, and cofactor h. Let g € uy and let g;, fori = 0,1,2,3, be
the conjugates of g over F4. (Recall the convention that g; = gi mod 4.) Then

(i) gigi+1 =g} fori =0,1,2,3.

(i) gigi+2 = 1fori =0,1.
(iil) fg(x) = x* —Tr(g)x> + (Tr(g") + 2)x% — Tr(g)x + L.
Proof.

(1) gigi+1 = glfﬁ'l = g/ since g; isof ordern and g + 1 —¢ = 0 (mod n).
(i) gigi+2 = g;]2+1 = 1 since g; is of order n and g?> + 1 = 0 (mod n).

(ii1) Using (i) and (ii) gives

fe(x) = ﬁ(x—g»
i=0
=t - (igi)XS + ( Z gigj)xz
i=0 0<i<j=<3

—( > gigig)y+1

0<i<j<k=<3

= x* —Tr(g)x3 + (Tr(g") + 2)x® — Tr(g)x + 1. |

Suppose we fix a generator g € F 4 of wy, thatis pun, = (g). In order to
simplify the notation we define ¢,, = Tr(g") for any integer u. Note that ¢g = 0,
c1 =Tr(g), cu = Cumodn and cqu = cif = cy.

Lemma 4.2. Let (1, = (g) be the multiplicative subgroup of ]F;4 of order n with
embedding degree k = 4 and trace t. Then for all integers u and v we have
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(1) cy = c—y.

(i) cycy = Cutv + Cu—v + Cygu(e—1) + Cotu@—1)-
Proof.

(i) This follows from Lemma 4.1(ii).

(i) By Lemma 4.1(i) and (ii) it follows that

Cucy = (gg + g1 + g? +g3)(go + &1 + &5 + g3)

3 3
= Zg“*” + Zg, gl + ) alela+ ) elelis
i=0 i=0

3
= Cytv + Zg}‘_”(g?g}’+1) +Y el (el el + Zg, 81

i=0 i=0 i=0
3 3
= Cusy + Zg”“(t BRI Y TR
i=0 i=0
= Cutv + Cytu(—1) T Cu—v + Cytu@—1)- =

Theorem 4.3. Let 1, = (g) be the multiplicative subgroup of ]F;‘4 of order n with
embedding degree 4 and trace t. Then for all integers u and v we have

Cutv = CuCy — Cy—y(Crv + 2) 4+ Cy—2vCy — Cu—3v. 4.1)
Proof. First start with

cucy = (gg + &1 + gE‘ + g5)(gp + &1 + 85 + 83)

Curto +ZZ& g

i=0j=0
J#i

Cutv + Z Zg,“ "(gg})

i=0j=0
J#i

3
= Cutv+ g (g + ¢85+ 1) by Lemma4.1(i) and (i)

3

= Cytv + Cu—v + Cu—pCrp — Zg:l v gty +gl?iz), 4.2)
i=0
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Then observe that
3 3
u—v tv __ u—v _qtv
Yoe el =) el Ve
i=0 i=0

3
= Z g inceqr =q> +q=q—1 (mod n)

i=0
4.3)
and
3 3
doal el =) el e
i=0 i=0
3
= Z gl.("_zv)_qv sincet =g+ 1 (mod n). 4.4)
i=0
Substituting (4.3) and (4.4) into (4.2) we obtain
CyCy = Cy+vy + Cy—y + Cy—vCrv — (C(u—Zv)+qv + C(u—Zv)—qv)' 4.5)
Now, let u’ = u — 2v, v’ = qv. Then
W vt —1)=u—-2v)+q*>v=u—3v (mod n),
vV +u'(t—1)=quv+ (u—2v)g =qu—v) (modn),
and using Lemma 4.2(ii) with u’, v’ gives
Cu—2v)+qv + Cu—2v)—qv = Cu—20Cqv — (Cu—3v + Cq(u—v))
= Cu—20vCy — (Cu—3v + Cu—v)- (4.6)
Finally, (4.5) and (4.6) complete the proof. m|

4.1 Characteristic two finite fields

Let r be a positive integer, and let ¢ = 22" T1 ¢t = £2" 1 T = |¢|. The values
of r for which ¢ + 1 —¢ = hn and n is prime lead to a multiplicative subgroup L
of IFq*4 of prime order n with embedding degree 4. Throughout this section we fix
h,n,q,t,T and u, = (g) in this way, and also write ¢,, = Tr(g¥).

The following recursive relations follow from Theorem 4.3 by noting that the
characteristic of I, is 2 and also that cy; = cy7 = ch (see Lemma 4.2(1)).
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Corollary 4.4. Let ,, be the multiplicative subgroup of F*, with embedding de-
q
gree 4 and trace t. Then for all integers u and v we have

: _ T

(1) cytv = cycy + Cu—vCy + Cy—2yCy + Cy—3v.
.o _ 2
(i1) ¢y = ;.

Corollary 4.5. Let 1, be the multiplicative subgroup of F*, with embedding de-
q

gree 4 and trace t. Let fqu(x) be the minimal polynomial of g% € un over IFy.

Then

Seu(x) = x4+ eux? + cuTx2 +cyx + 1.
Proof. The proof follows from Lemma 4.1(iii) and Corollary 4.4(ii). m|

Remark 4.6. Throughout the remainder of this section we will assume without
loss of generality that the trace ¢ is positive. If 7 is negative then one can replace
the expressions of the form ¢ (t), where p is some polynomial, by cZ ) without

changing the validity of the results in this section.

4.2 An exponentiation algorithm in p,

Corollary 4.5 shows that the element g% € u, can be represented uniquely (up to
conjugation) by its trace ¢,,. Our next objective is to develop an efficient method
for computing ¢, given c; and a; this is the exponentiation operation in u,. We
define s1 = [c—1,c0,C1,C2] = [cl,O,cl,clz] to be the initial state. For a given
state s, = [cy—2,Cu—1,Cu,Ccu+1] With u > 1, if we can efficiently compute the
states s2y = [C2u—2, Cou—1,C2us C2u+1] and $2y+1 = [C2u—1,Cous C2u+1, C2u+2]
then we immediately have an efficient double-and-add algorithm for computing ¢,
given ¢ and a.

Theorem 4.7. Let (u,, = (g) be the multiplicative subgroup of IF;} with embedding
degree 4 and trace t. Let ¢, = Tr(g"),

ct ¢ 0 0 C2y—3 (cu + cu—2)* + 05—165
2 2
A= 0 C; 0 X = Cou—1 oy = (Cu+1 + cu—1) ;‘Cuci
0 1 &1 Cou+1 (cu + cu+1)c1
1 Ci 1 O Cou+3 (cu—1 + Cu)zcl
Then

(i) A isinvertibleand AX =Y.
(i) If c1 is given then A and A™' can be efficiently computed.



Factor-4 and 6 compression of cyclotomic subgroups 11

(iil) coy—1 = Ct%((cu-i—l +cu+cu—1+ Cu—2)2 + (cu + Cu—l)z(ci + C12))
1

. 1
(iV) c2us1 = cau—1 + g ((Cut1 + cu—1)* + cied).
Proof.

(i) Noting that the characteristic of [ is 2, we can show that the determinant
of A is equal to ci+2. Hence A is invertible if and only if ¢; # 0. In fact,
¢y is never zero as otherwise the minimal polynomial fg(x) = x* +1 =
(x + 1)* is not irreducible. This proves the first part. For the second part we
combine the four equations obtained from Corollary 4.4 with the following
(u,v) values: Qu —3,-1),2Qu —2,-1),2u — 1,-1), (2u,—1), and also

note that ¢, = c,%.

(i) Let A™![i] be the ith row of A~!. Then one can check that
ATHI] = [(e] + 1/t /et t 0,178,
AT = (17t 1 et 0, 1/¢t,
ATB] = [/ (el + D/t 0,1/,
AT = [(ef + D/ G + DT T + D]
and the proof follows.
(iii) The inner product of A~![2] and Y is equal to ¢2,—1, and by part (ii) we can

write

_ 1
A 1[2]Y = ﬁ((cu-l-l +cy +Cy—1 + Cu—2)2 + (Cu + Cu—l)z(ci + C12))
€1

(iv) The proof is similar to the proof of part (iii). i

The formulas for ¢, —1 and ¢4+ in Theorem 4.7 yield Algorithm 1 for expo-
nentiation in py,.

Remark 4.8. Algorithm 1 can be used to compute ¢, given ¢, and b as fol-
lows. We set ¢| = ¢, and the initial state becomes s| = [c/.c(.c].ch] =
[ca, 0, cq,c2]. With input ¢] and b, Algorithm 1 outputs ¢, = Cab-

Since the cost of addition is negligible in finite fields of characteristic two, we
will ignore addition costs in the performance analysis of algorithms in this sec-
tion. Moreover, we may ignore the cost (1F; + 151) in the precomputation steps
of Algorithm 1 as it is negligible comparing to (1/; + 1M7). Then the cost of
Algorithm 1 can be approximated as:
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Algorithm 1 Computing ¢,
Input: ¢; and a
Output: ¢4

Write a = f;(l) a;2' where a; € {0,1} anday_; =1

2
Sy = [cu—2,Cu—1,Cu, Cu+1] < [01,0701701]
mp < l/ci"'1 and mp < 1/cq
for i from £ — 2 down to 0 do
2
Cau—1 < mi((cut1 + ¢y + cy—1 + Cu—2)2 + (cu + Cu—l)z(ci + Cl))
Coy < C,%
Cout1 < Cou1 + ma((Cus1 + cu—1)? + cZc!
if a; = 1 then
2
Cou42 < Cpiq

R R AN AN A

10: Su < [Cou—1,Cous Cout1, Cout2]
11:  else

12: Coy_n < C3—1

13: Su < [C2u—2.Cou—1,Cou. C2u+1]
14:  end if

15: end for

16: Return (c¢y)

Precomputation (steps 2 and 3): 111 + 1 M.
Main loop (steps 4-15): (4M1 + 4S1)(€ — 1).
We note that Algorithm 1 has a limited degree of built-in resistance to side-

channel analysis attacks because the same types of operations are executed wheth-
er the bit a; of the exponent is 1 or 0.

4.3 Other algorithms for exponentiation with compressed elements

Algorithm 1 works directly with the factor-4 compressed elements. In this section,
we describe four algorithms for computing ¢, given ¢, and b. The first algorithm
partially decompresses ¢4 to an element ¢, € F,2, and then uses the LUC method
for exponentiating in this representation. The second algorithm decompresses ¢,
to an element in Fg4, and then employs a standard window-NAF exponentiation
method. The third and fourth methods use the Brouwer—Pellikaan—Verheul idea
(cf. Appendix A.2) by using minimal polynomials over ;> and Fg, respectively.
The five exponentiation algorithms are compared in Section 6.
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First, we prove the following.

Lemma 4.9. Let (1, = (g) be the multiplicative subgroup of ]F*4 with embedding
degree 4, trace t, and cofactor h. Let ¢, = Tr(g") and Cu Trz(g“). Then
{Eu, &L} is the set of roots of the polynomial fgu (x) = x%2 + cyx + ¢},

Proof. Since g has order n and ¢ + 1 = ¢ (mod 1) and ¢ = —1 (mod n), we
have (x — &) (x — &) = (x — (g" + g44%))(x — (g4 + g7’ )) =x2+cux +cf,
= fgu(x). ]

An algorithm based on the LUC cryptosystem

We first describe an algorithm to compute cq given ¢ and a. The idea of the
algonthm is as follows. Let d1 = c1 Suppose we know an element in the set
{¢1, d 1}. If ¢1 is known then we will compute ¢,, and if d 1 is known then we will
compute d In both cases, we can determine Ca = éq + ¢ = d +d,. 19

Now, by Lemma 4.9 one can determine {¢, d 1} from c; by finding the roots of
the polynomial fg (x) = x? 4+ c1x + ¢ in [Fz2. By the argument in the previous
paragraph, we may assume without loss of generality that ¢, is known. Note that
the minimal polynomial of g over F2 is fg 2(x) = x2 4 ¢1x + 1, and for all inte-
gers u and v we have the following recursive relation (see [28] or Appendix A.1):

Cu+v = CyCy — Cy—y

In particular, since the characteristic of the field is 2, we have ¢p,, = 55 and
Cou+1 = Cy+1Cy + €1. Thus, if we define s, = [Cy,Cu+1], then 57 = [El,Ef],
Soy = [55,5,4“5” + ¢1], and s2y4+1 = [Cu+1Cu + 51,55“]. This leads to the

double-and-add algorithm described in Algorithm 2. We note that Algorithm 2 can
be used to compute ¢, given ¢, and b (cf. Remark 4.8).

We may ignore the costs (1F7 4+ 152) and 1F; in the precomputation steps and
in step 14 of Algorithm 2 as they are dominated by SR> 1 and (1M +152)(£—1),
respectively. Then the cost of Algorithm 2 can be approximated as:

Precomputation (steps 2 and 3): 1SRz 1.

Main loop (steps 4—14): (1M, + 182)(£ — 1).

Decompressing and direct exponentiation in p, (Algorithm DDE)

Given ¢, and an £-bit integer b, in order to compute ¢, we will decompress
cq to g% (or to one of its conjugates over ;). Then we will compute g% (up
to conjugation over ;). Finally, summing the four conjugates of g over Iy
gives Cyp.
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Algorithm 2 Computing ¢, based on the LUC cryptosystem
Input: ¢; and a
Output: ¢4

Write a = f;(l) a;2' where a; € {0,1} anday_; =1

1:

2: ¢ < aroot of the polynomial x% + ¢y x + ch,é e Fg2
3: Sy = [Cu, Cut1] < [51,5‘%]
4: for i from ¢ — 2 down to 0 do
5: C~2u+1 <« 514—}—1514 + ¢
6 if a; = 1 then

7 Couta < 24y

8 Su < [Cou+1,Cout2]
9

else
10: Coy < 55
11: Sy < [52,4,52M+1]
12:  end if
13: end for

14: Return (&, + &)

In order to decompress ¢, we first construct the polynomial fgu (x) = x2 +
CaX +cf1 (see Lemma 4.9) over IF; and find a root in ]qu; without loss of generality,
suppose that this root is ¢,. Next we construct the minimal polynomial of g% over
Fp2,ie., fean(x) = x2 + Cgx + 1 and find a root of fga 5(x) in [Fg4. Hence we
obtain g% or one of its conjugates over IF,;. The decompression can be achieved at
a cost of 1SR21 + 1SR, > (we ignore the cost 1 F that is dominated by SR> i
and SR2’2).

Now, to exponentiate g4 € 1, (or one of its conjugates over IFy) to the power b,
one first determines the width-w NAF representation of b, i.e., b = Zf/:o b;2!
where £/ € {£ — 1,4}, by # 0, each nonzero b; is odd, |b;| < 2*~!, and at most
one of any w consecutive digits is nonzero. The width-w NAF representation of b
contains on average {/(w + 1) nonzero digits (see [20] for properties of width-
w NAF representations). After precomputing and storing elements g; = g%’ for
i e {£1,+3,+5,..., 4wl 1}, one can compute g“b at an average cost of
¢ squarings and ¢/(w + 1) multiplications in F 4. Finally, we note that Karat-
suba’s technique can be used to multiply two elements in F 4 at a cost of 9Mj,
and squaring in i, can be performed at a cost of 45;. Note that by choosing a suit-
able polynomial for the extension IFj4 /I, we may ignore the cost of polynomial
reductions in the extension field arithmetic. We may also ignore the cost for com-
puting g;’s in the precomputation step as it is dominated by SR> 1 and SR> > and
the cost for computing the sum of the four conjugates of g?°.
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Hence, the expected cost of computing ¢, can be approximated as 1SR> ;1 +

1SR> > + (4871 + (w+1)M1)£

Direct exponentiation in u, without decompressing (Algorithm BPV-I)

This algorithm is based on the idea of Brouwer, Pellikaan and Verheul (see [6] or
Appendix A.2). Suppose ¢, and an £-bit integer b are given. By Lemma 4.9, we
can determine the minimal polynomial of g¢ or g over [F 2 at a cost of 1SR3,1
(we ignore the cost 1/ that is dominated by SR5 1). Without loss of generality
let’s assume that we know fga 2(x) = x2 + G4x + 1. That is, we have a copy
of Fpa = Fy2[x]/(fga,2(x)) and next we compute x? modulo Jfea 2(x) using
the conventional repeated square-and-multiply algorithm. Since (t;x + 79)? =
(tlzéa)x + (‘L'g + 112), the squaring step can be achieved at a cost of 1M, + 2.55.
And, since (t1x + 19)x = (t162)Xx + (11 + 12), the multiplication step can be
achieved at a cost of 1 M5. Therefore, computing xb = wix + wo with w; € Iqu
costs on average ((1M» + 2S5) + %Mz)(ﬁ — 1). Finally, we compute c,; =
Tr(xb) = Tr(Tra(w1x) + Tra(wp)) = Tr(w1éz) = wi1Cq + (wW1¢4)? at a cost of
1F, + 1M>. Hence, the approximate expected cost of the algorithm is 1SR 1 +
(IM5 + 283) + %Mz)(ﬁ — 1) (we ignore the cost (1F, + 1 M>) in the last step
that is dominated by the cost of the main loop).

Direct exponentiation in u, without decompressing (Algorithm BPV-II)

The idea of the algorithm is similar to Algorithm BPV-I, except that we work
with a minimal polynomial over F, instead of F 2. Given ¢, and b, we first
determine fga(x) = x* 4 cax + cflx2 4+ cqx + 1 at a cost of 1F;. Now, we
have a copy of F 4 = Fg[x]/(fga(x)) and next we compute x? modulo Sea(x)
using the conventional repeated square-and-multiply algorithm. Since x® = (cg +
ca)X® + (2" + et + 2+ Dx? + (LT + c + ca)x + (¢} + 62) modulo
fea(x), and (13x3 4+ x? 4+ 11x + 19)? = r3x + 13 2x4 4+ 73 2x2 4 To’ the
squaring step can be achieved at a cost of 6M + 45;. And since (r3x +1ox2 +
T1X470)X = (13¢a+12)x3+ (t3ch+ 71)x2 4 (1304 +T0)x + 73, the multiplication
step can be achieved at a cost of 2M. Therefore, computing x> = w3x3 +
wax? + wix + wo with w; € Fy costs ((6M71 + 4S1) + 1M1)(£ — 1). Finally,
using x* = cgx® + ¢Lx? 4+ cgx + lin Fga = F4[x]/(fga(x)), we can compute
cap = Tr(x?) = Tr(wsx® + wax? + w1 x + Wo) = W3C3q + WaCaq + Wicq =
w3ca(c3 + cfl + 1)+ wzcg + wicg atacostof 1Fy + 4M; + 15;. Hence, the
approximate expected cost of the algorithm is 1F; 4+ (7TM; + 4S1)(€ — 1) (we
ignore the cost (1F; + 4M; + 1S;) in the last step that is dominated by the cost
of the main loop).
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5 Multiplicative groups with embedding degree k = 6

In this section we concentrate on multiplicative groups jt, with embedding degree
k = 6 over ;. In other words, we fix parameters (¢,7n) such that g is a prime
power, 1 is a prime, ged(g,n) = 1, ¢¢ = 1 (mod n), and ¢* # 1 (mod n) for
1 <i < 6. Finally, we let & be a positive integer and define t, =g+ 1—h-n to
be the trace of p, over [F, with respect to the cofactor h. Throughout the rest of
this section we will assume that the cofactor # is fixed, and we simply denote the
trace of , by ¢ instead of #;,.

In the following lemma we show that g € u, together with its conjugates can
be uniquely represented by the triple (Tr(g), Tr(g"), Tr(g?)) of F4-elements. In
fact, it is easy to show that Tr(g?) can be written in terms of Tr(g) and Tr(g").
This already gives us compression by a factor of 3 . Furthermore, as first proven
by Shirase et al. [26], Corollary 5.6 shows that in characteristic three finite fields
it is possible to write all the coefficients of the minimal polynomial of g over I,
in terms of Tr(g) alone and hence achieve compression by a factor of 6.

Lemma 5.1. Let jup, be the multiplicative subgroup of ]F;‘6 of order n with embed-
ding degree 6, trace t, and cofactor h. Let g € uy, and let g;, fori =0,1,...,5,
be the conjugates of g over Fy. (Recall the convention that g; = gi mod 6.) Then

(i) gigi+1 =gl fori =0,1,....5.

(i) gigi+2 = gi+1fori =0,1,...,5.
(iii) gigi+3 =1fori =0,1,2

(iv) fo(x) = x®=Tr(g)x> + (Tr(g") + Tr(g) + 3)x*

—(Tr(g?) +2Tr(g) +2)x> + (Tr(g") + Tr(g) + 3)x* —Tr(g)x + 1.

Proof.

(i) gigi+1 = glq'H = gl since gj isof ordern andg + 1 —1 =0 (mod n).
.. _ @1 _ . . 2 _
() gigi+2 = & = gj+1 since g; is of order n and g~ + 1 = ¢ (mod n).

3
(iii) gigi+3 = gl.q 1 — 1 since giisofordern and¢® +1 =0 (mod n).
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(iv) By (iii) we can write

5
Je) =TT = g0)
i=0
5
=x6—<Zgi)x5+< > gigj)x4—( > gigjgk)x3
i=0 0o<i<j<5 0<i<j<k<5

+( > gigj)x2—<25:gi)x+1-

0<i<j<5 i=0

Moreover, by (i), (ii), and (iii) we have

5 5 2
Z 8i&j = Zgigi+1 + Zgigi+z + Zgigi+3
i=0 i=0 i=0

0<i<j<5

5 5 2
= ng +Zgi+1 +Zl
i=0 i=0 i=0

= Tr(g") + Tr(g) + 3

and

5 2 5
Z 8i8j&k = Zgigi+1gi+2 + Z Z 8i8i+38j
i=0 i=0 j=0

O<i<j<k=<5
Jj#i,i+3 (mod 6)

1
+ Zgigi+2gi+4

i=0
5 5
= Zgiz+1 +2Zgj +2
i=0 =0
which completes the proof. o

Remark 5.2. Barreto and Naehrig [3, Section 3] suggested that pairing values
for the asymmetric pairing derived from Barreto—Naehrig (BN) elliptic curves
can be compressed to one-sixth of their length. BN pairing values lie in the
subgroup wu, C IF;12 where n = n(x) = 36x* + 36x3 + 18x2 + 6x + 1,

p = p(x) = 36x* + 36x3 + 24x% + 6x + 1, and x € Z is such that n(x)
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and p(x) are prime. Their compression method identifies the elements of the
subgroup u, of ]F;6 (where ¢ = p?) with their traces over Fg;. In fact, given
g = p? and n as above, one can write f = ¢ + 1 — h - n where ¢ is the trace
of the corresponding BN curve over Fy, p { t, and show that 1, has embed-
ding degree 6 over I, with trace . However, as one can see from Lemma 5.1,
Tr(g) does not suffice to identify an element ¢ € u, uniquely up to its conju-
gates over [F;. Hence, it is possible that there are collisions for the trace function.
That is, there may exist elements hy,hy € U, C [F;() such that &7 and h, are
not conjugates of each other over F; and Tr(h1) = Tr(h2), in which case the
Barreto—Naehrig compression method fails. We searched for collisions in the case
x € {—41,-15,-7,-3,-2,—-1,1,5,6,7,20} and discovered one when x = 6
(where n = 55117 and ¢ = (55333)?). In Appendix B we list one BN and eight
BN-like sets of parameters (p,n, T, g, u,v) such thatn | (p*—p?2+1), un = (g)
is the order-n subgroup of ]F; , and (g%, gV) is a collision with colliding value
T = Tr(g") = Tr(g?).

Suppose we fix a generator g € Fy6 of wy, that is pun, = (g). In order to

simplify the notation we define ¢,, = Tr(g") for any integer u. Note that ¢y = 0,
c1 = Tr(g), cy = Cymodn and Cqu = CZ = Cy.

Lemma 5.3. Let 1, = (g) be the multiplicative subgroup of ]F;‘6 of order n with
embedding degree 6 and trace t. Then for all integers u and v we have

(1) cy = c—y.

(i) cycy = Cutv + Cu—v + Cutv(—1) T Cotu@—1) T Cutv(—2) + Cotu@—2)-

Proof.
(i) This follows from Lemma 5.1 (iii).

(i) First note that

cucy = (g9 + 87 + 85+ 85+ g5 +85)(gp +81 +8&5 +g3+g5+g5)

5 5 5
=Y gt glela + ) alele
i=0 i=0 i=0

5 5 5
+ Zg?gzyjus + Zg,'-‘g;’+4 + Zg?gly-f—S'
i=0 i=0 i=0
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Observing the equations below with the help of Lemma 5.1(i), (ii) and (iii),
5

5 5

_ +o(—1
E :gzugzyﬂ = E gt U(gngzp—l—l) = § gzu v )’
i=0 i=0

i=0

5 5

Doslelia =D 8l (glel) = Zg" Vgl = Zg"+”(’ 2,
i=0 i=0

5 5

Zg?g}’+3 = Zg?_”(g gls) = Zg :

Zg, 8lha = Zg, glr = Zg”"(t 2,

5

_ _ +u(—1)
Zg?gFH - Zg?gf‘ﬂ = g
i=0 i=0

i=0

leads us to the result. O

Theorem 5.4. Let (1, = (g) be the multiplicative subgroup of ]F;‘6 of order n with
embedding degree 6 and trace t. Then for all integers u and v we have

Cu+v = (Cu + Cu—4v)Cv — (cy—v + Cu—3v)(ctv + ¢y + 3)
+ cu—2v(2¢y + 2y +2) — Cy—s0.

Proof. First we start with

cMCv=(g3+g'f+g§+g§+g1+g?)(g8+gi’+g£’+g§’+gi+g’s’)

—Zg“+”+ZZ& 8

i=0j=0
J#i

—Cu-i-v"‘zzguv ng

i=0j=0
J#i

5
= Ccuto + )&l @+ glhs + gl T alhs + )
i=0
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= Cu+v + Cu—v + Cu—vCrv + Cy—vCy

5
- (Zg}‘_”(gfi] +gita tgitat ngM))
i=0

5
- (Zglu—v(glv + 82t &8st gzp—l—4))'
i=0

Now, since

5 5
Z g;.‘_vgl?il = Z g;‘_v—"qw by Lemma 5.1(i)
i=0 =0

= Cg4(u—v)+qStv  SINCE Cqu = Cy
= Cqu-2v by Lemma 5.3(i) and g*=—¢ (mod n),

5

5
_ 2
E grvglt, = E g} vrgtty by Lemma 5.1(1)
i=0 i=0

= C(u—3v)4+qv Since q2t =qg—2 (modn),
5 5
Yot ghs =Ygl by Lemma5.16)
i=0 i=0
= C(u—2v)—qv SinCe g°>=—-1 (mod n),
5 5
3 g e, =S g T by Lemma 5.10)
i=0 i=0
= Cy—24qv by Lemma 5.3(i) and q4t =-2¢g+1 (mod n),
5 5
Yt gta =Ygl Y by Lemmas.16)
i=0 i=0
= C(u—2v)4+qv SinCE g>=qg—1 (mod n),
5 5
Y gl Vgl = g T by Lemma 5.1()
i=0 i=0

= C(y—2v) since ¢>=—1 (mod n),
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and
5
D gl el = Zg” vHa' b ] emma 5.1G)
i=0
= Cu—v)—qv Since q4 = —¢ (mod n),
we have
CyuCy = Cy+v + Cy—v + Cu—vCty + Cu—vCy (5.1)

- (Cqu—2v + Cu—-3v)+quv T Cu—2v)—qv + Cu—2qv)
—(cu + Cu—2v)+qv T Cu—2v + C(u—v)—qv)-
In order to eliminate some of the terms in equation 5.1 let us use Lemma 5.3(ii)
with ' = u — 2v, and v’ = gv. By noting that
Cyr = Cy, SINCe Cqy = Cy,
Cu'+v = C(yu—2v)+qu>»
Cu'—v = C(y—2v)—qu>
Cwr v/ t-1) = Cu—syrqu Since gt —1) =¢> =g —1 (mod n),
Cw'+v/(t—2) = C(u—3v)>
Co'4u/(t—1) = Cy—y sSincef —1=g¢q (mod n)and cgy = ¢y,
Cor+u/(t—2) = Cq(qu—v)—(u—2v)) SINCE Cqu = Cy
= C(u—v)—qv by Lemma 5.3(1),

we can rewrite (5.1) as

CuCy = Cy+ty + 2Cy—y + Cy—yCry + Cy—pCy (5.2)
- (Cqu—Zv + cyu—2qv + Cu + Cu—2v)
— (Cu—20Cy — Cyu—3v).
By replacing v by —v in (5.2) we obtain another equation and summing this
with (5.2) gives
Cu+3v = 2¢yCy — 3(Cy+v + cu—v) — (Crv + cv)(Cutv + Cyu—v) + 2¢y
+ cy(Cutav + cu—2v) + (Cut2v + Cu—2v) — Cy—3v + Cqu—2v

+ Cu—2qv + Cqu+2v + Cu+2qv- (5.3)
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Also, using Lemma 5.3(ii) with ¥’ = u and v’ = 2v, and noting that

Cu/4v/(t—1) = Cut+2qv sincet —1=g¢ (mod n),

Cu' v/ (t—2) = Cqu+2(g—1)v) Sincecgy =cyandf —2=¢g—1 (mod n)
= Cqu—2v Ssince g>=¢q—1 (mod n)

Co'4u/(t—1) = Cqu+2v sincet —1 =g (mod n),

Co'w'(1—2) = Cq2v+(g—1)u) Sincecgy = cyandt —2=qg—1 (mod n)

= C_yt2qv = Cu—2qp SINCE q2 =g—1 (modn)andc, = c_y,
we can rewrite (5.3) as

Cut3v = 20y Cy — 3(Cu+tv + Cu—v) — (Crv + cv)(Cutv + Cu—v) + 2cy

+ cy(Cut2v + Cu—2v) — Cu—3v + CyCay. (5.4
Finally, using (5.4) with ¥’ = u — 2v and v/ = v results in

Cu+v = CyCy — (Cy—v + Cu—Sv)(Ctv + cy + 3) + Cu—2v(2Cv + 2y + 2)

+ Cy—4yCy — Cy—5v,

as required. o

5.1 Characteristic three finite fields

This section follows along the same lines as Section 4.1. Let r be a positive integer,
andletq = 32" *1 ¢t = 43" "1 T = |t|. The values of r for which ¢ +1—t = hn
and n is prime lead to a multiplicative subgroup w, of IF;‘G of prime order n with
embedding degree 6. Throughout this section we fix &,n,q,t, T and pu, = (g) in
this way, and also write ¢,, = Tr(g¥).

The following recursive relations follow from Theorem 5.4, using Lemma 5.3(ii)
with u = v, and by noting that the characteristic of IF; is 3 and also that ¢,; =
CoT = CUT (see Lemma 5.3(1)).

Corollary 5.5. Let u,, be the multiplicative subgroup of F*, with embedding de-
q
gree 6 and trace t. Then for all integers u and v we have
(i) cou =c2+cutcl.

(i) cytv = cucy — (Cy—p + Cu—3v)(cg +cy) + Cu—2v(cg + Cg +2)
+ Cu—4vCy — Cy—5yp-
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Corollary 5.6. Let 1, be the multiplicative subgroup of IF;() with embedding de-

gree 6 and trace t. Let fqu(x) be the minimal polynomial of g" € py over Fy.
Then

feu(x) = x8—cyx® + (eI +e)x* — (2 4+l +2)x3 + (] +eu)x®>—cux+1.

Proof. The proof follows from Lemma 5.1(iv), Corollary 5.5(i) and from the fact
that cyy = cpr = ch. m|

Remark 5.7. Throughout the remainder of this section we will assume without
loss of generality that the trace ¢ is positive. If 7 is negative then one can replace
the expressions of the form ¢ @ , where p is some polynomial, by ¢/ ™) without

changing the validity of the results in this section.

5.2 An exponentiation algorithm in u,

Corollary 5.6 shows that the element g¥ can be represented uniquely (up to conju-
gation) by its trace ¢,,. Similarly as in Section 5.2, our aim is to develop an efficient
method to compute ¢, given ¢; and a. We define s1 = [c—1, o, c1,¢2,¢3,c4] tO
be the initial state. For a given state s, = [¢y—2, Cyu—1, Cu» Cu+1, Cu+2, Cu+3] With
u > 1, if we can efficiently compute the states s2y;, = [cau—2, Cou—1,>C2u, C2u+1-
Cou+2,C2u+3) and Soy+1 = [Cou—1, Cous Cout1, Cout2, Cou+3, Cou+4| then we
immediately have an efficient double-and-add algorithm for computing ¢, given ¢y
and a.

Theorem 5.8. Let (u,, = (g) be the multiplicative subgroup of IF;G with embedding
degree 6 and trace t. Let ¢, = Tr(g%), C1; = ¢1 + Ci, Cin = 6'12 + ci + 2,
M= (G +AT 20+ 1) +2(cf +er + 1)L and

I Ciy Ciy 1 0 0 Cou—3

0 1 Ciy  Ciy 1 0 Cou—1
A= 0 0 1 Ciy Cip 1 C x= Cou+1 ’

c1 Ci2 1 0 0 0 Cou+3

0 ¢ Cizp 0 0 Cou+5

0 0 c1 Citp 1 O Cou+7
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Then

(i)

(c2u+2 + cau—2)c1 + c2uCr 2
(c2u+4 + c2u)er + c2u+2C1e 2
(c2ut6 + c2ut2)c1 + cou+4Ciy 2
(cou + c2u—2)C1 + Cout2 + C2u—sa
(c2ut2 + c2u)Cryt + Couta + C2u—2
(c2u+a + c2u+2)C1r + Coute6 + C2u

A is invertible and AX =Y.

(i) If c1 is given then A and A~' can be efficiently computed.

(iii) coy—1 = M(c1 +2¢% +2¢1 + cH'1 €2,0,2(c? +¢h) + 1 + 1,
2(c + cl'H) + ¢, 2c1)Y
(iv) cout+1 = M(2c1,2c1,0 c1, 2(:1 —I—ct"'1 +c1+1,c1)Y.

V) couts = M(cl,c1 + 201 + 2c1 + Cl+1 0, 201,2(c1 + ct'H) + cq,

20c+ )+ +1)Y.
Proof.

(i) Noting that the characteristic of 4 is 3 and using Corollary 5.5(i), we can
show that determinant of A is equal to (c; — 1)>*72(c, — 1). Hence 4 is
invertible if and only if ¢; # 1 and ¢c; # 1. In fact we can show that
c1 # land ¢ # 1 as follows. If ¢; = 1 then fe(x) = x® — x5 +
2t —x3 422 x4+ 1 =2+ x+ D2 —x+ 12 andif ¢ = 1
then fz(x) = (x2 + D(x* —c1x3 + (1 + ol - 1)x? — c1x + 1). Both
cases contradict the irreducibility of the minimal polynomial fg(x) over
4. This proves that A4 is invertible. Now, combining the six equations ob-
tained from Corollary 5.5 with the following (u,v) values: (2u — 3,—1),
Qu—-2,-1),2u —1,-1),2Qu,—1), 2Qu + 1,—1), (2u 4+ 2,—1) and using
Corollary 5.5(1) proves that AX =Y.

(i1) The proof follows from part (i) and from the definition of A.

(iii) A computation in Maple shows that the second row of A~ is A7![2] =
M(c1 +2(:1—|—2c1—|—ct+1 cl,O 2((:1 +c)+er+1, 2(c1—|—c1+1)+(:1) 2¢q).
The rest follows as cay—1 = 12]Y from part (i).

(iv) We compute A71[3] = ﬁ(ZCI,ZCI,O c1,2¢h + ct"'1 +c1 + 1,c1) and
conclude from cp, 11 = A7L[3]Y.

(v) We compute A~1[4] = ﬁ(cf,cf—chl +2¢q +cl+1 0, 2(:1 2(cf+cl+1)+

c1),2(c? +¢!) 4+ ¢1 + 1) and conclude from ¢y 43 = A7 [4]Y. O
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The formulas for ¢zy,—1,c2y+1,C2y+3 in Theorem 5.8 yield Algorithm 3 for

exponentiation in py.

Algorithm 3 Computing ¢,
Input: ¢; and a
Output: ¢4

R A R

10:

11:
12:

18:
19:

Write a = Zf;(l) a;2" where a; € {0,1} and ay_, = 1
Cy < c%, C « ci'H
Cip<ci+c, Cigp<«—Cr+ci+2
2 Ciypter+1, ca<ci+cr+dc
Su = [Cu—2. Cu—1. Cu Cut 1, Cut2, Cut 3] < [c1,0,¢1,¢2.¢5, ¢4]
M <« (¢l +Cr+2(ch + 1) +2(ci + 1+ 1) !
for i from { — 2 down to O do
Cou—a < Ch oy FCu—2 + ¢y Couz < cp_y +Cum1 el
Coy < C,% +cy + C;, Cou+2 < C5+1 + cu+1 + C,tl_|_1»
Coy+4 < 65+2 + cu+2 + C,thLz, Coy+6 < 65+3 + cu+3 + c;+3
Y1 < (cout2 + c2u—2)c1 + c2uCiy 2,
Yy < (c2u+a + c2u)cr + c2u+2C1,,2,
Y4 < (c2u + c2u—2)C1¢ + Cout2 + Cou-a,
Ys < (cou+2 + c2u)C1r + Couta + C2u—2,
Y6 < (Cou+a + c2u+2)C1t + C2ut6 + Cou
Coy—1 < M((Ci” +2(Ca4c1)+C)Y1+CrYr 4+ (2(C, +Ci) +c1+ DYy
+2(Cy + Ct) +c1)Ys + 2c1Ys)
Cout1 < MQCy (Y1 + Y2) + c1(Ya + Ye) + (2¢ 4+ Cr + ¢1 + 1)Ys)
Couts < M(CoY1 + (¢ +2(Co + 1) + C)Ya + 2¢1 Y
+(2(C2 + Cr) + ¢c1)Y5 + (2(C2 + ¢}) 4+ 1 + DYe)
if a; = 1 then
Su < [C2u—1,C2us Cou+1, Cou+2, C2u+3, Cou+4]
else
Su < [C2u—2»c2u—1,C2uac2u+lac2u+2»c2u+3]
end if
end for
Return (cy,)

Remark 5.9. Algorithm 3 can be used to compute ¢,p given ¢, and b as follows.
We replace ¢ = ¢, and the initial state becomes 57 = [¢/ |, c(.c].¢h.c5.¢c4] =
[ca,0,cq, Ca,lyz,cg, Ca2,t,2 + Caypo + Cé,t,z]' With input ¢| and b, Algorithm 3
outputs ¢, = Cqp.
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We may ignore the costs (941 +4a1 4+ 1C1 + 1 F1 +2m1) in the precomputation
steps of Algorithm 3 and (3a; 4+ 10m1)(£ — 1) in the main loop of Algorithm 3 as
they are dominated by (1/74+2M;+2S1) and (534, +6F; +23M;+6S1)({—1),
respectively. Then the cost of Algorithm 3 can be approximated as:

Precomputation (steps 2—6): 111 +2M; + 25;.

Main loop (steps 7-18): (53A1 + 6F1 + 23M1 + 651)(£ — 1).

We note that Algorithm 3 has a limited degree of built-in resistance to side-
channel analysis attacks as the same types of operations are executed whether the
bit a; of the exponent is 1 or 0.

5.3 Other algorithms for exponentiation with compressed elements

Algorithm 3 works directly with the factor-6 compressed elements. In this section,
we describe five algorithms for computing c,p given ¢, and b. The first algorithm
partially decompresses ¢, to an element ¢, € F 3, and then uses the LUC method
for exponentiating in this representation. The second algorithm decompresses ¢,
to an element in F 6, and then employs a standard window-NAF exponentiation
method. The third, fourth and fifth methods use the Brouwer—Pellikaan—Verheul
idea (cf. Appendix A.2) by using minimal polynomials over F 2, F 3 and Fg,
respectively. The seven exponentiation algorithms including XTR3 [26] are com-
pared in Section 6.
First, we prove the following.

Lemma 5.10. Let i, = (g) be the multiplicative subgroup of ]F;6 with embedding

2
degree 6 and trace t. Also, let ¢;, = Tr(g") and &, = Trz(g"). Then {¢y, L, ¢1 )
is the set of roots of the polynomial

fjgu (x) = x> —cux? + (cu + c)x — (c,f +cl —2c, +2).

Proof. Let dy = ¢% and &, = 532. Since g has order n and ¢ + 1 = ¢ (mod n)
and g3 = —1 (mod n), we can rewrite the minimal polynomial of g% over Fy as
3 4 2 5
Jeu(x) = [(x = g")(x — g ")][(x — g7)(x — g1 )[(x — g™ (x —gT™)]
= (x2 = Gux + D% —dyx + D(x2 —éyx + 1)
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Comparing the coefficients of this polynomial with the coefficients of fgu(x) as
given in Corollary 5.6 we get

~ 3 7 = ~ s t

Eudyly = c2 4 ¢t —2¢, + 2.
The proof then follows because

(x — Cu)(x — Ciu)(x —éy) = x> — (Cu + Czu + éu)x2

= x3 —cux? + (cy + c)x—(c2 + =2y +2)

= J;g“ (x). o

We will also need the following lemma which was proven in [26].

Lemma 5.11. Let u, = (g) be the multiplicative subgroup of ]F;‘6 with embedding
degree 6 and trace t. Also, let ¢, = Tr(g*) and ¢, = Try(g%). Then {&,. L} is

the set of roots of the polynomial feu(x) = x% — cyx + cl,.

An algorithm based on the LUC cryptosystem

We will describe a ternary exponentiation algorithm to compute ¢, given c¢; and
a. The idea of the algorithm is as follows. Suppose we know an element in the set

2
{¢1, 5?, 5? }. If ¢ is known then we will compute ¢, if 5‘11 is known then we will
2 2
compute ¢? and if Ei’ is known then we will compute 2" In all three cases, we
d : xRz x4 (x\g oy (79N\a? — 797 (797G (797 \q>
candetermine ¢, = Cq+Ca+Cq = Cq+(Ca)1+(Cq)? =¢4 +(cq )1+(cq )T .
2

By Lemma 5.10 we can determine {51,5‘11,5i1 } based on c; by finding the
roots of the polynomial fg(x) = x3—c1x? 4 (c1 + ci)x — (cf + c{ —2c1 +2).
From our argument in the previous paragraph, we may assume without loss of
generality that ¢; is known. Note that the minimal polynomial of g over Fy3 is

fe3(x) = x? — &x + 1, and for all integers u and v we have the following
recursive relation (see [28] or Appendix A.1):

5u+v = CyCy — Cy—v- (5'5)
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Moreover, it was shown in [25] that the following equations can be deduced
from (5.5).

éau =G (5.6)
. 1 - -
C3u—1 = ———(Cp_y + C13}) (5.7)
1 — 1

~ 1 <3 | ~\x3 _ 3

C3y—1 = ﬁ((cl + Cl)cu - Cu+1) (58)
2

3 |

Caut1 = ﬁ((cf +31)en —Cny) (5.9)
2

~ 1 ~3 ~ =3

C3u+1 = 52—_1(614_}_1 + Clcu). (510)

1

We now describe how to obtain ¢, given ¢1 and a; to the author’s knowledge this
exponentiation method was first presented in [25] to compute Lucas sequences

We will assume that a is written in signed ternary notation, i.e., a = ) ;_ 0 a;3!

where a; € {—1,0,1} and ay_; = 1 First, define two states: s( )

(1) = [Cy—1,Cy]. The algorithm begins with the state s( ) = [co,C1] = [2,¢1],

()

= [Cy, Cy+1] and

and exactly one of the two states, s,;
of the algorithm.

,J =0, 1, will be active during the execution

If j = 01in the ith step of the algorithm, then s( ) is active and we will compute
C3y based on (5.6) and compute one of ¢3,—1 or ¢3,+1 based on (5.8) or (5.10).

0 remains active) and s(J )
(J)

(J)

In this case, if a; = 0 then we set j = 0 (i.e., sy
[C3u,C3u+1]; ifa; = 1 wesetj =1 (e, s,s) becomes active) and s;;
[C3u,C3u+1]; and if a; = —1 we set j = O (i.e., s( )
[C3u, Cau+1]-

If j = 1 in the ith step of the algorithm, then s( ) is active and we will compute
C3y based on (5.6) and compute one of €3, —1 Or ¢3,+1 based on (5.7) or (5.9).

remains active) and sy

In this case, if a; = 0 then we set j = 1 (i.e., s,sl) remains active) and s( D
[Cau—1,C3u]; ifa; = 1 wesetj =1 (.e., s( ) remains active) and s(]) <«
[C3u,C3u+1]); and if a; = —1 weset j = 0 (i.e., s(O) becomes active) and s(J)
[C3u—1,C3ul.

0 _

At the end of this procedure we obtain ¢, from one of the active states s,
[Ca,Cat1] OF s,(ll) = [Cq—1,Cql, as required. The exponentiation method is sum-
marized in Algorithm 4.

We may ignore the costs (241 +2a; + 143 + 1C3 + 1 Fy + 111 +2m1 + 15)

in the precomputation steps of Algorithm 4 and (1m3)(¢ — 1) + (243 + 2F3) in
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Algorithm 4 Computing ¢, based on the LUC cryptosystem
Input: ¢; and a
Output: ¢4

1. Writea = f;(l) a;3' where a; € {—1,0,1} anday_; =1

2 C«1/(ct-1)

3: ¢1 < aroot of the polynomial x3 — ¢1x? + (¢1 4+ ¢})x — (c? + ¢} +¢1 +2)
4 C <& +é

50 )« 1
6:
7:
8
9

s = [eu—1. Gl < [2.81]
: for i from ¢ — 2 down to 0 do
C~3u <~ 53
if j = O then
10: {s(o) [Cu, Cu+1] is active}
11: if a; = —1 then
12: Cay—1 < C(Cc —c 1) {see (5.8)}
13: 1(4]) <~ [C3u—1.C3u]
14: else if a; = 0 then
15: Cau+1 < C(cqul + ¢1¢2) {see (5.10)}
16: s < [E3u, Eaut]
17: else if a; = 1 then
18: Caut1 < C(Cpyy + C185) {see (5.10)}
19: j <1
20: 5 < [E3u, Eaup1]
u
21: end if
22:  else
23: {s,(ll) = [Cy—1, Cy] is active}
24: if a; = —1 then
25: Cay—1 < C(cu 1+ 6163) {see (5.7)}
26: j <0
27: S(j) <~ [C3u—1.C3u]
u
28: else if a; = 0 then
29: Cay—1 < C(cu 1+ 6163) {see (5.7)}
30: 5 < [E3u, E3ul
31: else if a; = 1 then
32: Eaut1 < C(CE—E3_)) {see 5.9}
33: s < [E3u, Eaut]
34: end if
35:  endif
36: end for

T
37: Return (¢, + ¢y + ¢y )
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the main loop of Algorithm 4 as they are dominated by 1SR3 1 and (2C3 + 2M3)
(£ — 1), respectively. Then the cost of Algorithm 4 can be approximated as:
Precomputation (steps 2-4): 1SR3,1.
Main loop (steps 5-37): (143 +2C3 + 2M3)(£ — 1).

Remark 5.12. Montgomery [19] presented several methods (binary, binary-ter-
nary, CFRC, PRAC) to compute Lucas sequences. The main idea in his meth-
ods to compute ¢, is to build a Lucas chain for @ and at each step in the chain
to use the recursive formula ¢y,4+, = ¢yCy — Cy—y for some suitable u and v
(see Table 4 in [19]). The length of the derived Lucas chains in these algo-
rithms exceed 1.446(log, a) (see Theorem 8 and Table 5 in [19]) and each step
in the chain requires at least 1 M3 (see Table 4 in [19]). Therefore, these methods
seem unlikely to outperform Algorithm 4 whose cost might be approximated as
2(logs 2)(log, a) M3 ~ 1.26(log, a) M3 after the precomputation step.

Decompressing and direct exponentiation in u, (Algorithm DDE)

Given ¢, and an integer b, in order to compute ¢, we will first decompress ¢, to
g% or one of its conjugates over [F,. Then we will compute g“b (up to conjugation
over ;) by working directly in F 6. Finally, summing the six conjugates of g
gives cgp.

In order to decompress g¢ we first construct the polynomial f;,a (x) = x3 —
cax? 4 (cq+ chyx— (cg + ¢l —2¢q +2) (see Lemma 5.10) over F; and find a root
in ;35 without loss of generality, suppose that this root is ¢,. Next we construct
the minimal polynomial of g% over F3, i.e., fga,3(x) = x2 — ¢gx + 1 and find
aroot of fga 3(x) in F 6. Hence we obtain g% or one of its conjugates over [F,.
The decompression can be achieved at a costof 441 + la; + 1F; + 151 +2my +
ISR31 + 1SR 3.

Now, to exponentiate g4 € 1, (or one of its conjugates over IFy) to the power b,
one first determines the width-w radix-3 NAF representation of b, i.e., b
= Zf=0 b;3! where by > 0, each nonzero b; is nonzero modulo 3, and |b;| <
(3% — 1)/2. The width-w radix-3 NAF representation of b contains on average
2¢/(2w + 1) nonzero digits (see [30] for more details on width-w radix-3 NAF
representations). After precomputing and storing some elements one can compute
g0 at an average cost of / cubings and 2/ /(2w + 1) multiplications in Fy6. Using
Karatsuba’s technique, multiplying two elements in [ 6 can be accomplished with
18 multiplications in [F;. Cubing in u, can be performed at a cost of 6C;. Note
that by choosing a suitable polynomial for the extension [Fye /I, we may ignore
the costs of polynomial reductions in the extension field arithmetic.
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Hence, the average cost of computing c,p can be approximated as 1SRz ; +
ISR23 + (6C1 + gy ML

Direct exponentiation in u, without decompressing (Algorithm BPV-I)

This algorithm is based on the idea of Brouwer, Pellikaan and Verheul (see [6] or
Appendix A.2). Suppose ¢, and an integer b = Zf:o b;3', where b; € {0, 1,2},
in base-3 representation is given. By Lemma 5.11, we can determine {C,, d~a},
the set of traces of g and g7 over F 2. Then the set of minimal polynomials
of g* and g7 over 2 are fgaa(x) = x3 —Cax? + &lx — 1 and fgaap(x) =
x3—czax2+czgx—1. Without loss of generality let’s assume that we know fga 2(xX)
(which can be computed at a cost of 1F1 +1F, + 1m1+1SR5,1). Thatis, we have
a copy of Fye = F,2[x]/(fga,2(x)) and next we compute x? modulo Sea 2(x)
using the repeated cube-and-multiply algorithm. Since (12x% + 71x + 19)° =
7:23x6 + ‘E13X3 + rg, each cubing (modulo fga >(x)) can be achieved at a cost
of 445 4+ 3C5 + 5M,. Now, since (12x% 4+ 11X + T0)x = (1284 + 11)Xx% +
(2126 + 19)x + 12, multiplying by x can be achieved at a cost of 24, + 1m, +
2M,. Similarly, we can show that multiplying by x? can be achieved at a cost of
3A,+2my +4M,. Therefore, computing xb = WaxZ 4wy x +wo with w; € Iqu
costs on average (44, + 3Cy + 5M> + %(SAZ + 3my + 6M3))(£ — 1). Now,
cap = Tr(x?) = Tr(wax? + wix + wo) = Tr(waTra(x2) + w;Tra(x)). Also
note that Tra(x) = ¢, and Tra(x2) = &2 + ¢4 follows from x3 = ¢,x2 —édx + 1
inF 6 = Fy2[x]/(fga,2(x)). Hence, we can write

Cap = W1éq + (W18a)? + wa (G2 + ¢9) + (w2 (¢2 + ¢9))1

and the expected cost of computing cgp is 1SR2,1 + (%Az + 3Cy + TM»))
(£ — 1) (we ignore the cost (1F| + 1F> + 1m) that is dominated by SR in the
precomputation steps, and the costs (3m5,)(£—1) in the main loop and (2F,+2M>)
in the last step).

Direct exponentiation in p, without decompressing (Algorithm BPV-II)

The idea of the algorithm is similar to Algorithm BPV-I except that we work
with a minimal polynomial over 3 instead of F 2. Suppose ¢, and an inte-
gerb = Zf:o b;3" in width-w radix-3 representation is given. By Lemma 5.10,
we can determine the set of minimal polynomials of g¢¢' for i = 0, 1, 2. Without
loss of generality let’s assume that we know fga 3(x) = x2 — ézx + 1 (which
can be computed at a cost of 441 + la; + 1F; + 181 + 2m; + 1SR3,1). That
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is, we have a copy of Fye = F 3[x]/(fga,3(x)) and next we compute x? mod-

ulo fga 3(x) using width-w radix-3 NAF exponentiation. Since (t1x + 79)> =
113 (€2 — 1)x + (G4 113 + rg) modulo fga 3(x), the cubing step can be achieved
atacostof 141 + la; + 2C3 + 2M3 + 1m3. Using Karatsuba’s technique, we
can show that multiplying two elements in Fy6 = F 3[x]/(fga,3(x)) can be ac-
complished at a cost of 4M3. Therefore, computing xb = wix + wo, W; € IFqs,
costs (141 + la; +2C3 +2M3 + 1ms3 + ﬁMﬁK Hence, the expected cost
of computing ¢gp = Tr(x?) = Tr(wix + wo) = Tr(w;Tr3(x) + Trz(wo)) =
Tr(w1éq + 2wo) = wila + (W1éa)? + (W1éa)4" is 1SR3; + (141 + 2C3 +
2M3 + ﬁMﬁK (we ignore the cost (441 + lay + 1F; + 1Sy + 2m;) that
is dominated by SR3; in the precomputation steps, and the costs (la; + 1m3){
in the main loop and (243 + 2F3 + 1M3) in the last step).

Direct exponentiation in u, without decompressing (Algorithm BPV-III)

The idea of the algorithm is similar to Algorithm BPV-I and BPV-II except that
we work with a minimal polynomial over Fy instead of > or 3. Given ¢, and

b = Zf:o b;3' in width-w radix-3 representation, we first determine fga(x) =
x8 —cgx® + (¢} + ca)x* — (2 + ¢k +2)x3 + (¢} + cqg)x? —cax + 1 ata cost
of 1857 (we ignore the cost 24; + la; + 1F; + 2m1). Now, we have a copy of
Fg6 = Fg[x]/(fga(x)), and next we compute x? modulo Jfea(x) using width-w
radix-3 NAF exponentiation. Since (t5x° + 4x* + 13x3 + X2 + 1ix +19)3 =
2x15 + x1? + 13x% + 3 x® + tfx3 + 13, cubing modulo fga(x) costs at least
6Cy + 21M 1- Moreover, using Karatsuba’s technique, multiplying two elements
in Fy6 appears to require at least 18 My in Fy. Hence computing ¢,p = Tr(xb )

costs at least 241 + 1Fy + 181 + (6Cy + 21 M + (2w+1)M1)£

6 Comparisons

6.1 Factor-4 compression

We compare the running times of the five exponentiation algorithms presented in
Section 4. We first analyze the costs SR2,1 and SRz 5. Recall that SRy ; is the
cost of finding a root of the irreducible polynomial f(x) = x? 4 cx + ¢! for
some ¢ € Fg, and SR2 2 is the cost of finding a root of the irreducible poly-
nomial f (x) = x?> + cx + 1 for some ¢ € Fg2. Shoup [27] showed that
if a square-free degree-m polynomial over F ;, Where p is a small prime, is

p

known to factor into d distinct irreducible same-degree polynomials over Fp,

then the factorization of that polynomial can be obtained at a cost of O (m(d[)?)
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]sz-operations.~ Therefore, we may set SRy;1 = 0(8(10g2 7)?) [F,2-operations,
and SR, » = 0(32(log, 9)?) [F4-operations.

| Algorithms | Precomputation | Main Loop |
Algorithm 1 11y + 1M, (4My +4Sp)H(L—-1)
Algorithm 2 1SR> 1 (AMz +1S2)(£ - 1)
DDE (Section4.3) | 1SR2,1 + 1SR22 | (g M1 + 4S1)¢
BPV-I (Section4.3) | 1SR>1 (3Mz +282)(L— 1)
BPV-II (Section 4.3) | 1F; (TM1 +4S1)(f—1)

Table 1. Comparison of exponentiation algorithms for factor-4 compression. The
exponent is an £-bit integer.

We can conclude from Table 1 that, for a suitable choice of w, Algorithm DDE
is the fastest algorithm if the precomputations are done in advance (which is the
case if the base is fixed). Otherwise, Algorithm 1 is the fastest one.

Remark 6.1. It is possible to obtain better running time estimates (at least for the
running times of the main loops) for some of the algorithms listed in Table 1.
Adapting the double-exponentiation technique given in [29] to speed up Algo-
rithm 2, one can estimate the running time of Algorithm 2 as 2SR 1 +(0.75M>3)¢.
Using simultaneous multi-exponentiation or window-NAF techniques one can op-
timize the running times of Algorithms BPV-I and BPV-II. These techniques do not
seem to reduce the cost of the squaring steps in the main loops of Algorithm BPV-I
and BPV-II (which are (1M, +2S5)(£ — 1) and (6 M1 + 451)(£ — 1), respectively)
other than transferring some of the cost to the precomputation phase. The mixed-
multiplication method (see [14]) can be adapted to speed up Algorithm DDE given
input values ¢, and b. More precisely, after decompressing ¢, to g%, one can first
compute g%°h for some h € IF;z at an approximate cost of (ﬁ M>){ instead of

computing g?? using Karatsuba’s multiplication technique at an approximate cost
of ((w;il) M) (see Section 4.3), Then c,p can be computed by taking the square

root of Tr((g??h)7°~1) = Tr(g?@*~D) = ¢,,,. Using this method, the cost of
Algorithm DDE can be approximated as 1SR .1 + 1SR2 > + (ﬁMI)E + 11y4;
the cost of this faster algorithm is given in Table 2. Hence, we still expect Algo-
rithm 1 to be the fastest algorithm for general bases and, if the base is fixed, Al-
gorithm DDE to be faster than Algorithm 1 and Algorithm 2 for a suitable choice
of w.
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To be more concrete, we list the expected running times of the five exponenti-
ation algorithms in a particular setting in Table 2 based on the estimates given in
Table 1. For the 128-bit security level, we let ¢ = 21?23 and t = 2°!2. Then
q + 1+t = 5n where n is a 1221-bit prime. We will ignore the costs Fj, S; and,
using Karatsuba’s technique, assume M = 3M;. We also select w = 5.

Algorithms Multiplication cost for general Multiplication

bases cost for fixed
bases

Algorithm 1 117 + 4881M; 4880M

Algorithm 2 1SR>,1 + 3660M; 3660M7

DDE (Section 4.3, Re- | 1SR2,1 + 1SR2 5 4+ 114 + 1221 M1 | 114 + 1221M;

mark 6.1)

BPV-1 1SR>,1 + 5490My 5490 M

(Section 4.3)

BPV-II 8540M4 8540M4

(Section 4.3)

Table 2. Comparison of exponentiation algorithms for factor-4 compression at the
128-bit security level. The exponent is an 1221-bit integer.

6.2 Factor-6 compression

We compare the running times of the six algorithms presented in Section 5 and the
XTR3 [26] algorithm. We note that even though the running time of XTR3 is esti-
mated as 1SR 1 + (8 M1){ in [26], adapting the double-exponentiation technique
for speeding up XTR (see [29]) to XTR3 one can roughly approximate the cost of
XTR3 as 28R3,1 + (3M1){ which we use it in Table 3.

We first analyze the costs SR2,1, SR>3 and SR3,1. Similarly as in Section 6.1,
using Shoup’s method [27] we may let SR3; = 0(27(log2 9)?) [F;3-operations.
Now, we will consider SR> ; and SR> 3, and see that these costs are negligible
comparing to SR3,1. We let ¢ = 321 and recall that SR; ; is the cost of finding
a root of the irreducible polynomial f (x) = x2 —cx + ¢! over Fy4. The roots of
this polynomial are 2(c £ +/¢2 + 2c¢?). Since f (x) is irreducible over Fy, C =
¢? 4 2¢' must be a quadratic non-residue in F4. Moreover, since ¢ = 3 (mod 4),
—1 is a quadratic non-residue in IF;. Therefore, —C is a quadratic residue in [,

and finding a root of f (x) reduces to finding a square root of —C in [F;. Namely,
q+1

the roots of f(x) are 2(¢c + ~/—C+/—1) and also note that ~/—C = (—=C) =
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and v/—1 € ]qu. Barreto et al. [2] observed that

-1
A+l e
T—6Z(3) +1

i=0

and that computing
(~O)F" = (=Y (—¢)

can be achieved at a cost of 151 + ([log, r] + HW(r))M;. Therefore, after
computing v/—1 € F42 we can compute a root of f(x) in Fy2 ata cost of Ima +
1M3 + 181 + (|log, rj +HW(r) + 1)M;. Hence, we may set 1SRy 1 = 1lmy +
IM> + 181 + (llogy r] + HW(r) + 1)M;. Similarly, we can show 1SR, 3 =
Ime + 1Me + 1S3 + ([log, 3r +1)] + HW(Q3r + 1) + 1) M3.

Algorithms ‘ Precomputation ‘ Main Loop

Algorithm 3 117 +2M; + 28, (5341 + 6F1 +23M1 +6S1)({ —1)
Algorithm 4 1SR3 1 (143 + 2C3 + 2M3)(log3 2)(£ — 1)

DDE (Section 5.3) 1SR31 + 1SR 3 (6C1 + (2w+1) M1)(logz 2)¢

BPV-I (Section 5.3) 1SR> 1 (17A2 +3C2 + TM>)(logz 2)(£ — 1)
BPV-II (Section 5.3) | 1SR3 3 (141 +2C3 +2M3 + mM3)(log3 2)¢
BPV-III (Section 5.3) | 157 > (6C1 +21M + %Ml)(loa 2)¢
XTR3 ([26]) 25R> 1 (BM)L

Table 3. Comparison of exponentiation algorithms for factor-6 compression. The
exponent is an £-bit integer.

We can conclude from Table 3 that, for a suitable choice of w, Algorithm DDE
is the fastest algorithm if the precomputations are done in advance (which is the
case if the base is fixed). Otherwise, XTR3 is the fastest one.

Remark 6.2. It is possible to obtain better running time estimates (at least for the
running times of the main loops) for some of the algorithms listed in Table 3.
Adapting the double-exponentiation technique given in [29] to speed up Algo-
rithm 4, one can estimate the running time of Algorithm 4 as 2SR3 1 4 (0.75M3 +
0.1783)£. Using simultaneous multi-exponentiation or window-NAF techniques
one might optimize the running times of Algorithms BPV-I,
BPV-II and BPV-III. These techniques do not seem to reduce the cost of the cub-
ing steps in the main loops of Algorithms BPV-I, BPV-II and BPV-III (which
are roughly (5M3)(log;2)¢ ~ (6.31M1){, 2M3)(log32){ ~ (7.57M;){ and
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Algorithms Multiplication cost for Multiplication cost
general bases for fixed bases

Algorithm 3 117 + 23291 M, 23287My

Algorithm 4 1SR3,1 + 6080My 6080M,

DDE (Section 5.3, 1SR31 + 1ls + 1239M1 | 116 + 1107M;

Remark 6.2)

BPV-I (Section 5.3) 10660M7 10640M;

BPV-II (Section 5.3) 1SR3,1 + 8301M; 8301 M,

BPV-III (Section 5.3) | > 12314M; > 12313 M,

XTR3 ([26]) 2452M, 2412M,

Table 4. Comparison of exponentiation algorithms for factor-6 compression at the
128-bit security level. The exponent is an 804-bit integer.

(21M1)(logs 2)¢ ~ (13.25M)£, respectively) other than transferring some of the
cost to the precomputation phase. The mixed-multiplication method (see [14])
can be adapted to speed up Algorithm DDE by slightly changing its output value
from c,p to cp4p given input values ¢, and b (we note that Algorithm DDE
with this slight change in its output can still be used in the cryptographic ap-
plications mentioned in Section 2). More precisely, after decompressing ¢, to

g%, one can first compute gk for some h € ]F;‘3 at an approximate cost of

(5 (2w =) M3)(logs 2)¢ instead of computing g%? using Karatsuba’s multiplication
technique at an approximate cost of (m M) (logs 2)¢ (see Section 5.3). Then

Tr((g“bh)q3_1) = Tr(g“b(qB_l)) = Cp4p Can be computed at an approximate
cost of 1/¢. Using this method, the cost of Algorithm DDE can be approximated
as 1SRz 1 + 1SRy 3 + (ﬁMl)(log3 2)¢ + 11¢; the cost of this faster algo-
rithm is given in Table 4. Hence, we still expect XTR3 to be the fastest algorithm
for general bases and, if the base is fixed, Algorithm DDE to be significantly faster
than the other algorithms for a suitable choice of w.

To be more concrete, we list the expected running times of the seven exponen-
tiation algorithms in a particular setting in Table 4 based on the estimates given
in Table 3. For the 128-bit security level, we let ¢ = 3°% and t = 32°°,
Then g + 1 —t = 7n where n is an 804-bit prime. We will ignore the costs
Aj,ai, Ci, F;,m; and, using Karatsuba’s technique, assume M, = 3M, M3 =
6M; and Mg = 18M;. We also assume S; = M;, and select w = 5. Note that
r =254, |log,r] = 8, log, B3r +1)] = 9, HW(r) = 7,JHW@Gr + 1) = §, and
1SR2,1 = 20M1 and 1SR2,3 = 132M1.
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7 Concluding remarks

We have shown how to compress, by a factor of 4, pairing values of the commonly-
used symmetric bilinear pairings over characteristic two fields, and also further
explored compressing pairing values of symmetric bilinear pairings over charac-
teristic three fields by a factor of 6. We have shown how one can exponentiate
using the compressed pairing values. Our exponentiation algorithms are reason-
ably efficient. In particular, if the base is fixed then we expect at least a 54% speed
up over the fastest previously known algorithm XTR3 for the factor-6 compres-
sion case. Finding more efficient algorithms would be worthwhile. It would also
be desirable to implement the algorithms to verify our estimates of their relative
efficiency.

A Previous work on compression factors 2, 3 and 6

A.1 Compression factor 2 (LUC cryptosystem)

Let u, = (g) be the multiplicative subgroup of ]F;‘2 of ordern = g + 1. Let
cu = Tr(g") be the trace of g* over Fy, and fgu(x) the minimal polynomial of
g" over ;. Then fgu(x) = x2 — ¢yx + 1 and the following recursive relation
holds for all integers u and v:

Cu+v = CuCy — Cy—yp-

In particular, ¢z, = c,% —co = c,% — 2 and cay4+1 = Cy+1Cu — €1, Whence
given a state s, = [cy, Cy+1] One can compute s, and s2,,41. This observation
leads to an efficient double-and-add algorithm for computing ¢, given ¢, and b
(see [28] and [4]). The cost of the algorithm is log, b steps, each step costing 1
multiplication and 1 squaring in IF,.

A.2 Compression factor 3 (LUCKY cryptosystem)

Let u, = (g) be the multiplicative subgroup of IF;() of ordern = p? — p + 1.
Brouwer, Pellikaan and Verheul [6] obtained a compression factor 3 by identifying
elements of 1, with the coefficients of their minimal polynomials over FF,. In
particular, each element g can be uniquely identified (up to conjugation over I;,)
with a pair (cq, dq) € Fp, xFp. They also presented an algorithm (see Sections 3.3
and 5 in [6]) to compute (c,p, dyp) given (cq, dg) and an integer b. The algorithm
is as follows. Given (cg, dg) we first construct the minimal polynomial of g¢ over
[, and adjoin a root p, of this polynomial to I, thus obtaining a copy of F .

Next, we can raise p, to the power b and determine the minimal polynomial of ps
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over [F,. From the coefficients of this polynomial we can determine (c,p, dgp), as
required.

A.3 Compression factor 3 (XTR cryptosystem)

Let p = 2 (mod 3) be a prime and u, = (g) the multiplicative subgroup of
F;"’ of order n = p? — p + 1. Let ¢, = Tr(g¥) be the trace of g“ over Fp2,
and fgu(x) the minimal polynomial of g* over F,>. It was observed in [18] that
feu(x) = x3 — ¢y x? + ¢/ x — 1 and the following recursive relation holds for all
integers u and v:

Cu+v = CuCy — Cgcu—v + cyu—2v-

In particular, it was shown in [18] that given a state s, = [cy—1,Cy,Cy+1] ONE
can compute §p, and s2,+1. This observation leads to an efficient double-and-add
algorithm for computing ¢, given ¢, and b.

A.4 Compression factor 6 (XTRj3 cryptosystem)

Letg = 3%"T!and pu, = (g) the multiplicative subgroup of IF;() ofordern = g —

V3¢ + 1. Let ¢y, = Tr(g*) be the trace of g* over F,;. It was observed in [26] that
given ¢y, one can efficiently compute the trace ¢y of g" over [F2 up to conjugation
over ;. Now, given ¢, and b, one can first compute ¢, then compute ¢, using
an algorithm analogous to that of XTR, and finally obtain c,p = Cup + Egb. The
overall cost is 8 log, b+ |log, r | + HW(r) + 2 multiplications in F,, where HW(:)
denotes the Hamming weight function.

B Non-uniqueness of factor-6 compression

We list some parameters (p,n,T, g,u,v) where p > 3 and n are prime, 1 |
(p* — p? + 1), and if u, = (g) is the subgroup of IF;() (where ¢ = p?) of
embedding degree 6 over IV, then the trace function Tr : p, — 4 has collisions
with collision value T = Tr(g¥#) = Tr(g"), where g¥ and gV are not conjugates
over [F;. In fact, the first example corresponds to the parameter of a BN curve
(see Remark 5.2 and [3]). The subgroups p, in examples (2)—(5) can be realized
as the images of pairing functions defined on elliptic curves over [F, having em-
bedding degree 12; these elliptic curves are not BN curves. On the other hand,
the subgroups . in examples (6)—(9) cannot be realized as the image of pairing
functions defined on elliptic curves over IF;, since n is not in the Hasse interval

[(vP =D (/P + D]
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(1)

(ii)

(iii)

(iv)

(v)

(vi)

(vii)

(55333,55117,45541, g,2583, 6758) where

Fy = Fplz]/(z +2),

Fyo = Fqw]/(w® + 51894z + 9346),

g = (56382 + 51877)w> + (13297z + 52777 )w* + (20924z + 25318)w?>
+ (12991z + 51370)w? + (12014z + 15762)w + 15570z + 33355.

(113,97, 46, g,20,29) where

Fy = Fplz]/(z? + 101z + 3),

Fyo = Fqlw]/(w® + 112z),

g = (772 + 47)w> + 29z + 36)w* + (522 + 24)w3 + (58z + 14)w?
+ (70z + 19)w + 35z + 49.

(297457,296941, 170970, g, 42243, 120695) where

Fy = Fp[2]/(z% +5),

Fyo = Fg[w]/(w® + 226781z + 185746),

g = (1628224 114368)w> 4 (2648072 +131493)w* 4 (528662 +175278) w3
+ (1532542 + 81017)w? 4 (55521z + 87692)w + 27500z + 23791.

(757363,758053, 147442, g, 195883, 532217) where

Fg = IE‘p[Z]/(Zz + 1),

Fyo = Fqlw]/(w® + 538552z 4 38070),

g = (155890z+54538)w> +(593065z4+407753)w* +(42183124252766)w>
+ (2607482 + 405992)w? + (4262932 + 142508)w + 240615z + 2485109.

(758743,758053, 181973, g, 26808, 304248) where

Fg = IE‘p[Z]/(Zz + 1),

Fyo = Fg[w]/(w® + 205464z + 531602),

g = (644749z + 587471)w> + (152111z + 593113)w* + (218499
+561168)w>+ (6052982 +638869)w? + (6346952 +684366)w+6676162 +
318403.

(107873, 100333, 10836z + 78750, g, 6775, 11682) where

Fy = FP[Z]/(ZZ + 3),

Fyo = Fqw]/(w® + 70681z + 104404),

g = (74900z + 35768)w> + (672882 + 57726)w* + (1072422 + 94650)w?>
+ (316292 + 3630)w? + (87341z 4 35135)w + 64176z + 45731.

(107873, 100333, 97037z + 78750, g, 14995,20801) where

Fy = Fplz]/(z% +3),

F o = Fqw]/(w® + 70681z + 104404),

g = (71680z + 68567)w> + (99591z + 66980)w* + (34944z + 30340)w?
+ (8164z 4 61554)w? + (293132 + 44640)w + 33137z + 62160.



40

K. Karabina

(viii)

(ix)

(147347, 135193, 56095z + 80249, g, 4989, 12193) where
Fg =TFplz]/(z* + 1),

Fyo = Fqlw]/(w® + 76671z + 35636),

g = (120469z + 82203)w> + (77634z + 4734)w* + (1272892 + 74128)w?>
+ (1063062 + 13444)w? + (82983z + 115891)w + 34710z + 136734.

(147347, 135193, 91252z + 80249, g, 3676, 12104) where

Fg = IE‘p[Z]/(Zz + 1),

Fyo = Fqlw]/(w® + 76671z + 35636),

g = (113834z + 48691)w? + (87284z + 70855)w* + (855682 + 73528)w?>
+ (1027122 + 53673)w? + (135372 + 46246)w + 105305z + 14472.
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