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The Internet was conceived nearly
40 years ago, by a small num-
ber of creative and forward-looking
people. It started with the sim-
ple idea to enable direct com-
munication between computers via
a simple network protocol — later
dubbed the Internet Protocol (IP).
It started with a simple configura-
tion — only four nodes — and the
subsequent success story is well-
known. Driven by several factors
— the immense advances in micro-
electronics, computer and software
technology and innovative, disrup-
tive business models — today the In-
ternet consists of millions of inter-
connected subnetworks and more
than a billion private and business
users and devices all over the globe
using a huge variety of services. The
average traffic over the Internet adds
up to some exabytes (10'® byte)
per day. The growth with respect
to users and traffic is continuing
exponentially, especially since the
mobile data communication is gain-
ing momentum, but also because
realtime applications like telephony
and streaming services have been
introduced and are becoming popu-
lar. Even more application areas are
evolving, like Internet TV or sensor-
based systems. So why are we talk-
ing now about a “Next Generation
Internet” or “Future Internet”? Are
there any deficits and problems
which can hamper the further usage
and expansion of the Internet? The
answer is: yes.

From today’s perspective, the
IP technology is about to take
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over all traditional communica-

tion networks: the telephone, the

data networks, the mobile/wireless

and even the broadcast networks.

It has evolved into a “critical

infrastructure”. This already poses

severe problems today and entails

big challenges for the future. The In-

ternet and its protocol stack were

definitely not built for

e high-quality realtime communi-
cation,

e support of network-wide mobil-
ity,
wireless devices,
extreme scalability (billions of
devices),

e very high bit rates (Gbit/s and
Tbit/s),

e high resilience and carrier-grade
networks,

e provisioning security
professional attackers,

e community applications, file
sharing, gaming and other mass
applications,

e eCommerce including account-
ing and billing, and

e cost-effective network operation
and service

to name only the most obvious is-

sues.

against

The lack of security in the
Internet is seen as the most im-
portant problem, but also perhaps
the most difficult to solve. Sim-
ilarly critical is the mobility as-
pect. Due to the exploding num-
bers of mobile users going online
with a mobile device (especially
in countries where the fixed line

network access is not or not yet
fully available) the need for a bet-
ter “Mobile Internet” is obvious,
allowing the long-promised online-
access “everywhere and everytime”.
There are already billions of de-
vices in the net, but the anticipated
advent of myriads of microdevices
like sensors and other “ambient”
and more or less intelligent sys-
tems requires an enormous grade
of scalability in the network ar-
chitecture, the addressing scheme,
in the network management and
other areas. Rather straightforward
seems to be the speed evolution.
The upcoming wireless and wire-
line technologies like forth gener-
ation mobile networks, advanced
DSL and optical transmission will
bring extremely high bit rates to the
edge and to the core of the net-
work: Many Gbit/s to the users and
many Tbit/s to the core. This will
relax the performance bottlenecks
of today’s Internet, but also call for
careful design and control of the
network to guarantee the quality-
of-service or quality-of-experience
even if it cannot be predicted what
the users really will use the vast
bandwidth for. The Internet, from
the beginning, was designed for be-
ing relatively robust against network
outages. More or less automatically
it changes routes when it detects
network failures. However, in times
where the Internet serves as the
“central nervous system” of the so-
ciety and most of the business world
we have to pay attention to the
requirement of “seamless service”
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which means a high availability of
“five nines” or even better, like the
classical telephone networks. The
fact that most of the IP networks
today are privately owned by ISPs
or companies and the rather high
investment and operating costs for
the infrastructure bring the ques-
tion of cost effectiveness more and
more into the focus, also of the
technical community. In the future,
the preferred solutions will be the
ones which are suited to lower the
cost for running an IP network not
only through lower equipment cost
but also through innovative tech-
niques for operation and manage-
ment without sacrificing the system
performance.

It should be stated that many
of the drawbacks of the Internet
are not new, and have been worked
on for many years. Enhancements
to the current protocol stack and
techniques have been continuously
proposed, discussed, implemented,
tested, adopted by the IETF, and in-
troduced into the market. And this
innovation — or renovation — pro-
cess is ongoing. The worldwide ef-
forts, however, have led to — as crit-
ics say — a patchwork of new things.
And, no wonder, a patchwork might
create an even more complicated
system, which is, in turn, harder to
manage, understand, and improve.
In recent years, the idea came up
to re-think the Internet completely,
to rather escape the current “in-
ternet repair shop” of evolutionary
steps and risk a rather revolutionary
“clean slate approach”.

Several research initiatives have
been started recently to tackle topics
around the open issues of the Next
Generation Internet with a time
horizon of 10 to 20 years. At this
point in time, the US lead the ac-
tivities, with the programs GENI
(Global Environment for Network
Innovations) and Future Internet
Design (FIND), both funded by
the U.S. National Science Founda-
tion NSF. In Japan research initia-
tives in the context of mainstream
NXGN (NeXt Generation Network,
next 15 years) and visionary NWGN

(NeW Generation Network, be-
yond 2018) can be observed, with
a large number of projects, e.g.,
in the Akari framework. In Korea
the Korean Ministry of Informa-
tion and Communication (MIC)
and the Institute for IT Advance-
ment (IITA) have started the plat-
form ulT839 aiming at pragmatic
developments towards NGI. In Eu-
rope a number of NGI projects in
the FP7 Framework (EuroNF Net-
work of Excellence, Eiffel, 4WARD,
SmoothIT, ...) and the FIRE frame-
work (Future Internet Research and
Experimentation) are already kick-
started, accompanied by various na-
tionally funded initiatives.

This special issue aims to give
an overview of recent accomplish-
ments and activities in Germany
towards the Future Internet, both
from an industry and from an aca-
demic perspective. We deliberately
avoid classifying the contributions
into more evolutionary or more
revolutionary ones but rather leave
the papers theme-oriented. The col-
lection of papers cover a broad
spectrum of research projects and
many interesting results which will,
in one way or the other, have some
impact on the ongoing debate about
NGI and on future R&D efforts.

The first contribution by Kellerer,
Widmer and Berndt focuses on mo-
bility aspects discussing approaches
addressing (wireless) access network
heterogeneity, mobility manage-
ment, and new roles of mobile de-
vices, as well as service platforms for
a Next Generation Mobile Internet.
After discussing the requirements
the authors outline new approaches
in three fields: In the core network,
where peer-to-peer overlays and vir-
tualization of resources can increase
the flexibility; in the wireless access
network, where crosslayer optimiza-
tion is recommended to provide
the necessary QoS by a proper in-
formation exchange between the
upper (application) and the lower
layers (layer 1 and 2 protocols); and
in the service platform architecture
where it is crucial to allow for the
“orchestration” of a multitude of

providers in a future open service
platform.

Flinck etal. are focusing on
the new approach of creating
a homogeneous and agile Ether-
net-based packet transport in-
frastructure (the protocols below
the IP layer). The introduction
of “carrier-grade” Ethernet packet
technologies —in contrast to the
conventional TDM/SDH - for
transport is expected to provide the
desired cost advantages for the car-
riers, but also a higher degree of
flexibility, resilience, scalability and
manageability. IP will, of course,
not disappear in this Ethernet-based
world. Moreover it will keep its key
role as the platform for applications
and services, whereas Ethernet will
become the “convergence” platform
for transport of any kind of data
across the global Internet.

Going up in the stack, Menth
et al. present in their contribution
an overview on the shortcomings
of today’s IP routing mechanisms.
The key problem is that it does
not scale since the routing tables
become larger and larger. The art-
icle describes current approaches
(worldwide) to solve these prob-
lems. It is focussing on the concept
of splitting the (physical) locator
and the identity function and dis-
cusses interworking issues and de-
sign options for this approach.

One of the basic properties of
the IP technology is the “end-
to-end principle”. Thus, end-to-
end applications should get support
from the underlying layers also in
a heterogeneous network environ-
ment which we will today and
even more in the future. Waldhorst
et al. present a novel type of over-
lay networks called Spontaneous
Virtual Networks (SpoVNets) that
enable flexible, adaptive, and spon-
taneous provisioning of application-
oriented and network-oriented ser-
vices to support QoS, group com-
munication and mobile usage on
top of heterogeneous networks. Be-
yond being a flexible architectural
approach which can be introduced
incrementally, it also allows the in-



cremental replacement of SpoVNet
services when “native” future Inter-
net services become available. The
applicability is demonstrated for
two services (group communication
and event handling) and two ap-
plications (online gaming and video
streaming).

Opverlay networking as a promis-
ing architectural concept is also the
topic of the next contribution by
Kunzmann, Binzenhdfer and Stiber.
First created for allowing global file
sharing, one type of such over-
lay networks, the self-organizing
peer-to-peer (P2P) networks, have
evolved in different forms — struc-
tured and unstructured architec-
tures — and for a variety of applica-
tions beyond file sharing, like e.g.
Internet telephony. The authors dis-
cuss in their paper the basics of
structured P2P networks and inves-
tigate how they can be used to build
reliable distributed telecommunica-
tion services. The system which was
also realized in prototypical form,
builds on a Distributed Hash Table
(DHT) based Chord ring topology.
The critical aspects described are
methods to ensure the stability of
the overlay despite joining and leav-
ing of nodes and efficient methods
for the maintenance of the struc-
ture. This is done by estimating
and adjusting key system parameter
in a self-organized way. The DHT-
based solution is able to support
telephony service for more than
500 k users.

The infrastructure is clearly only
the “substrate” on which new ser-
vices can be built. The key question
here is how to design flexibility right
into the basic architecture to cre-
ate a versatile service architecture
making use of advanced software
and service engineering techniques.
Miiller and Reuther describe an ap-
proach based on the service ori-
ented architecture (SoA) paradigm
to enable applications built out of
loosely coupled services. This can
simplify the service development,
deployment and replacement and
hopefully reduces the complexity
of the processes. Since the current

available SoA techniques are not
suitable on the level of networks,
a novel generic message protocol to
interconnect the services and new
concepts for describing workflows
and accessing services need to be
defined. Here the key features are
(again) flexibility and speeding up
the development of new services.

As mentioned above, security is
the most critical issue in the In-
ternet. Early detection of anomalies
in the network and the prepar-
ation of countermeasures against
attacks are success factors in this
field. Zseby, Kleis and Hirsch are
describing methods for incorporat-
ing attack detection and defense
strategies into communication net-
works. They build on the concept
of autonomic communication thus
enhancing the security manage-
ment capabilities through cooper-
ation techniques, learning strategies
and in-network decision making.
They argue that cooperation tech-
niques are very well suited for the
protection of large scale networks in
a decentralized way.

As outlined above, we are wit-
nessing an intense phase of NGI
research. It is impossible to predict,
which evolution path and according
activities will be the most success-
ful. Tt will be rather a “survival
of the most accepted”. More than
ever we need the competitive and
concurrent investigation of differ-
ent approaches which are also to be
tested and compared in generic test
beds and experimental platforms.
Industry and academia will have to
cooperate tightly to design, evaluate
and hopeful market innovative solu-
tions for the Internet of the Future.
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