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Vulnerability of MRD-Code-based Universal
Secure Network Coding against Stronger Eavesdroppet$

Eitaro SHIOJI 3, Nonmember, Ryutaroh MATSUMOTO ), Member,
and Tomohiko UYEMATSU 9, Senior Member

SUMMARY  Silva et al. proposed a universal secure network coding the network code, or the reconstruction of the outer code in
scheme based on MRD codes, which can be applied to any uindenigt- order to attain security for a given set of tapped links. Saich
work code. This paper considers a stronger eavesdroppidglmdere the property causes problems such dﬁldillty when Securing

eavesdroppers possess the ability to re-select the tafipksgduring the
transmission. We give a proof for the impossibility of attag universal random network codes [4]’ where network codes are con-

security against such adversaries using Silva et al.'s fmdall choices of structed randomly.

code parameters, even with a restricted number of tappksl. lie also Silva et al. proposed a universal secure network cod-
ggz:"fj;ft::: g:j:stowti)‘:ggzg:‘;ted tapping duration andedeome condi-  jng method [5] based on MRD codes [6] and coset coding
key words: network coding, sec.ure network coding, linear network sgdi scheme [7] This code can be applled On_ top of any already'
universal security, MRD code constructed network code to attain security. However, due t
its use of vector outer code which requires that each symbol
1. Introduction be transmitted over multiple time slots, it must assume that
the tapped links are fixed during the transmission period.
The notion of network coding, proposed by Ahlswede et We consider a stronger eavesdropping model where the

al. [1], has been attracting much attention. On a conven-€avesdroppers possess the ability to re-select the tapping
tional routing network, each node is only allowed to relay links during the transmission. Such a model is worth consid-
the received packets to the next node, while on a networkeération because the conventional non-universal secure net
with network coding support, each node is allowed to per- Work codes (e.g. [3], [8]) are guaranteed to be secure agains
form some data processing using the received packets andf- Moreover, this model corresponds to some practicat situ
send the result to the next node. It is known that the useations where random network coding is used and the coding
of network coding ers many advantages over the use of VEctors are time-varying, such as the robust random network
conventional network, such as achievement of higher ratec0ding scheme proposed by Chou et al. [9]. Also, the cur-
in multicast communications or better energfiagency in rent stand_ard of th_e IP protocol allows the network to split
wireless communications [2]. a packet into multiple fragments and carry them through
Secrecy of communication, or more specifically, multiple distinct routes, as expllalned in [10, S_ectlon 11.5
information-theoretically secure communicationinthesor ~ Thus, the stronger eavesdropping model considered here has
ence of an adversary capable of tapping a fixed number ofPractical importance when Silva et al.'s method is used over
links of its choice, is considered as one of such advantageghe current Internet. _ . _
of network coding. Such a scheme, referred to as secure net- _ This paper aims to clarify the security of Silva et al's
work coding, consists of the following two components: the Universal code against this eavesdropping model, and is or-
network code which determines how packets are coded atin-ganized as follows. In Section 2 we define some notations
termediate nodes, and the outer code which is a pre-codingind briefly review some of the existing results of secure net-
done at the source before transmission. Several secure netvork coding, and describe Silva et al.'s universal secute ne
work codes have been proposed, such as the one by Cai avork code. In Section 3 we introduce our stronger eaves-

al. [3]. However, these codes require the reconstruction ofdropping model. In Section 4 we prove the vulnerability of
this universal code against our model for all code parame-
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F" using an outer code and th&ns sent over the net-
work with a feasible network code.

e Receiver: The receiver receives the information se-
quenceY = AX = (Y,Y2,---,Yn)" € F", whereA
is the matrix constructed by appending the GCVs of
the input links to the receiver node.

e Eavesdropper: The eavesdropper is able to wiretap
any u links on the network. Let the set of tapped
links beZ = {e,e,---,e,) C E. Then the wire-
tapped information sequence is representedVas
BX = (Wi, Wa,--- ,W,)T € F# using the matrix8 =
(Be,, Bey - -+, Be,)T € B4

Data communication over a network is considered. We use The security which guarantees that no information
a network model defined by an acyclic and directed graphaboutS leaks out to the wiretapper even wherarbitrary

G = (V,E), whereV and E denote the set of nodes and links are wiretapped, is defined as follows.

the set of links, respectively. In this model we assume that
each link can carry an elementB{ per unit time, and data
flowing on the network is notféected by delays, erasures or
errors.

Let s € V andR c V denote the source node and the
set of sink nodes, respectively. The source node wishes t
multicast the sequencé = (X, Xo,---,Xn)" € }Fg to all
sink nodes at rat&. The rate is defined as the number
of elements offy transmitted at the source node per unit
time. Assumen < minimaxflow(s,r) | r € R} holds, where
maxflow(, j) denotes the maximum flow from nodend
j- We assume that linear network coding [11] is employed
on the network, i.e. the type of data processing performed
on the packets at each node is limited to linear combination.
This implies that the data flowing on any link on the net-
work can be represented asBlinear combination of the
sequencely, Xp, - - - , Xy Thus, the information flowing on
alink e can be denoted a% = Be - X using a global coding
vector (GCV),be = (b1 by, -+ ,b)T € FY, where *" de-
notes the inner product operator for vectors. When one hadDefinition 2 (universal strong security [5])
access to, say, tHdinks e;, e, - - - , @, then the information
obtained from these links is denoted BIX € ]F'q where
M = (Bey, Be,. -~ . Ba).

Constructing a network code is equivalent to fixing the
GCV of each link by setting the cfiicients of the linear
combination performed at each node. A network code is
called feasible if every sink is able to decadeWhenq is
suficiently large, a feasible network code for ratenulti-
cast can always be constructed [2].

2.1 Extension Field

The extension fieldy of Fy can be regarded as a vector
space oveFy. Thus, when the basis of this space is fixed,
an element offgn can be represented as ardimensional
vector overFy. Fory € Fgn, denote the-th element of its
vector representation a&). Accordingly, the vector repre-
sentation ok € Fyn is written as ¢, x?, ..., xXM) € Fy.

2.2 Network Coding

'Definition 1 (strong security [3])

H(SIY) =0, 1)
I(S;W=BX)=0,Y7 CE, || =

Scondition (1) is satisfied if the outer code used is uniquely
decodable and the network code used is feasible. Cai et al.
showed a construction method [3] for secure network codes
that satisfies the conditions in Definition 1 for= n -k,
usingF = Fj.

2.4 Universal Secure Network Code

The definition of strong security depends on the GCVs of
the set of tapped linkg, implying that it is dependent on
the underlying network code. Silva et al. proposed a coding
scheme that attains strong security that is independeheof t
network code, as defined below.

H(SIY) = 0, 2)
I(S;W = BX) = 0,VB e F{". (3)

The universal code is based on MRD codes[6] and coset
coding scheme[7]. MRD codes are a class of linear code
overFgn which is optimal in the rank-distance sense. Coset
coding scheme is a type of randomized coding described as
follows. LetH be the parity check matrix of an]Jn — K]
linear codeC overF. To codeS = (Sy,---,Sk) € F¥into

X = (Xg,---,%Xn) € F", regardS as a syndrome af, and
chooseX uniformly random from the corresponding coset.
Using these tools, the communication procedure of the uni-
The wiretap network model used in the works [3] and [5] versal network code is briefly described as follows:

on which secure network coding is employed is described  The procedures of secret communication using the uni-

below. For simplification, only one receiver is assumed. Let yersal secure network code is briefly described as follows:
F be some extension field &,

2.3 Secure Network Coding

1. Choose an integen > n.
e Sender: The sender wishes to send the secretinforma- 2. Construct anr, u = n— k] MRD code ovefFgn.

tion sequence represented by a random vari&ble 3. EncodeS € FY, — X € ]Fgm by coset coding scheme

(S1,Sz,---, ST distributed uniformly ovelFk. S is
first coded into the sequende= (X1, Xo, -+, Xn)'T €

based on the MRD code.

. SplitX and send them oventime slots using a feasible
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network code, i.e. transmix{’, X9, - - . X{)T € Fj at Table 1 The elements df
timel<t<m

[ Power [ Polynomial | Vector |

Zero 0 (0,0)

. a® 1 (0.1)

3. Stronger Eavesdropping Model pot po: (1.0)
o? al+1 11

In this section, we propose a stronger eavesdropping mode

than the one presented in Section 2.3 with Biy, = Diy,. Yt ta,i. Also note that the security of

the non-universal conventional secure network codes such
as the one by Cai [3], is notfected by such a strengthening

of the eavesdropper because a secret message is transmitted
) ) . over only one time slot. To be fair with the universal code,

In the conventional non-universal secure network coding \ye also mention that even whemsecret messages are re-
scheme,F = F, is used, but note that in the universal garded as one message and are sentrvne period, the
scheme, due to the use of MRD code o¥gr, F = Fn conventional non-universal codes remain secure. To avoid

is used. Since the network can only transmit umtele- confusion, we mention that universatstrong security and
ments ofFy per unit time, the universal code requires that k-strong security[12] are distinct notions.

a secret messaggbe transmitted over multiple time slots,
while the conventional codes require only one. The defini-
tion of the wiretap network model implies that the universal
code assumes the selection of tapped links to be fixed dur- . ,

ing the transmission. Hence, we replace the eavesdroppeWe present an example of Silva et al.’s universal secure net-

model presented in Section 2.3 with the following stronger WOrk code and show that it is insecure against our eaves-
model. dropping model. The example code is constructed using the

following parameters.

3.1 Model Definition

3.2 Code Example

Stronger Eavesdropper: At each time slot of the trans-
mission overm time slots, the wiretapper can re-select o q=2,k=1,n=2,m=2u=n-k=1.

the set ofu tapping links. Lete; € E denote the e F, constructed with the roat of primitive polynomial
i-th link tapped at timet. The wiretapped links are f(X) = X2 + x+ 1. (Table 1 shows the elements of this
then,eis, €1, , €1, s €Lm €&m, -, m FOrx= field in power, polynomial, and vector representation)
(X1, %, -+ Xn)" € Fy, definexe Fy" as e A parity check matrixH = [1, ] of a [2, 1]]MRD code
overFae.
R G0 D, e X eyt

Note that betweeX = (X1, X2)" andS, we have the relation
Note that there is a one-to-one correspondence between

andx. For simplification, Ielﬁi,t = Ba.t- The GCVs of the S=HX=X1+aX;. (4)
1 links tapped at time areBy, -+, B, € Fj. Also, define

- This code uses a network code overat rate 2, so it is
B e Fy"™ andB, € F;" as follows:

suficient to consider only the linksy, e, e3 with GCVs
be, = (0,1)T, be, = (1,0)T, B, = (1,1)7. This implies

By l?,l»t: that the information flowing on an arbitrary link is one of
B B2 g 2| P X - Be, = X1, X - Be, = Xa, OF X - Be, = Xy + Xo. Table 2
’ : shows the value, represented in power and vector form, on
Bm 5,, T each link with all distinct GCVs for eacK sent. The value
' of S is also shown.
Then, the information obtained by the wiretapper is repre- An eavesdropper capable of re-selecting the tapping
sented by the random variabf#é distributed ovem-‘«‘gy‘, de- links at each time is able to wiretap an element of
fined by {(PD, Q@) | PQ € {X1,Xo, (X1 + X2)}}. Recall thatP®
W £ BX. represents théth element of the vector representation of

P € Fqn. When the sequence&{?, (Xi + X2)@) = (0,1)
(underlined on the table) is wiretapped, the candidateS for
are narrowed down ta®, o, implying

We now define the following security conditions that assure
security against our eavesdropping model.

Definition 3 (universaim-strong security,) H(SlXil) (X1 + X)@) £ H(S)

H(SIV) =0, = 1(S; X, (X1 + X2)@) # 0
I(S;W=BX)=0,vB e Fy",t=1,---,m = I(S;W = BX) # 0, for someB, rankB = 2.

Note that, the conventional eavesdropping model defined inTherefore, we can conclude that this code does not attain
Section 2.3 corresponds to the special case of our modelniversalm-strong security.
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Table 2  The value flowing on each link arfsl, for eachX

| X]_ | X2 | X]_ + X2 | S |
0=(0,0) 0=(0,0) 0=(0,0) 0
0=(0,0) | @®=(01) | a®=(0,2) | ot
0=(0,0) | o'=(10) | ot =(10) | a?
0=00) |?>=(1) | ?=1LD | a°
a®=(0,1) | 0=(0,0 [ "=(0.1 | °
a®=(0,1) | ®=(0,1) | 0=(0,0) | @?
a®=(01) | et =(1,0) | @®?=(11) | o*
=01 | ?=11) | et=(0) | 0
o'=(10) | 0=(0,0) | aI=(1,0) | o
al=(10) | =01 | ®=(11 | O
ot=(1,0) | «*=(1,0) | 0=(0,0) | a°
al=(0) | ®=(1L1) | ®=(0,2) | o?
=11 ] 0=00,0 [ =D | o?
2=11) | ®=(0,1) | ' =(1,0) | °
?=11) | oe*=(10) | «®=(.1) | O
?=11) | =11 | 0=(0,0) | ot

4. Security Analysis

In this section, we analyze the security of the universal
secure network code against our stronger eavesdropping
model. The example presented in the previous section shows

that the universal code is not universalstrongly secure

2029

Equation (5) holds becauséis distributed uniformly over
]Fgm andsS is distributed uniformly oveiF"am. Note that to
attain universam-strong security, it is dticient to satisfy
the security condition for all full-ranB;, 1 <t < m. O

We prove the vulnerability for the special cgse= n -k,

which corresponds to the case considered in the work by

Silva et al.

Lemma 2. The necessary and figient condition for the
universal coding scheme with parameteyg,m, m, H and a
fixed basis offign to attain universal m-strong security for
p=n-kis, forvw e Fg", VB € Fy™", rankB = p, 1 < t <
m,X, = {Xe€ ]Fgm | w = Bx}, the following holds:

X# X = Hx# HX, VX, X € X,.
Proof. By Lemma 1w € Fg",

o _lxeFqplw=BR
Sw qu )
o |{xe X, | s=Hx}|=1Vs (6)

& X# X = Hx# HX,¥x, X € X,,.

in general Construction of the universal code involves the Equation (6) holds since

choice of parameters k, g, m, a parity check matri¥, and

a basis offign. A natural question to ask at this point is, if
it is possible to secure this code by restricting these param

eters. We show that universai-strong security cannot be

attained no matter how they are chosen. We also analyze the
cases with a restricted number of tapping links and tapping

duration.
4.1 Proof of Vulnerability fou = n — k

As a preparation, we first derive the necessary affitcgnt
condition for the universal code to be universaktrongly
secure. Let

NE, £ [(x € Fl | = Hx,w = BX.

Lemma 1. The necessary and figient condition for the
universal coding scheme with parameteyg,im, m, H and a
fixed basis offgn to attain universal m-strong security for
p > Llis, forVw e Fg* VB € Fy",rankB = g, 1 <t <m
the following holds:

NS = NE vs§ eF.

Proof. By the definition of universain-strong security, for
Yw € Fg",

1(S;W) =0

& PrS =9W =w) = PrS = 9), ¥se FX,
(XeF [s=Hxw=BXj| 1
d ~ = _kavs (5)
l{x € Fijn | w = BX]| qm

. H{xeF, |w=BX)|
B = a Vs

qu

{x € ]Fgm |w= Bf}l — qdim kerB
— q(mmranké)

— q(mrrm(n—k)) — qu.
O

Note that if Lemma 2 holds for sgf, then the lemma holds
for any of its subsets. Let;; € Fy be the information tapped
at timet on thei-th link. Then, by representing as

T
w = (wl,]J wz,l’ RS w/,l,l’ """ ) wl,m, w2,m, e w/l,m) >
Lemma 2 yields the following corollary.

Corollary 1. The necessary and gigient condition for the
universal coding scheme with parameterg,m, m, H and a
fixed basis ofiqn to satisfy universal m-strong security for
u=n-Kkis that

X#X = Hx# HX,Vx, X € X

holds for an arbitrary seX C Fj, such thatVx € X satisfies

(51,1 XD =g, - ,(51,m~ )™ =y,

(D21 - X)(l) = w1, , (Dam- X)(m) = wom,

Bt X = wya, -, (Bum - O™ = wym,
for Yw e Fg*'.

Proof. By denoting the-th element oy asbf} € Fq,

(Bi,t . X)(t) — (bI[,]{] X1 + b|[,2t] Xo + -+ + bI[,r:] Xn)(t)
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= (X +bg) + 4B (@)

= Bi,t : (Xg_t)’ X(zt), ) X|('|t))T

holds. Note that sincEyn is a linear space oy,

Xy

— (plTy (1) K1) [1] (MY T
= (bi,txl ’bi,txl ""’bi,txi )

I _ wir @ 2
bilx = bl (", x?, -

holds for every 1< | < n, and adding thé-th element of
each ofoi[lt] X, ,bi[’rt‘]xn yields Eqg. (7). Therefore, we have

the relation,

® O

wip=bie- OO, O = (B0 (8)

The corollary holds immediately from Eq. (8) and Lemma

2. |

Using this corollary, we prove the following theorem.

Theorem 1. For any choice of parameters, kg, m H

and the basis foFgn, the universal secure network coding

2030
x(%l)z xg)z e xém) =0,
X = = ... =M =0,
XD = x@ = = ™D 0, (yx, + X02)™ =y,
(12)

holds forvx € {X} U X,, by the definition oXandX,, where
v = ¢ — a. Note that, Corollary 1 can be applied to the set
{X} U X, because relation (12) can be represented as

(1,0, veverennn L0)- )@ =0, (1,0, ,0)- %)™ =,
((0,2,0,-+vvnvv-- ,0)- )@ =0, ((0,1,0, - veeeen ,0)-x)™ = Q,

. e 0) D =0 (0. - 0)- (™ =
((o’ b o’ Wl—” 0’ 9 0) X) 0’ 9 ((o’ ’ o’ y ’ 1’ 05 ’ 0) X) l/”

p-th p-th

and because it can be confirmed that the corresponding ma-
trices B; in Corollary 1 satisfy ranB = u, 1 <t < m.
Applying Corollary 1 to the seik} U X, we have

X# X = HX# HX,¥x, X € {RY U X, Yy € Fq.

scheme cannot satisfy the universal m-strong security con-This result, combined with Eq. (11), yields

dition foru = n— k.

Proof. Assume the existence of the universal code which

satisfies the universah-strong security condition. LeX
denote the set of alt ]Fgm satisfying the relation,

xél)zxg)=-~-=x§m)=0,
1) _ () _ — M _
X =Xy ==X =0,
: 9)
XD =X = =M -

Note that|X| = g™/g™ = g™k Lete be an element dfy,
and choose & ]Fgm that satisfies the following:

A i

oL o o(m

X2 :X2 :---:)(2 :O,
=5 = =gV =087 =18, = 0.

SuchxXalways exists, and satisfies¢” X. Fory € Fg, let

Xy € X bethe setofalke X satisfyingxl(f:)l = . In other
words,¥x € X,, satisfies Eq. (10).

VORI NS (. S
1) _ [2) _ _ o m _
X @ =0,
2 =% %5 (10)
1) @2
xfl)leg):...zx/(lm):0,XL”:)1=¢.
Note that,
X, =x (11)
YeRy

holds. We see that,

HX # Hx Vx e X. (13)

Corollary 1 can be applied to the s&tas well by relation
(9), hence

X#X = Hx# HX,Vx, X € X (14)
holds. Therefore, Egs. (13) and (14) yield
X# X = Hx# HX,Vx, X € (X} UKX. (15)

However, byx'¢ X and|X| = q™, for Eq. (15) to hold, it is
necessary that

{HX| X € Fl)l > (KU X| = q™* + 1
holds, which contradicts with
(HX | x € )l = (g™ = g™

Therefore, a code constructed by the universal coding
scheme that attains universalstrong security does not ex-
ist. ]

4.2 Proof of Vulnerability for 1< y < n—k

We now consider the more general casg, 1 < n—k, and
prove that the code still cannot be secure for anlyirst, we
define the following to simplify the notations:

o Hy= {xe]Fgrn | s=Hx},
o XD (XeFp, |w=BX.
Now we prove the following lemma.

Lemma 3. If the universal coding scheme is universal m-
strongly secure fop = 1, then it is universal m-strongly
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secure fou = n-k.

Proof. When universaim-strong security fou = 1 is at-
tained for some code, by Lemma 1, fov € ]Fg‘ VB € ]Féxn,
rankB; = 1, 1 < t < m, the following must hold for this
code:

NS, = N, vs§ eF.

We will show that, then, such a code attains univensal
strongly security fop = n—k, which implies that by Lemma
1, forvw* € Fg"™¥ vB; e F¢ ™" rankB; =n-k 1<t <
ml

the following holds:
N, =NE,. Vs € Fi.

Let B; € Fg*" denote the-th row of B, and letB’ denote

the matrix defined as below, using the matriBése Fg>™,
l<i<n-k

Bl B,

B2 B*.
B = Bl = .
K R
BIn-K B

Note thatB’ is obtained by permuting the rows 8f. Let

w’ be the column vector obtained by permuting the rows of

w* in the same order &, and letuwl € Fj,l<i<n-k
denote eacimrows ofw’ as shown below:

ol
2
w = ) . (16)

WK
Using the notations above, we have

Ng,. = l{X € Fgn|s=Hxw" = BX)|
l{x € Fgm | s= Hx,w" = B'X]|

wit] Bl
w@ Bl
= |{X€ Fgn|s=HX . = .

winK

x|

gin-4

Noting that

AEXE = ' = BRI = o™ (7)

2031

we proveNB* = NSBZw Vs, s € ]Fk for each of the fol-

lowing three cases of the s(ep‘t]” kXB[[,']]) N Hs.

Case 1(NIf X&) NHs = ¢.¥s By UsHs = Fp, W
have

[mxsg:;]mws g vse ﬂxB{:} s
which contradicts with Eq. (17). Thus, this case does not

exist.
Case 2(ﬂ” kXB[']) N Hs # ¢, Vs Clearly,

wlil

[ﬂ S{:})mws

holds. By Eq. (17), we have

[ﬂ Ei] | He| <™

seIFk

& U((ﬂ S{If]mw) <

seF'gm i

- [ﬂ xgg:;] N
i

The last line yields from Eq. (180]5

>1,Vs (18)

=1Vs

g™ and

Hs, N Hs, = §,VY51,, € Fip, 51 # S2.

Thus, the lemma holds for this case.
Case 0therwise: There exis, s, € ]ka and1<l<n-k
that satisfy the following:

0 NE
B[[Il]] ﬂ 7-{51 - PN ]wlll =0
X2 NHs, # ¢ NB o0
However,N®" =+ NB" contradicts with the assumption
S, S0

that universaimn-strong security fop = 1 is satisfied. Thus,
Case 3 does not exist.

We considered all three cases, which cover all possiblescase
and are disjoint, and conclude that the lemma holds since it
holds for Case 2 which is the only existing case. O

Assume the existence of a secure network code that
satisfies the universat-strong security condition for some
1 < u < n-k Then this code must satisfy the security
condition foru = 1 because in this case, the amount of in-
formation that can be wiretapped is obviously no more than
the case for kX 4 < n—k. Then by Lemma 3, this code sat-
isfies the security condition far = n — k, which contradicts
with Theorem 1 stating that universatstrong security for
u = n—kcannot be attained. Hence, we have the following
result.

Theorem 2. For any choice of parameters, kg, mH
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and the basis foify, the universal secure network cod-
ing scheme cannot attain universal m-strong security for 5.
l<pu<n-Kk.
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Conclusion

We proposed an eavesdropping model where the adversary

4.3 Restricted Tapping Time

Now we consider the case when the tapping duration is gen-
eralized to 1< m¥ < min addition to the generalized
considered in the previous part. Since the tapping duration
is restricted, we do not restriptto 1 < 4 < n—k, and as-
sume 1< u instead. This imposes an additional condition
B = O, ¥t € M for any choice oM C {1,2,---,m}, |M| =
m— ', on Definition 3. Note that the sdf represents the
set of time slot indices at which wiretapping does not occur.
We are interested in, with which pairs pfandm’ the uni-
versal code becomes secure. From the discussions up to thi
point and the result of Silva et al., the following is clear:

we

e y=1and 1< m < n-k: secure
e 1 <u<nandn =m insecure
e 1<u<n-kandnt =1: secure

Additionally, by the necessary andfBaient condition of
universalm-strong security in Lemma 2 we have,

5 lIxeFj|w=BX|
sw = mk ,VS 1
q (1]
- mn-m'u
& NE = qu,VS a

Since the RHS takes a positive value, and by the definition

of N&, the LHS must be a non-negative integer, a necessary (]
condition for satisfying Eq. (19), or the necessary cooditi

for the code to be universat-strongly secure, is as follows:

mn-nm'’
"
qu
o qmn—n’{y > qu

>1

(5]
m(n — k)

u

For any fixedn', m, n, andk, Eq. (20) is unsatisfied for
u > m(n—K) + 1 because of the restrictionl > 1. Note that
being able to wiretap arbitrary links allows the wiretapper
to obtain the maximum amount of information that can pos-
sibly be wiretapped over th&' time slots, by continuously
tapping then links with GCVs that form a basis @f. Thus,

the amount of information obtained by the wiretapper with
u > nis at least as much as what is obtained by the wire- (10]
tapper withu > m(n — K) + 1, which implies that the code

is insecure withu > n. Thus, we have another necessary [11]
condition,

om< (20)

(6]
(7]

(8]

El

[12]

up<n-1 (21)

Combining Egs. (20) and (21) yields the necessary condi-
tion,

TS min{%(n—k),n—l}.

is able to re-select the tapping wires at each time slot durin
the communication. We proved the impossibility of securing
against this model using the universal secure network code
proposed by Silva et al. for all choices of code parameters,
even with a restricted number of tapped links. Moreover,

considered the case with shorter tapping duration, and

derived a necessary condition for this code to be secure. The
" future tasks include improving this condition to a necegsar
and suficient one.
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