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Attribute Revocable Multi-Authority Attribute-Based Encryption
with Forward Secrecy for Cloud Storage

Kenta NOMURA ™, Nonmember, Masami MOHRI'", Yoshiaki SHIRAISHI',

SUMMARY Internet of Things (IoT) has been widely applied in vari-
ous fields. IoT data can also be put to cloud, but there are still concerns
regarding security and privacy. Ciphertext-Policy Attribute-Based Encryp-
tion (CP-ABE) is attracted attention in cloud storage as a suitable encryp-
tion scheme for confidential data share and transmission. In CP-ABE, the
secret key of a user is associated with a set of attributes; when attributes
satisfy the access structure, the ciphertext is able to be decrypted. It is
necessary that multiple authorities issue and manage secret keys indepen-
dently. Authorities that generate the secret key can be regarded as manag-
ing the attributes of a user in CP-ABE. CP-ABE schemes that have multiple
authorities have been proposed. The other hand, it should consider that a
user’s operation at the terminals is not necessary when a user drop an at-
tribute and key is updated and the design of the communication system is a
simple. In this paper, we propose CP-ABE scheme that have multiple key
authorities and can revoke attribute immediately with no updating user’s
secret key for attribute revocation. In addition, the length of ciphertext is
fixed. The proposed scheme is IND-CPA secure in DBDH assumption un-
der the standard model. We compare the proposed scheme and the other
CP-ABE schemes and show that the proposed scheme is more suitable for
cloud storage.

key words: ciphertext-policy attribute-based encryption, multiple key au-
thorities, attribute revocation, forward secrecy

1. Introduction

With the development of wireless sensor networks, global
positioning system, and other related techniques, Internet
of Things (IoT) has been widely applied in many appli-
cations successfully and plays an important role in intelli-
gent transportation system (ITS), smart grid and so on. IoT
datasets can be very large when data is generated over a cer-
tain amount of time. The amount of data which are cre-
ated and copied will reach 44 zettabytes, or 44 trillion gi-
gabytes [1]. IoT data can also be put to cloud for process-
ing [2]. There are still strong concerns regarding data se-
curity and user privacy, the researches in this area are car-
ried [3]-[6]. To guarantee security of confidential data is
one of the major challenges when data owners store confi-
dential data on external cloud server. Granting access rights
to certain users and forbidding other users to the data, which
is called access control, ensure confidentiality of data. One
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way to achieve access control to attach a list of all valid
users to the data. However, in cloud scenario, such lists can
be extremely long and often dynamic, which make handling
such lists extremely difficult. Another way to prevent invalid
users getting data is encrypting data by using public keys of
valid users, so that only they are able to decrypt data using
their secret keys. However, the same data must be encrypted
several times individually for each user, which may result in
huge storage costs and calculation costs. Hence Attribute-
Based Encryption (ABE) has been attracting attention as the
access control method in cloud [7]-[16].

Sahai et al.[17] have proposed ABE as the method
that extends the Identity-based encryption [ 18] which distin-
guish individuals on strings. ABE comes in two types called
key-policy ABE (KP-ABE) [19] and ciphertext-policy ABE
(CP-ABE) [20]. In KP-ABE, the encryptor labels each ci-
phertext with a set of attributes. Key authorities generate
the secret key which is associated with an access structure
that specifies which type of ciphertext the key can decrypt.
The user who can decrypt the ciphertext is controlled by not
the encryptor but key authorities. An application example
include encryption of log in forensic analysis and broadcast
encryption [19]. On the other hand, in CP-ABE, the secret
key of a user is associated with a set of attributes; when at-
tributes satisfy the access structure, the ciphertext is able to
be decrypted. The access control scheme for cloud storage
by exploiting KP-ABE has been proposed [10]. However
the disadvantage of KP-ABE is that the access structure is
built into a user’s secret key, so data owner cannot choose
who can decrypt the data except choosing a set of attributes
which can describe this data. Thus, CP-ABE is more appro-
priate to cloud storage than KP-ABE. CP-ABE schemes for
cloud storage have proposed [7]-[9], [11]-[16]. Initially, in
ABE schemes, a single authority generate the whole secret
keys of users [17], [20]-[24]. Chase et al.[25] and Lewko
et al.[26] have proposed ABE schemes which multiple au-
thorities generate the secret key in. These schemes use the
concepts of a trusted central authority (CA) and global iden-
tifiers. However, the CA has the power to decrypt every
ciphertext, so the multiple authority ABE schemes with-
out a CA have proposed [27], [28]. If a single authority
manages the master secret key, the enemy may get all the
master secret key when the enemy attacks the authority. In
other schemes [29], [30], multiple authorities generate the
secret key while hiding each of the master secret keys. In
IoT environment, multiple services and applications may
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use the common cloud server. User’s attributes managed
independently by each service and application. Therefore
multiple authorities must generate the secret key.

The issue of key revocation is one of the significant
challenges. Bethencourt et al. [20] and Boldyreva et al. [31]
have firstly suggested key revocation mechanisms in CP-
ABE and KP-ABE, respectively. Their mechanisms are to
append to each attribute an expiration date and distribute
new keys to valid users after the expiration. These pe-
riodic attribute revocable ABE schemes [20], [28], [31]-
[33] do not meet forward secrecy. Forward secrecy means
that any user who drops an attribute cannot decrypt ci-
phertext after he drops the attribute. In the periodic at-
tribute revocable ABE schemes, if an authority revokes a
specific user at any time, that user can decrypt ciphertext
until the expiration. The immediate revocable schemes
have proposed. The immediate system-level user revocation
method [16], [21], [34], [35] and the immediate attribute-
level key revocation method [12], [15], [30], [36], [37] have
proposed. The concept of negative attribute enable to revoke
the user at the system level. Each user has an attribute that
represents his own identifier (ID). Then, the idea for revok-
ing users is to attach a negative constraint to the ciphertext’s
access structure which include the IDs of the revoked users.
In this method, it is difficult to re-issue the secret key. It is
desirable to revoke the user by the specific attribute unit.

Users have not only the static attributes whose value
remain unchanged but also the dynamic attributes which
need to be updated. For example, in vehicular ad hoc net-
works, vehicles have the dynamic attributes which represent
the position information [38]. The dynamic attribute does
not mean that attribute fields are newly added or deleted but
mean that some specific attribute field value can be changed.
CP-ABE schemes which have capability of revoking some
current attributes have been proposed [12], [15], [29]-[32],
[37]. In these schemes, the secret keys are needed to update
when an attribute revocation happens. Users cannot update
their secret key when the key is embedded in IoT devices
or they cannot access the key authorities which manage
attributes.

The ABE schemes can be classified as the length of ci-
phertext is fixed or variable. In CP-ABE schemes in which
the length of ciphertext is variable, the length of ciphertext
depends on the number of attributes which are included in
an access structure. Fixed length ciphertexts make processes
of accumulating or transmitting data simpler than variable
length ciphertexts in IoT or cloud environment. For exam-
ple, if the length of ciphertext is constant, it would be easy
to estimate desired capacity of storage or channel for storing
or sharing data.

This paper suggests the following five requirements
when the CP-ABE schemes are applied for cloud storage.
Requirement I: Multiple key authorities independently

manage attributes
Requirement 2: The key revocation is flexible
Requirement 3: That scheme meets security requirements

1: collusion resistance
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2: data confidentiality
3: backward and forward secrecy
and are proved security
Requirement 4: Attribute revocation does not change the se-
cret key
Requirement 5: The length of ciphertext is fixed
We propose the CP-ABE scheme which meets the
above requirements and show that our scheme is more suit-
able for cloud storage than the other CP-ABE schemes by
comparing these.

2. Preliminaries
2.1 Bilinear Maps

Let G and Gr be two multiplicative cyclic groups of prime
order p. Let P € G be a generator of G and e be a bilinear
map, e: G X G — Gy. Forall a, b € Z,, the bilinear map e
has the following properties:

1) Bilinearity: e(aP, bP) = e(P, Py

2) Non-degeneracy: e(P, P) # 1

We say that G is a bilinear group if the group opera-
tion in G and bilinear map e: G X G — Gr are both ef-
ficiently computable. Notice that the map e is symmetric
since e(aP,bP) = e(P, P)® = e(bP,aP). Then, in this paper,
we define exponentiation as nP := P".

2.2 Decisional Bilinear Diffie-Hellman (DBDH) Assump-
tion

Let a, b, ¢, z € Z, be chosen at random and P be a
generator of G. DBDH assumption is that no probabilis-
tic polynomial time adversary A is able to distinguish the
tuples (aP, bP,cP,e(P, P)**) and (aP, bP, cP, e(P, P)*) with
non-negligible advantage, where the advantage of A is de-
fined as

AdvOEPH() := [Pr[A(P, A, B, C, e(P, P)**) = 1]
— Pr[A(P, A, B,C, e(P, P)) = 1]].

2.3 Indistinguishability Under Chosen-Plaintext Attack
(IND-CPA)

For a public key encryption scheme £ = (Gen, Enc, Dec), in-
distinguishability under chosen plaintext attack (IND-CPA)
is defined by the following game between an adversary A
and a challenger C.

1. The challenger C generates key pair (pk, sk) by running
the key generation algorithm Gen(1¥) on some security
parameter k (e.g. a key size in bits). The challenger
publishes pk to the adversary and retains sk.

2. The adversary A submits two equal-length chosen
plaintexts {My, M} to the challengers.

3. The challenger C selects a bit b € {0, 1} uniformly at
random and sends the ciphertext to the adversary by
running the encryption algorithm Enc(pk, my,).
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4. The adversary A outputs a guess for the value of b.

The advantage of the adversary ‘A in this game is de-
fined as Advlzlg’CPA(k) = |Pr[b’ = b] - %| The encryption
scheme X is IND-CPA secure if AdVIZITIﬂ]?_CPA(k) is negligible
for any polynomial time adversary.

2.4 Ciphertext Policy Attribute-Based Encryption (CP-
ABE)

In CP-ABE, a message is encrypted under an access struc-

ture W on attributes, and a secret key is associated with a

set S of attributes. S £ W represents that S satisfies W, and

S ¢ W represents that S doesn’t satisfy W. A ciphertext pol-

icy attribute-based encryption (CP-ABE) scheme consists

of four fundamental algorithms: Setup, Extract, Encrypt,

Decrypt.

Setup: The algorithm takes as input the security parameter
A and returns a public key PK and a master secret key
MK.

Extract: The algorithm takes as input the master key MK
and a set S of attributes. It returns a secret key SK
associated with S.

Encrypt: The algorithm takes as input the public key PK,
a message M and an access structure W. It returns a
ciphertext CT with the property that a user with a secret
key generated from attributes set S can decrypt CT if
and only if S £ W.

Decrypt: The algorithm takes as input the ciphertext CT
and the secret key SK. It returns the message M if
S £ W, where S is the attribute set used to generate
SK.

2.5 IND-CPA Security Game for CP-ABE

A CP-ABE scheme is said to be indistinguishability against
chosen plaintext attacks (IND-CPA) in selective security
model if no probabilistic polynomial-time adversaries have
non-negligible advantage in the following game between an
adversary A and a challenger C.

Init. The adversary A chooses the challenge access struc-
ture W* and gives it to the challenger C.

Setup. The challenger C runs the Setup algorithm and gives
PK to the adversary A.

Phase 1. The adversary A can the following query.

Ext query: The adversary ‘A submits S to the challenger.
Provided that S ¥ W*, the challenger answers with a
secret key SK for S. This can be repeated adaptively.

Challenge. The adversary ‘A submits two messages My and
M, of equal length. The challenger C chooses u €
{0, 1} at random and encrypts M, under W*. The re-
sulting cipher CT™* text is given to the adversary A.

Phase 2. The adversary A can continue to make queries as
Phase 1.

Guess. Finally, the adversary A outputs a guess u’ of u.
The advantage of an adversary A against the encryp-

tion scheme X is defined as Advglfg*CPA(/l) = |Pr[p’ =pul -

% . A ciphertext policy attribute-based encryption scheme
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is IND-CPA secure if all polynomial time adversaries have
at most a negligible advantage in the IND-CPA game for
CP-ABE.

3. System Model
3.1 Structure of the System

Figure 1 shows the architecture of secure data access con-
trol system in cloud storage with multi-authority. As shown
in Fig. 1, the architecture consists of the following system
entities:

1) User: A user downloads the shared data stored in the
storage. If a user possesses a set of attributes satisfying
the access policy of the encrypted data defined by the
sender, and is not revoked in any of the attributes, then
he will be able to decrypt the ciphertext and obtain the
data, but he must not forward ciphertext to other users.

2) Data Owner: An owner encrypts the data and uploads
it to cloud storage.

3) Key Authorities: They are key generation centers that
generate public/secret parameters for CP-ABE. The
key authorities consist of a central authority and mul-
tiple local authorities. A central authority manages a
user and multiple local authorities manage attributes of
a user.

4) Cloud Storage: This is an entity that stores data
from owners. When users access the data, storage
re-encrypts the shared data by re-encryption key and
sends re-encrypted ciphertext to users. We assume the
storage to be honest-but-curious. That is, it will hon-
estly execute the tasks assigned by legitimate parties in
the system. However, it would like to learn information
of encrypted contents as much as possible.

3.2 Algorithm Definition

The system defined in Sect.3.1 is composed of five al-

gorithms. Key authorities run Auth.Setup and Auth.Ext.

Sender runs DO.Enc. Storage runs C.ReEnc. User runs

U.Dec.

Auth.Setup: It takes as input the security parameter A4 and
outputs the public key PK, the master secret key MK

Data owner Key a:uthtlarities Q
L oca
= central o
B BN

Re-encryption key

Encrypted 3|
data ﬂg

3

Data request

== 1

Re-encrypted data

Cloud Storage

Fig.1  Architecture of secure data access conrol system in cloud storage
in multi-authority.
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and the re-encryption key RK.

Auth.Ext: It takes as input the master secret key MK, a set
S of attributes and the divided attribute universe U, and
outputs the secret key SK.

DO.Enc: It takes as input the public key PK, a message
M and an access structure W, and outputs a ciphertext
CT'.

C.ReEnc: It takes as input a ciphertext CT’, a set S of at-
tributes and the re-encrypted encryption key RK, and
outputs a re-ciphertext CT.

U.Dec: It takes as input the secret key SK and a re-
encrypted ciphertext CT. It outputs the message M if
the attributes set S of SK satisfies the ciphertext access
structure W.

3.3 Security Definitions

We prove that data confidentiality, collusion resistance, and
forward secrecy are ensured. The attackers to break the con-
fidentiality of the data are an unauthorized user and storage.
Since we assume storage is honest, we do not consider ac-
tive attacks from storage by colluding with unauthorized or
revoked users. We define two attack models and security
models as follows.

3.3.1 Security Definition in the Attack Model 1

In this model, we assume an attack by colluding unautho-

rized users and storage. IND-CPA security in this model is

defined with the following game between an adversary A

and a challenger C.

Init. The adversary A chooses the challenge access struc-
ture W* and gives it to the challenger C.

Setup. The challenger runs the Setup algorithm and gives
PK and RK to the adversary A.

Phase 1. The adversary (A can the following query.

Ext query: The adversary A submits S to the challenger C.
Provided that S ¥ W*, the challenger C answers with a
secret key SK for S. This can be repeated adaptively.

Challenge. The adversary A submits two messages My and
M, of equal length. The challenger chooses u € {0, 1}
at random and generates CT’* by encrypting M, un-
der W*. The challenger C runs C.ReEnc algorithm and
submits CT™ to the adversary.

Phase 2. The adversary A can continue to make queries as
Phase 1.

Guess. Finally, the adversary outputs a guess u’ of u.

The advantage of an adversary A against the encryp-

tion scheme X is defined as Advlgg_CPA(/l) = |Pr[;1’ =u] -

% . A ciphertext policy attribute-based encryption scheme

is IND-CPA secure in the attack model 1 if all polynomial
time adversaries have at most a negligible advantage in the
IND-CPA game for CP-ABE.

3.3.2 Security Definition in the Attack Model 2

In this model, we assume an attack by the revoked user.
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IND-CPA security in this model is defined with the follow-

ing game between an adversary A and a challenger C.

Init. The adversary A chooses the challenge access struc-
ture W* and the revoked attribute x*, and gives them to
the challenger C. However, x* satisfies x* € [ in W*.

Setup. The challenger C runs the Setup algorithm and gives
the adversary.

Phase 1. The adversary A can the following query.
Ext query: The adversary A submits S. The challenger

C ansewers with a secret key SK for S. Provided

that S satisfies x* € S in the case x* = x* or
x* ¢ S in the case x* = —x*. This can be repeated
adaptively.

ReEnc query: The adversary A submits C7” and a set
SR of attributes. The challenger C answers the
re-encrypted ciphertext CT. Provided that S sat-
isfies x* ¢ SR in the case x* = x* or x* € S in the
case x* = —x*. This can be repeated adaptively.
Challenge. The adversary A submits two messages My and
M, of equal length. The challenger C chooses u €
{0, 1} at random and generates CT"* by encrypting M,
under W*. The challenger C runs C.ReEnc algorithm
and submits CT™ to the adversary.
Phase 2. The adversary A can continue to make queries as
Phase 1.
Guess. Finally, the adversary A outputs a guess u’ of u.
The advantage of an adversary A against the encryp-

tion scheme X is defined as Advgg’CPA(/l) = |Pr[p’ =pu] -

% . A ciphertext policy attribute-based encryption scheme
is IND-CPA secure in the attack model 2 if all polynomial
time adversaries have at most a negligible advantage in the

IND-CPA game for CP-ABE.
4. Proposed Scheme
4.1 Overview

The proposed scheme is based on Cheung et al.’s scheme
of CP-ABE [22]. In the proposed scheme, multiple authori-
ties issue secret keys and can revoke the specified attribute.
We divide attribute universe U and allocate to m local
authorities.

In the proposed scheme, a ciphertext stored in storage
cannot be decrypted with a secret key of a user as it is.
When a user downloads a shared encrypted data from stor-
age, storage re-encrypts the data and sends the re-encrypted
data to the user. A user can obtain the original information
by decrypting the re-encrypted data with his secret key. We
assume that storage does not send a portion of ciphertext
when a user downloads data in order that the user who is
revoked the attribute cannot decrypt ciphertext. However, in
this case, it is difficult to distinguish that ciphertext is incom-
plete in storage or correct ciphertext is destroyed in the way
of sending. Therefore, in the proposed scheme, we avoid to
be decrypted incomplete ciphertext.
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(PKca, MKca, U)

DataOwner | [ CloudStorage | [ User |

= C.Setup. Sub()
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T L= & Setup Sub(ti)

1/ - 7o P
Auth. Ext / (A rranP) (D
i= C.Ext. Setup(U

Auth. Ext.Per2PC
T

T = L.Ext.Per1(z,x)

B = C.Ext.Per(T,f)

D

D = L.Ext.Per1(z,f)

D' = U.Ext.Per(Dy)

(D Fuen))
i= L. Ext. Att(MKy,, S, 7'Tgo0 P)

(Dy, Fy) = U. Ext. Att (Do, Feiy)

Encryption j Revocation
CT’ = DO.Ext(RK,M,W) attribute 6

Attribute

Access CT'

Re-encryption
CT i= C.ReEnc(CT",S, RK)

Descryption
Dec(SK CT)

Fig.2  Flow of proposed scheme

4.2 Definithions

In the proposed scheme, the number of attributes is n. Let
U = {1,...,n} be the attribute universe. Let CA be the
central authority and A = {Ay,...,A,,} be the universe of
local authorities. Let U, = {1, ..., n;} be the set of attributes
managed by A;. We assume each local authority manages a
disjoint set of attributes such that U NU; = O for k # [. Let
Sy be a attributes set of use’s in U;. Each attribute would
have three occurrences: positive, negative, and “don’t care”.
We consider access structure W consisting of a single AND
gate whose inputs are literals. This is denoted A;esi, where
I € U donates the set of attributes of interest and i is the
literal of an attribute i, which can be positive (denoted by i)
or negative (denoted by —i).

4.3 Algorithms

Figure 2 shows the flow of the proposed scheme. This flow
includes procedure to revoke a particular attribute of a user
before decryption. The attribute revocation procedure is
shown in the next section.

The setup algorithm Auth.Setup consists of two algo-
rithms, Algorithm 1-1. and Algorithm 1-2. CA runs Algo-
rithm 1-1. Each A runs Algorithm 1-2.

Algorithm 1-1. C.Setup

INPUT: Security parameter A (determing the size of the

groups).

OUTPUT: CA’s public key PKc4, CA’s master key MKca,

attribute universe U.

1. Generate a bilinear group G of prime order p with a
generator P and a bilinear pairing e: G X G — Gr.

2. Randomly choose 8 € Z,,.

3.  Compute h = SP.

IEICE TRANS. INF. & SYST., VOL.E100-D, NO.10 OCTOBER 2017

4.  Allocate attribute universe U into m local key authori-
ties.
5. Return PKcy := (e, P,h), MKca := 8, U,.

Algorithm 1-2. L.Setup

INPUT: Attribute universe .

OUTPUT: A;’s public key PKy,, Ar’s master key MKy,

A’s re-encryption key RKjy, .

1. Randomly choose yk, fk1), ...
don) € Zp.

2. Compute as follows

Yi := e(P, PY*.

T = denP (1 <i<2my).
kD =\ 140 P Qrg + 1< < 3mp).

s Hdnys Ay, oes

Tk .
rhin = == (1< < 2m).

(k,i)
4. Return PKy, = (Y, Ty - Tesng), MKa, = (v,
A1y - - A2y L 1ys - - > i 3ny)» RKa, = (Fkgony, .-
Kk 2n,))

In the proposed scheme, a secret key component consists
of a single personal key and multiple attribute keys. The
proposed key generation algorithm is composed of the per-
sonal key generation followed by the attribute key genera-
tion algorithm. It exploits arithmetic secure 2PC protocol to
eliminate the key escrow problem such that none of the au-
thorities can determine the whole key components of users
individually.

Algorithm 2-1. Ext.Per

INPUT: Attribute universe U,
OUTPUT: Personal key component D .
[CA]
1. ForieU,,
1.1 Randomly choose 7 € Z,,.
1.2 Sety; := Z?ﬁl (ki)

2. Set ry = Z:Zl V(k,i)-

3. Randomly choose 7’ € Z,,.

4. Send (1/r") to auser and {r'r;Pli € Uy} to Ag.
[A]

5. Compute x = (yx + yi)B-

6. Randomly choose 7 € Z,.

7. Compute T = (f)P = {M}P

[CA]

8. Compute B = (#)T = (%)P

[A]

9. Compute D; = 7B = ()'k;yk )P.
10. Return personal key component D;.

A sends D;{ to a user securely. Then, the user
computes its personal key component D’ = [[}L, D; =
Vit tm Yt tym
()P,

Algprothm 2-2. Ext.Att

INPUT: Master secret key MKy, a set of attributes Sg,
{r’r(k,i)Pli € (L(k}
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OUTPUT: Attribute key component Dy, F.i)-
1.  Fori € Uy, compute

1 .
T(r'r(k,,-)P) (l € Sk)
Dipy =9 ’lf
(' ranP) (i ¢ Sp).
Lk +i)
Fuy = (' raeyP).
Lk, 2n, +i)

2. Return attribute key component Dy ), F)-

Each Ay gives attribute key component {D ;), Fli €
U} to the user. Then, the user computes D; = (%)D(k,i),

F;= (%)F (ki) for all its attribute key components and finally
obtains its whole secret key SK := (D', {(D;, F))|i € U}).

The encryption algorithm DO.Enc is described in Al-
gorithm 3. It generates the ciphertext CT” to encrypt a plain-
text M under the access structure W.

Algorithm 3. DO.Enc

INPUT: Public key PK, plaintext M, access structure W

overt attribute universe U.

OUTPUT: Ciphertext CT’ under W.

1. Randomly choose a secret s € Zj,.

2. Compute C := sh = spP, C = M - e(P, P)’*, where
C=M-(Y;x---xY)' =M - e(P, P)".

3. For attribute universe U; which A; manages
3.1 ForieU,,

3.2 Compute
ST iy (Gelni=i.
C(/k,i) =1 Tme+i (€ I.A i=-i).
ST ko +i) Gigl.
4. Return CT’ := (W,C,C,{Cili € U}), where c =
Uit Cle:

The re-encryption algorithm C.ReEnc is described in
Algorithm 4. It generates the re-encrypted ciphertext CT to
re-encrypt the ciphertext CT’ according the attribute set S.

Algorithm 4. C.ReEnc

INPUT: Ciphertext CT’ = (W, C, C,(Cili € UY), attribute set
S, re-encryption key RK.
OUTPUT: Re-encrypted ciphertext CT.
1. Randomly choose a secret s € Z,,.
1.1 Inthecaseofie Sy A(ielANi=1),

Ca.iy := rkaciy - Cippy
L)

= -85 d(k’i)P =s- t(k’i)P.
iy

1.2 Inthecaseof i¢ Sy A€l ANi=i),
Ckiy = rkme+iy * Cls)
(TR

= -8 - dig iy P
i +i)

=5 Hpmri P
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1.3 The other attributes,
C(k’,') = CEk,i)‘

2. Return re-encrypted ciphertext CT := (W,C, C,{Cili €
U} where C; := U Cq.i).

The decryption algorithm U.Dec is described in Algo-
rithm 5. It generates the plaintext M to decrypt the cipher-
text CT' according the secret key SK.

Algorithm 5. U.Dec

INPUT: Secret key SK, re-encrypted ciphertext CT.
OUTPUT: Plaintext M.
1. For attribute universe U; which A; manages,
1.1 Fori e Uy, compute as follows
1.2 Inthecaseofie€ Sy Ai=1,

, Pk
e(Cik,iy» D iy) = e s - tupy P, %P
i

= e(P, P)""®.

1.3 Inthecaseof i ¢ Sy Ai= i,

T(k.i)
e(Ciys Diy) = €| s« thgomeriy P ” ')P
S+

= e(P, P)*"4,

1.4 Inthecaseofi ¢,

F(k,i)
e(Ciys Fiy) = e s - tgon+i P, P
Lk, 2m +i)
— e(P, P)S‘r(k,i).

2.  Compute
e Py = | e Py

— 1_[21:1 (l—lzl e(P, P)S-r(k,i)) )

C  MePPys
e(C,D") ~ e(P,Pys
e(P, Py
3. Return M.

4.4 Attribute Revocation Procedure

The attribute revocation is done by the following procedure:

1. Ay sends the user’s revoked attribute i to storage.

2. Storage updates the attribute set of the user based on
the revocation message.

3. When the user accesses the data in the storage, the stor-
age runs re-encryption algorithm in accordance with
an updated attribute set of the user, and sends the re-
encrypted ciphertext to the user.

Because an updated set of attributes used for re-encryption

does not satisfy access structure, the user cannot decrypt the
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re-encrypted ciphertext.
5. Security Proof
5.1 Security Proof in the Attack Model 1

Theorem 1. If a probabilistic polynomial-time adversary
can win the CP-ABE game with non-negligible advan-
tage in the attack model 1, then we can construct a
simulator that can distinguish a DBDH tuple from a
random tuple with non-negligible advantage.

Proof. Suppose adversary A can win the CP-ABE game
in the attack model 1 with non-negligible advantage
€. We construct a simulator 8 that can distinguish a
DBDH tuple from a random tuple with non-negligible
advantage €/2. Let e: G X G — Gy be an efficiently
computable bilinear map, where G has prime order
p. First the DBDH challenger C selects at random:
a, b, ¢, z € Zp, v € {0,1} and generator P € G. It
defines Z to be e(P, P)* if v = 0 and e(P, P)* oth-
erwise. The challenger C then gives the simulator 8
(P,A,B,C,Z) = (P,aP,bP,cP,Z). The simulator 8
plays the role of challenger in the CP-ABE game.

-Init. The adversary A submits the challenge access struc-
ture W* = Ajji to the simulator 8.

-Setup. The simulator 8 generate a public key PK. 8B sets
Y to be e(A, B) = e(P, P)®. For each i € U, B chooses
random «;, B;, vi € Z,. It now constructs T;, T,.;
and T»,; as in Table 1. Then, 8 chooses x € Z, at
random and sets & to be «P. Finally, B chooses a re-
encryption key rk; € Z, (1 < i < 2n) at random. B
submits the public key PK and the re-encryption key
RK to the adversary A.

-Phase 1. The adversary A can the following query.

-Ext query. A submits a set S € U, where S ¢ W*. There
must exist j € I such that: either j € § and j = —j, or
j ¢ S and j = j. B chooses such j. Without loss of
generality, assume that j ¢ S and j = j. For every
i € U, B chooses r] € Z, at random. It then sets
rj:=—ab+ r} -b and, for every i # j,itsets r; := 1] - b.
Finally, it sets r := }\" i = —ab + X, r! - b. The D/
component of the secret key can be computed as:

. 1 n ’
D= (;).nizlri.B
1 no, ab+r
:;-(E:izlri-b)P—( - )p.

Recall that j € I\ § and j = j, therefore the D; com-
ponent can be computed as:

1 1 —ab+r’-b r
Dj=|-—|A-—P= _p=—_p
' Bi) B b-B; b-B;

For i # j, we have a few cases:
In the case of i € S.
DHielni=i
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Table1 Computation of Public key Components of T;.
i€l igl
i=i i=ni
T; a;P a;B a;B
T+ BiB BiP BiB
Tonsi viB viB viP
rlf i
D; = B = P.
a; - I"ki a; - rk,-

Q) Gelni=-i)Vig

/
r. ri

‘B = P.
a,-~rk,- b'a',"}"k[

In the case of i ¢ S.
MHGelni=pvigl

D,‘ =

Di=—li_pg-_"__p
a Bi'rkn+i b'ﬁi'rknﬂ' .

()ielAi=ni.

/

r. I
D; := ! _B= P
' Bi - rkysi Bi - thiyi

The F; components are computed as follows. First,

/

1 7 —ab+71.-b r
Fj:=(——)A-—’P= ! _p=-_Lp
Yil i yib b-yj

For i # j, we have two cases.

(i€l F;:=2P= P,

()i¢l F;:= %B:QP

From the above, B submits the secret key to A.

-Challenge. A submits two equal length messages M, and

M,. B chooses u € {0, 1} at random and sets C :=

M, -Z. B gives A the following re-encrypted ciphertext
CT~.

T _:( W,C,C, {rkia;Cli e I Ni =i}, )

" \{rkpBiClie INi =ik, {yiClig I} )

-Phase 2. Same as Phase 1.

-Guess. A submits a guess ' of u. If ' = p, B will out-
put v = 0, meaning that (A, B, C, Z) is a valid DBDH-
tuple; otherwise, 8 outputs v/ = 1, indicating that
(A, B,C, Z) is just a random 4-tuple.

In the case of v = 1, the adversary obtains no infor-
mation about u. Therefore u’ # w holds with probability
exactly %, regardless of the distribution on y’. We thus have
Prig’ #ulv=1]= % B just randomly guesses v = 1 when
u # W, wehave Pr[y/ = vy = 1] = % In the case of v = 0,
then CT is a valid ciphertext, in which case the advantage
of A is Advy iy “A(1). We thus have Pr{y’ = plv = 0] =
% + AdVIZITIg*CPA(/I). Since B guesses v/ = 0 whether u = 1/,
we have Pr[y’ = vlv = 0] = § + Advy 5 “"A(1). The overall
advantage of 8 in the DBDH game is

1
Pr[v =v] - =

AdvREPH() = 3
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For i = x*, the D,» component can be computed as:

1 1 1
EPr[v' =ylv=0]+ EPr[v' =y=1]-=

B In the case of x* € I A x* = x*
11 11 1 1 r.
=== + AdVEDCPAY |+ = - — = Dy =|-——A-| X|P
2[2 A W37 o) e
1 = —ab+71.-b r
= ZAdvIND-CPA( ). _[z T P " P
3 A - b Qe - Thy |
" In the case of x* € I A x* = —x*
5.2 Security Proof in the Attack Model 2 1 T
Dy =|-——A-|=|P
Zx* Zx*
Theorem 2. If a probabilistic polynomial-time adversary , ,
) . .. —-ab+7r.-b .
can win the CP-ABE game with non-negligible advan- =|—> " |P=|—=—|P.
tage in the attack model 2, then we can construct a e b By - rky

simulator that can distinguish a DBDH tuple from a

. . For i # x*, we habe a few cases.
random tuple with non-negligible advantage.

Inthe caseof i € §.

Proof. Suppose adversary A can win the CP-ABE game (YielAi=i
in the attack model 1 with non-negligible advantage -
€. We construct a simulator 8 that can distinguish a D r r;

= L_B= P.
01,-~rk,- a/,»~rk,-
Q) Gelni=-i)Vigl

DBDH tuple from a random tuple with non-negligible
advantage €/2. Let e: G X G — Gr be an efficiently
computable bilinear map, where G has prime order

p. First the DBDH challenger C selects at random: r T
a, b, ¢, d € Z,, v € {0,1} and generator P € G. It D; := - -lrkA = b~a<l-rk' .
abc : i i i i
defines Z to be e(P, P)*¢ if v = 0 and e(P, P)* oth-
erwise. The challenger C then gives the simulator B Inthe case of i ¢ §.
(P,A,B,C,Z) = (P,aP,bP,cP,Z). The simulator 8 MGelni=ipVvigl
plays the role of challenger in the CP-ABE game. rf -
-Init. The adversary A submits the challenge access struc- D, = L B= ! P
ture W* = Ajgi and the revoked attribute x* € U, Bi - rknsi b Bi - rknsi
where x* satisfies x* € I, to the simulator 8. )ielni=i.
-Setup. The simulator 8 generate a public key. 8B sets ¥ ,
to be (A, B) = e(P, P)®™. For each i € U, B chooses D, = T _ Ui p
random «;, B, ¥i € Zp. It now constructs T}, T,,4; and v Bi - tkpyi Birkoi

T5,4; as in Table 1. Then, 8 chooses « € Z, at random

The F; t ted as follows. First,
and sets & to be kP. Additionally, 8 chooses z,- € Z, © ¥ components are computed as 10Hows. s

at random and sets rk,- := (Z(;—P fx*elAnx =x" F 1 n T —ab+71.-b
or rky = &P if x* € [ A x* = —x*. Finally, for T e ye T ye b
every i # x*, B chooses a re-encryption key rk; € Z, _ ™ p

(1 < i < 2n) at random. B submits a public key PK T by

and a re-encryption key RK to the adversary A.
-Phase 1. The adversary A can the following query. : p o
-Ext Query. A submits a sets S C U. Provided that S sat- (i€l Fi:=3P= =P

isfies x* € S in the case x* = x" or x* ¢ S in the case (2)i¢l F;:= B= Lp.

x* = —x*. B chooses such j. Without loss of general-
ity, assume that j ¢ S and j = j. Forevery i € U, B
chooses r] € Z, at random. Tt then sets rj:=—ab+r.-b
and, for every i # j, it sets r; := r; - b. Finally, it sets
ri= i ri=—ab+ ¥ ri-b. The D’ component of
the secret key can be computed as:

For i # x*, we have two cases.

Yi
From the above, 8 submits the secret key to A.

-ReEnc Query. A submits a ciphertext CT’ and a set S¥,
where S¥ satisfies x* ¢ S¥ in the case x* = x* or x* € SF
in the case x* = —x*. Foreveryi €e SKA (i€ I Ai=i)
ori ¢ S*A(i €l Ai= i), Bcomputes C; := rk; - C;
and submits the re-encrypted ciphertext CT to A.

D= 1 "B -Challenge. A submits two equal length messages M, and
Tk ']_[izl Ti: M,. B chooses u € {0, 1} at random and sets C :=
1 . ab+r M, -Z. 8B gives A the following re-encrypted ciphertext
X Z ri-b|P= P, cre.
K i=1 K



2428

In the case of x* € I A x* = x*.

CT" .=
w,C, Cl{rkiaiCli#x* NIelNi=1))},
[ {ﬂiC|i=x*/\i€]/\i=—|i}, ]
{rk,iBiCli € I N i = =i}, {yCli ¢ I}

In the case of x* € I A x* = —x".

CT" :=
W,C,C, {rkia;Cli # x* A(i €I Ai=1i),
[ {a,»CIizx*AiEI/\g':—u’}, ]
{rkniBiCli € I N i = =i}, {yiCli ¢ 1}

-Phase 2. Same as Phase 1.

-Guess. A submits a guess ' of u. If &' = u, B will out-
put v = 0, meaning that (A, B, C, Z) is a valid DBDH-
tuple; otherwise, 8 outputs v/ = 1, indicating that
(A, B,C, Z) is just a random 4-tuple.

In the case of v = 1, the adversary obtains no infor-
mation about y. Therefore ¢/ # u holds with probability
exactly %, regardless of the distribution on y’. We thus have
Prig/ #uv=1] = % B just randomly guesses v = 1 when
o # ', wehave Pr[y/ = vy = 1] = % In the case of v = 0,
then CT is a valid ciphertext, in which case the advantage
of A is Advy iy A(1). We thus have Pr{y’ = plv = 0] =
1+ Adv R " (D). Since B guesses v = 0 whether p = 11/,
we have Pr[y/ =v|y = 0] = % + Advgg‘cm(/l). The overall
advantage of 8B in the DBDH game is

AdvyPPH ()

Pr[y’ = v] :
= VvV =yl — =
2

1 1 1
= EPr[v’=v|v=0]+§Pr[v’=v|v= 1]—5

1(1 11 1
= 5[5 +Adv§’ﬂ‘?-CPA(A)]+ —————

1 -
= SAdvRg .

6. Discussion
6.1 Requirement

In this section, we verify whether the proposed scheme
meets five requirements (1: the authority architecture, 2: re-
vocation granularity, 3: security, 4: key update, 5: the length
of ciphertext) described in Sect. 1.

1) Requirement 1: The value D ; and Fy; are set for
each attribute i € U, and each A, manages. Especially,
D) is set based on the attribute set S, Ay can define S;.
Ay sends Si to the storage, it can be regarded as a whole
attribute set S by collecting S; from all A;. Furthermore,
after key generation, A; can revoke the specified attribute

IEICE TRANS. INF. & SYST., VOL.E100-D, NO.10 OCTOBER 2017

without key update. Thus, the proposed scheme meets the
requirement 1.

2) Requirement 2: When we want to revoke the speci-
fied attribute, Ay sends information of attribute to the storage
and the storage updates the attribute set S immediately. The
ciphertext stored in the storage cannot be decrypted. Re-
encryption based on the attribute set S is required. The re-
encryption is performed when user accesses the new data.
There is no possibility that unauthorized user can decrypt
because the ciphertext is re-encrypted by the latest set of at-
tributes. Thus, the proposed scheme meets the requirements
2.

3) Requirement 3: We define attack models and secu-
rity models in Sect. 3.3. We prove the proposed scheme is
IND-CPA secure under the DBDH assumption.

4) Requirement 4: Attribute revocation of user is car-
ried out in accordance with Sect. 4.4. During attribute revo-
cation, only S is updated, secret key is not updated. Thus,
the proposed scheme meets the requirements 4.

5) Requirement 5: In the proposed scheme, all at-
tributes are associated with access structure, so the size of
the ciphertext are fixed length in the same system regardless
of the number of attributes required to decrypt. Thus, the
proposed scheme meets the requirements 5.

6.2 Comparison of Computation Amount

Table 2 shows comparison of computation amount among
CP-ABE schemes. In JLWWI13 and YJ14, the compu-
tation amount of encryption is proportional to the num-
ber of attributes appeared in the access structure, which is
represented as |I|. Especially, in YJ14, the computation
amount of encryption becomes larger than that in the pro-
posed scheme when [I| is larger than 1/4 of the number of
attributes in system. |I| would be large value because an ac-
cess structure becomes complex and large scale in order to
perform fine-grained access control. On the other hand, in
CNO7, YWRLIO0, and the proposed scheme, the computa-
tion amount of encryption is the same and fixed value even
if |I| is large value. In addition, the table shows that CNO7,
YWRLIO0, and YJ14 need computation of key update and
the proposed scheme does not need computation of key up-
date. Users cannot update their secret key when the key
is embedded in IoT devices. Therefore, those advantages
would be significant.

The computation amount of key generation is the
largest among CP-ABE schemes. However, generating keys
is only once. For example, in IoT devices, keys can be
embedded at the same time when they are manufactured.
Therefore, the disadvantage would be insignificant.

6.3 Comparison among the CP-ABE Scheme

Table 3 shows whether meets the five requirements, expres-
siveness of access structure and whether it is possible to
specify a negative attribute in access structure.

First, single authority issues secret key of users in
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user revocation

user revocation

user revocation

Table3  Comprehensive comparison of requirements which the CP-ABE schemes meet
CNO7 [22] YWRLI0 [37] JLWW13 [16] YJ14[15] Proposed
Authority single single multiple multiple multiple
immediate immediate immediate immediate
Revocation — attribute-level system-level attribute-level attribute-level

user revocation

Security in model 1

IND-CPA(DBDH)

IND-CPA(DBDH)

IND-CPA(DBDH)

IND-CPA(q-DBHE)

IND-CPA(DBDH)

Security in model 2 informal IND-CPA(DBDH)
needed needed
Key Update (proxy server perform) (user perform) not needed
Length of Ciphertext fixed fixed not fixed not fixed fixed
Expressiveness AND AND AND,OR k-out-of-n AND,OR AND
Negative attribute configurable configurable not configurable not configurable configurable
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Table 2  Comparison of size and computation amount
CNO7 [22] YWRLI0 [37] JLWW13 [16] YJ14[15] Proposed
Public key GBUHDIG+HGT] GBUHDG|+HGT] |GI+|G1] (2++2£JX“+(:?‘G‘ (3|UH2+m)|G[+2m|Gr1]
ﬁ Secret key @UFDIG| QUFDG] Q@SFDIG| (mtm.HSDIG] QUFD(G]
Ciphertext (UHD|G[HGT] (UHD|G[HGr] 2|1|G[+2|Gr| (4+4[1)|G [+ G| (UEDIG|
Re-encryption key 2r|U||Zy)| 21U Zy)| — 2|Rerx|Zy| 2|U)|Z,|
Encryption (U[2)C (U[2)C (2+2I)C (3+4I)C (U[2)C
‘g Ax (2|UH2m)C
g Key generation 2U+nC 2Ul+nC (2+2m)C IS|IC CA (UH+m)C
E Users 2[UIC
b1 ) . (2R[+1)Ce
E Re-encryption [Ret|C [Ret|C +QIRF3+2JI)C 2|Rcr|C RIC
g Key update [Rsk|C [Rsk|C — [Rsk|C —
o . (2R[+1)Ce (2mcr+4|R|)Ce
Decryption (UHDCeH(UH)C (JUFDCeH(UH)C LQREC HmertR)C (JUFDCeH(UH)C
C: the exponentiation in group G, Ce: bilinear pairing,|G|: bit size of an element in G, |Gr|: bit size of element in Gt
|U|: the number of attributes in the system, |S|: the number of attributes associated with secret key of a user, m: the number of the local authorities
my: the number of the local authorities which manage user’s attributes, r: the number of the attribute revocation events
[R|: the number of attributes required for decryption, [Rcr|:the number of the update attributes in ciphertext, |Rsk|: the number of the update attributes in secret key,
[I|: the number of attributes appeared in the access structure, Ax: a local authority k, CA: central authority

in access structure

q-DBHE: decisional g-parallel Bilinear Diffie-Hellman Exponent assumption

IND-CPA: indistinguishability against chosen plaintext attacks, DBDH: Decisional Bilinear Diffie-Hellman Assumption

CNO7 and YWRL10 while in JLWW13, YJ14 and the pro-
posed scheme, multiple authorities issue a secret key. Then,
the immediate revocation of a user can be done except
CNO7. In JLWWI13, user revocation is executed by re-
encrypting by access structure including subtree which is as-
sociated revoked users. YWRL10, YJ14, and the proposed
scheme can assign a specific attribute to revoke a user. As
for the security, only the proposed scheme have been shown
that it is IND-CPA secure against an attack by unauthorized
users, the cloud storage, and a revoked user. The proxy
server performs key update in YWRL10. A user update se-
cret key when he receives the update key from key authori-
ties in YJ14. In JLWW13 and YJ14, length of ciphertext is
not fixed, but in CNO7, YWRLI10, and the proposed scheme,
it is fixed. CNO7, YWRLI10 and the proposed scheme only
allow AND gate. In JLWW 13, access structure is described
with an access tree, so it allows AND, OR, and k-out-of-n
gate. In YJ14, access structure is described with a LSSS
structure, so it allows AND and OR gate. Therefore, the
only proposed scheme meets all requirements.

7. Conclusion

In this paper, a ciphertext-policy attribute-based encryption
scheme with attribute revocation and forward secrecy is ap-

plied to cloud storage. Multiple independent key authorities
were proposed to manage the attributes of users. When the
attributes of users are specified to be revoked, the revoca-
tion becomes effective immediately. After attributions are
revoked, there is no necessary to update the secret key in the
terminal of users because the storage node updates attribute
sets and re-encrypts ciphertext according to new attribute
sets. The length of key size and ciphertext size is able to be
fixed. In addition, the proposed scheme is IND-CPA secure
in DBDH assumption under the standard model.

In the proposed scheme, the access structure is ex-
pressed with only one AND gate. The access structure with
more free degree will be investigated in our future work.
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