
222
IEICE TRANS. INF. & SYST., VOL.E103–D, NO.2 FEBRUARY 2020

PAPER Special Section on Security, Privacy, Anonymity and Trust in Cyberspace Computing and Communications

A Novel Structure-Based Data Sharing Scheme in Cloud
Computing

Huiyao ZHENG†a), Jian SHEN†,††, Youngju CHO†††, Nonmembers, Chunhua SU††††,
and Sangman MOH†††††, Members

SUMMARY Cloud computing is a unlimited computing resource and
storing resource, which provides a lot of convenient services, for example,
Internet and education, intelligent transportation system. With the rapid
development of cloud computing, more and more people pay attention to
reducing the cost of data management. Data sharing is a effective model to
decrease the cost of individuals or companies in dealing with data. How-
ever, the existing data sharing scheme cannot reduce communication cost
under ensuring the security of users. In this paper, an anonymous and trace-
able data sharing scheme is presented. The proposed scheme can protect
the privacy of the user. In addition, the proposed scheme also can trace the
user uploading irrelevant information. Security and performance analyses
show that the data sharing scheme is secure and effective.
key words: data sharing, anonymous and traceable, cloud computing, key
generation

1. Introduction

In recent years, with the rapid development of information
technology, the public’s demand for the network has been
increasing. Various forms of data has penetrated almost
every field of daily life, and the amount of data has in-
creased exponentially. With the increasing demand for stor-
age and computing, the traditional local computing model
has been unable to meet the growing demand. Cloud com-
puting will play an irreplaceable role in the future network
development. Cloud computing is a distributed comput-
ing model that provides services to users through Internet
technology [1]. According to the statistics, the global cloud
computing market has reached 260.2 billion dollars in 2017
and is expanding steadily. The emergence of cloud com-
puting has enabled these data to be used in product produc-
tion, facility construction and life improvement as shown in
Fig. 1, for instance, in medicine [2], [3], education, trans-
portation [4] and communication [5], which has improved
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Fig. 1 Cloud application.

the production and living standards of the public. Many re-
searchers also have been attracted by the convenience and
high efficiency of cloud computing [6]. It has unique ad-
vantages in resource sharing and data collaboration, and is
the product of sustainable development of information con-
struction. Cloud computing improves resource utilization
and reduces user equipment investment and use costs. Be-
cause of the unlimited computing resources and storage re-
sources of the cloud, a lot of data appears in cloud. Users
can freely upload and download data in cloud.

In cloud computing environment, data sharing is a way
to improve data utilization and increase data value [7]. In-
troducing the shared process into the cloud environment can
solve the problems and challenges brought by local stor-
age and computing, and save the cost of enterprises, institu-
tions and individuals. And by data sharing in cloud comput-
ing, computers and other equipment can obtain shared soft-
ware resources, hardware resources and information, which
greatly reduces the costs of extraction and management data.
For instance, in intelligent transportation system, the real-
time road condition can be shared with drivers, so traffic
congestion can be reduced by cloud data sharing. There are
two types of users in data sharing in cloud. One is who share
data with all users in cloud. The other one is who shares
data for specific group. In this paper, a group data sharing
scheme is proposed in cloud computing.

Copyright c© 2020 The Institute of Electronics, Information and Communication Engineers



ZHENG et al.: A NOVEL STRUCTURE-BASED DATA SHARING SCHEME IN CLOUD COMPUTING
223

1.1 Contribution

In this paper, an anonymous and traceable data sharing
scheme in cloud computing is proposed. The main contri-
butions of this paper are listed as follows.

• A effective session key agreement protocol is pro-
posed. In this paper, a based on matrix structure ses-
sion key agreement protocol is design. By two-part
calculation, a group key can be derived used for data
sharing in cloud. Moreover, the matrix structure can
reduce the communication cost.

• Anonymity and traceability are supported in data
sharing scheme. Anonymity is ensured by using
phony-ID in this paper, which can protect the user’s
real identity. When a user uploads irrelevant informa-
tion to cloud, the trusted third party can trace the real
identity even though the user uses phony-ID sharing
data. The users’ privacy and the system security are
guaranteed due to anonymity and traceability.

• The authentication of the message is satisfied. In this
paper, each message is verified by receiver in session
key generation phase, which ensures the correctness of
the session key and ciphertext. The authenticated mes-
sage can derive symmetric key used in encrypted the
shared data.

1.2 Related Work

At present, the research results in the field of the secure data
sharing are quite rich.

In 2006, Ateniese et al. proposed a proxy re-encryption
scheme [8]. The scheme attempts to achieve secure data
storage in a semi-trusted environment, but the scheme is vul-
nerable to collusion attacks.

In 2007, Bethencourt and others first proposed the en-
cryption scheme based on ciphertext-policy attributes (CP-
ABE) [9]. Yu et al. proposed a scheme to prevent revoked
malicious user collusion attacks, but the scheme can only
be used for one-to-one data sharing, not for multi-party data
sharing in cloud environment [10]. Based on attribute en-
cryption, the scheme also provides effective access control.
Xu proposed a certificateless proxy re-encrypted data shar-
ing scheme in cloud environment [11]. In the scheme, the
data owner encrypts the data using a symmetric key. Chen
and Tzeng proposed a secure method of data sharing among
group members based on shared key deduction method [12].
The method uses binary tree to calculate the key. However,
because the key update mechanism is widely used in the
proposed scheme, the computational cost of the proposed
scheme is very high. In addition, because some operations
need centralized scheduling, this scheme is not suitable for
public cloud systems.

Afterwards, Khan et al. used El-Gamal encryption sys-
tem and bilinear pairing to share sensitive data in cloud en-
vironment by using trusted third parties as agents [13].

In 2016, Wei et al. present revocable-storage identity-
based encryption scheme used in data sharing in cloud com-
puting. And the security of the scheme is proved [14].

In 2018, Li et al. propose a based on CP-ABE
lightweight data sharing scheme for mobile cloud comput-
ing, which can reduce the overhead on the mobile device
side [15]. Ehab et al. propose a multilevel organizational
data-sharing scheme that introduces privilege-based access
structure into an attribute-based encryption mechanism [16].
Xu et al. present a fine-grained access control and data shar-
ing scheme for dynamic user groups, which allow the KGC
updating user credentials. In addition, the scheme includes
a revocable ABE structure by adopting the property of ci-
phertext delegation by exploiting [17].

In the cloud environment data sharing problem, how to
realize anonymous traceable data sharing still needs to give
a more perfect solution.

1.3 Our Organization

The remainder of this paper is organized as follows. Sec-
tion 2 introduces preliminary knowledge used later. Sec-
tion 3 describes the model of data sharing scheme including
system model and threat model. Section 4 presents the pro-
posed scheme in detail. Section 5 and Sect. 6 analyze the
security and performance respectively. Section 7 concludes
this paper and our work.

2. Preliminary

2.1 Bilinear Pairing

Let G1,G2 and GT be cyclic groups of prime order q. G1

is generated by g, G2 is generated by ĝ. A bilinear pairing
is a map e : G1 × G2 ← GT , which satisfies the following
properties:

Bilinearity. For all g ∈ G1, ĝ ∈ G2 and a, b ∈
Z∗p, e(ga, ĝb) = e(g, ĝ)ab. For P,Q ∈ G1 and R ∈ G2,
e(P,R)e(Q,R) = e(P + Q,R).

Non-degeneracy. If g is a generator of G1 and ĝ is a
generator of G2, e(g, ĝ) � 1.

Computability. e is efficiently computable.
Non-commutative. For any P, Q ∈ G1, e(P,Q) �

e(Q, P).

2.2 Short Signature

Signature guarantees that only the sender of information can
produce a string which can not be forged by others. The
string is also an effective proof of the authenticity of the
information sent by the sender [18]–[20]. In this paper, a
short signature is adopt. The description is presented as fol-
lows [21].

• Setup(k): Given the security parameter k, Setup out-
puts public parameters p.p← (p,G1,G2,GT , e). In the
following descriptions, we denote G∗1 = G1\1G1 .
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• Keygen(p.p): It selects g← G2 and (x, y)← Z2
p, com-

putes (X,Y) ← (gx, gy) and sets sk as (x, y) and pk as
(g, X,Y).

• Sign(sk,m): It selects a random number r ← G∗1 and
outputs signature σ← (r, rx+y·m) on a message m.

• Verify((pk,m, σ)): It parses σ as (σ1, σ2) and checks
whether σ1 � 1G1 and e(σ1, X · Ym) = e(σ2, g) are both
satisfied. If positive, it outputs 1, and 0 otherwise.

3. System Model and Threat Model

Our scheme is an anonymous and traceable data sharing
scheme in cloud. By using the session key, the security of
messages is ensured. In this section, the system model and
threat model of the proposed data sharing scheme are pre-
sented as follows.

3.1 System Model

In this section, the adopted system model in this paper is
shown in Fig. 2. Three entities are involved in the data shar-
ing model, which are Group, Cloud and the Trusted Third
Party. The detail description about the three entities is pre-
sented as follows [22].

Group. A data sharing group consists of some users
who want to share information of the same or similar topic.
Users can join a interested group and share their information
about the topic or obtain some messages from other group
members.

Trusted Third Party (TTP). TTP is a trusted entity
that initializes the system, generate system parameters. And
users send their real ID to TTP for registering the valid
group member identity. In addition, the users may upload
some irrelevant information about group topic leading to
message redundancy. TTP can trace the source of the irrel-
evant information according to the stored pairs even though
users adopt phony-ID. Moreover, before users upload the ci-
phertext message, TTP checks the validity of the signature
on plaintext message, namely, only the verified message can
be upload to cloud by users.

Fig. 2 System model.

Cloud. Cloud is an entity having unlimited comput-
ing resources and storage resources. Users can store a large
quantity of data in cloud. Meanwhile, users can download
the shared data by other users. In the same group, users can
upload the own encrypted message by the session key to
cloud. And other users use the same session key decrypting
the shared data after downloading the message from cloud.

In the proposed scheme, first, users need obtain a valid
identity from TTP. Then, the group members generate a ses-
sion key based on the matrix structure in order to ensure
secure data sharing. After that, uploader adopts symmetric
encryption algorithms using the session key to encrypt the
message and upload the ciphertext to cloud. All users in
cloud can download the ciphertext message, however, they
cannot decrypt the data. The users in the same group with
uploader can successfully get plaintext message. Note that
all users employ phony-ID when uploading and download-
ing messages so as to protect their privacy. In addition,
when a user report the irrelevant information to TTP, TTP
can trace the information uploader by comparing equation.

3.2 Threat Model

The threat model about the proposed scheme is presented in
detail as follows.

A. An attacker can intercept messages communicated
between two legal vehicles, and then temper with or regen-
erate messages. The attacker poses falsely as a legitimate
vehicle to communicate with other vehicles.

B. An attacker tries to obtain the previous session key,
if it obtains the long-term private key of one or more vehicle
and learns some public information of other vehicles. The
attacker can be a curious vehicle in the current session or an
external attacker.

C. An attacker obtains a long-term key of a user or the
previous complete session keys and disguises as a user to
communicate.

4. The Proposed Scheme

In this section, an anonymous and traceable data sharing
scheme is introduced in detail.

4.1 System Initialization

A trusted third party (TTP) initializes the system and regis-
ters users. First, TTP chooses two random number (x, y) ←
Z∗q as its private key pair, computes X = gx, Y = gy, and
sets (X,Y) as its public key pair. Then, TTP chooses three
hash functions: H1 = {0, 1}∗ → {0, 1}∗, H2 = {0, 1}∗ → G1,
H3 = {0, 1}∗ → Z∗q . Finally, each user sent its ID ∈ {0, 1}∗ to
TTP via a secure channel.

TTP selects a random number s0 ← Z∗q , computes s1

which satisfies s0s1 = 1 mod q and sets (s0, s1) as user’s
private key pair [23]. TTP computes S = s1H2(ID), W =

(S +X) and each user’s public key pair (P0, P1), where P0 =

gs0 and P1 = g
s1 . TTP publishes the system parameters
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Fig. 3 Matrix structure.

{q,G1,G2, e, g, X,Y,H1,H2,H3}, while keeping (x, y) secret.
In addition, TTP sends the private key pair (s0, s1), W and S
to each user via a secure channel.

4.2 Session Key Generation

In this subsection, the detailed session key generation is de-
scribed. A matrix structure is employed in key generation.
Let k =

√
n, where n is the user number of a data sharing

group [24]. In this paper, a 9-group is chosen. All users are
presented in a 3 × 3 matrix, where a node is corresponding
to a user as Fig. 3.

The session key generation is divided into two parts.
In the first part, the row users in the matrix communicate
with each other. In the second part, the column users in the
matrix exchange the information got in the first part with
each other.

Part 1. Each user Ui need select a random number
αi ← Z∗q and compute the phony-ID PIDi = H1(IDi||αi) for
hiding the real ID. Then, Ui computes Qi = H3(PIDi)S i,
and Mi = e(Qi, Pj0) as a part of the session key, where Pj0

is the public key of the receiver U j. In addition, in order to
authenticate the validity of the information, each user need
compute Ti = e(H3(PIDi)Wi, g) and select a time stamp ti.
Each user Ui sends the message {Mi,Ti, ti, PIDi} to the users
in the same row in matrix structure. We present the detail
session key generation process form the viewpoint of U1 as
follows. U1 will receive two messages {M2,T2, t2, PID2}
and {M3,T3, t3, PID3} form U2 and U3 respectively. U1

checks whether the time stamp t2 and t3 are valid. If they
are within the validity period, U1 decrypts M2 and M3 by
using its private key, otherwise, closure.

M′2 = Ms21
2 = e(H3(PID2)s11H2(ID2), g)

M′3 = Ms31

3 = e(H3(PID3)s11H2(ID3), g)

Then, U1 integrates the received message form U2 and U3

as follows.

D1 = M′1M′2M′3

=

3∏

i=1

e(H3(PIDi)si1H2(IDi), g)

= e(
3∑

i=1

H3(PIDi)si1H2(IDi), g)

Finally, similar to U1, other users do the same operations.
Part 2. Each user Ui sends the integrated information

{Mi,Ti, ti, PIDi,Di} to the column users in matrix structure.
From the viewpoint of U1, the session key generation pro-
cess is described in detail as follows. U1 received the mes-
sages {M4,T4, t4, PID4,D4}, {M7,T7, t7, PID7,D7} from U4

and U7 respectively. U1 derives the session key as

K = D1D4D7.

From the Part 1,D4 = e(
∑6

i=4 H3(PIDi)si1H2(IDi), g) and
D7 = e(

∑9
i=7 H3(PIDi)si1H2(IDi), g). Namely, the session

key is computed as follows.

K = D1D4D7

= e(
3∑

i=1

H3(PIDi)si1H2(IDi), g)

e(
6∑

i=4

H3(PIDi)si1H2(IDi), g)

e(
9∑

i=7

H3(PIDi)si1H2(IDi), g)

= e(
9∑

i=1

H3(PIDi)si1H2(IDi), g)

If all users implement the above items, they will derives the
same session key contained secret information of all users
for encrypted the shared data.

In order to ensure the validity of the information,
the receiver need not only check the time stamp, but
also guarantee that the message is not tampered by at-
tacker [24]. Before integrating the information, Ui com-
putes E j = e(H3(PIDj)X, g) using the received message
{Mj,T j, t j, PIDj}. Then, Ui checks the validity of the in-
formation by determine the equation as follow.

M′jE j
?
= T j

M′jE j = e(H3(PIDj)s j1H2(IDj), g)e(H3(PIDj)X, g)

= e(H3(PIDj)(s j1H2(IDj) + X), g)
?
= T j

If the equation holds, the message is valid; otherwise, it is
tampered with attacker.

4.3 Data Sharing and Identity Disclosing

Users in a group can share their information with each other
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in cloud. However, the information is related to users’ pri-
vacy. In order to prevent privacy disclosure, all data need be
encrypted before uploading to cloud [25], [26]. In this pa-
per, we use the session key derived in Sect. 4.2 to encrypting
the data with classical encryption algorithms.

• Upload data. Ui shares the message m to group mem-
bers. The user obtains the ciphertext Cm by using
symmetric encryption algorithms with session key K,
namely, Cm = EK(m)[27].
Then Ui selects a random number ri ← Z∗q , and com-
putes ui0 = PIDsi0

i and ui2 = rsi1
i . Ui generates the

signature σ = (σ1, σ2) on message m, where σ1 = ri

and σ2 = rsi0+si1m
i . Ui sends the signature (σ,m) and

{IDi, ui1, ui2} to TTP. After TTP checks the validity of
σ, Ui will upload the message {Cm, PIDi, σ1} in cloud.
Meanwhile, TTP stores the information {IDi, ui1, ui2}
about Ui. TTP checks the signature as follows.

e(σ1, Pi0Pm
i1)

?
= e(σ2, g)

e(σ1, Pi0Pm
i1) = e(ri, g

si0gsi1m) = e(ri, g)
si0+si1m

= e(rsi0+si1m
i , g) = e(σ2, g)

• Download data. U j in the same group with Ui can
download the message {Cm, PIDi, σ1} uploaded by Ui.
U j uses the session key K to decrypt the ciphertext Cm,
namely, m = DK(Cm).

• Identity Disclosing. Some members in data sharing
group may upload information not conforming to the
group topic. When a user downloads the irrelevant in-
formation {C′m, PID′i , σ

′
1}, it can report the situation to

TTP with the downloaded message.
TTP can trace the real ID uploading the irrelevant in-
formation according to the messages which all users
store in TTP. The user sends the irrelevant information
{C′m, PID′i , σ

′
1} to TTP. Then, TTP determines the equa-

tion whether holding by using {IDi, ui1, ui2} until equa-
tion holds.

e(ui2, ui1)
?
= e(σ′1, PID′i)

e(rsi1
i , PIDsi0

i ) = e(ri, PIDi)
si1 si0

= e(ri, PIDi)
?
= e(σ′1, PID′i)

When the equation holds, the ID corresponding with
(ui1, ui2) is the real identity uploading the irrelevant in-
formation {C′m, PID′i , σ

′
1}.

5. Security Analysis

In this section, the security of the proposed scheme is ana-
lyzed.

5.1 Man-in-the-Middle Attack Resistance

A Man-in-the-middle attacker can collect the communica-
tion message among users, tamper with messages or regen-
erate messages. In this paper, we assume that the message

can be intercepted in session key generation phase. The de-
scription is presented in detail as follows. An attacker dis-
guises a legal user and interrupts the communication mes-
sage. Then the attacker tampers with the PIDj and selects
a new PID′j in order to access the verification. The receiver
can distinguish the validity of the message as follows. The
receiver computes E j = e(H3(PIDj)X, g) according to the
process and decrypts Mj using the session key. Then the
receiver checks the validity of the information.

M′jE j = e(H3(PID′j)s j1H2(IDj), g)e(H3(PIDj)X, g)

� e(H3(PID′j)(s j1H2(IDj) + X), g)

� T j

It is clear that the tampered message cannot access the ver-
ification. So the proposed scheme can resist man-in-the-
middle attack.

5.2 Forward Secrecy

Forward secrecy means that an attacker does not know
the previous session key even though the attacker knows
the current session key. When group members change,
users update the session key. The session key structure
is K = e(

∑n
i=1 H3(PIDi)si1H2(IDi), g), and IDi is private.

Even though an attacker gets all IDi of the current ses-
sion, the attacker cannot know the changed ID. In addition,
PIDi = H1(IDi||αi) where αi is a different random number in
each session. So the attacker cannot compute the previous
session key, namely, the proposed scheme is characterized
by forward secrecy.

5.3 Replay Attack Resistance

Reply attack means that an attacker sends a repeated mes-
sage to the legal users. In this paper, a time stamp t is in-
cluded in the sent message. Receivers check the validity of
the time stamp. If t is fresh, continue; otherwise, discard the
message. Namely, the proposed scheme can resist replay
attack.

5.4 Key-Compromise Impersonation

Key-compromise impersonation means that the private key
exposure of a user cannot lead to leaking other users’ pri-
vate key. In the proposed scheme, each user’s private key
is distributed by TTP. The private key is a key pair (s0, s1)
structure, where s0 and s1 are two random numbers and not
related to the user information. If a user’s private key ex-
poses, an attacker cannot determine other users’ private key
pair. So other users’ key is secure.

5.5 Anonymity

Users’ ID is related to the privacy of each user. When the
group topic refers to the sensitive information of users, for
instance, medical data, body index data and trip route, users
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hope that their ID can be protected [28]. In the proposed
scheme, users’ ID is hidden and exchanged into phony-ID,
where PIDi = H1(IDi||αi). Each user uploads the message
using phony-ID. The downloader knows the phony-ID in-
cluded in uploading message of the uploader. In addition,
due to the random number αi and the one-way hash func-
tion, receiver cannot recovery the real ID. So the proposed
scheme is anonymous.

5.6 Traceability

Traceability means that the trust third party can trace the
source of the data in cloud. An effective and secure pro-
tocol should not only protect the privacy of group mem-
bers but also trace the source of the irrelevant messages.
Some group members may share the irrelevant information
to other users, which is not allowed. When a user dis-
covers this situation and reports to TTP, TTP can trace the
real ID of the uploading the information [29]. TTP checks

the equation e(ui2, ui1)
?
= e(σ′1, PID′i) according to the pair

(ui1, ui2) stored in TTP by each user and receiving message
(σ′1, PID′i) one by one, until the equation holds. The pair
that makes the equation hold is the receiver. TTP finds the
related to real ID on the basis of the pair (IDi, ui1, ui2). After
identifying the real ID, TTP removes the user. And the all
group members restart the data sharing scheme [30], [31].

6. Performance Analysis

In this section, the performance of the proposed scheme is
simulated and analyzed.

6.1 Performance Analysis

In this section, the proposed data sharing scheme is analyzed
in terms of the session key generation and the process that
TTP trace the real ID. In the session key generation phase,
the computational cost of each user is equal. In the trace-
able phase, the computational cost of TTP is unfixed, so it is
discussed in two cases, the best case and the worst case.

In the session key generation, each user need do
one point multiplication H3(PIDi)S i and one weil pairing
e(Qi, Pj0) for computing the part of the session key. Then,
for authentication, each user need compute two point multi-
plications H3(PIDi)Wi and H3(PIDi)X, and three weil pair-
ings e(H3(PIDi)Wi, g), e(H3(PIDi)X, g) and M′i Ei. For de-
crypting the Mi, each user need compute two exponentia-
tions Msi1

j . In the process of the session key combination,
each user need compute two weil pairings Di and K. The
total cost is listed in Table 1 in detail.

Table 1 The total cost of each user on the session key.

Propagation mode Point multiplication Weil pairings Exponentiation

Multicast 3 6 2

* n: the number of vehicles, tp: point multiplication by vehicles, tw:
Weil pairings by users, te: exponentiation by users.

Fig. 4 Computation cost of each user.

Fig. 5 Total cost of each user.

In the process of tracing the real ID, TTP computes
one weil pairing e(σ′1, PID′i) according to the received mes-
sage. And in the best case, TTP only computes one weil
pairing e(ui2, ui1), which satisfies the equation e(ui2, ui1) =
e(σ′1, PID′i). In the worst case, TTP need compute all weil
pairings e(ui2, ui1).

6.2 Performance Evaluation

In this section, the proposed scheme is simulated in a per-
sonal computer by using the pairing-based cryptography
(PBC) library and the GUN multiple precision arithmetic
(GMP) library. And the simulation environment is pre-
sented as follows: 1) CPU: Intel(R) Core(TM) i5-4200U; 2)
Random-access Memory: 4 GB (3.89 G available); 3) Read-
only Memory: 1 T; 4) OS: Ubuntu 12.04 x64 over VMware
workstation full 12.5.2.

The computation cost of each user is presented in
Fig. 4. The computation cost of the part of session key, au-
thentication and session key generation is described respec-
tively. The total cost of each user is presented in Fig. 5. In
Fig. 6, the computation cost of TTP in tracing real ID is pre-
sented. Note that the worst case which TTP traces the real
ID is less than 0.06s. So the proposed data sharing scheme
is practical.
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Fig. 6 Computation cost of TTP.

7. Conclusion

Cloud is effective and provides convenience for our life due
to the unlimited computing resource and storage resources.
In addition, based on the characteristic of cloud, data shar-
ing greatly reduces the cost of data management and data
processing. However, existing data sharing schemes don
not consider the privacy of users. In this paper, an anony-
mous data sharing scheme is proposed. Users’ real ID can-
not exposed. In addition, in order to remove the dishonest
users, TTP can trace the resource of the irrelevant informa-
tion. Additionally, the simulation shows that the proposed
scheme is effective in practice.
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