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SUMMARY  With the development of Internet technology, the demand
for signing electronic contracts has been greatly increased. The electronic
contract generated by the participants in an online way enjoys the same le-
gal effect as paper contract. The fairness is the key issue in jointly signing
electronic contracts by the involved participants, so that all participants can
either get the same copy of the contract or nothing. Most existing solutions
only focus on the fairness of electronic contract generation between two
participants, where the digital signature can effectively guarantee the fair-
ness of the exchange of electronic contracts and becomes the conventional
technology in designing the contract signing protocol. In this paper, an
efficient blockchain-based multi-party electronic contract signing (MECS)
protocol is presented, which not only offers the fairness of electronic con-
tract generation for multiple participants, but also allows each participant to
aggregate validate the signed copy of others. Security analysis shows that
the proposed MECS protocol enjoys unforgeability, non-repudiation and
fairness of electronic contracts, and performance analysis demonstrates the
high efficiency of our construction.
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1. Introduction

With the rapid development of information technology, to-
day’s business cooperation can sign electronic contracts
through the Internet. Compared with paper contracts, elec-
tronic contracts do not need paper as the carrier, and there
is no storage cost of contract documents. In addition, elec-
tronic contracts do not cost manual storage, and there is no
risk of loss and damage. In the process of electronic con-
tract signing, the transportation cost, contract express fee
and long waiting time of all parties of signing the paper
contract are removed, which improves the efficiency of con-
tract management and facilitates the inquiry and review at
any time. However, for the use of electronic contracts, the
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security and reliability of data storage has always been a
problem in performing e-commerce[1]. Under the tradi-
tional centralized storage mode, even if the backup is carried
out in multiple cloud spaces, the risk of data loss and tam-
pering due to hacker attack, system failure and other reasons
cannot be eliminated.

Blockchain is a technology based on consensus algo-
rithms, which can be seen as a distributed database ledger
technology. With a linked list structure of data blocks, it can
maintain immutable and continuously growing data records.
Therefore, when using the blockchain technology, data loss,
forgery and tampering on a single node will not affect the au-
thenticity and integrity of the data on the whole blockchain.
Thus, the security and reliability of electronic contracts can
be guaranteed.

Fair contract signing over the Internet is becoming
more and more popular. The essence of fair contract sign-
ing protocol is that the participants exchange digital signa-
tures of the contract fairly, which is based on the practical
application of fair exchange protocol. It is a major chal-
lenge to overcome the trust frontier without the necessity
of trusted third parties (TTP) in realizing fair exchange [2].
Notice that the blockchain can functionally provide a de-
centralized TTP. At the bottom of the blockchain is a dy-
namically growing block table, in which the original data
and timestamp of all transactions are recorded. The times-
tamp provides a higher level of data recording dimension,
and any node can restore the application data state at every
time since the creation block.

Based on the characteristics of blockchain, such as
decentralization, tamper-proof, traceability, openness and
transparency, many blockchain-based electronic contract
signing protocols have been proposed[3]-[5]. Ferrer-
Gomila et al.[1] used blockchain technology, without the
need for a TTP arbitrator, to propose a fair contract sign-
ing protocol between two parties. Draper-Gil et al. [6] and
Guo et al. [7] discussed fair contract signing protocols based
on blockchain in the case of multi-party signing. However,
there is not yet a multi-party electronic contract signing pro-
tocol based on blockchain with higher efficiency and better
security.

1.1  Our Contributions

To address the above mentioned issues, this paper proposes
a multi-party electronic contract signing (MECS) protocol

Copyright © 2022 The Institute of Electronics, Information and Communication Engineers
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based on the blockchain from the legally fair contract sign-
ing technology without keystones[8]. In our MECS pro-
tocol, each contract participant needs to upload his or her
own identity information, public key and signature to the
blockchain, and use the aggregation verification algorithm
to verify the signatures of other participants. After all par-
ticipants are successful in verification, the contract initiator
will upload the co-signature to the blockchain, so that others
can verify whether the contract is valid. Through analysis
and comparison with existing multi-party contract signing
protocols, it is shown that the proposed MECS protocol is
unforgeable, undeniable, fair and efficient.

1.2 Related Works

The main attribute that the contract signing protocol must
achieve is the fairness of the transaction. The solutions pro-
posed so far fall into two broad categories. One is the TTP-
free protocol [9], where participants exchange signatures on
the contract “bit by bit”. In this case, the parties in the pro-
tocol gradually reveal their secrets over multiple rounds. It
has the advantage of eliminating TTP, but it is not suitable
for real-world applications because of its high communica-
tion cost, and it requires equal computing power between
communication parties. The other is to introduce a TTP to
achieve fairness, which can be subdivided into two types,
that is, online and offline protocols.

In a contract signing protocol, a TTP can make the
signing process easier and more efficient. In the online TTP
protocol [10], the main problem is that the TTP becomes a
system bottleneck when there are multiple participants in
the system. A contract signing protocol using an offline
TTP[11], [12] is more practical, where the offline TTP is
only involved in disputed cases and is called an optimistic
contract signing protocol. However, when TTP is employed
to ensure fair trading, it is difficult for signatories to agree
on a TTP that both parties trust. Zhai et al.[13] proposed
an electronic contract signing protocol between two parties
with a low-storage-TTP, but the existence of the TTP makes
the contract signing subject to many restrictions and has
trust issues. In addition, the existence of the TTP can be
a bottleneck, as it can be a single point of failure or subject
to external or internal attacks.

Chen et al. proposed the concept of concurrent sig-
nature [14] for the first time, which allows two entities to
generate two signatures in such a way that, from any third
party’s point of view, the identity of the signer is not clear
until the party has published additional information (key-
stone). Once keystone is released, both signatures will be
binding on its true signers. Concurrent signature is highly
efficient, requires neither a trusted arbitrator nor a high de-
gree of interaction between parties, and does not rely on
a computational balance between parties. Chen et al. pro-
posed a concurrent signature scheme [14] based on the ring
signatures [15], [16] and designated verifier signatures [17],
which can realize the signature exchange without relying on
a TTP. Assuming that calculating the discrete logarithm is
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difficult, the scheme is proved secure in the random oracle
model. The scheme is an improvement based on Schnorr’s
signature, but the construction of the scheme is not abuse-
free.

Susilo et al. further proposed a perfect concurrent sig-
nature scheme [18] to strengthen the fuzziness of concur-
rent signatures. That is, even if it is known that both sign-
ers have signed one of the two ambiguous signatures, no
third party can infer who signed which signature. How-
ever, Wang et al. [19] pointed out that the concurrent signa-
ture scheme proposed by Susilo et al. [18] was not actually
concurrent, and proposed an attack that enables the origi-
nal signer to release a carefully prepared keystone. Also,
an effective method resisting this attack was proposed by
Wang et al.[19] so that the improved scheme was truly
perfect for concurrent signature. The legal and fair con-
tract signature scheme (without keystone) [8] proposed by
Ferradi et al. can complete the exchange of signatures be-
tween two parties without keystone, which guarantees legal
fairness and no abuse. However, this scheme requires mul-
tiple interactions between two parties, which poses security
risks.

In recent years, the blockchain technology has received
widespread attention, and its decentralized characteristic has
been used to solve problems in multi-user setting. Zhang
et al. [20] proposed a two-party fair contract signing scheme
based on Ethernet smart contract technology, which used
automatic smart contracts instead of TTP during the con-
tract signing process. Huang et al. [3] proposed a fair three-
party contract signing protocol that uses verifiable encrypted
signature and blockchain to achieve fair exchange. Ferrer-
Gomila et al. [1] proposed the first contract signing solution
based on Bitcoin. The solution has made improvements in
cost, efficiency and compliance with security requirements,
but it also has limitations. The first point is that a user must
have cryptocurrency from the blockchain to support the pro-
tocol. The second limitation refers to the specified time
limit. In order to ensure timeliness and fairness, a time limit
is specified in the contract signing protocol, but the signa-
tories have no control over how long the miners may take
to publish their transactions on the blockchain. This means
they may have to restart during periods of high traffic.

2. Review of Legally Fair Signature without Keystones

In [8], Ferradi et al. put forward a contract signing paradigm
based on the Schnorr signature, which does not need key-
stones to achieve legal fairness. As recalled in Fig. 1, this
contract signing paradigm produces a co-signature binding a
pair of users, and can be adapted to many signature schemes
based on Discrete Logarithm Problem (DLP). The contract
signing protocol is proved to be secure in the random oracle
model under the assumption of the hardness of solving DLP.
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blockchain.

3. System Model and Security Requirements e COP: Contract participants include one contract initia-

3.1 System Model

tor and multiple contract signatories. Contract partici-
pants can upload and download data from blockchain,
and the contract initiator is responsible for upload-

As shown in Fig. 2, a MECS system consists of three types ing the contract information and co-signature to the
of entities, namely, a notary office (NTO), many contract blockchain after all the participants have signed.
participants (COP) and blockchain. e Blockchain: Blockchain is a decentralized distributed

e NTO: A notary office is a trusted entity for generat-
ing public parameters that need to be uploaded to the

Party A

YaB =Ya - Ym
S
ka —Z,

_ gk
ra=g*

t = o-(ral|Alice||Bob)

if H;(0||rp) # p then abort
r=ra-rg
e = Hi(1||m||r||Alice||Bob)

sa=ka—examodq

if sp is incorrect then abort

s=S5s+5pmodq

ledger database with unforgeability, traceability, open-
ness, transparency, and other characteristics, and sup-
ports information verification and transmission.

Party B 3.2 Security Requirements
YaB = YA Ys
s . A secure MECS system needs to satisfy the following
ke <2 requirements.
rg =g
= H,(0llrs) o Unforgeability: The signature of the parties to the con-
P tract is not forgeable. If one party does not sign the
. contract after negotiation, it is impossible for other par-
_— ties to forge a legal contract.
iftis H.lcorrea then abort e Non-repudiation: During the signing of the contract,
rs store  in £ the information sent by COPs cannot be denied. Given
a signed contract, each COP cannot deny having signed
F=rars it. Non-repudiation is a prerequisite for fairness.
e = Hy(1|mllr| Alicel|Bob) o Fairness: When a contract is signed by multiple par-

ties, it shall be relatively fair for each party involved
in the contract. The contract can only come into force
after all the parties have signed the contract.
o Effiency: In the process of contract signing, the inter-
54 action between COPs can be reduced and the efficiency
of signature and verification can be improved.

sp=kp —expmod q

store s in L

if 54 is incorrect then abort

S=Sat s mlod q A correct MECS construction should satisfy the fol-
if {m.r, s} is valid then lowing conditions: If all participants faithfully follow the

erase t, sp from £ procedures, then

Fig.1  The legally fair signature without keystones [8]. 1) Each COP can successfully aggregate and verify the
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Alice Bob
(Contract initiator) (Contract signatory)

Blockchain

O XX &_
ﬂ\g Other participants i
Carol Dave
(Contract signatory) (Contract signatory)

Fig.2  System model of MECS
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signatures of all other COPs;

2) Any user is able to successfully verify the validity
of the co-signature on contract information uploaded by the
contract initiator to the blockchain.

4. MECS Construction

This section introduces a MECS construction based on
blockchain. The frequently used notations are summarized
in Table 1. The security of the proposed MECS construction
relies on the hardness of solving the following DLP.
Discrete Logarithm Problem. Let G = (g) be a cyclic

group of prime order g. Given h i G, find a such that
h = g“.

e Setup: NTO takes the security parameter 17 as input
and generates a cyclic group G = (g) of prime order
g. NTO chooses two collision-resistant hash functions
Hy : {0,1}* - {0,1}* and H, : {0,1}* — Z,, and
then puts the public parameters (G, g, q, H;, H>) on the
blockchain.

o KeyGen: Each COP u; takes the system pubhc param-

eters as input, chooses a random number x; <— Z, as
the private key, and calculates

Yi=9g"

as the corresponding public key. Then he/she puts the
identity information u; and the public key y; on the
blockchain.

e PaSignGen: Each COP y; takes system public param-
eters and identity information (uy, - - - , u,) as input, se-

$
lects a random number k; « Z;, calculates
ki
ri=g
pi = Hi(rill |- - - lleanll2:)

where ¢; is the timestamp, and writes the partial signa-
ture tuple (ry, p;, t;, Uy, - -+ , Uy,) to the blockchain.

o Signing: COP y; takes system public parameters, iden-
tity information (u1, - - - , u,), the contract information

Table 1  Notations

Notations Descriptions
U Contract participant set U = {ug, u2,- - , )}
ui Contract initiator
u; Contract signatory fori =2,--- ,n
b% Security parameter
A A number determined by y

X i M Pick element x uniformly random from M
oy Private key and public key of

b Yi contract participant u;
m Contract to be signed
G Cyclic group of prime order g
B A subset of Z;
O; Element in set B
78 Binary length of elements in B
s Co-signature on contract
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m, and his/her secret key x; as input, downloads all
other participants’ partial signature tuples from the
blockchain and verifies the correctness of all p;. After
successful verification, for the contract m to be signed,
COP u; calculates (r, e, s;) as follows

n
r = l_[ri
i=1

e = Hy(L|lm||rljuy[se2]| - - - [letn)

si =k;—ex; mod g

and uploads s; to the blockchain.

o AgVerify: COP u; takes system public parameters, the
partial signature tuples, the public keys and signatures
of other participants as input, randomly pleS a vector

= (61, ,0i-1,0is1,*+ ,0,), Where §; & B with Lp-
bit length, and B is a subset of Z;. COP u; checks the
following equality

1 5. En: 50 1 ‘
l—l rj’ =gl 1_[ yjﬁf (D)

Jj=1,j#i Jj=1j#i

If it holds, then outputs 1, which means the signatures
of other COPs are valid, otherwise 0.

e CoSign: COP y; takes system public parameters and
the signatures of all COPs as input, calculates

n
s = Z s; mod g
i=1

Then the co-signature tuple (m,r, s) is written to the
blockchain by the contract initiator.

e MuVerify: Take the co-signature tuple (m,r, s) and
public keys y1,y2, - , y, as input, any one can validate
whether it satisfies the following equality

g - (]_[ yi) =7 @

i=1

where e = H,(1||m||r||uy||uz]| - - - ||uy,). If it is true, then

outputs 1, otherwise 0.
Theorem 1: The proposed MECS construction is correct.

Proof 1: In order to prove the correctness of our MECS
construction, it is necessary to prove that two Eqs. (1) and
(2) are satisfied.

For the signatures generated by COPs, Eq. (1) holds as
follows

n n e
& Sid 5
g/— SJFL . l_l yj J

J=1,j#i
l_l g*° ]_[ UJ
Jj=1,j#i

Jj=1,j#i

n

l_[ gSj5.f .yje‘5f

j=1, i
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J=1j#i
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—_
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&
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Q
Kol
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S
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<
S

J=1j#i
n n
-1
J
J=1j#i J=1j#i

For the co-signature (r, s) on contract m, Eq. (2) satis-
fies as follows

n € is_ n
g’ - [l_[ yi] = g=! E l_[.’/ie
1 i=1

i=
= ﬁ(g"’ Y€)= ﬁri =r
i=1 1

i=

Thus, the proposed MECS construction is correct.
5. Analysis and Comparison
5.1 Security Analysis

Theorem 2: The proposed MECS construction is unforge-
able under the assumption that the DLP is hard.

Proof 2: The signature in the proposed MECS construc-
tion is based on the Schnorr signature. Note that the
security of Schnorr signature scheme has been formally
proved under the assumption of DLP in the random oracle
model [21], [22]. Thus, the proposed MECS construction
also enjoys unforgeability in the random oracle model un-
der the DLP assumption.

Theorem 3: The proposed MECS construction is undeni-
able.

Proof 3: Since the signed contract is publicly verifiable,
after a participant sends his or her signature s;, anyone
can verify whether he or she generates a valid signature by
checking whether g% - y;¢ = r; is correct. As long as the veri-
fication is passed, each COP cannot deny the message of his
or her signature, thus achieving non-repudiation. Also, since
the blockchain has the characteristics of openness, trans-
parency and traceability, it can act as a distributed database
to record every data transmitted on it. When a COP denies

IEICE TRANS. INF. & SYST., VOL.E105-D, NO.2 FEBRUARY 2022

that he/she has uploaded data to the blockchain, other COPs
can verify it through the blockchain. Therefore, no COPs
can deny the sent information, which means the proposed
construction is undeniable.

Theorem 4: The contract generation process in the pro-
posed MECS construction is fair.

Proof 4: The blockchain can record every transaction
made by honest parties very well. Malicious users cannot
lie about their actions, that is, COPs cannot lie about the
signatures they did not send or deny data they have sent. In
the proposed MECS construction, the fairness is achieved
by the co-signature, which can bind all the COPs. If the
contract signer who last sent the signature does not upload
his/her own signature after obtaining the signatures already
uploaded to the blockchain by other COPs, that party may
not use the co-signature as evidence of the other COPs’ sig-
natures to the contract. Because of the simultaneity of sig-
natures, the fairness of MECS will not be affected if the pro-
tocol is terminated at any step. Hence, the proposed MECS
construction offers fairness.

5.2 Theoretical Analysis

As shown in Table 2 and Table 3, our MECS construc-
tion is compared theoretically and functionally with existing
schemes, where n is the number of signers, P is a bilinear
pair operation, S is a scalar multiplication operation in G,
E is a point addition operation in G, and H is a hash op-
eration. In order to facilitate comparison, G in our MECS
construction is regarded as an elliptic curve addition group.

Xiao et al.’s scheme [23] and Zhang et al.’s scheme [20]
deal with the signing of an electronic contract between two
parties, whereas our scheme supports multiple signatories.
Zhang et al.’s scheme [20] is designed in bilinear groups,
while our MECS construction is proposed in general cyclic
groups. Under the same conditions, the computation over-
head of bilinear pair is much higher than that of exponen-
tial operation, so the verification overhead in our scheme is
lower than that of Zhang et al.’s scheme [20].

Among these solutions, only our scheme can support
applications in multi-user environment and aggregate veri-
fication. All three schemes offer fairness for contract sign-
ing, where Xiao et al.’s scheme [23] relies on a third party,
while Zhang et al.’s scheme [20] and our scheme do not

Table 2  Theoretical comparison
Protocol No. of signers | KeyGen cost Signing cost AgVerify cost
Xiao et al.’s scheme [23] 2 N S+3H 2S+H
Zhang et al.’s scheme [20] 2 285+ P 28 35 +2P
Our scheme n S S+(n—-1DE+H | 2nS+2n—-4)E
Table 3  Functional comparison
Protocol Multi-user | TTP | Aggregate verification | Fairness
Xiao et al.’s scheme [23] - N - v
Zhang et al.’s scheme [20] - - - Vv
Our scheme v - v v
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Fig.3  Time cost of each phase.

need an additional third party. Compared with Xiao et al.’s
scheme [23], the signatures of COPs in our construction are
exchanged via blockchain, which reduces the interactions
between COPs. Also, the information uploaded by COPs
cannot be tampered with, thus the security is improved.

5.3 Performance Evaluation

We conducted the experiments of the proposed MECS con-
struction and Zhang et al.’s scheme [20] using Go and So-
lidity programming languages, on a platform with Ubuntu
16.04 operating system and 4GB memory. The machine
is with an AMD Ryzen 5 4600H at 3.00 GHz, and 16 GB
memory. The elliptic curve is of Type A (4> = x> + x) such
that g is a 256-bit prime and the element size in group G is
512 bits.

We use the same contract document for evaluating two
schemes. Figure 3 shows the timing cost comparison of
each phase of two schemes, including KeyGen phase, Sign-
ing phase and AgVerify phase. The comparison shows
that the MECS scheme is more efficient than Zhang et al.’s
scheme [20] in all phases, which is due to that Zhang et al.’s
scheme [20] relies on the resource-intensive bilinear pairing
operation.

In the AgVerify phase, the aggregate verification mech-
anism is used by the proposed MECS scheme, in which a
COP only needs to verify once to validate the signatures of
all other COPs. Figure 4 shows the time cost of aggregate
verification with 10 through 100 COPs’ signatures, respec-
tively. It can be seen that the time of aggregate verification
increases linearly with the number of COPs. Figure 5 shows
the time cost of writing data to blockchain in five phases
of Setup, KeyGen, PaSignGen, Signing and AgVerify,
respectively.
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6. Conclusion

To address the fairness and efficiency in achieving multi-
party contract signing, this paper proposed an electronic
contract signing protocol based on blockchain. The pro-
posed MECS construction supports aggregate verification
mechanism to validate the signed data from other partici-
pants. All information are exchanged via blockchain, which
can reduce the amount of interactions between COPs, im-
prove efficiency and provide security guarantee. The anal-
ysis showed that the proposed MECS construction is more
efficient than existing ones.
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