280

IEICE TRANS. INF. & SYST., VOL.E105-D, NO.2 FEBRUARY 2022

| PAPER Special Section on Blockchain Systems and Applications

Toward Blockchain-Based Spoofing Defense for Controlled
Optimization of Phases in Traffic Signal System

Yingxiao XIANG ™, Chao LI, Tong CHEN', Yike LI'Y, Endong TONG ', Wenjia NIU'?, Qiong LI'?,

SUMMARY  Controlled optimization of phases (COP) is a core imple-
mentation in the future intelligent traffic signal system (I-SIG), which has
been deployed and tested in countries including the U.S. and China. In such
a system design, optimal signal control depends on dynamic traffic situation
awareness via connected vehicles. Unfortunately, I-SIG suffers data spoof-
ing from any hacked vehicle; in particular, the spoofing of the last vehicle
can break the system and cause severe traffic congestion. Specifically, coor-
dinated attacks on multiple intersections may even bring cascading failure
of the road traffic network. To mitigate this security issue, a blockchain-
based multi-intersection joint defense mechanism upon COP planning is
designed. The major contributions of this paper are the following. 1) A
blockchain network constituted by road-side units at multiple intersections,
which are originally distributed and decentralized, is proposed to obtain ac-
curate and reliable spoofing detection. 2) COP-oriented smart contract is
implemented and utilized to ensure the credibility of spoofing vehicle de-
tection. Thus, an I-SIG can automatically execute a signal planning scheme
according to traffic information without spoofing data. Security analysis for
the data spoofing attack is carried out to demonstrate the security. Mean-
while, experiments on the simulation platform VISSIM and Hyperledger
Fabric show the efficiency and practicality of the blockchain-based defense
mechanism.

key words: traffic signal system, connected vehicles, data spoofing attack,
blockchain, defense mechanism

1. Introduction

Intelligent transportation systems (ITSs)[1] play a signifi-
cant role in development of smart cities, aiming to achieve a
safe and efficient integrated transportation system, and have
attracted increasingly more attention from government de-
partments, scientific research institutions, and scientific and
technological enterprises. ITSs have been widely studied
and applied due to their environmental friendliness, high
performance, and easy deployment. For instance, since
September 2016, the U.S. Department of Transportation has
piloted the deployment of the intelligent traffic signal sys-
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Fig.1 Intelligent traffic signal control scenario.

tem (I-SIG)[2] in some U.S. states, including California,
Florida, and New York. The Ministry of Transportation of
China relied on Didi to pilot the intelligent traffic signal sys-
tem at 344 road intersections in Jinan, Shandong Province in
2018. As a critical component, the I-SIG system is respon-
sible for performing dynamic and optimal signal control
based on automatic traffic situation awareness, by leveraging
the emerging connected vehicle (CV) technology [3], [4],
which empowers vehicles to communicate with the sur-
rounding environment, including Road-side Units (RSUs),
traffic signal control infrastructure, and nearby vehicles, by
using On-Board Units (OBUs) to periodically broadcast Ba-
sic Safety Messages (BSMs) including real-time vehicle tra-
jectory data (e.g., location and speed), as shown in Fig. 1.
Unfortunately, with the rapid development of CV tech-
nology, growing connectivity also opens a new door for cy-
ber attacks. In some recent studies [5]—[7], it has been re-
vealed that traffic control systems are at risk of malicious
attacks, in which the attackers can process vehicle informa-
tion such as location, speed, direction, and acceleration to
affect the results of the signal planning algorithm (e.g., con-
trolled optimization of phases — COP [8], [9]). For instance,
in [5], attackers can compromise the OBUs on their vehi-
cles in an I-SIG and send malicious BSM messages such
as speed and location to affect the traffic control decisions
at proper timing, causing unexpected heavy traffic conges-
tion. The authors showed that one single attack vehicle is
able to cause a total delay 11 times higher, which greatly
hinders the development and future large-scale deployment.
Previous works mainly reveal the existence of data spoof-
ing attacks that can cause severe traffic congestion [5], [6]
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or collisions [7]. Meanwhile, in several studies[10], [11],
efficient detection and prediction methods of traffic conges-
tion caused by spoofing attacks and related client-site detec-
tion approaches [12]-[14] have been proposed. Additional
studies [15]—[18] on researching the security of ITSs mainly
focus on the authentication and privacy-preserving mecha-
nisms for the connected vehicular cloud services.

The focus of this paper is the study of defending COP
in a traffic signal system, I-SIG, against data spoofing at-
tacks. In the I-SIG system, there is only one source of
data about the attack vehicle, i.e., the attacker-controlled tra-
jectory data via BSM messages [19] that are still correctly
signed. Therefore, defense must rely on the filter and de-
tection of attack vehicles by using the reliable data, which
while worthy of study is still an open issue. One challenge is
how to ensure the safety and reliability of data storage; that
is, to ensure that data cannot be tampered with. The other
challenge is how to detect and filter attack vehicles automat-
ically.

To meet the above challenges and solve the above prob-
lems, a blockchain-based multi-intersection joint (BMJ) de-
fense mechanism is presented to defend intelligent traffic
signal control systems against data spoofing attacks by stor-
ing the vehicle data on RSUs in a way that is both tamper
proof and provides traceability. As one of the most popular
technologies, blockchain is a distributed ledger that could
be used to improve data security owing to its transparency,
immutability, and traceability. The natures of blockchain
are especially suitable for the requirements of data secu-
rity, which encouraged its exploitation in the present work
to present a defense mechanism based on blockchain tech-
nology. In the BMJ defense mechanism, the blockchain net-
work is constituted by RSUs of multiple intersections that
are responsible for validating BSM data sources, creating
the block, and storing data. Then, a consensus mechanism
determines the messages to be written and the order in which
they are written. In addition, a smart contract is introduced
to automatically implement the spoofing detection function
and handling function of the attack vehicle. Ensure that sig-
nal controllers execute COP with reliable data. The major
contributions of this paper are the following.

1) Our work introduces the first study of a COP defense
mechanism in intelligent traffic signal systems from the per-
spective of data security, including research of the safety of
data sources and data storage.

2) Based on blockchain technology, RSUs are orga-
nized at multiple intersections to construct a blockchain net-
work. Then, a smart contract is introduced to implement
the spoofing detection and filter algorithm for attack vehi-
cles based on the data storing on the blockchain. Finally,
based on the detection result, RSUs can automatically refuse
the forthcoming data of attack vehicles to ensure the normal
planning of COP.

3) The proposed BMJ defense mechanism is evaluated
using simulation experiments on the Hyperledger Fabric and
VISSIM platforms.
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2. Related Work

The security problems of the intelligent traffic signal system
based on CV technology have been being revealed in several
recent works [S]-[7]. For instance, Chen et al. [5] revealed
a threat of data spoofing over the intelligent traffic signal
system - I-SIG. The data spoofing can cause severe traf-
fic congestion via a single attack vehicle. Jeske [6] demon-
strated how hackers can take control of navigation systems
in practice, in order to trick navigation services and cause
congestion. The authors of [7] analyzed security attacks on
a vehicle stream; such attacks can use message falsification
(modification), spoofing (masquerading), or replay attacks
to maliciously affect the vehicle stream, leading to rear-end
collisions in severe cases.

Typical approaches to handling such attacks are via au-
thentication and information-preserving mechanisms to pre-
vent attack vehicles from joining CV networks and tam-
pering with data. Gupta et al. [15] proposed an authoriza-
tion framework — an extended access control oriented (E-
ACO) architecture for CVs to secure the Internet of Vehicles
(IoV). In [18], the authors proposed a blockchain-assisted
lightweight anonymous authentication mechanism for dis-
tributed vehicular fog services that can provide flexible
cross-datacenter authentication for connected vehicles. The
authors in [16] presented a secure and efficient transmission
method by combining the core concepts of game theory and
information theory to ensure the integrity of transmission
data. Fan et al. [17] proposed a ciphertext-based search sys-
tem that can protect information from tampering during its
retrieval. In addition, there are some recent work, such as
[20]-[22], that focused on reliable blockchain-based signa-
ture and authentication for trust computing of edge comput-
ing system. These studies mainly focused on the problem of
vehicle identity authentication in order to prevent untrusted
outsiders.

Unlike the above studies, the attack vehicle in the
present study of an adversary case is a trusted insider with a
valid certificate, and it could be either a physical or virtual
vehicle. Therefore, to solve this problem, the feasible solu-
tions may be to detect or predict such attacks after they oc-
curred, or to prevent such attacks. In terms of detection and
prediction, in some works, such as [10], [11], the spoofed
traffic flow data were analyzed to detect or predict the data
spoofing attack. Li et al. [10] proposed a CycleGAN-based
prediction approach using traffic image features that reflects
the relationship between attack and the congestion caused.
The authors in [11] proposed an explainable congestion at-
tack prediction approach using a deep learning model, i.e.,
Tree-regularized Gated Recurrent Unit (TGRU), and they
tried to explain the relationship between the traffic flow fea-
ture and the lanes in which the congestion attack vehicle
locates. Compared to these studies, the present work is fo-
cused on preventing spoofing attacks.

Since its invention, blockchain technology has been
mainly applied in the field of cryptocurrency based on a
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peer-to-peer system named Bitcoin [23]. There are very few
works in which a defense mechanism based on blockchain
for the signal control system of the ITS has been studied. In
a recent paper [24], Li et al. proposed a blockchain-based,
decentralized architecture to improve the data security for
traffic signal control systems. They introduced witness ve-
hicles and nearby RSUs together as references and designed
a Consensus Protocol to validate data source. However, the
architecture can not ensure the trustworthiness of witness
vehicles and nearby RSUs, so there may still be security
problems. The main difference between the present work
and this previous study is that in the blockchain-based de-
fense mechanism proposed herein, the blockchain network
is constituted by RSUs at multiple intersections, and the
smart contract introduced is used to implement the spoof-
ing detection and filter.

3. Preliminary
3.1 [Intelligent Traffic Signal System

The physical architecture of the intelligent traffic signal con-
trol system is shown in Fig. 2, showing five main segments
as follows: OBUs are hardware devices deployed on CVs.
RSUs are responsible for receiving and maintaining BSM
messages broadcast by CVs. The roadside safety proces-
sor is a general purpose computer that performs the core
intersection-level functions, such as traffic signal planning.
The traffic signal controller receives signal control com-
mands and then executes them. The field sensor/detector can
detect the vehicles using detection technologies, and pro-
vides information to the traffic signal controller.

3.2 Adversary Model

Figure 3 shows the attack strategy of an adversary in [5],
which is studied in the present work. In this strategy, the
attacker changes the location and speed information in a ve-
hicle’s BSM messages to alter the vehicle’s arrival time and
its requested signal phase; thus, the corresponding arrival
table elements are changed. The false vehicles’ trajectory
data input to the COP algorithm will cause the COP to ex-
ecute improper signal planning and output the wrong sig-
nal scheme. The appearance of spoofed vehicles make the
queue of vehicles on the lane longer, and there is an incre-
ment of the duration of green light allocated by the COP
algorithm for the current phase, which delays the next start
time of the green light of all the phases, increasing the delay
for vehicles to pass. In particular, with the last vehicle at-
tack, even the spoofed data from a single attack vehicle can
significantly affect signal planning.

In the adversary case studied in this work, there are
two types of spoofing attack, as shown in Fig. 4. The first is
called physical vehicle attack and the second virtual vehicle
attack. The virtual vehicle attack (see the top part of Fig. 4)
refers to the fact that an attacker adds a virtual vehicle at
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Fig.4  Attack scenario of data spoofing.

the end of the vehicle queue by modifying the BSM infor-
mation of the vehicle, resulting in the change of the queue
length in the lane. Therefore, COP will count it due to the
signal planning, and then the signal control logic changes.
The physical vehicle attack (see the bottom part of Fig.4)
means that the attack vehicle turns repeatedly at a certain
intersection and always appears at the end of the geographic
check scope of the signal planning when counting the ve-
hicles at the intersection, thus affecting the COP planning
results.

4. BMJ Defense Mechanism

In this section, the proposed blockchain-based multi-
intersection joint (BMJ) defense framework, which is con-
stituted by RSUs at multiple intersections, is described.
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Blockchain
network

Fig.5

4.1 Framework Overview
Figure 5 shows the BMJ defense framework, which has the
following three main segments.

e Blockchain network construction: The RSUs act as
miners in the BMJ defense mechanism and are respon-
sible for creating the block of BSM messages and stor-
ing messages.

Consensus and write block: The RSU aggregates the
BSM messages of all verified CVs and packages them
into blocks. After reaching a consensus, the block will
be added to the end of the blockchain.

Spoofing attack detection: The detection algorithm, in-
cluding both virtual and physical attack vehicle detec-
tion, will be periodically executed by the smart con-
tract.

The defense procedure of the proposed BMJ defense
mechanism proceeds as follows. First, the blockchain net-
work composed of RSUs passively collects BSM messages
for the CVs and stores data on the blockchain. The trajec-
tory information of all vehicles is calculated according to
the data on the blockchain. Then, the smart contract detects
the attack vehicles according to the trajectory information,
including both virtual and physical attack vehicles, and adds
the attack vehicles to the blacklist according to the detection
results. RSUs will refuse to receive the information of attack
vehicles in the next week. The COP algorithm will obtain
more reliable vehicle information through the periodic de-
tection executed by the smart contract.

4.2 Blockchain Network

In this paper, the premise of constructing a blockchain net-
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work is that RSUs in the I-SIG system are distrusted and
may be attacked by the adversary, and the safety processor is
trusted. Thus, RSUs may provide spoofed vehicle data due
to being attacked. This situation will affect the accuracy and
credibility of signal planning outputted by COP. Therefore,
how to ensure the security and reliability of data on RSUs
is worthy of further study. In the work described in this pa-
per, a consortium blockchain based on the Hyperledger Fab-
ric [25] is adopted to construct our blockchain network. The
blockchain network is constituted by RSUs at multiple in-
tersections that are responsible for uploading their received
vehicle information to the blockchain. As shown in Fig. 6,
multiple RSUs will be installed at each intersection to re-
duce the attack strength of the entire I-SIG system. This is
because, for attackers, attacking multiple RSUs at the same
time requires more computing resources.

According to the consensus mechanism (using the
practical byzantine fault tolerance (PBFT) consensus algo-
rithm [26]), the RSUs will package the BSM messages on it
into blocks. Unlike traditional blockchains, in the proposed
BM]J defense mechanism block bodies record the BSM mes-
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Vehicle ID | Lane | Location | Speed | Acceleration | Timestamp

1 322 1 1.8 28.43 0.2 144
2 319 1 28.2 34.81 | -0.59 144

3 308 1 192 26.08 | -2.69 144

Fig.8  Specific information on blockchain.

sages broadcast by CVs instead of transaction records. As
illustrated in Fig. 7, each block body contains the BSM mes-
sages indexed by the vehicle ID. The new block will be
added to the end of the blockchain after achieving a con-
sensus. All RSUs in the blockchain network have the same
blockchain data copies, and each copy cannot be modified.
Therefore, the blockchain network could provide an im-
mutable and secure storage environment for vehicle trajec-
tory information.

The specific information recorded on the blockchain
is shown in Fig.8. The information maintained on the
blockchain will be used to detect the attack vehicles, which
cannot deny the detection results.

4.3 Smart Contract

To detect the spoofing attack vehicles, two detection algo-
rithms were designed: one for the virtual vehicle attack and
the other for the physical vehicle attack. The detection re-
sults are recorded in the blockchain and all RSUs will know
the results. Once the attack vehicles have been detected,
the BSM messages broadcast by these vehicles will not be
accepted by RSUs in the next week. Based on the require-
ments of detecting attack vehicles and automatic execution,
the smart contract is implemented to meet these require-
ments. Therefore, in this work, the smart contract speci-
fies how the attack vehicles are detected and what should
be done after the attack vehicles are detected. The smart
contract is written to implement the detection function and
handling function of attack vehicles. The spoofing detection
process including both virtual and physical attack vehicle
detection is shown in Algorithm 1.

5. Security and Performance Analysis
5.1 Security Analysis

As introduced in Sect.3.2, the attackers can modify the
BSM messages of their vehicle to spoof the RSUs, which
can cause incorrect intersection vehicle data to be input into
the signal planning algorithm (COP). If the RSUs at an in-
tersection receive spoofing vehicle information, it will affect

Output: ID n of spoofing vehicle
1: initialization: maximum time 7', maximum vehicle number N, param-

eters & = 10(m), n = 40(s), range of intersection w = (e wlj =
1,2,...,max}

2: /Detection of virtual vehicle

3: function F1(n, x,v,a,t)

4 forn=1to N do

5: fors=1to T do

6: if x;11 — x; > £ then

7 return True

8

: end if
9: end for
10: end for
11: return False

12: end function

13: //Detection of physical vehicle
14: function F2(n, x,v,a,t)

15: forn =1to N do

16: for j = 1 to max do

17: fort=1to T do

18: if x,, € w,t = 1,,,,(w;) then
19: T"(wj) = {t}(wpli=1,2,..., max}
20: append t;,,,(w))

21: end if

22: end for

23: if len(T"(w;)) > 0 and min{t!,  (w;) — £](w;)} < 1 then
24: return True

25: end if

26: end for

27: end for

28: return False

29: end function

30: forn =1to N do

31: r = F10;

32: ry = F2();

33: if r1=True or r,=True then

34: return n //spoofing vehicle ID

35: end if

36: end for

the result of the entire intersection signal planning.

In the primary CV environment, the RSUs of each in-
tersection are independent, and the data on RSUs are dis-
trusted. The proposed defense mechanism enables RSUs
at multiple intersections to jointly form a blockchain net-
work and upload vehicle data to the blockchain. Once the
data have been uploaded to the blockchain, they will be im-
mutable. The constituted blockchain can provide transpar-
ent, trustable trajectory data of all CVs. The detection algo-
rithm and exception handling algorithm have been written
on the smart contract so that attack vehicles can be detected
periodically. Therefore, all RSUs in the blockchain network
can obtain the detection results. As a punishment, the attack
vehicles will be rejected by RSUs for one week.

5.2 Performance Analysis
Simulations were conducted to evaluate the performance of

the proposed BMJ defense mechanism by comparing its per-
formance in the primary CV environment under the data
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spoofing attack.
5.2.1 Experimental Setup

First, the blockchain network was deployed on the Hyper-
ledger Fabric [25] platform, which maintains a distributed
ledger for storing and sharing the CV information con-
taining vehicle ID, lane, location, speed, acceleration, and
timestamp. COP and VISSIM were then run for real-time
traffic flow signal control, and the corresponding traffic sim-
ulation was carried out. The trajectory data of all vehicles
was packaged into the blockchain, and then the smart con-
tract is written to implement the spoofing detection and ex-
ception handling functions.

For defense effect evaluation, the average delay and
the average congestion degree for all intersections with and
without the proposed BMJ defense mechanism were com-
pared. The delay time and congestion degree are defined as
follows.

e Delay time (DT). The DT for a vehicle spent in an in-
tersection is calculated as the actual time AT that the
vehicle spent to pass the intersection subtracting the
free-flow travel time FT'; thus, DT = AT — FT.

o Congestion degree. The vehicle number queuing in the
kth phase is denoted Qy, and Q,,5,ma 1s the vehicle num-
ber of normal queuing, which is a constant. The con-
gestion degree of the kth phase can then be computed
by PCDy = O/ Qnormai, and the global congestion de-

8

gree for an intersection is /CD = }, PCD;.
k=1

5.2.2 Experimental Results

The effectiveness of the BMJ defense mechanism was eval-
uated first. The number of intersections was set to four,
number of attack vehicles to one, and simulation time to
0.5 h. The results are shown in Figs.9 and 10, showing the
trend of the average delay and the average congestion de-
gree with and without the BMJ defense mechanism. It can

100 T

| without BMJ
—— with BMJ
80

60

40

Delay time (s)

20+

04 1

0 200 400 600 800 10001200 1400 1600 1800
Time (s)
Fig.9  Average delay curves with and without BMJ defense mechanism.

Red dotted lines denote that the delay time is significantly increased at the
moment.
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be seen from the figures that, under the same conditions, the
trends of the average delay and average congestion degree
with the BMJ mechanism are relatively stable, indicating
that the proposed BMJ defense mechanism is effective for
defending the signal planning algorithm COP in the CV en-
vironment against the data spoofing attack. This is because,
in the case of without BMJ, COP will be continuously input
into the spoofed trajectory data of the attack vehicle, lead-
ing to the continuous increase of the delay and congestion
degree. However, in the case with BMJ, the smart contract
periodically detects attack vehicles according to all vehicle
trajectory data on the blockchain, and RSUs can refuse to
receive spoofed trajectory data. Therefore, the congestion
degree will not continue to increase and the trend of vehicle
delay will be relatively stable.

The effect of different numbers of attack vehicles on
BMIJ defense mechanism performance was studied next.
Similar to the previously described experiment, four inter-
sections were set up, the simulation time set to 0.5 h, and the
number of attack vehicles to one to four. The congestion de-
gree of different numbers of attack vehicles were compared
to study the impact of attack vehicle number on the BMJ
defense mechanism. Figure 11 depicts the comparison re-
sults. With the change of time, although the congestion de-
gree will increase slightly at some moments, it will decrease
rapidly afterward. Compared with the congestion changes
in the case of without BMJ, the average congestion degree
decreased by 84%, 84%, 74%, and 66%, respectively, as
the number of attacking vehicles increases. This is because
once the smart contract of the BMJ defense mechanism has
detected attack vehicles, the trajectory data of the vehicle
will be rejected, so it will not cause a continuous increase
of congestion degree. Therefore, the proposed BMJ defense
mechanism is not affected by the number of attack vehicles.

In addition, the average congestion degree was com-
pared with different numbers of intersections participating
in the blockchain network. For a region with eight intersec-
tions, the number of attack vehicles was set to four, and the

16— withoutBMJ
14— with BMJY

12
10 1
81 ?
ST (TG
OA .
2

Congestion degree

0 200 400 600 800 1000 1200 1400 1600 1800
Time (s)

Fig.10  Average congestion degree curves with and without BMJ de-
fense mechanism. Red dotted lines denote that the congestion degree is
significantly increased at the moment.
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Fig.11  Average congestion degree curves under the different numbers
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Fig.12  Average congestion degree within 0.5 h under different numbers
of intersections participating in blockchain network.

influence of different numbers of intersection participants,
from three to eight, on the defense mechanism performance
was investigated. In Fig. 12, the average congestion degrees
in 0.5 h under different numbers of intersection participants
were compared. It can be seen that when the number of in-
tersection participants increases the average congestion de-
gree in 0.5 h drops. In the proposed mechanism, due to the
joint defense of multiple intersections, the more intersec-
tions that participate, the more complete the trajectory data,
and the easier it is to detect attack vehicles. Therefore, in a
particular region the more intersections there are participat-
ing in the blockchain network, the better the performance of
the proposed BMJ defense mechanism.

6. Conclusion

The focus of this work is the problem of spoofing attacks in
intelligent traffic signal systems. To defend the traffic signal
planning algorithm against the data spoofing attack, it is nec-
essary to detect and filter the attack vehicles based on the tra-
jectory data of all vehicles. Two main challenges are posed,
one of which is how to ensure the safety and reliability of
trajectory data storage, and the other is how to detect and
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filter attack vehicles automatically. To address these chal-
lenges, a blockchain-based multi-intersection joint (BMJ)
defense mechanism is presented. A blockchain network
constituted by RSUs at multiple intersections, which can
store the trajectory data in a way that is both immutable and
traceable, is developed. Thus, trusted trajectory data on the
blockchain can be used to detect attack vehicles. In addi-
tion, a smart contract is written to implement the detection
of attack vehicles and to filter them periodically. As a result,
continued congestion will not occur. Furthermore, a security
analysis for data spoofing attacks was conducted, and the
results of extensive experiments on the simulation platforms
VISSIM and Hyperledger Fabric demonstrated the superior-
ity of the presented BMJ defense mechanism for COP in the
traffic signal system.
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