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Data Covert Channels between the Secure World and the Normal
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SUMMARY The ARM TrustZone architecture, which provides
hardware-assisted isolation, is widely adopted in mobile and IoT devices.
The security of ARM TrustZone relies on the idea of splitting system-on-
chip hardware and software into two worlds, namely normal world and
secure world. There are legitimate channels at the hardware level that the
normal world and the secure world can use to communicate with each other.
To protect these channels from being abused, research efforts were invested
on restricting the access to these channels from normal world components.
Therefore, only predefined and legitimate normal world components can
use cross-world communication channels. In this work, we present a study
on data covert channels that can bypass such protection mechanisms and
smuggle sensitive information. We first analyze causes of the noise in the
covert channel between two worlds. Then, we evaluate the accuracy and
bandwidth of covert channels built by our Prime+Count method with one
built by Prime+Probe method. Our results demonstrate that Prime+Count
is an effective technique for enabling cross-world covert channels in the
ARM TrustZone.
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1. Introduction

Attackers and defenders have been fighting the “Eternal War
in Memory” for a long time. While this cat-and-mouse game
may seem discouraging to researchers, it has resulted in a
gradual improvement of the security posture of modern ap-
plications. Lately, a new attack surface, the CPU caches,
was highlighted by the research community. Especially,
as mobile and “Internet of Things” devices experience un-
precedented growth, cache attacks on the ARM architecture,
the dominating computing platforms in both mobile and IoT
markets [1], has drastically risen in importance.

Cache, a high-speed and small internal memory to
buffer the data that is frequently used, is built for CPU to
overcome the latency of system memory access. Therefore,
there are noticeable time differences between an access to
cache (cache hit) and an access to the main memory (cache
miss), by which attackers infer sensitive data. Cache attacks
are known to be effective in inferring sensitive information
from cryptographic algorithms, in tracing execution flows of
target programs, and so forth [2].

Unlike the most of previous research efforts on cache
side-channel attacks, in our prior work [3], we proposed a
new cache attack method to build a practical data covert
channel in which two entities can communicate by using the
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cache side-channel. Especially, our work focused on cross-
world covert channels in the TrustZone architecture. In the
work, we demonstrated that unauthenticated normal world
and secure world components can always smuggle sensitive
information that is not supposed to leave the secure world to
the normal world, such as private keys, user passwords, etc.

To this end, we designed the Prime+Count attack
method that inspects how many cache sets or lines were
used. For more background knowledge in particular, please
refer to our previous work [3]. In case of the Prime+Probe
method, attackers need to find which cache sets were occu-
pied by a victim process (or a sender in the scenario to build
a covert channel) [4]. In theory, it is possible to build a data
covert channel between the normal world and the secure
world in the TrustZone architecture by using Prime+Probe.
However, because of ARM’s pseudo-random replacement
policy and the world switching introduced by TrustZone, we
deemed Prime+Probe unreliable.

In this work, we first analyze and discuss the noise of
the covert channel in the TrustZone architecture. We, then,
evaluate the accuracy and bandwidth of covert channels built
by Prime+Count with one built by Prime+Probe. Because
the other cache attack methods such as Evict+Reload and
Flush+Flush require the shared memory, we did not con-
sider them. It is essential to use cache attack methods that
do not required shared memory for building a data covert
channel between the normal world and the secure world.

2. Background

Legitimate Communication Channels. There is a cou-
ple of ways to communicate between components in the
normal world and the secure world: (1) When the world
switching occurs through the SMC instruction, data stored
in general registers of CPUs can be passed into the other
world based on Secure Monitor Call Calling Convention
(SMCCC) and (2) Share memory regions, mapped by com-
ponents in the secure world, can be used to communicate
between the two worlds. Also, these two channels can be
used together for faster communication. Because adver-
saries can perform malicious actions by using those chan-
nels (e.g., sending crafted messages to trigger vulnerabili-
ties in the secure world, or smuggling sensitive information
from the secure world) researchers have proposed an extra
monitoring layer where only verified components can used
the channels to prevent sensitive data leakages through the
communication channels and misuses of them [5].
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Table 1 Experimental environment.

Device SoC CPU (cores) L1 Cache L2 Cache Secure World OS Normal World OS

Hikey board HiSilicon 64-bit 32KB, 4-way, 512KB, 16-way, ARM Trusted Linux 4.1.0
Kirin 620 Cortex-A53 (8) 128 sets 512 sets Firmware, OP-TEE

Building Data Covert Channels. The legitimate commu-
nication channels, including parameter passed by registers
and shared memories, between the normal world and the se-
cure world can be monitored by a security solution such as
SecRet [5]. SeCReT have not only tried to monitor such
legitimate channels but also added extra layers of authen-
tication and verification in these channels. Therefore, it is
impossible for the attackers to transfer sensitive data and
commands between the normal and secure world without
being detected by the monitor mode code. However, un-
fortunately, data covert channels can be built by exploiting
cache side-channels because there is a CPU cache shared
between the two worlds to smuggle sensitive data such as
private keys, user passwords, etc., out from the secure world
to the normal world [3].

3. Noise of the Covert Channel

Unlike the other previous covert channels, we aimed at the
cross-world covert channel which is along with the path of
the world switching. Therefore, transferred data using the
covert channel has noise as it moves through the path. And,
to build a practical data covert channel in the cross-world
scenario, it is critical to manage such noise.

We empirically analyzed the noise and found that there
are two types of the noise in the channel, which can be clas-
sified according to the effects: the first type results in ad-
ditional cache misses and the second type issues the cache
hit at the address where the cache miss should be happened.
The reason of the first type noise is the data used by the
world switching and by functions that the channel have to
be gone through, and thus, this noise is inevitable. On the
other hand, inaccurate prime method is another source of the
first type noise. Also, the uncertainty of the prime method
can cause the second type noise. The second type noise can
be occurred by the automated data prefetcher of the ARM
architecture. In the rest of this section, we show that we can
manage the noise caused by the inaccurate prime method
and the data prefetcher with Prime+Count.

4. Experiments

Accuracy and Capacity. For the experiments, we im-
plemented covert channels on the device as shown in Ta-
ble 1. To this end, we used the set-counting mode of the
Prime+Count as in [3]. On the other hand, to implement
the Prime+ Probe, we used the same method as in [2]. To
simulate the scenario where Sender smuggles sensitive in-
formation from the secure world to the normal world, we
implemented Receiver in the normal world and Sender in
the secure world. Prime+Count is a variant of Prime+Probe

Fig. 1 Transferred images using covert channels to evaluate the accu-
racy. (a) Original images; (b) Prime +Count; (c) Prime+Probe.

Table 2 Capacities of two covert channels.

Attack Method Bandwidth (Byte/Second)

Prime+Count 13,718.97
Prime+Probe 10,356.31

that counts how many cache sets or lines have been occu-
pied instead of determine which cache sets have been oc-
cupied. Prime+Count, as a coarser-grained approach than
Prime+Probe, significantly reduces the noise introduced by
the random replacement policy and world switching. In
addition, Prime+Count does not require shared memory
space/objects.

Firstly, we used the covert channels to transmit images
from the secure world to the normal world by using the two
methods. Figure 1 shows the results of experiments. The
accuracy of the transferred images using Prime+Count is
better (and thus is more effective to build a cross-world data
covert channel) than the ones using Prime+Probe. This is
because Prime+Count can handle noise in the covert chan-
nel by employing the instruction synchronization barrier
(ISB) to deter the automatic data prefetcher and by using
our Prime method with the DC CISW instruction by which
we can clean and invalidate a specific cache line.

To evaluated the capacity of covert channels, we mea-
sured how many bytes can be transferred. Specifically, we
measured the mean bandwidth between when the Sender oc-
cupies all cache sets and when the Sender does not load
anything. Table 2 shows evaluation results: we can achieve
higher capacity by using Prime+Count. This is mainly due
to the fact that, albeit Prime+Probe can transfer more bits
than Prime+Count at once, Prime+Probe costs thousands
of CPU cycles even when it does prime the cache.

5. Related Work

Covert channel attacks for transferring data on the sly can
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be implemented through various techniques using network
packets [6], [7] and CPU caches [8]. Among them, recently,
a lot of research effort has put onto building cache-based
covert channels. Xu et al. proposed cache covert channels
between virtual machine using L2 cache in cloud computing
environment [9]. Also, Wu et al. designed a high-bandwidth
and reliable data transmission cache-based covert channel
in the cloud computing environment [10]. On the other
hand, Lipp et al. demonstrated cache attacks are possible
on the ARM architecture for the first time and showed that
we can build data covert channels using the Prime+Probe
method [2].

6. Conclusion

In this work, we analyzed the noise in the covert channel
and found that, while there is noise that we have to em-
brace unavoidably, there is the noise caused by the inaccu-
rate prime method and the data prefetcher, which is man-
ageable. We, then, evaluated the performance of two cache
attack methods in the cross-world covert channel scenario.
As the evaluation results show, Prime+Count is effective to
build data covert channels because it can manage the noise
even though it is less fine-grained than any other cache at-
tack methods. In our future work, we will focus on exploit-
ing Prime+Count for other cases and extending this study
to build covert channels in other systems.
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