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Identity Access Management via ECC Stateless Derived Key Based
Hierarchical Blockchain for the Industrial Internet of Things
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SUMMARY Recently, the adoption of the industrial Internet of things
(IIoT) has optimized many industrial sectors and promoted industry “smar-
tization.” Smart factories and smart industries connect the real and virtual
worlds through cyber-physical systems (CPS). However, these linkages will
increase the cyber security danger surface to new levels, putting millions of
dollars’ worth of assets at risk if communications in big network systems
like IIoT settings are left unsecured. To solve these problems, the funda-
mental method is security, such as authentication and confidentiality, and it
should require the encryption key. However, it is challenging the security
performance with the limited performance of the sensor. Blockchain-based
identity management is emerging for lightweight, integrity and persistence.
However, the key generation and management issues of blockchain face
the same security performance issues. First, through blockchain smart con-
tracts and hierarchical deterministic (HD) wallets, hierarchical key deriva-
tion efficiently distributes and manages keys by line and group in the IIoT
environment. Second, the pairing verification value based on an elliptic
curve single point called Root Signature performs efficient public key cer-
tificate registration and verification and improves the key storage space.
Third, the identity log recorded through the blockchain is the global trans-
parency of the key lifecycle, providing system reliability from various se-
curity attacks. Keyless Signature Infrastructure (KSI) is adopted to perform
efficiently via hash-based scheme (hash calendar, hash tree etc.). We ana-
lyze our framework compared to hash-based state commitment methods.
Accordingly, our method achieves a calculation efficiency of O(n log N)
and a storage space saving of 60% compared to the existing schemes.
key words: identity access management, IIoT, blockchain, keyless signa-
ture infrastructure

1. Introduction

A CPS uses the Internet of Things and other networks to
process tasks and information from the physical world in
virtual space, adapting to changes without the need for hu-
man involvement [1]. In addition, it controls physical sys-
tems in real-time through a network based on high relia-
bility and provides real-time and reliable data communica-
tion between systems [2]. Furthermore, it is noticed that
many industries have started using this technology for en-
riching the industrial environments with advanced technolo-
gies, that lead to establishing what is known as Industrial
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Fig. 1 Identity access management for IIoT

Internet of Things (IIoT). IIoT devices, as any other IoT de-
vices, consist of physical components, such as microcon-
trollers, transceivers, and memory. In addition to that, they
are integrated with a set of simple protocols, which estab-
lish communication between IoT devices and their users,
and written codes for managing and controlling the IoT de-
vices [2]. However, IIoT devices differ in terms of their
needs and requirements. In industrial fields, there are se-
curity requirements, hence there is a need of having secu-
rity protocols for providing confidentiality, integrity, and au-
thenticity for these devices and their data. Currently, the
security level in IIoT devices is low. The lack of a ro-
bust key management systems, efficient identity authentica-
tion, low fault tolerance and many other issues lead IoT de-
vices to being easily targeted by attackers [1], [3]–[5]. The
most important thing to solve this problem is the encryp-
tion key for security, such as authentication and confidential-
ity. Simultaneously, lightweight mechanisms to efficiently
manage numerous physical devices are essential. To this
end, identity management is the first significant gateway for
encrypted communication that performs device identifica-
tion and key management, authentication, and access con-
trol through keys [4]–[7]. Figure 1 is a diagram of iden-
tity management for device and secure CPS data. Iden-
tity management performs device identification and authen-
tication through public key certificates’ validity and pro-
visions them to various systems. Therefore, a public key
generation and certificate issuance system is essential. Re-
search has been conducted to solve the existing key distri-
bution/escrow system and key computation and certificate
issues [8]. Recently, a public key certificate system gener-
ated and manages lightweight keys using blockchain and
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elliptic curve encryption, and the hash algorithm has been
researched [9], [10]. Blockchain key generation consists
of non-deterministic and deterministic algorithms and hi-
erarchical deterministic schemes. The generation of non-
deterministic and deterministic keys based on the hash al-
gorithm is efficient and improves privacy by deriving a sin-
gle key through the hash’s irreversibility [11]. However, it
needs to remain a state, and there is much overhead for re-
newal and revocation. Since then, Bitcoin’s BIP32 hierar-
chical key generation does not store the entire state through
the elliptic curve’s points, and since the upper layer derives
the key to the lower layer, it efficiently manages each group
of production lines such as IIoT [12]. However, a problem
arises where privilege elevation attacks and privileges can
be concentrated in one place. [13] binds and validates the
public key’s identifier and public key. It reduces communi-
cation overhead such as server reliability and synchroniza-
tion through an immutable blockchain ledger.
Contribution: We propose a framework for new key gener-
ation and device identity management (IDM). Our research
proposes an evolved method as a follow-up to the tradi-
tional research. First, hierarchical key derivations through
blockchain smart contracts and hierarchical deterministic
(HD) wallets efficiently distribute and manage keys by line
and group in an IIoT environment. Second, we apply a pair-
ing verification value based on a single point of an elliptic
curve called Root Signature and a calculation through ho-
momorphism. Unlike deterministic algorithms, this state-
less commitment performs efficient public essential certifi-
cate registration and verification and improves the key stor-
age space. It protects against privilege escalation and priv-
ilege concentration attacks by the upper layer performing
only the key generation random seed of the lower layer.
Third, it manages the binding of keys and identifiers through
the blockchain. Stored records provide global transparency
of the key life cycle, providing system stability against
various security attacks. Our method presents a stateless
vector commitment blockchain-based identity management
framework using existing elliptic curves and cryptographic
tools. Therefore, we analyze our framework by comparing
it with the existing hash-based state method. As a result, our
method achieves the computational efficiency of O(n log N)
and a storage space saving of 60% compared to the conven-
tional method.
Organization: The paper is organized as follows. Chap-
ter 2 covers related research, which describes the key gener-
ation and certificate systems and elliptic curve cryptography.
Chapter 3 introduces security requirements and mathemati-
cal knowledge. Chapter 4 details our scheme. Chapter 5 an-
alyzes our scheme’s security and efficiency, and Chapter 6
concludes.

2. Related Work

This chapter explains related work on identity management
and key management wallets for the Industrial Internet of
Things.

2.1 Identity Access Management

Identity access management is growing to include sensors,
actuators, and smart devices, given the rapid expansion of
the Internet of Things. It’s more about giving access to
IoT services and apps, as well as monitoring sensors, in this
job. Many studies have been conducted in the field of iden-
tity management of things, and many models and frame-
works have been proposed to support the rapidly expanding
IoT network. A traditional X.509 public key infrastructure
(PKI) approach is highly dependent on the vendor-provided
list; thus, there is a single point of possible failure [6]. Ac-
countable key infrastructure (AKI) can be used for public
key validation via accountable internet protocol (AIP) self-
authentication [7]. Using an integrity log server (ILS), the
domain owner sends the certificate to a public log server, en-
suring that the operation of a trust-based certificate author-
ity (CA) is transparent and reliable. The distributed ledger
features a global time stamp and a blockchain allowing real-
time synchronization, thus reducing any need for a certifi-
cate revocation list (CRL) or an online certificate status pro-
tocol (OCSP), a CA-centric PKI featuring one-off recording.

Lo et al. [12], in contrast to the centralized method,
evaluated a number of research on identity management
models utilizing blockchain technology. Few publications
proposed identification models to manage things, accord-
ing to their review, whereas the majority of research em-
ployed the PKI technique for implementation. They also
argued that the blockchain-based identification models they
examined were not developed enough to support the IoT net-
work. Dorri et al. [13] looked at an example of utilizing a
blockchain in a smart house, where high-resource devices
were deemed miners, in charge of managing all intelligent
home communication and keeping the private blockchain.
The framework’s security, integrity, and availability were all
tested as part of the project.

In contrast to the centralized method, [12], [13] eval-
uated a number of papers that used blockchain technol-
ogy to examine identity management models. They offer
a semi-decentralized Blockchain-based IoT identity man-
agement system with capabilities such as identity genera-
tion and ownership transfer, as well as identity portability
across networks visited by devices. It also defines a collec-
tion of smart contracts that perform the registrar and man-
agement contract responsibilities. Existing methods, on the
other hand, do not address the security and privacy issues
that occur when devices from various administrative IoT do-
mains (for example, factories) collaborate.

Meng et al. proposed an identity management system
that ensures that authorized devices stay anonymous. Fur-
thermore, session keys are negotiated between two parties,
which can safeguard subsequent interactions. Ra et al. [15]
proposed a KSI-based smart home secure communication
scheme, a three-layer blockchain-based IoT smart home
security architecture that includes blockchain, authentica-
tion and application layers with numerous characteristics
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Fig. 2 Non-deterministic key generation

Fig. 3 Deterministic key generation

including identity authentication, privacy preserving and ac-
cess control. KSI uses a single-use key for user authenti-
cation and generates a server-based global timestamp and
blockchain for transaction records [16]. Keyless uses a key
featuring an iterative and deterministic hash chain. How-
ever, its overhead storages commitment keys and the hash
function do not provide encryption [17].

2.2 Key Management Wallet

A wallet is a place to store private and public keys to prove
ownership (identity or data). The key generation method X
categorizes non-deterministic, deterministic, and hierarchi-
cal deterministic key generation [19]. Non-deterministic key
generation refers to the generation of a randomly selected
public key pair by random seed (Fig. 2) [20]. If all keys are
not backed up, recovery is not possible if the keys are lost.
Therefore, the deterministic wallet continuously generates
private keys through the one-way function from the ran-
domly generated common random seed to compensate for
the non-deterministic wallet’s disadvantages (Fig. 3) [21].
The value before hashing is used to create the final irre-
versible value. The private/public key combination serves
as the following private key’s public key. The Hash function
produces the same output value if the input values are the
same, so get the common random seed to restore all consec-
utive private keys (Eqs. (1)-(2)). Every Zi is a one-time-key.
A one-way function renders it challenging to obtain a gen-
eral solution.

Zi = h(SEED) and use Z(i−1) =

h(Zi) as the public key (1)

Zi−1 = h(Zi) (for all i = SEED, . . . , 1) (2)

In contrast, a trapdoor function is readily solved if secret in-
formation, such as an elliptic curve cryptography (ECC) or
Rivest-Shamir-Adleman (RSA) algorithm. A one-way hash
chain performs a hash operation over random seed to create
public and private keys. The use of a one-time key (one-
time authentication) is unlike the implementation of a hash.
The value before hashing is a private key that only the user
can have because of the irreversibility of the hash. The pri-
vate/public key combination serves as the public key for the
following private key [19].

The Lamport-Diffie signature key serves as the ini-

Fig. 4 Merkle hash tree & Extended Merkle hash tree

Fig. 5 Hierarchical deterministic key generation

tial hash-based key and generates a key using two values
from a single matrix and two columns [16]. After that,
Winternitz, Winternitz+ scheme further reduced the key size
using the XOR (exclusive OR A logical operator that is true
when only one of the two inputs is true) operation of the
bit string [21]. Generally, a one-way, function-based one-
time key features a vector commitment data structure that
efficiently verifies a public key composed of several private
keys. The merkle signature scheme (MSS) uses a hash tree
to construct a public key as a leaf node and employs the fi-
nal root value as the verification value [22]. The extended
MSS (XMSS) reduces the entire hash tree’s overall stor-
age overhead by halving the XOR operation of the bit string
(Fig. 4) [23]. [23] apply the hash calendar and pebbling al-
gorithm to improve the hash tree’s verification and storage
space efficiently. However, state vector commitment still in-
curs the overhead of changing the entire structure to store
and update the state’s value.

The hierarchical deterministic wallet uses a point func-
tion, an elliptic curve digital signature algorithm (ECDSA)
public key generation function that takes a large integer (pri-
vate key) and converts it into a graph point (public key)
(Fig. 5) [21]. It contains the keys generated in the tree struc-
ture, and the parent key can create a child key column, and
each child key can create a grandchild key column. It means
that two or more independent programs that agree on a
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sequence of integers can no longer communicate and create
a set of unique subkey pairs from a single parent key pair. It
means stateless. HD wallet is made from root values of 128,
256, 512 size (bits) and generates a master private key and
master chain code through HMAC-SHA512 algorithm [23].
However, in all existing deterministic wallets, including the
Bitcoin Improvement Proposal 32 (BIP32) wallet, if the at-
tacker has the upper public key and the lower private key,
a privilege elevation attack that can quickly recover the up-
per private key occurs. Alkim. E. et al. [24] proposed divid-
ing the public key into m to protect against attacks if max-
imum m private keys are not leaked with the master public
key O(m) size. However, its nonefficiency is that it has to
create a maximum of m private and public key pairs and is
there are many key pairs to be stored. Fen. C.I. et al. [25]
provided non-connectivity between parent and child pub-
lic keys for anonymity of user identity and high scalability
for key extraction. In addition, they proposed a new HD
wallet that provides signatures with a trap door hash func-
tion instead of directly providing a private key for signature.
However, the need to find the collision value using the trap
door hash function requires much computation. Each time
a transaction occurs, the collision value needs continuously
computed to generate the required signature. Therefore cur-
rently, BIP32 allows the private key to only derive from the
parent’s private key to the public key from the public key.

3. Preliminaries

This chapter describes the security vulnerabilities of digi-
tal signature/public key systems and our scheme’s security
features.

3.1 Elliptic Curve Cryptography

A public-key cryptosystem is intractable; computational
complexity theory indicates that computation can be con-
cluded within a finite time, but this is too long in practice.
ECC is a public key cryptosystem based on the elliptic curve
theory. An elliptic curve is a curve defined by an equation
of the form y2 = x3 + ax + b, yielding points on an ellipse,
which contains a particular category of real numbers used
to develop public keys. Early public-key cryptography was
since it takes a very long time to divide a large integer into
two or more prime numbers [24]. Elliptic curve cryptogra-
phy exploits the fact that it also takes a very long time to de-
termine the discrete logarithm of a random elliptic curve at
any given point. Discrete logarithms require that x satisfies
the equation ax = b. If a and x are known, it is elementary to
find b, but if only a and b are known, the difficulty of finding
x is known as the discrete logarithm problem, exploited to
render it very difficult to generate and use a public/private
key [25]. In detail, the discrete logarithm problem can be
stated as follows: it is difficult to find the logarithm of a sur-
plus system that considers only the remainder of a modular
operation. The advantage of ECC compared to conventional
public key cryptographies such as RSA or Elgamal is that

ECC affords a similar level of security but uses shorter keys.

3.2 Keyless Signature Infrastructure

KSI engages in repeated hashing to derive keys for random
seed. Therefore, a key management system that efficiently
validates multiple one-time keys ensures their authenticity
is required. KSI uses binary hash trees to these ends. In
other words, the public key is paired with the root value
of the hash tree (using the leaf node approach) and with
the last value of the hash chain [18]. It is thus possible to
verify the final root value using only the nodes of the log n
(n = leaf node number); the leaf node and the hash path
are characteristic of the hash tree. Then, the chain is fol-
lowed back stepwise to the initial creation time; the user
employs the value before hashing as the private key, where
only the user knows the hash’s characteristics. At this time,
the public value becomes the private key’s public key. How-
ever, a hash chain is vulnerable to omnidirectional safety
when the central part is exposed because the chain is linear;
also, the use of a hash tree requires the entire node’s stor-
age to allow for root path calculations. KSI server creates a
hash tree using information received from many users as leaf
nodes. The KSI is hierarchical; the gateway collects lower-
level client information and sends it to an aggregator and a
link to global time. The publisher then adds the timestamp
stored in the hash calendar structure to a blockchain. Ini-
tially, the KSI used linked time stamping to prevent forgery;
the data were available in public media or newspapers [18].
KSI is a blockchain layer generating unique times for spe-
cific user’s message interactions in the form of messages;
the signature function is recorded in the distributed general
ledger and thus cannot be forged [18].

3.3 Bilinear Pairings

Bilinear pairing implies that solving the discrete logarithm
issue is difficult when the multiplicative groups G1 and G2
of a larger multiplicative group n have the same constant p.
G1’s constructor is g1, while G2’s constructor is g2.

ψ is the result of a homogeneous computation using G1,
G2, and ψ(g2) = g1. e: G1 × G2 → Gτ in in L =
(n,G1,G2,Gτ, e, g1, g2) is called a bilinear pairing if it
meets the following requirements [26].

• Bilinear: ∀u ∈ G1, v ∈ G2 and a, b ∈ Zn: e(ua, vb) =
e(u, v)ab.

• Nondegenerate: for u ∈ G1, v ∈ G2, e(u, v) � ∅,
where ∅ are the zero factors of Gτ.

• Computability: For ∀u ∈ G1, v ∈ G2, there is an effi-
cient technique that allows the computation e(u, v)

3.4 Root Signature

Root signature is a concept based on an aggregator signa-
ture proposed by Yuan, M et al. scheme for anonymity at
cryptocurrency [26]. After that, we modified and applied the
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Fig. 6 The flow of our scheme via ECC stateless derived key sbased hierarchical blockchain

Fig. 7 Comparison of the graph memory size by number of OTK between existing scheme and pro-
posed scheme

previously mentioned signature at permissioned blockchain
membership management which was newly named “Root
Signature” [27]. The four algorithms that make up a root
signature are KeyGen, Sign, Combine, and Verify. The in-
put to Algorithm Combine is a vector of n triples, each of
which comprises a public key pk, message m, and signature
σ. The method generates a single signature that may be used
to sign all communications. An aggregate signature is what
it’s called, and it should have the same length as a signature
on a single message. Finally, the Verify algorithm requires
a vector of n pairings (pk,m) as well as a single aggregate
signature as input. Only if were created as an aggregate of n
valid signatures would it output “valid.” We change the ag-
gregate signature to generate a single validity value quickly.
We modify the aggregate signature to efficiently create a sin-
gle validity value of the one-time public key [28]. At that

same time, the private one-time keys which yet secret need
secret computation. We have been inspired by an aggregate
signature’s ECC compressibility and homogeneous bilinear
pairings [26], [29]. A root signature is 3-tuple of algorithm
1 (KeyGen, Combine, and Verify) as follows:
Algorithm. 1 Root signature 3-tuple

(1) KeyGen (Public parameter) → {ri ∈ Z∗p, Ri = ri*G,
1 <= i}: Using ECC, the user generates a one-time key
pair (ri,Ri). Ri refers to a one-time public key, whereas
(ri,Ri) is the public key set. Furthermore, each Ri ⊆ Ri

one-time public key is paired with ai one-time private
key.

(2) Combine (Ri) → (σ): User u ∈ U computes P =
Hs(riRi)G + Ri a public key verification value by com-
puting a root signature σ ← ∑k

1 Ai, corresponds to the
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one-time public key.
(3) Verify (P, σ, ai)→ {0, 1}: R = ri*G ? = 1; otherwise ⊥.

It can be called “stateless vector commitment”. It saves
storage one-time key and secrecy without the sensor’s pri-
vate key disclosure using ECC compressibility and homoge-
neous bilinear pairing. The user’s one-time public key and
root signature are accessible to others, but not the private
key. Simultaneously, the root signature and the one-time
public key have the same size (Fig. 7).

4. Proposed Scheme

In this chapter, we propose Identity management via ECC
stateless derived key based KSI layer for IIOT environ-
ments. We consider system requirements, system design,
and protocol.

4.1 System Requirements

The following security elements and efficiency need the
ECC-based identity management framework system for the
IIOT environment.

• Confidentiality: A message’s confidentiality refers to
the fact that it is not visible to other users. Encryption
can be used to protect sensitive information that has to
be kept private, as shown in [17]–[19]. The overhead
of encryption and decryption is significant.

• Digital Signature: To join the permissioned
blockchain network, users must first authenticate their
identities. Access to the services is restricted to only
authenticated users. Signatures may only be generated
by users who have been verified by the permissioned
blockchain. Only group members can verify signa-
tures. Signatures that do not pass verification are con-
sidered invalid. At the same time, no communication
should be vulnerable to forging or modification by a
hostile attacker, and the signer can subsequently retract
his or her signature.

• Availability: Even if an attack on a potential single-
point-of-failure is detected, all users need to use legiti-
mate services correctly and continuously through a dis-
tributed server.

• Forward security: Exposure of some or all keys
should not affect subsequent authentication or signing.

• Cross-certification: When using server-based
blockchain authorization, a legitimate server provides
proxy signatures; these must be reliable, and mutual
user/server authentication is essential.

Security attacks on identity management systems may be of
the following types.

• Man-in-the-middle (MITM) Attack: An unsecured
identity provider environment may intercept a message
by a malicious attacker, change the public key, and au-
thenticate and communicate using that public key; au-
thentic participants remain ignorant of such behavior.

• Replay Attack: An unsecured identity provider envi-
ronment may intercept a message by a malicious at-
tacker and inappropriately retransmit the same message
after a certain period to perform undesirable authenti-
cation and communication.

• Single-point-of-failure: Any collection of single
servers is vulnerable to an attack (internal or external)
on any server.

• Key Search Attack: Common signatures are signed
using private keys and repeatedly employed, rendering
them vulnerable to key analogy attacks.

4.2 System Design

Our scheme’s entities consist of four components. (1) Sys-
tem manager is who issues security and computation param-
eters, (2) The sensor is who requests a certificate to the gate-
way. (3) The gateway generates and issues a certificate to
the sensor. (4) The gateway network based on KSI consists
of each gateway, the host server, and sensor as the sender &
signer, and another sensor as receiver & verifier who verify
the sender’s certificate. As shown in Table 1, the blockchain
system features a full node (thus with both a block header
and a body) and a lightweight node (block header only).
Therefore, the server and network verify a full-node trans-
action, but the sensor uses simplified payment verification
(a lightweight node) to calculate a hash path validating the
transaction to the full node. The proposed scheme system
parameters are in Table 2. Our scheme is composed of 4
phases (Setup, Issuing identity certificate, Certificate com-
mitment, Verification identity) (Fig. 6). Each phase includes
a 4-tuple of algorithm 2 (GenKey, Issue Cert, Cert Com,
Query Cert) as follows:
Algorithm. 2 Our system 4-tuple

(1) KeyGen (pp,SKi) → (PKi, σ,R): All entities (Sen-
sors, Gateway) generate their one-time public/private
key and compute the root signature for a single valida-
tion value of one-time keys.

• All entities (Sensors, Gateway) are received by the pub-
lic parameters PP.

• All entities generate the one-time public/private key.
• All entities compute root signature via combine Algo-

ritm 1.

(2) IssueCert (Pi,R) → Cert (ID,R, σG): The sensor re-
quests to the gateway register its identity and public
key. Then, the gateway stores the sensor’s identity in-
formation to manage their group. Gateway computes
whether the validity of the sensor’s one-time key and
root signature. If the sensor is verified, the gateway
signs using its private key. The gateway network ob-
tains a signature after verification and handles the cer-
tificate as a hash tree leaf node. The gateway returns
certificates containing ID and verification σG certifi-
cate to the sensor. The certificate is verified by sensors
and the gateway network, including the ID and verifi-
cation σB through R.
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Table 1 The entities of proposed scheme

Table 2 System parameters of proposed scheme

(3) CertCom (R, IDc,Sigσ)→ Block (Tx num): The gate-
way creates a blockchain with the signed certificate
through the gateway network. Since the certificate can-
not be modified after the block is agreed upon, its va-
lidity is guaranteed. The gateway sends the global
timestamp and signature generated by the hash tree to
the gateway network. The gateway network forms a

hash tree through transactions and adds blocks through
consensus.

(4) QueryCert (ID, i, ski, ci,St) → True/False, Hash Path:
The gateway verifies the information in the certificate
through the gateway network’s blockchain. The gate-
way verifies the certificate sent by the sensor, authenti-
cates the sensor, and then receives the message. Veri-
fies the certificate’s validity via the gateway network’s
blockchain and hash path computed hash root value.

4.3 Protocol

4.3.1 Setup Phase (KeyGen)

This phase is that the client creates an ECC-based one-time
public/private key pair. The root signature of the full one-
time public key is then produced to secure the one-time pub-
lic key’s later integrity. The client then requests the certifi-
cate and an ID, a one-time public key, the root signature, and
the timestamp created by the blockchain server. Assume se-
curity parameter (G,P, q, p) is used to process all systems.
Step 1. As indicated in Eq. (3), the sensor chooses a random
number for c ∈ Z∗q computes the public parameter PP and
generates the public key PKSi and private key

received PP = {P, q,G, p,H1,H2} →
SKsi = c ∈ Z∗q → PKSi = c · P (3)

SKsi. At that same time, the private key is kept hidden when
PKSi and PP are made public.
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Pi = H(r ∗ IDs) ∗ G + IDs → (4)

σs =

n∑

1

PPKsi

i (5)

Step 2. Sensor computes a root signature σS value allowing
for the one-time public key.

Step 3. As indicated in Eq. (6), the gateway chooses a ran-
dom number for c ∈ Z∗q computes the public parameter PP
and generates the public key PKgi and private key SKgi. At
that same time, the private key is kept hidden when PKgi and
PP are made public.

received PP = {P, q,G, p,PKgi,H1} →
SKgi = c ∈ Z∗q → PKgi = c · P (6)

Step 4. The gateway also computes a root signature σG

value allowing for the one-time public key as follows the
equation

Pi = H(r ∗ IDG) ∗ G + IDG → (7)

σg =

n∑

1

P
PKgi

i (8)

4.3.2 Issuing Identity Certificate Phase (IssueCert)

In this phase, that certificate of identification is issuing; the
blockchain server creates a certificate using the network. A
private key signature is created as a single root signature and
added to the client’s certificate.
Step 1. The sensor sends information about certificates
(Ds, σs, t0,PKsi) and requests for certificates to the gateway.
Step 2. The one-time public key PKSi of the certificate infor-
mation given by the sensor is used by the gateway to verify
R. If it follows Eq. (9), return 1, else 0.

Compute[P′i = H(R ∗ IDS) ∗ G + IDS, (σs, g2)]

=?
K∏

i=i

e(Pi,PKsi)→ (9)

IDS * R = IDS * r * G = IDS * r→ (10)

E(σ, g2) = e
(
Pi, gSKsi

2

)
= (P′i ,PKsi) = OK (11)

Step 3. If the sensor is verified, the gateway signs using its
own SKGi.

H(r ∗ IDg) ∗ G + IDg, (12)

Step 4. The gateway generates certificate signature σB

which information on multiple sensors.

Pi = H(r ∗ IDg) ∗ G + IDg → (13)

σg =

n∑

1

PiSKgi (14)

Step 5. The server’s signature is verified by the gateway net-
work and the server. If it follows Eq. (15), return 1; other-
wise, return 0.

Compute [P′i = H(R ∗ IDg) ∗ G + IDg, (σ, g2)] =?
∏K

i=i e(Pi,PKgi), (15)

IDg ∗ R = IDg ∗ r ∗ G = IDg ∗ r, (16)

E(σ, g2) = e
(
Pi, g

SKgi

2

)
= (P′i ,PKgi) = OK. (17)

Step 6. The gateway network gathers a signature after veri-
fication and stores it as a hash tree leaf node.
Step 7. The gateway returns certificates (IDS, σs, t0,PKsi,
IDg, σg) containing ID and verification certificate to the
sensor.
Step 8. The certificate’s IDg and verification σg are checked
by sensors. If it follows Eq. (18), return 1; otherwise, return
0.

Compute [P′i = H(R ∗ IDs) ∗ G + IDg, (σs, g2)]

=?
K∏

i=i

e(Pi,PKgi) (18)

IDg * R = IDg * r * G = IDg * r, (19)

E(σ, g2) = e
(
Pi, g

SKgi

2

)
= (P′i ,PKgi) = OK, (20)

4.3.3 Certificate Commitment Phase (CertCom)

This phase is that certificate commitment; the sensor re-
quests that the gateway network sign by sending the paired
private key and the message value, and the public key certifi-
cate. The gateway generates timestamps within the gateway
network. The gateway’s timestamp signature is routed to the
root signature included in the blockchain and returned to the
sensor.
Step 1. To a signature, the gateway constructs the pair x =
H(Certificate,SKGi). Along with certificate information, it
contains (IDs, σs, t0,PKsi, IDg, σg), SKgi.
Step 2. After establishing the authenticity of the sensor with
a private key SKGi and a public key PKgi, each gateway
checks the validity of the public key certificate using the
gateway network’s hash tree. If it follows Eq. (21), success-
fully return 1, else 0.
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PKAi =? gSKGi

2 (21)

Step 3. The gateway network generates a global hash tree
about the all sensor s ∈ S, using relationship x =

H(IDA,PKA,SKGi) and then a global timestamp value St, by
linking the global coordinated time to the Hash Root value.
(w = number of Leaf node, n = number of left binary tree,
k = number of right binary tree, i = 0, . . . , n)

St = Hash Tree[SKgi, IDs,PKs]→ Hash Root (22)

x = H(IDs,PKs,SKgi)→
compute [Hash Root(hw−1(σ))] = σ[i + 1, k] = (23)

H(σ[i, k] ||σ[i, k + 1])

Step 4. The gateway network broadcasts to the blockchain
server and sensor after generating token(St,SKGi) via inter-
nal consensus.

4.3.4 Verification Identity Phase (QueryCert)

This phase is that when other sensors receive the sen-
sor’s unique timestamp, the public key certificate, and
the sender’s message, the other sensor verifier asks the

blockchain network to validate the public key certificate and
the timestamp. The server uses the distributed branching
block and then passes the hash path to the verifier, review-
ing and verifying validity.
Step 1. The sensor sends M = (mgs[i]), the public key cer-
tificate (IDs, σs, t0,PKs, IDg, σg), the private key SKsi, the
token (St,SKgi).
Step 2. The verifier requests the gateway network to verify
the certificate and the token (St,SKgi) of the sensor.

Step 3. The gateway network verifies the certificate’s va-
lidity using a hash tree and returns a valid Hash Path to
verify the verifier’s token. The gateway network returns
Hash Path = σ[n + 1, k] = H(σ[n, k] ||σ[n, k + 1]

(St,SKgi)→
compute [Hash Root(hw−1(σ))] =? σ[n + 1, k] (24)

= H(σ[n, k] ||σ[n, k + 1]→
Hash Root ∈? Block num (25)

5. Analysis of Our Scheme

In this section, we analyze the security and efficiency of our
scheme.

5.1 Remarks and Related Work

Unlike the existing methods [1], [2], [4], our proposed
method provides an IDM configured with a permissioned
blockchain. Therefore, it is robust against many prob-
lems that arise from relying on CA. Man-in-the-middle
attacks do not occur because multiple public and private
keys are generated and registered. Also, because a unique
timestamp value is attached to the certificate, replay at-
tacks do not occur. Finally, it has immunity from single
point of failure through distributed and hierarchical layer
blockchain servers. In particular, the existing public key
method [4], [13]–[15], [18] is dangerous for message steal-
ing and manipulation after the private key is exposed. do.
It is robust against speculative attacks of public and private
keys through public key verification through bilinear pair-
ings (Table 3 and Table 4).

5.2 Security

Our scheme considers various security threats and re-
quirements. The environment is a KSI-based permission
blockchain, which is more robust against MITM and replay
attacks than identification providers, being more secure than
a single PKI or AKI. Compared to other schemes, it offers
the following security features (Table 3 and Table 4).

• Confidentiality: As encryption involves a transaction
key generated via ECC, decryption is impossible even
if a third party acquires a message; thus, the scheme is
airtight. According to the Discrete Logarithm Problem
(DLP), it is impossible to obtain a private key by setting
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Table 3 The environment of other schemes and proposed scheme

Table 4 The security of other schemes and our scheme

the prime number p as a very large safe prime. Also,
ECDLP is an elliptic curve version of DLP, and PKSi =

c ·P is difficult to know, just as SKsi = c ∈ Z∗q is difficult
to know.

• Integrity: A global timestamp is created by the gate-
way network when a certificate is typed and commit-
ted to the blockchain. The certificate is complicated
to change, as all users would be required to synchro-
nize their efforts to this end; thus, integrity is assured.
For any coalition of fewer than n players, our scheme
is player-private against an honest-but-curious adver-
sary follow the DDH assumption. ((f, n)-DHE Prob-
lem): Let G be a group of prime order p, h ∈ G and
a ∈ Zp. Given h, ha, . . . , han , output ( f (x), h f (a)), where
f (x) ∈ Zp[x] is a polynomial function with f (x) > n. It
is practically impossible to synchronize by manipulat-
ing [33].

• Availability: A distributed gateway network is not sus-
ceptible to attacks on a single point; constant availabil-
ity is guaranteed.

• Authentication: Public-key certificates and key-pair
(PKSi, SKSi, σ) are used to identify and authenticate le-
gitimate sensors; provided by Eq. (9)-(11): IDs * R =
IDS * r * G = IDsS * r, E(σ, g2) = e

(
Pi, gSKsi

2

)
=

(P′i ,PKsi) = OK
• Non-repudiation: Sensor denial is impossible; the

gateway network creates a unique global timestamp for
any certificate containing the sensor’s one-time private
key.

• MITM attack: A gateway network spreads an attack
to a single gateway point across all points; a MITM
attack is impossible. Provides by Eq. (15)-(17): IDg *
R = IDg * r * G = IDg * r, E(σ, g2) = e

(
Pi, gSKsi

2

)
=

(P′i ,PKsi) = OK,
• Replay attack: A gateway network distributes attacks

to a single gateway point; replay attacks are impossible.
Provides by Eq. (13)-(14), (22)-(23): IDs, σ, t0, PKsi

• Single-point-of-failure: A gateway network dis-
tributes attacks to a single point; It blocks
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Table 5 BAN-logic notations

potential insider attackers. Provides by 4.4.3 Certifi-
cate commitment phase (Step 3-4): Using the relation-
ship x = H(Certificate,SKGi), the gateway network
creates a global hash tree, and then a global timestamp
value S t by binding the global coordinated time to
the root value. Next, the gateway network broadcasts
to the blockchain server and sensor after aggregating
token(St,SKgi) via internal consensus.

• Reliability: A gateway network blocks potential inter-
nal attackers by insisting on internal consensus; arbi-
trary changes and deletions are rendered impossible by
ensuring that all nodes follow the policy of using only
proven transactions as blocks.

• Key search attack: As ECC-based keys are required
for authentication and are not reused, the system is safe
from attacks because the keys are not repeatedly ex-
posed. Provides by Eq. (3)-(5): SKsi = c ∈ Z∗q, PKsi =

c·P, PP = {P, q,G, p,PKsi,H1}. Pi = H(r∗IDs)∗G+IDs,
σA =

∑n
1 PiPKsi is then calculated as a value allowing

for public key verification.
• Forward security: ECC-based, independent, one-time

public/private key generation is employed. If a key
hash value is disclosed, no future key based on that
value can be computed to ensure omnidirectional se-
curity. Forgery of the sensor’s key pair (PKsi, SKsi) is
complicated based on the Elliptic Curve Discrete Log-
arithm Problem (ECDLP); Provided by Eqs. (4)-(5):
Pi = H(r ∗ IDg) ∗ G + IDg, σA =

∑n
1 PiPKgi

• Cross-certification: The gateway and all sensors en-
gage in mutual authentication by handshaking a one-
time secret value generated when creating a one-time
public/private key and a root signature; Provided by
Eq. (9)-(11), (15)-(17): IDg * R = IDg * r * G = IDg * r,

E(σ, g2) = e
(
Pi, g

SKgi

2

)
= (P′i ,PKgi) = OK

5.3 Logic Proof by Ban Logic

Burrows et al. [33] proposed a logic of authentication in
1989, which is popular in checking the correctness of au-
thentication protocols. BAN logic is a belief-based model
logic that can be used to prove whether the implementation
of the protocol can achieve the expected goals and to dis-
cover shortages in the proposal design. The main notations

are listed in Table 2. Based on the idea, our proposal con-
siders the below logical rules in our proof.

• A1. Message-Meaning Rule (MMR): P|≡P↔Kθ, P�{Y}K
P|≡θ|∼Y .

• A2. Nonce Verification Rule (NVR): P|≡||= (Y), P|≡θ|∼Y
P|≡θ|≡Y .

• A3. Freshness Propagation Rule (FPR): P|≡||= (Y)
P|≡||= (Y,X) .

• A4. Jurisdiction Rule (JR): P|≡(θ|⇒Y), P|≡(θ|≡Y)
P|≡Y .

The method of using BAN logic for security proof is to infer
from the security that the desired security target follows the
four security assumptions given above.

• Message 1: si → gi : (ID∗, σ∗, t0,PK∗i).
• Message 2: gi → gi : (H(IDA,PKA,SKGi)→ x).
• Message 3: gi → si : St.

Idealized form: The idealized form of our scheme is as be-
low:

• Message 1: si → gi : IDs, σs, t0, PKsi, IDg, σg.
• Message 2: gi → gi : PKAi =? gSKGi

2 .
• Message 3: gi → si: M, certificate, token

In terms of our scheme description, we provide the below
security hypothesises in our scheme.

• H 1: si |≡ ||= (PK∗i).
• H 2: PK∗i |≡ ||= (PKsi).
• H 3: gi |≡ gi ↔K θ.
• H 4: PKAi |≡ ||= (gSKGi

2 ).
• H 5: gi |≡ gi ↔K St.
• H 6: St |≡ ||= (H(IDA,PKA,SKGi))⇒ x↔K St.
• H 7: St |≡ ||= (HashRoot)⇒ hw−1(σ)↔K Block.
• H 8: Block |≡ ||= (St).

In addition, we provide the below security goals that aim to
prove our scheme.

• Goal 1. gi → gi : PKAi =? gSKGi

2 .
• Goal 2. gi → si: M, certificate.
• Goal 3. St |≡ ||= (HashRoot)⇒ hw−1(σ)↔K Block.
• Goal 4. Block |≡ ||= (St).

According to the Message 1 message, there is

SK∗i � Key Gen(pp)↔K c ∈ Z∗q

We employ MMR and the assumption H1, this is:

PK∗i |≡ Key Gen(pp)↔K PK∗i = c · P
We use the FPR, NVR and the assumption H7, this is

σ∗ |≡ ∑n
1 PPK∗i

i ↔K Pi = H(r ∗ ID∗) ∗ G + ID∗

According to above equation and H4, we employ NVR, this
is

[P′i | = H(R∗IDS)∗G+IDS, (σs, g2)]↔K
K∏

i=i

e(Pi,PKsi)

In addition, according to above equation and the assumption
H7, we use JR, this is:
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Table 6 The key memory sizes of other schemes and our scheme

Table 7 The key verification memory sizes of other schemes and our scheme

Table 8 The total memory size by number of one-time keys

IDS * R | = IDS * r * G | ↔K IDS * r

From the Message 2 message, there is

σg ↔K
n∑

1

PiSKgi

We use MMR and the assumption H3, this is:

[P′i |≡ H(R ∗ IDs) ∗ G

+ IDg, (σs, g2)]↔K
K∏

i=i

e(Pi,PKgi)

According to H2 and above equation, we employ FPR, this
is

IDg * R |≡ IDg * r * G ↔K IDg * r,

By above equation, we use NVR, this is

H(IDA,PKA,SKGi)↔K x

According to the Message 3 message, there is’

Hash Tree[SKgi, IDs,PKs] |≡ Hash Root(x)

↔K Hash Root(hw−1(σ))

and above equation via MMR, this is:

σ[i + 1, k] |≡ H(σ[i, k] ||σ[i, k + 1])

Then, we employ FPR, this is

St |≡ ||= (H(IDA,PKA,SKGi))⇒ x↔K St.

According to above equation and H8, we use JR, this is

si |≡ ||= (ID∗, σ∗, t0,PK∗i)↔K St

Thus, the proof of the goals are achieved according to H3,
above equation.

5.4 Efficiency

The proposed scheme generates a root signature during
ECC-based, one-time public/private key generation; this is
used to efficiently validate a single using the public key (Ta-
ble 6). Our scheme’s key memory size is the same as that
of ECC (security ratio, 160 bits), more extensive than that
of the Winternitz+ scheme but smaller than that of the hash
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Fig. 8 Comparison of the graph memory size by number of OTK between KSI framework and pro-
posed scheme

chain of KSI. However, the memory required to change and
verify all one-time public keys is the lowest of all systems.
As the MSS uses an existing Merkle tree, key sizes can be
calculated. XMSS performs an XOR operation when con-
catenating a hash using an extended Merkle tree, doubling
the overall safety in collision resistance and the birthday
paradox; the memory size is halved. KSI computation is
rendered efficient (thus requiring less memory) by employ-
ing the “padding traveling” algorithm. Our scheme gener-
ates a single compact root signature for all one-time public
keys. The memory required is less than the hash function
based on the sibling key generation scheme (Table 7). Es-
pecially, our scheme is an overhead to save close to 60%
compared to other single using & authentication schemes
(Table 8 and Figs. 7, 8).

6. Conclusion

Recently, the adoption of the industrial internet of things
(IIoT) has optimized many industrial sectors and promoted
industry “smartization.” Smart factories and smart indus-
tries connect the real and virtual worlds through cyber-
physical systems (CPS) [30]. However, these linkages will
increase the cyber attack surface to new levels, putting
millions of dollars in assets at risk if communications in
massive network systems like IIoT settings are left un-
guarded [31], [32]. We developed an electronic signature
and public key system for a blockchain using an elliptic
curve cryptography-based key wallet, root signature, and
digital technology. Furthermore, we compared the safety
and efficiency of our scheme with those of existing systems.
Our proposed scheme has effectively reduced the stored key
overhead and is secure with mutual reliability.

We propose a framework for new device identity man-
agement and key generation. First, through blockchain
smart contracts and hierarchical deterministic (HD) wallets,
hierarchical key derivation efficiently distributes and man-
ages keys by line and group in the IIoT environment. How-
ever, it requires much computation in that it has to create

a maximum of m private and public key pairs and is not
efficient because there are many key pairs to be stored. Cur-
rently, BIP32 allows the private key to only derive from the
parent’s private key to derive the public key from the pub-
lic key [33]. Other approaches provide no connectivity be-
tween parent and child public keys for user identity privacy
and high key extraction scalability. In addition, we propose
a new HD wallet that provides signatures with a trap door
hash function instead of directly providing a private key for
signature. However, the need to find the collision value us-
ing the trap door hash function requires much computation.
Each time a transaction occurs, the collision value needs
continuously computed to generate the required signature.

Second, the pairing verification value based on an el-
liptic curve single point called Root Signature performs effi-
cient public key certificate registration and verification and
improves the key storage space. Third, the identity log
recorded through the blockchain is the global transparency
of the key lifecycle, providing system reliability from vari-
ous security attacks. In particular, KSI’s hash tree is adopted
to perform efficiently. We analyze our framework compared
to hash-based state commitment methods. Accordingly, our
method achieves a calculation efficiency of O(n log N) and
a storage space saving of 60% compared to the existing
schemes. Therefore, our proposed scheme is safer and more
efficient than the conventional scheme.

It can be applied to a network environment that safely
identifies and manages sensors in various IIoT environments
to manage production lines or groups in a general CPS en-
vironment. In the future, we will explore how our scheme
functions in various similar environments. Furthermore, it
is expected that the security and efficiency of the entire CPS
will be improved by performing secure data communication
and authentication.
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