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Improvement of the Efficient Secret Broadcast Scheme

Eun-Jun YOON†a), Muhammad KHURRAM KHAN††b), and Kee-Young YOO†c), Members

SUMMARY In 2009, Jeong et al. proposed a secure binding encryption
scheme and an efficient secret broadcast scheme. This paper points out that
the schemes have some errors and cannot operate correctly, contrary to their
claims. In addition, this paper also proposes improvements of Jeong et al.’s
scheme that can withstand the proposed attacks.
key words: broadcasting network, secret broadcast, binding encryption,
message consistency, security

1. Introduction

An efficient secret broadcast problem is one of the basic
problems in the broadcasting networks. In order to perform
secret broadcast, a sender must broadcast a message secretly
and consistently to the receivers. And also, a receiver must
assure that all of the other receivers have also received the
exact same message. However, it is not easy work to develop
such a broadcast scheme [1], [2].

Quite recently, Jeong et al. [3] proposed a secure bind-
ing encryption scheme against chosen plaintext attacks in
the standard model [4]. They also proposed an efficient
secret broadcast scheme based on the binding encryption
scheme. However, Jeong et al. schemes cannot perform
correctly. This paper shows that there are two serious mis-
takes in Jeong et al.’s schemes as follows: (1) The encryp-
tion/decryption algorithms of their schemes do not perform
correctly; (2) The schemes do not meet the requirement of
message consistency unlike their claims. As a result, Jeong
et al.’s schemes are impractical. To eliminate the security
problems, this paper also proposes improvements of Jeong
et al.’s scheme. Compared with Jeong et al.’s scheme, the
proposed scheme can be used for the broadcasting networks
because it is more secure and efficient.

2. Review of Jeong et al.’s Scheme

This section reviews Jeong et al.’s [3] binding encryption
scheme and efficient secret broadcast scheme, respectively.
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2.1 Binding Encryption Scheme in Standard Model

Let SE = (SE.key, SE.enc, SE.dec) be a symmetric en-
cryption scheme. SE.key(1θ) generates a key k. SE.enck(m)
encrypts the message m with the key k. SE.deck(c) de-
crypts the ciphertext c with the key k. The public-key
encryption scheme PE = (PE.key, PE.enc, PE.dec) should
satisfy completeness as follows: If (pk, sk) ← PE.key(1θ),
c = PE.encpk(m), and m′ = PE.decsk(c), then the equa-
tion m = m′ always holds for any m. To make probabilistic
public-key encryption scheme, the scheme uses the notation
c = PE.encpk,r(m) to explicitly denote that a random string r
is used to make the ciphertext c. This means that a ciphertext
c should be generated using an independently and randomly
selected string r. Let FK : {0, 1}θ → {0, 1}θ be a function
selected from a function family F, where F = {FK |K is in
the space of θ-bit strings}.

Let BE = (BE.key, BE.enc, BE.dec) be a binding en-
cryption scheme. BE.key generates a pair of public-/private-
keys for a party. BE.enc encrypts a plaintext using the pub-
lic keys of a set of receivers. BE.dec decrypts a ciphertext
using one of the secret keys of the receivers and outputs a
plaintext if the ciphertext is valid or ⊥ otherwise.

• BE.key(1θ): A party Pi runs this algorithm to generate
a pair of public-/private-keys (pki, ski).

1. The algorithm uses the key generation algorithm
of a public-key encryption scheme.

2. The algorithm gets (pki, ski)←PE.key(1θ) and
outputs (pki, ski).

• BE.encpk1,...,pkn (m): This algorithm produces a cipher-
text for a message m.

1. The algorithm randomly selects ke, k f ← {0, 1}θ
and calculates c0 ← SE.encke (m)

2. For 1 ≤ i ≤ n, the algorithm calculates the fol-
lowings:

ri ← Fk f (i)

ci ← PE.encpki,ri (ke) (1)

di ← PE.encpki (k f )

3. The algorithm outputs a ciphertext (Γ, σ), where
Γ = (pk1, . . . , pkn) and σ = (c0, c1, . . . , cn, d1, . . . ,
dn).
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• BE.decski (Γ, σ): This algorithm extracts a plaintext
from the ciphertext (Γ, σ) using the private key ski.

1. The algorithm first extracts the followings:

k′e ← PE.decski (ci) (2)

k′f ← PE.decski (di)

2. For 1 ≤ i ≤ n, the algorithm extracts and tests the
followings:

r′i ← Fk′f (i) (3)

ci
?
=PE.encpki,r′i (k

′
e) (4)

3. If the test is not successful, the algorithm outputs
⊥. Otherwise, the algorithm extracts the follow-
ings:

m′ ← SE.deck′e (c0) (5)

and outputs m′.

2.2 Efficient Secret Broadcast Scheme

Let BE = (BE.key, BE.enc, BE.dec) be a binding encryp-
tion scheme which is described in the above Sect. 2.1. Fig-
ure 1 illustrates Jeong et al.’s efficient 1-round secret broad-
cast scheme and runs as follows:

1. Assume that a sender wants to send a secret mes-
sage m to the receivers (P1, . . . , Pn) in the broadcast-
ing networks. We also assume that Pi has a pair of
public-/private-keys (pki, ski) for the binding encryp-
tion scheme BE.

2. Sender→ Each Receiver Pi: (Γ, σ)

a. The sender first makes the followings:

(Γ, σ)← BE.encpk1,...,pkn (m) (6)

where Γ = (pk1, . . . , pkn) and σ = (c0, c1, . . . , cn,
d1, . . . , dn).

Fig. 1 Jeong et al.’s efficient secret broadcast scheme.

b. The sender broadcasts (Γ, σ) to the receivers in
the broadcasting networks.

3. Each receiver Pi extracts m′ ← BE.decski (Γ, σ) from
the ciphertext (Γ, σ).

3. Cryptanalysis of Jeong et al.’s Scheme

This section proves that there are two mistakes in Jeong et
al.’s scheme: (1) The encryption/decryption algorithms do
not perform correctly; (2) The scheme does not meet the
requirement of message consistency unlike their claims.

3.1 Incorrect Binding Encryption Scheme

Jeong et al.’s binding encryption scheme has a serious prob-
lem. That is, the encryption/decryption algorithms of their
scheme cannot be correctly performed for secret broadcast.
In BE.encpk1,...,pkn (m) algorithm, the algorithm calculates ci

(for 1 ≤ i ≤ n) as follows (see above Eq. (1)):

ci ← PE.encpki,ri (ke)

In BE.decski (Γ, σ) algorithm, the algorithm extracts k′e by
using the private key ski as follows (see above Eq. (2)):

k′e ← PE.decski (ci)

From the above Eqs. (1) and (2), we can easily see that the
BE.decski (Γ, σ) algorithm cannot extract a correct k′e by us-
ing the private key ski. From Eq. (1), ke is encrypted by
using the private key ski and ri, where ri ← Fk f (i) and
k f ← {0, 1}θ is randomly selected value. From Eq. (2),
BE.decski (Γ, σ) algorithm just uses its private key ski to ex-
tract k′e from ci. However, without knowing ri, it is impos-
sible to obtain the correct k′e form ci. So, the above Eq. (2)
must be changed to correctly extract the k′e from ci as fol-
lows:

k′e ← PE.decski,ri (ci) (7)

However, ri is computed by BE.decski (Γ, σ) algorithm after
extract k′e as follows (see above Eq. (3)):

r′i ← Fk′f (i)

for 1 ≤ i ≤ n. So, BE.decski (Γ, σ) algorithm cannot com-
pute Eq. (7) because r′i cannot be computed in advance eas-
ily. As a result, although BE.encpk1,...,pkn (m) algorithm sends
a valid ciphertext (Γ, σ), BE.decski (Γ, σ) algorithm will al-
ways output ⊥ because the ciphertext (Γ, σ) cannot pass the
following verification equation (see above Eq. (4)):

ci
?
=PE.encpki,r′i (k

′
e)

Obviously, Jeong et al.’s binding encryption scheme is incor-
rectly designed. Since Jeong et al.’s efficient secret broad-
cast scheme as shown in Fig. 1 is basically operated by
their binding encryption scheme, it automatically inherits
the same design flaws as described above.
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3.2 Message Consistency Problem

Jeong et al. insisted that their proposed schemes provide
message consistency. Message consistency means that each
receiver can assure that all of the receivers have received the
same message. However, Jeong et al.’s schemes do not meet
the requirement of message consistency unlike their claims.
In the binding encryption scheme, an adversaryA can com-
pute a forged c∗0 as follows:

c∗0 ← SE.enck∗e (m∗) (8)

to break the message consistency, where k∗e ← {0, 1}θ and
m∗ are a random value and a fake message chosen by A,
respectively. A can intercept a ciphertext (Γ, σ), where
Γ = (pk1, . . . , pkn) and σ = (c0, c1, . . . , cn, d1, . . . , dn). It is
easy to obtain the information since these values are read-
ily available over the open network. Upon intercepting
(Γ, σ), A replaces the intercepted c0 with its computed c∗0.
A then broadcasts (Γ, σ∗), where Γ = (pk1, . . . , pkn) and
σ∗ = (c∗0, c1, . . . , cn, d1, . . . , dn). In here, we assume that
Jeong et al.’s binding encryption scheme is performed cor-
rectly without the design flaws as described above.

Upon receiving (Γ, σ∗), BE.decski (Γ, σ
∗) algorithm

will extract m∗∗ by decrypting c∗0 as follows (see above
Eq. (5)):

m∗∗ ← SE.deck′e (c
∗
0) (9)

From the above Eqs. (8) and (9), we can easily see that
BE.decski (Γ, σ

∗) algorithm cannot obtain the original mes-
sage m despite the satisfaction of the verification equation
(4) for the decryption key k′e because the algorithm does not
check the integrity of the forged fake message m∗.

Moreover, for each receiver (P1, . . . , Pn), A can send
different fake messages m∗i (for 1 ≤ i ≤ n) to break the mes-
sage consistency which receive different messages to all of
the receivers. Obviously, Jeong et al.’s binding encryption
scheme does not meet the requirement of message consis-
tency. Jeong et al.’s efficient secret broadcast scheme au-
tomatically inherits the same problem as described above
because it is basically operated by their binding encryption
scheme.

4. Proposed Scheme

This section proposes an improvement of Jeong et al.’s [3]
binding encryption scheme and efficient secret broadcast
scheme, respectively.

4.1 Proposed Binding Encryption Scheme

In the proposed binding encryption scheme, the system
setup environments are same as Jeong et al.’s schemes. The
proposed binding encryption scheme performs as follows:

• BE.key(1θ): A party Pi runs this algorithm to generate
a pair of public-/private-keys (pki, ski).

1. The algorithm uses the key generation algorithm
of a public-key encryption scheme.

2. The algorithm gets (pki, ski)←PE.key(1θ) and
outputs (pki, ski).

• BE.encpk1,...,pkn (m): This algorithm produces a cipher-
text for a message m.

1. The algorithm randomly selects ke ← {0, 1}θ.
2. The algorithm calculates the followings:

c0 ← SE.encke (m) (10)

3. For 1 ≤ i ≤ n, the algorithm calculates the fol-
lowings:

ci ← PE.encpki (ke,m) (11)

4. The algorithm outputs a ciphertext (Γ, σ), where
Γ = (pk1, . . . , pkn) and σ = (c0, c1, . . . , cn).

• BE.decski (Γ, σ): This algorithm extracts a plaintext
from the ciphertext (Γ, σ) using the private key ski.

1. The algorithm first extracts the followings:

k′e ← PE.decski (ci) (12)

2. The algorithm extracts the message m′ as follow:

m′ ← SE.deck′e (c0) (13)

3. For 1 ≤ i ≤ n, the algorithm extracts and tests the
followings:

ci
?
=PE.encpki,r′i (k

′
e,m

′) (14)

4. If the test is not successful, the algorithm outputs
⊥. Otherwise, the algorithm accepts the message
m′.

4.2 Proposed Efficient Secret Broadcast Scheme

Let BE = (BE.key, BE.enc, BE.dec) be a binding encryp-
tion scheme which is described in the above Sect. A. Fig-
ure 2 illustrates the proposed efficient 1-round secret broad-
cast scheme and runs as follows:

Fig. 2 Proposed efficient secret broadcast scheme.
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1. Assume that a sender wants to send a secret mes-
sage m to the receivers (P1, . . . , Pn) in the broadcast-
ing networks. We also assume that Pi has a pair of
public-/private-keys (pki, ski) for the binding encryp-
tion scheme BE.

2. Sender→ Each Receiver Pi: (Γ, σ)

a. The sender first makes the followings:

(Γ, σ)← BE.encpk1,...,pkn (m) (15)

where Γ = (pk1, . . . , pkn) and σ = (c0, c1, . . . , cn).

b. The sender broadcasts (Γ, σ) to the receivers in
the broadcasting networks.

3. Each receiver Pi extracts and verifies m′ from the ci-
phertext (Γ, σ) by using BE.decski (Γ, σ) as follows:

m′ ← BE.decski (Γ, σ) (16)

5. Security and Efficiency Analysis

5.1 Security Analysis

This subsection will only discuss the enhanced security fea-
tures of the proposed scheme. The other features are the
same as original Jeong et al.’s scheme.

1. The proposed encryption/decryption algorithms can
be perform correctly. The random value ri is not
used in the proposed binding encryption scheme un-
like Jeong et al.’s scheme. The proposed binding en-
cryption scheme uses only one random value ke to pro-
vide the message freshness. Since Eq. (10) in the pro-
posed BE.encpk1,...,pkn (m) algorithm and (12) in the pro-
posed BE.decski (Γ, σ) algorithm are always identical,
the message m′ can be correctly verified by each re-
ceiver by using the verification equation (14). As a
result, the proposed encryption/decryption algorithms
can be perform correctly and secure. Since the pro-
posed efficient secret broadcast scheme as shown in
Fig. 2 is basically operated by the proposed binding en-
cryption scheme, it automatically can be perform cor-
rectly and secure.

2. The proposed schemes meet the requirement of mes-
sage consistency. In the proposed binding encryp-
tion scheme, an adversary A can compute a forged
c∗0 ← SE.enck∗e (m∗) to break the message consistency,
where k∗e ← {0, 1}θ and m∗ are a random value and
a fake message chosen by A, respectively. Suppose
that A replaces the intercepted c0 with its computed
c∗0 upon intercepting (Γ, σ) and then broadcasts (Γ, σ∗),
where Γ = (pk1, . . . , pkn) and σ∗ = (c∗0, c1, . . . , cn).

Table 1 Comparison results of the computational costs.

DC Security Model Computation
K [1] X Random Oracle enc.: nPE.enc

dec.: 1PE.dec
VT [2] O Random Oracle enc.: (2n + 1)Exp.

dec.: 2nExp.
JKL [3] X Standard enc.: 2nPE.enc

dec.: nPE.enc + 2PE.dec
Proposed O Standard enc.: nPE.enc

dec.: nPE.enc + 1PE.dec
DC: Decryption Consistency.
enc.: Computational costs for encryption by a sender.
dec.: Computational costs for decryption by a receiver.
Exp.: Modular exponentiation.

However, in the proposed BE.decski (Γ, σ) algorithm,
each receiver always verifies the integrity of the de-
crypted message m′ by performing the verification pro-

cess ci
?
=PE.encpki (k

′
e,m

′) (see above Eq. (14)). There-
fore, the faked message m∗ is always rejected by each
receiver (P1, . . . , Pn). Thus, the proposed schemes
meet the requirement of message consistency.

5.2 Efficiency Analysis

Table 1 shows the comparison results of the computational
costs of the proposed scheme and of various multi-receiver
encryption schemes [1]–[3]. As shown in Table 1, we can
see that the proposed scheme has the smallest computational
workloads compare with Jeong et al.’s multi-receiver en-
cryption scheme.

6. Conclusions

This paper pointed out two serious mistakes in Jeong et al.’s
schemes: (1) An incorrect design of the secret broadcast
scheme; (2) A message consistency problem. To eliminate
the security problems of Jeong et al.’s schemes, this paper
also proposed improvements of the scheme. As a result,
compared with Jeong et al.’s scheme, the proposed scheme
can be used for the broadcasting networks because it is more
secure and efficient.

References

[1] K. Kurosawa, “Multi-recipient public-key encryption with shortened
ciphertext,” Proc. PKC’02, LNCS 2274, pp.48–63, 2002.

[2] E.R. Verheul and H.C.A. van Tilborg, “Binding ElGamal: A fraud-
detectable alternative to key-escrow proposals,” Proc. EUROCRYPT
1997, LNCS 1233, pp.119–133, 1997.

[3] I.R. Jeong, J.O. Kwon, and D.H. Lee, “Efficient secret broadcast
in the broadcasting networks,” IEEE Commun. Lett., vol.13, no.12,
pp.1001–1003, 2009.

[4] M. Bellare, A. Boldyreva, and A. Palacio, “An uninstantiable random-
oracle-model scheme for a hybrid-encryption problem,” Proc. EURO-
CRYPT’04, LNCS 3027, pp.171–188, 2004.


