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Robust Authentication Scheme between User and Remote
Autonomous Object in Telecommunications System

Eun-Jun YOON†a), Il-Soo JEON††b), and Kee-Young YOO†c), Members

SUMMARY Autonomous objects represent active database objects
which can be distributed over the Internet. This paper proposes a robust
authentication scheme for the remote autonomous object based on AES
(Advanced Encryption Standard) symmetric cryptosystem. Compared with
related schemes, the proposed scheme not only resists various security at-
tacks but also provides computation and communication efficiency.
key words: network security, autonomous system, cryptography, authenti-
cation, AES

1. Introduction

In the telecommunications system environment, a remote
autonomous object acts with its own thread of control. In
general, the conduct of an autonomous object is defined by
methods, rules and dynamic constraints [1], [2]. Therefore,
it needs to communicate securely and authenticate between
a user and the remote autonomous object [3]. The authenti-
cation scheme is commonly used to verify the identities of
users. Remote access control is one of the important appli-
cations to ascertain whether the user is legal and whether
he/she can access the remote resources.

In 2003, Novikov-Kiselev [4] proposed an authentica-
tion scheme of the user from the remote autonomous ob-
ject with public key cryptosystem [5] which is applicable to
perform secure authentication between the user and the re-
mote autonomous object in the telecommunications system.
However, Yang et al. [6] pointed out that the scheme is not
secure against man-in-the-middle attack. That is, a certain
attacker can displace a user’s identity by performing the at-
tack. Awasthi [7] also pointed out that the scheme is not se-
cure against man-in-the-middle attack and reflection attack.

This paper proposes a new authentication scheme
based on the AES symmetric cryptosystem to overcome
such security problems of the Novikov-Kiselev scheme.
We adopt time-stamp techniques to prevent the man-in-
the-middle attack and the reflection attack. We also adopt
the AES symmetric cryptosystem to provide computation
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efficiency. Moreover, the proposed scheme needs only
three communication rounds. Therefore, it can reduce two
communication rounds compared with Novikov-Kiselev’s
scheme. As a result, the proposed scheme resists various
security attacks, while also providing computation and com-
munication efficiency because it can be executed faster than
Novikov-Kiselev’s.

2. Telecommunications System Environment

The telecommunications system “User - remote object” is
presented in Fig. 1. In the autonomous mode, the remote
autonomous object operates with j data acquisition. After a
while the user sends some certain message to the object, e.g.,
c command - “Go to the communication mode and transmit
the j data collected”. In such systems, it is necessary to au-
thenticate the user from the remote autonomous object so
as not to allow the malicious user to control the remote ob-
ject using message c. Autonomous robotic devices such as
a drilling machine [8], a pick and place robot [9] and an au-
tomated guided vehicle [10] are widely employed in manu-
facturing systems including this telecommunications system
environment.

Security in the telecommunications system environ-
ment [11] is fundamentally about the provision of core se-
curity services, some of the most important of which are
as follows. (1) The service confidentiality is about keeping
data secret. (2) An integrity service prevents data from be-
ing altered in an unauthorized or unintended way. (3) Entity
authentication (sometimes called identification) is the pro-
cess whereby one entity is assured of the identity of another
entity. (4) Data origin authentication is the assurance that
data came from its reputed source. (5) Availability is the
property of being accessible and useable upon demand by
an authorized entity. At the heart of most security technolo-
gies is the deployment of specific cryptographic primitives,
which are mathematical tools that can be applied to data to
provide the core security services.

Fig. 1 The telecommunications system environment.
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3. The Proposed Scheme

This section describes the proposed authentication scheme
for remote autonomous objects. Throughout the paper, no-
tations are employed in Table 1. The proposed scheme
consists of two stages; registration stage and authentication
stage.

3.1 Registration Stage

In the registration stage, a user negotiates the identity with
remote autonomous object before functioning as an object.
The following steps are executed just one time via a secure
communication channel.

1. User→ Autonomous Object: id

The user sends its identity id to the remote autonomous
object. Then, the id is securely stored in the operative
memory of the remote autonomous object by the user.

2. Autonomous Object→ User: k

The remote autonomous object generates a secret key
k by the AES algorithm, and then sends it to the user.
Note that k is kept securely by both the remote object
and the user.

3.2 Authentication Stage

When the user communicates with the remote autonomous
object, the user’s identity id must be verified in this stage.
The procedures of the proposed authentication stage are
shown in Fig. 2.

1. User→ Autonomous Object: Ek(id||ok||t1)

The user generates a one-time secret key ok and makes
an encrypted message Ek(id||ok||t1) with the shared se-
cret key k. Note that t1 is the current date and time of
the user. Finally, the user sends the encrypted message
Ek(id||ok||t1) to the autonomous object as a start com-
munication request through the public communication
channel.

Table 1 Notation used in scheme.

id The identity of the user.

k The secret key of autonomous object.

ok The one-time secret key of the user.

x The message which includes the command C.

c The user selected control command.

E(·) The encryption function of AES algorithm.

D(·) The decryption function of AES algorithm.

ti The current date and time parameter.

⊕ A bit-wise exclusive-or operation.

|| A message concatenation operation.

A→B : M A sends the message M to B.

2. Autonomous Object→ User: ok ⊕ (id||x)

The autonomous object decrypts the received message
Ek(id||ok||t1) with the shared secret key k using the de-
cryption function of the AES algorithm as follows:

(id||ok||t1)← Dk(Ek(id||ok||t1)) (1)

The autonomous object checks the time interval be-
tween t1 and t2, where t2 is the timestamp of mes-
sage receiving. If (t2 − t1) ≥ Δt, where Δt is the ex-
pected legal time interval for transmission delay, then
the autonomous object terminates the current session.
Otherwise, the autonomous object checks the validity
of the user’s id by using the user’s id saved in mem-
ory of the object. If they differ, then the autonomous
object terminates the current session. Otherwise, the
autonomous object concatenates id and the message x
which includes the command C, and then encrypts the
message id||x with the user’s one-time secret key ok as
ok⊕ (id||x). Here, if the size of ok is different from that
of (id||x), a message padding algorithm can be applied
to make it equal in size. Finally, the autonomous object
sends it to the user.

3. User→ Autonomous Object: Eok(id ⊕ c||id′||c||t3)

When the user receives the message ok ⊕ (id||x) from
the autonomous object, the user decrypts it with its one-
time secret key ok as follows:

(id||x)← (ok ⊕ (id||x)) ⊕ ok (2)

The user verifies the legality of the received identity id.

Fig. 2 The proposed authentication stage.
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If it holds, the user derives the command c based on
the message x, and encrypts the authentication token
id ⊕ ok, new identity id′, the command c and the time-
stamp t3 with the one-time secret key ok of autonomous
object using the AES algorithm. Finally, the encrypted
message Eok(id ⊕ c||id′||c||t3) is sent to the autonomous
object.

4. The autonomous object decrypts the received message
Eok(id ⊕ c||id′||c||t3) with the one-time secret key ok us-
ing the decryption function of the AES algorithm as
follows:

(id ⊕ c||id′||c||t3)← Dok(Eok(id ⊕ c||id′||c||t3)) (3)

The autonomous object checks the time interval be-
tween t3 and t4, where t4 is the timestamp of message
receiving, and verifies the legality of the received au-
thentication token id ⊕ c. If they hold, the autonomous
object records in its memory the value of the new
id′ and executes the command c. Otherwise, the au-
tonomous object terminates the current session.

4. Security and Efficiency Analysis

This section provides the security analysis of the proposed
authentication scheme.

4.1 Security Analysis

A useful method of proofing the security of the proposed
scheme is in terms of passive attacks and active attacks [12].

Definition 1 (Strong secret key): A strong secret (k and
ok) is a value of high entropy, which cannot be guessed in a
reasonable polynomial time.

Definition 2 (Passive attacks): Passive attacks attempt to
learn or make use of information from the user or object
but does not affect their resources.

Definition 3 (Active attacks): Active attacks attempt to al-
ter communication resources or affect their operation.

Under the above definitions, the following theorems
are used to analyze nine security properties in the proposed
scheme.

Theorem 1 (Passive attacks): The proposed scheme can
resist passive attacks.

Proof 1: If an adversary who eavesdrops on a successful
proposed scheme run can make a guess at the one-time se-
cret key ok by using only information obtainable over a net-
work and a guessed value of the user’s identity id, the ad-
versary could break the AES symmetric key cryptosystem.
The reason will be clear. Such the AES symmetric key cryp-
tosystem problem can be reduced to get id and ok from the
messages Ek(id||ok||t1), ok ⊕ (id||x), and Eok(id ⊕ c||id′||c||t3)
in the proposed scheme. Without the ability to decrypt the

keying material k, the messages Ek(id||ok||t1), ok ⊕ (id||x),
and Eok(id ⊕ c||id′||c||t3) do not leak any information to the
passive adversary. Since the user and the object do not leak
any information either, the proposed scheme can resist pas-
sive attacks.

Theorem 2 (Active attacks): The proposed scheme can re-
sist active attacks.

Proof 2: Active attacks can take many different forms, de-
pending on what information is available to the adversary.
For the replay attacks, neither the replay of user’s messages
Ek(id||ok||t1) and Eok(id ⊕ c||id′||c||t3) in steps 1 and 3 of the
authentication stage nor the replay of the autonomous ob-
ject’s response message ok ⊕ (id||x) in step 2 of the authen-
tication stage will work, as it will fail in steps 2 and 4 of the
authentication stage due to the time interval (t2 − t1) ≥ Δt
and (t4 − t3) ≥ Δt, respectively. Therefore, the proposed
scheme can resist replay attack. A man-in-the middle at-
tack, which requires an adversary to fool both sides of a
legitimate conversation, cannot be carried out by an adver-
sary who does not know the shared long-term secret key k
between the user and the autonomous object. In the pro-
posed authentication scheme, an adversary can attempt to
modify a message Ek(id||ok||t1) into Ek(idA||okA||tA), where
idA is the adversary’s identity, okA is the adversary’s one-
time secret key, and tA is the adversary’s current date and
time, so as to succeed in step 2 of the authentication stage.
However, such a modification will fail in step 2 of the au-
thentication stage, because an adversary has no way of ob-
taining the identity id of the user to compute the valid mes-
sage Ek(id||okA||t1). In the proposed scheme, we can see
that id of the user is acting like another secret key of the
user. In addition, the object always verifies the legality of
the received identity id. Since the user also always verifies
the legality of the identity id from the received ok ⊕ (id||x).
Without knowing the one-time secret key ok of the user, an
adversary also cannot impersonate the legal object. If the
adversary wants to get the one-time secret key ok, he/she
has to decrypt Ek(id||ok||t1). However, it is impossible be-
cause he/she does not have the secret key k. Therefore, the
proposed scheme can resist impersonation attacks including
Yang et al.’s [6] and Awasthi’s [7] man-in-the-middle attacks
and reflection attack. As a result, the proposed scheme can
resist active attacks.

4.2 Efficiency Analysis

The computation costs of the proposed scheme and
Novikov-Kiselev scheme [4] are summarized in Table 2.
Novikov-Kiselev scheme requires a total of three RSA en-
cryptions, three RSA decryptions, and five communication
rounds. However, the proposed scheme requires a total
of two AES encryptions, two AES decryptions, and two
bit-wise exclusive-or operations, and three communication
rounds. Since the AES symmetric encryption/decryption
computations are much faster than the RSA asymmetric en-
cryption/decryption computations, the proposed scheme can
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Table 2 Comparison of computational costs.

Novikov-Kiselev Proposed
scheme scheme

# of RSA encryptions 3 0
# of RSA decryptions 3 0
# of AES encryptions 0 2
# of AES decryptions 0 2
# of exclusive-ors 0 2
# of communication rounds 5 3

be performed more computational and communicational ef-
ficiently than the Novikov-Kiselev’s scheme.

5. Conclusions

This paper proposed a new authentication scheme of the
user from the remote autonomous object that overcomes
the weaknesses of the Novikov-Kiselev scheme. The pro-
posed scheme is based on the AES symmetric cryptosystem
to provide better computational efficiency than that of the
Novikov-Kiselev scheme. Moreover, the proposed scheme
requires three communication rounds. As a result, the pro-
posed authentication scheme resists various security attacks,
while also providing more efficiency because it can be exe-
cuted faster than Novikov-Kiselev scheme.
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