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SUMMARY In this letter, anonymity problems of wireless communi- Table1  List of symbols.
cations are discussed. The weak points of previous studies is analyzed, Notations Meaning
then a user authentication scheme with anonymity enhanced for wireless IDy Identity of an entity A
communications is proposed. Ta Timestamp generated by an entity A
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Xk Encryption of a message X using a symmetric key
1. Introduction K i i i
Ex(X) Encryption of a message X using an asymmetric
L . . . key K
User authentication is an important issue for wireless com- 70 A one way Hash function

munication systems [1]-[8]. It is essential to keep user
anonymity while accessing legitimate users and rejecting
unauthorized users in wireless environments. Disclosure of
a mobile user’s real identity may lead to violations of the
user’s privacy, such as his roaming history, his current lo-
cation and messages to/from him. Impersonation attacks
that caused may give rise to data distortion, denial of ser-
vice or even paralyze the whole communication system [5],
[6], [8]. In recent years, various user authentication schemes
have been proposed [5]-[8]. In 2004, Zhu and Ma proposed
an authentication scheme to provide anonymity services for
wireless communications [5]. However, Lee, Hwang, and
Liao pointed out that that scheme has some security issues
and then improved it in 2006 [6]. Two years later, Wu et al.
pointed out that Lee et al.’s enhanced scheme also failed to
provide anonymity as claimed and then proposed a modi-
fied scheme [7]. More recently in early 2009, Zeng et al.
demonstrated that none of the above protocols can achieve
the claimed anonymity due to an inherent design flaw in the
initial phase [8].

In this letter, we take Wu et al.’s scheme as an example
of the above schemes and analyze the anonymity problem.
Then, we propose an improved user authentication scheme
by encrypting some key parameters.

2. Review of Wu et al.’s Scheme

As an improvement of previous researches [5],[6], Wu
et al.’s scheme consists of three phases: initial phase, first
phase and second phase. The details are shown in [7], and
notations used in this scheme are listed in Table 1.
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2.1 Initial Phase

When a new mobile user (MU) wants to register at his/her
home agent (HA), he/she submits his/her identity /Dy to
the HA. Then HA delivers MU’s password PWy; and a
smart card, which contains /Dg4, r, and h, to MU through a
secure channel. The PWy,y and r are calculated as follows:

PWyy = h(N|IDyy)
and
r = h(N|IDga) ® K(N|IDyy) ® IDpas ® IDyy (D

where N is a secret value kept by HA.
2.2 First Phase

In this phase, the foreign agent (F'A) authenticates MU and
issues a temporary certificate to MU as follows, where the
statement A — B : M denotes that B receives a message M
from A.

Step 1. MU — FA : n,C,IDya, Tyy

MU computes

n=r®PWyy = h(N||IDys) ® IDys ® IDypy 2)

and C = (h(IDp)llxollx)L, is his/her temporary key, where
L = i(Tyy & PWyy), and xy and x are two secret random
numbers. A timestamp Ty is also selected by MU to pre-
vent from replay attacks.
Step 2. FA — HA
Certpp)), Certpa, Tra

F A passes the information received from MU with a certifi-
cate Certpya, a secret random number b, and the correspond-
ing signature Ey ., (h(b, n, C, Tyy, Certra)) to HA.

Step 3. HA = FA : ¢, W, Es,,(h(b,c, W, Certya)), Certya,
Tha

HA computes the cipher text

b,n,C,Tyy, Es,,(h(b,n,C,Tyy,
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W = Ep,, (h(h(N|[IDyv))lIxollx) €)

and its signature Es,,, (h(b, c, W, Certyy4)), where c is a secret
random number generated by HA.

Step 4. FA — MU : (T Certpy|lh(xol|x))k

With the response from HA, FA decrypts W with its secret
key to obtain A(h(N||IDyvy)), X0, and x. The session key
k = h(h(h(N||IDp1)l|xllx0) between FA and MU is derived
accordingly.

When MU receives the message from FA, it computes the
session key k, and then decrypts (T Certpyl|h(xo|[x))x to ob-
tain the temporary certificate TCertyy.

2.3  Second Phase

When MU visits FA at i-th session, MU sends the following
messages to FA:

MU — FA : TCertyy, (xil|IT CertyyllOtherInformation)y,
The new i-th session key k; can be derived from the unex-
pired previous secret knowledge x;, and the fixed secret x
as

ki = h(h(W(NIDpo)l|xlxi-1), i = 1,2, n. “4)

Upon receiving messages from MU, FA decrypts
(x;||IT Certyy||OtherIn formation)k; and saves x; for the next
communication.

3. Security Weakness

As a successor of previous schemes[1],[2], Wu et al.’s
scheme can’t achieve perfect user anonymity due to some
design flaws as explained in the following.

Anonymity as defined in [5] and [6] means that FA has
no way of knowing MU’s real identity. Yet, Wu et al.’s
scheme and its predecessors [5], [6] are unable to preserve
user anonymity as claimed [8]. Namely, an attacker may
obtain the identity of other users as long as they registered
at the same HA. Suppose that A is an attacker, he/she can
firstly register at some HA, and get PWy, IDpyy, 1, and h
from the HA, where PW, = h(N||ID,), and

r = h(N|[IDya) ® h(N||IDs) ® IDps ® IDy. 5
He/she then can get h(N||IDy4) by computing:

r®& PWys® 1Dy ® 1Dy
= h(NHIDHA) @ ]’l(N”IDA) @D IDHA (&) IDA
@ W(N|IDy) ® IDys ® IDy
= h(NIIIDua). (6)
Assume MU is a registered mobile user of the same HA, A
can get n by intercepting the packets being sent out without
interrupting the flow of data. Then A is able to get /Dy by
computing:
n® IDpp ® h(N||IDpa)
= h(N|[IDga) ®IDpa®IDyy®IDya® K(N||IDpa)
=IDyy. )
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That is to say, by launching above attacks, it is easy to get the
identity of mobile users and defeat the claimed anonymity
service provided by Wu et al.’s scheme [3]. Furthermore,
after A get a user’s real ID, he/she can then launch an imper-
sonation attack.

4. TImproved Scheme

An improvement is made to Wu et al.’s scheme to enhance
the security of the user authentication scheme.

From the above analysis we know that an attacker can de-
duce a legal user’s ID by XOR operation. To deter this, we
just set

r=h(NIIDga) ® h(N|IIDyv) ® Ep,,(IDpalllDyu)
(®)
and accordingly, in the initial phase, we set
n=r&PWyy = h(N|IDya) ® Ep,,,(IDyalllDyv) (9)

So that HA can deduce /Dy from parameter n.
5. Security Analysis

In this section, we will demonstrate how the proposed
scheme can achieve perfect anonymity.

Theorem 1: The proposed scheme achieves user anonymity.
Proof: In initial phase of the improved scheme, when an
attacker A registers to a HA, he/she obtains PWy, IDya,
r, and h from HA, even h(N||IDp,) (see Eq.(6)). So that
he/she may get Ep,, (IDpualllDyy), yet he/she can’t decrypt
it without the private key of HA. So the value of Dy can’t
be deduced by an anonymity attack (see Sect. 3). Thus, user
anonymity can be achieved in this scheme.

6. Conclusion

In this paper, we identified a security weakness of Wu et al’s
scheme and proposed a user authentication scheme which
can achieve perfect user anonymity.
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